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Overview 1

This chapter contains the following sections:

¢ What is Mitel Administration
* Log in to the Mitel Administration
¢ Mitel Administration Dashboard

Welcome to Mitel Administration! Before you onboard your first customer, refer to the following topics :

1.1 What is Mitel Administration

Mitel Administration is a web-based application that enables Mitel Partners to create and manage customer
accounts; and allows Account Administrator of a customer account to manage the customer account and
the users in that customer account. The users in a customer account can use the various Mitel applications
and 3rd party CloudLink applications after CloudLink integration is enabled on these applications.
Additionally, with a MiVoice Business solution integration, it now allows Mitel Partners and Customers alike
to manage users on the MiVoice Business solution.

1.2 Log in to the Mitel Administration

6 Note:

The Mitel Administration supports the following browsers:

* Apple Safari

* Google Chrome
* Microsoft Edge
* Mozilla Firefox

Log in as a Mitel Partner

As a Mitel Partner, you can log in to Mitel Administration either via Mitel MiAccess Portal or through the
URL https://accounts.mitel.io.

Mitel Administration User Guide



https://miaccess.mitel.com/
https://accounts.mitel.io

Overview

e Note:

If you are logging in through Mitel MiAccess Portal, use the Mitel Administration portal for
managing customers and users.

Refer to the CloudLink Gateway User Guide for gateway deployment details.

To log in to the Mitel Administration directly via the MiAccess portal, you must first log in to the

Mitel MiAccess Portal using your MiAccess credentials. In the MiAccess portal home page, Mitel
Administration will be listed on the left side of the site, provided that the CloudLink policy has been
assigned you. Click Mitel Administration. The Mitel Administration opens, and the Dashboard is
displayed.

D Mltel DASHBOARD

To log in through the URL, click the MiAccess button on the Accounts login screen.

ca Mitel

Sign in to Mitel

@ to continue to Accounts

4
Enter yOUr username
1 o |

Next

Or sign in with

() MiAccess
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In the Mitel MiAccess login page, enter your MiAccess credentials and click LOGIN to log in to the Mitel
Administration. On successful login, Mitel Administration opens and the Dashboard is displayed.

The following image shows an example of the Dashboard when a Mitel Partner logs in to the Mitel
Administration for the first time.

BJ  Accounts CloudLink Test Partner . v

Accounts

S8  User Management

Console Tip #1 P Quick Links

Add an account

View accounts

e

Y
£
=
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=
=
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When you log in to Mitel Administration for the first time, a default Partner Account is created and assigned
to you in Mitel Administration and a new user (Partner) is created for you using your Mitel MiAccess User
credentials. The Partner Account maintains the login details of all the Partners. The Partner Account and
the Partner in an account cannot be deleted.

After logging in, Mitel Partners can Add an Account on page 11, edit, deactivate, or delete their
customer accounts; and add, edit, or delete users; and enable or disable administrative rights for users.
They can also assign support contacts for an account, enable or disable Integrations, and assign Orders
for a customer account.

6 Note:

As a Mitel Partner, you can restrict access to specific end-customer accounts for the technicians and
service administrators within that partner account.

e Note:

The login details of a Partner remains in Mitel Administration even after the MiAccess user credentials
of that Partner are disabled or removed. To remove a Partner from the Partner Account, contact Mitel
Partner Technical Support by logging in to https://www.mitel.com/en-ca/login

Mitel Administration User Guide
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Log in as an Account Admin or a User

As an Account Admin of a customer account, or as a user, you can log in to Mitel Administration directly
through the URL https://accounts.mitel.io after you have registered your account.

For information about how to register an account, see Welcome E-Mail on page 9. To log in, you must
enter the email address (specified in the account for you) as the username and the password (selected by
you while registering the account) as the password. And click Next.

c9 Mitel

Sign in to Mitel

@ to continue to Accounts
ZI Enter your username

Next

Or sign in with

() MiAccess

After logging in, an Account Admin of a customer account can add, edit, or delete users (including other
Account Admins) in that account; and enable or disable administrative rights for these users.

The following image shows an example of the Dashboard when a Customer Admin or Account Admin logs
in to Mitel Administration for the first time.

2
BJ Accounts ¥ QV - ‘v

=| Account
Console Tip #1 ismiss Quick Links
User Management

Change your password
Wicers 'ge your p:

Roles and Permissions

User Templates

E
&°

Integrations & Apps

Support

nayLeMIN

£8  MiVoice Business
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1.3  Mitel Administration Dashboard

The following image shows the Mitel Administration Dashboard when a Mitel Partner logs in.
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e Note:

~

The option is only available to a Partner Admin and Partner Admin assuming the role of an
Account Admin. The admin can use this option to search for other customer accounts under this
Partner account.

* As a Mitel Partner, you can restrict access to particular end-customer accounts for technicians and
service administrators associated with that partner account. This guarantees that not all technicians
or service administrators has the ability to view or handle all end customers within the partner
account.

The following table describes the user interface elements on these two dashboards.

Dashboard Element Function

User Name This is the name of the Mitel Partner or the Account
Admin as in Mitel Administration. To change this name,
click the user in the Users page, edit the name, and click

Save.

Avatar You can click your avatar, and click Logout to log out of
the application.

Account Name This is the customer account name added by the Mitel
Partner.

Links

At the bottom of Mitel Administration are the
following links:

* Support — Access to the online CloudLink help.

* Legal — Access to the CloudLink applications
end user license agreement.

* Supported Languages — Click the down-arrow
to select the supported languages from the list.

Accounts / View Accounts This option is available only to a Mitel Partner. Use th
is option to view and manage customer accounts. For
more information, see Managing Accounts.

Billing This option is available only to a Mitel Partner. Use this
option to access the Orders section.

Orders This option is available only to a Mitel Partner. Use this
option to view a list of, and to manage all orders the pa
rtner has purchased.

Account / View account This option is available on the Mitel Administration Das
hboard to a Partner Admin and an Account Admin. Use
this option to view and manage a customer account. T
his option is available to a Mitel Partner only after they s
elect a customer account.
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Dashboard Element Function

Users / View users This option is available on the Mitel Administration Das
hboard only to an Account Admin. Use this option to
view and manage the users in a customer account. For
more information, see Managing Users. This option is
available to a Mitel Partner only after they select a cust
omer account.

Add a user This option is available on the Mitel Administration Das
hboard only to an Account Admin. Use this option to

add a new user to a customer account. This option is
available to a Mitel Partner only after they select a custo
mer account.

Change your password Use this option to change your password used to acce
ss Mitel Administration. This option will not be visible to
a Mitel Partner logging in to the Accounts Console via M
iAccess.

Notifications

The notification bell icon is displayed alerting the Partner and Account Admin of new activities, updates, or
relevant tasks performed by them.

The bell icon displays a small numbered badge in contrasting color to indicate the number of pending

&

e

notifications =~ . By clicking the icon, users can quickly access a notification drop-down that lists the
latest activities, and it's completion status on Mitel Administration.

o Note:

To view complete details about an error, access the notification drop-down list, and click the See
details hyperlink.

DI Accounts | SeifSubscription @

There was an error while saving the user information. able of Contents

. ser Configuration 2,
Error message ‘Service Programming /f} L
user already configured - cloudLinkUsarld: te. phxUserid: qreaz-tee- ® System Groups =
2333-005058a25819. Use PUT method to update a user. Cannot proceed with POST request. g
T &

Deskphone (12312) =5

=

£

External Phone {1#23...

£ Youhave unsaved
changes

System Groups

‘There s no system group added to this scccunt
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Partners or Account Admins have the ability to hide all notifications at once using the Dismiss All option or

permanently delete the individual notifications using y icon.

il

MNotifications
@ Dismiss Al

© User updatad successfully

Thursday. July 27, 2023 at 10:01:35 AM

A Failed o updzte user:

Thursday, July 27, 2023 at 9-52-5.4 AM

A Failed to update user;

Thursday, July 27, 2023 at S:48:55 AM

0 Note:

The Dismiss All option will remove the notifications from the current view, however, a page refresh,

or a new notification will reload all notifications. Use the 0y icon to permanently delete individual
notifications.



Managing Customer Accounts 2

This chapter contains the following sections:

*  Welcome E-Mail

* Managing Accounts

*  Customer Admin Account Information
* Managing Users

» User Roles and Privileges

*  Orders

*  Subscriptions

*  Bulk Import of Users

*  Support Contacts

e Support Logs

*  Gateway
* Allow Users to Edit or Delete Chat Messages in CloudLink Applications
e Support

* Roles and Permissions
*  Account Managers

* Event History

*  System Inventory

The topics provide instructions for managing customer accounts and users, assigning support contacts, adding
users to a customer account in bulk, and to view and assign the MiTeam Meetings subscription purchased by a
Partner to a customer account and users in the account.

2.1  Welcome E-Malil

After logging in, Mitel Partners must Welcome E-Mail on page 9 to these accounts. They can confer
administrative rights to the users they add to a customer account. Administrative users or Account Admins
of a customer account can also add users to the account.

After a Mitel Partner or an Account Admin adds a user to a customer account, the Mitel Administration
sends a verification email to the user. Users must complete the registration.
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00 Mitel

Welcome John Smith

Mitel Accounts has just been setup at your work! Let's get you up and running
with this new tool.

Let’s verify your name and set up a password.

Note: This link will expire in 4 days, and can only be used one time.
Finish building
your account

Account Number: 230004195 mitel.com Support Privacy Policy

© 2019 Mitel

This verification email includes a Finish building your account hyperlink. Clicking this link takes users to
the Mitel Accounts sign up page.

0 Mitel

Confirm your account

I Hama

Enter your new password below.

Passswoird Requirements

* Winimum § charamen

Complete

Here, users must create a new password for the Mitel Accounts and click Complete to complete the
registration process.
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o Note:

The password must contain at least 8 characters.

After the registration is complete, an Account Admin or a regular user can log in to Mitel Administration. For
more information about how to log in to Mitel Administration, see Log in as an Account Admin or a User on
page 4.

o Note:

A Mitel Partner has administrative rights for all the customer accounts that Partner created in the same
Partner Account. An Account Admin has administrative rights only for the customer account to which
they belong. For more information about the types of user roles and their privileges, see User Roles
and Privileges.

2.2 Managing Accounts

The Accounts page enables a Mitel Partner to view, search for, add, edit, delete, and deactivate all the
customer accounts created by that Partner. To access this page, the Partner must click the Accounts
option from the navigation menu in the left side of the Mitel Administration Dashboard.

e Note:

Mitel Partners can view the customer accounts created by other Partners within the same Partner
account.

Add an Account

To add a new account, click the Add Account button. Enter the Customer Name, Country, Address,
City/Town, and Postal/Zip Code of the customer. Choose the Default Language for the account, and
assign Support Contacts. Click Save.

e Note:

Every customer account in Mitel Administration is assigned a unique identifier known as the 'Account
ID'. To view the Account ID of an account, go to the Account Information page of that account.
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View Accounts

Click the down-arrow above the Search bar in the Accounts page, and from the drop-down list, select to
view a list of active accounts or deactivated accounts by clicking, Active, or Deactivated respectively.

Accounts Active T

Active
Q Search

Deactivated

Search for Accounts

In the Search bar, type the name of the account you are searching for. The search field displays a list of
matching account names as you type the letters.

Edit an Account

To edit the details of an account, click the account and edit the account details in the Account Information
page that appears.

Click the E icon at the bottom right to save the changes.

e Note:

This option is also available to an Account Admin of an account.

Deactivate an Account

The Mitel Partner can deactivate an account. Click the Account option from the left navigation menu,
select the account from the Accounts page. Click the Deactivate button from the Account Information
page that opens. A pop-up screen appears. To continue to deactivate the account, type the word
“deactivate” in the text box and click Deactivate.

Deactivate Customer? ®

Deactivating a customer account means it will no longer be active. You can re-activate the account at a later
date if required.

Type deactivate in the box below to continue.

deactivatd

Cancel Deam@
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When you deactivate an account, the users in that account will no longer be able to sign in to Mitel
Administration or use any CloudLink applications.

Delete an Account

e Note:

When you delete an account, the CloudLink Gateway appliance associated with the account will be
factory reset. For more information on factory reset, see System Options in Configure Advanced
Settings and Options.

To delete an account, select the account from the list and click the Delete button. A pop-up screen opens.
To continue to delete the account, type the word “delete” in the text box that appears and click Delete.

Reactivate an Account

The Mitel Partner can reactivate a previously deactivated account. To do so, in the Accounts page, select
Deactivated using the down arrow, see View Accounts on page 12. Select the deactivated account

from list of deactivated accounts in the Accounts page. A pop-up screen opens. To continue to reactivate
the account, type the word “reactivate” in the text box that appears and click Reactivate.

Reactivate Customer? @

This customer account was deactivated. To view, edit, or delete the account, it must be
re-activated.

Type reactivate in the box below to continue.

reactivated ‘

When you reactivate an account, the users in the account will be able to sign in and access all the
CloudLink applications and services. Also, the account will be listed in the CloudLink Gateway portal.

2.3 Customer Admin Account Information

The Account Information page of a customer admin account enables the Mitel Partner and the Account
Admin to view and edit account information, view the Account ID and Cloud location, assign Support
contacts, and enable or disable integrations for an account. The Mitel Partner can also delete or deactivate
the customer account and view the Subscriptions details for the account.

To access the Account Information page of a customer account:

» A Mitel Partner must click that account from the Accounts page.

Mitel Administration User Guide
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* A Customer Account Admin of that customer account must click the Account option from the left
navigation menu of the Mitel Administration Dashboard.

For more information, refer Mitel Administration Dashboard.

Customer Information

Customer information panel allows you to view and edit the details of the customer to whom the account
belongs to. You can edit the Customer Name, Country, Province / State, Address, City, and the
Postal / ZIP code of the customer. You can also view and copy Account ID of the customer account, and
choose the Default Language and the Business Type of the customer. The customer information panel
also displays the SAP Customer Number on page 15, the Cloud location, and the PBX Type of the
customer account.

e Note:

The PBX type is available only after the CloudLink Gateway onboarding is completed successfully.

Support Contacts

You must assign Support contacts for a customer account to which all issue reports pertaining to that
account are sent. For more information, see Support Contacts.

Integrations

You can integrate customer accounts with other Mitel applications - CloudLink Gateway, MiCC, MiCollab
, Mitel One, MiTeam Meetings, Mitel Voice Assist, and MiVoice Business by sliding the toggle
associated with each of these applications. For more information, see Integrating Mitel Applications with
CloudLink. You can also integrate customer accounts with 3rd Party applications - Single Sign-On, Azure
AD Sync, Microsoft Office 365, and Microsoft Teams.

Privileges

When you integrate a customer account with a Mitel application, the specific Privileges (Delegated
Authentication and Allow Guest Access) associated with that application are also enabled for that account.
A user can also enable or disable the Privileges separately for an account by using the toggle buttons
associated with each of these privileges. For more information, see Integrating Mitel Applications with
CloudLink.

Call Services

Bandwidth Optimization

To enable bandwidth optimization for a customer account, slide the Bandwidth Optimization toggle button
to the right in the Call Services section. To learn more about bandwidth optimization, see Bandwidth
Optimization section in the System Requirements topic of the CloudLink Platform documentation.

CloudLink Platform documentation.
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Cloud Location

Cloud Location refers to the physical geographic region where the customer's data is stored and managed
within cloud data centers.

SAP Customer Number

SAP Customer Number is a read-only field that displays the SAP ID of customers who have a
subscription for a CloudLink service or application, as ordered by their Reseller or Distributor. For a
MiCloud Connect account, the name of this field will be Billing Customer Number.

Subscriptions

The Subscriptions panel displays the list of all the licenses assigned to the customer account. For more
information, see Subscriptions on page 35.

6 Note:

If your account has an active subscription but the integration is not enabled, the following error
message appears:

* "There is a xxxxx subscription assigned to this account but the integration is not enabled.
Add the 'xxxxx' integration to ensure functionality."

Example: Zoom Hybrid Subscription Without Integration

Scenario:You have a Zoom Hybrid subscription assigned to your account, but you have not added the
Zoom integration.

Result:When you attempt to use the subscription features, the following error message appears:

"There is a Zoom Hybrid subscription assigned to this account but the integration is not enabled.
Add the 'Zoom' integration to ensure functionality.”
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a
Bd  Accounts v

Dashboard
There is a Zoom Hybrid subscription assigned to this account but the integration is not enabled. Add the > /
‘Zoom' integration to ensure functionality.

User Management

Account Information
Integrations & Apps Delete Deactivate

Billing

@

e°

' system Inventory

Support English (US)

- Construction

nayIEMIN

dress* SAP Customer Number

Cloud location
Address 2

Support contacts
All bug and issue reports are sent to these contacts. Learn more [ <

Support  Legal  EN(US) v x

Resolution:

1. Go to the Integrations section.

2. Select + Add new.

3. Under the 3rd Party tab, select Add next to Zoom.
4. Select Done.

5. Complete the integration setup.

Once the Zoom integration is enabled, the subscription features will be available.

2.4 Managing Users

The Users page of a partner or customer admin account contains a list of all the users in that account. All
users in a customer account may interact with each other using various Mitel applications after CloudLink

integration is enabled on these applications.

To integrate, enable, and manage MiVoice Business features from the Mitel Administration see MiVoice
Business Integration on page 106 in this guide. You could also refer to Mitel Administration for MiVoice
Business Solution Guide on Mitel Document Center for detailed information.
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Users

Q Search Users @ Add Filter Manage all :

Click here if you have an Azure AD Sync phone number conﬂicd

O name EMAIL ADDRESS EXT MODIFIED ON (BY) LICENSES ROLE

Oooooooo

The Users page displays the list of users, user's email address, the extension numbers, modified on and
by, configured licenses, and the role assigned to the user.

o Note:

When a user's details are modified, CloudLink Gateway sends the update notification to Admin as a
direct result of the user being modified by Mitel Administration.

The Users page enables Mitel Partners and Account Admins of a customer account to add, edit, view,
and search for a user; enable or disable administrative rights for a user; reset a user's password; resend
welcome email to a user; assign products and licenses to a user; and delete a user from that account.

To access the Users page of an account, do the following:

If you are logged in as a Mitel Partner:

1. Click Accounts from the left navigation menu. The list of users is displayed.
2. Click the User to access the account.

If you are logged in as a customer Account Admin:

1. Click and expand User Management from the left navigation menu, click Users. The list of users for
this account is displayed.

2. Click the User to access the account.

Add User

The customer Account Admin can add users to that account. To add a new user, do the following:

1. Log into the Mitel Administration as an Account Admin.
2. Click and expand User Management from the left navigation menu.
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3. Click Users. The Users page opens.
4. Click the Add User button. The New User form is displayed.
5. Enter the First Name, Last Name, and Email address. These fields are mandatory.

Enter a valid email address for the user in the Email field. Ensure that you do not enter an email
address already assigned to an existing user in the customer account

o Note:

If an error One or more of the attribute values are already in use is displayed while adding a
user see, the Knowledge Based article (HO4817 CloudLink - Active Directory Managing disabled
active directory accounts).

6. Enter a Mobile Number for the user. Click the country code field to select the country code from the
drop down menu.

7. Select an SMS Number for the user from the drop down menu. You can click on the search icon to
search for a number.

You have to enable the Twilio integration and User Numbers option to be able to assign SMS numbers
to users. To do this, navigate to Integrations and Apps > Twilio.

8. Set the Account Admin toggle to on to enable administrative rights for the user. This field is optional.

You can also enable administrative rights for the user from the User's edit page, select Account Admin
in the Role drop-down list. To disable the administrative rights for a user, select User in the Role drop-
down list.

9. Click Create. A welcome email is sent to the user's email address. Meanwhile, the Account Admin can
assign licenses to the user in the User Edit page.

o Note:

You can choose to resend the CloudLink account welcome email to the user, by clicking the
Resend the welcome email hyperlink in the User Edit page.

You cannot order users by SMS Number.

You can add users in bulk to a customer account in Mitel Administration by using the bulk import feature.
For more information, see Bulk Import of Users on page 38.

Filter Users

The + Add Filter © 2995 1 tton in the Users page enables the Account Administrator or Mitel Partner
to filter the list of users in an account by user type and the products for which they have licenses to. To
filter, click the +Add Filter button. A drop-down list is displayed.
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(# _Add Filter

Property

Product

To filter the list of users by user type, select Property. From the list of properties that are displayed, choose
any type of property. To view a list of administrative users, all users, registered or unregistered users, PBX
users, MiCloud or loT connected users, click the respective options from the Property list: Admins, Users,
Registered, Unregistered, PBX Users, MiCloud Connected, loT Connected, or Inactive.

Property i= X

Admins

Users

Registered
Unregistered

PEX Users

MiCloud Connected
oT Connected
nactive

To filter the list of users based on the products for which they have license to, select Product. The
products for which a user is licensed are displayed under the Product list.

To filter the list of users based on the SMS numbers they have been assign to, select SMS Number, enter

the SMS number in the Filter for SMS Number field and click Q .

If you search by SMS Number, you cannot use the Search Users option. If you have used the Search
Users option and you apply the SMS filter, the Search Users is disabled.

You cannot use the SMS Number filter and the Property filter at the same time. If the SMS Number filter

is applied, the Property filter is not available. If the Property filter is applied, the SMS Number filter is not
available.

Search for Users

In the Search bar, type the name, the email address, or the EXT numbers of the user you are searching
for. The Users page displays a list of matching users as you type the letters.
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Import Users
To add users in bulk to a customer account, select the customer account > click User Management >

Users. Click * and click Import Users. For more information about adding users in bulk to a customer
account, see Bulk Import of Users on page 38.

6 Note:

A Mitel Partner can add users in bulk to all customer accounts. An Account Admin of a customer
account can add users in bulk to that account.

Edit User

To edit the details of a user, click the user and edit the user details in the form that opens.

You can edit the Name, First Name, Last Name, Email address, and mobile number of a user; assign
MiTeam Meetings license to a user (if applicable); enable or disable the Account Admin toggle; resend
the welcome email to a user; reset the password of an Account Admin; or Delete a user.

Click Save to save the changes or click Cancel to discard the changes.
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6 Note:

» If a user is created from an external source (such as from SCIM, PBX, or any other source except
the Accounts app), some of the fields may be disabled for edit in the Accounts app. If any change is
made in the source, the data may be overwritten on the next sync.

{7 synced from $CIM
JOhn Smith Any changes to the data below may be
ohn.smith@mitel.com overwritten on the next sync.

Account Admin

Login Id

| L I

» If a user is imported from SCIM, the User Edit page displays an Advance section, which contains
the SCIM data for users.

Advanced

scimExternalld : 123456

scimEmails: [abc@test.com, cde@test.com]
scimPhoneMumbers[121212121,34343434,4343434)]
scimRoles: [user]

scrimAddresses: [ 1234 that street, this town, this country]

»  When you add the MiVoice Business service to the user, the username field is enabled, and
can be updated. If the username for the user is updated in the CloudLink account at this initial
configuration of MiVoice Business service, the username entered in the Username field is synced
to MiCollab and the MiVoice Business PBX. However, if the username is edited later in the
CloudLink account, the updated username is not synced to MiCollab and MiVoice Business, or vice

versa.

! Account Admin

username.test

= -

Resend welcome email

*requirec
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Assign a User as Account Admin

To enable administrative rights for a new user, slide the Account Admin toggle button to the right in the

user details form when you create the user. The toggle button turns blue when a user is set as an Account
Admin. To enable or disable administrative rights for a user, click the user from the Users page and in the
user details form that opens, slide the Account Admin toggle button respectively to the right or to the left.

Reset Passwords

To reset the password of all users in a customer account at once, click the Manage all option and from the
panel that opens, click Reset passwords for all. To reset the password of selected users, select the users
from the Users page and do either of the following.

L ]
L ]
Click the * icon. From the panel that opens, click Reset CloudLink passwords.
» Click the Manage (x) option and from the panel that opens, click Reset CloudLink passwords.

e Note:

If you are selecting specific users, the Manage (x) option will reflect the number of users chosen.

Users

Q Search Users @ Add Filter Manage (3) m H

Click here if you have an Azure AD Sync phone number conflict

B nNave EMAIL ADDRESS EXT MODIFIED ON (BY) LICENSES ROLE
|
™

e )

An email containing the Reset Password link is sent to the user’s registered email address.

e Note:

* The Reset Password email is sent only to users who have registered their details with Mitel and
created an account.

» If SSO integration is applied to an account, the Reset Password function is deferred to the IDP of
the customer.
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Send Welcome Email

To send a welcome email to all the users in the customer account at once, do either of the following:

L ]

L]
Click the * icon from the Users page and from the panel that opens, click Send CloudLink welcome
emails to all or,

» Click the Manage all option from the Users page, and from the panel that opens, click Send CloudLink
welcome emails to all.

To send a welcome email to selected users, select the users from the Users page and do either of the
following:

L
L]

Click the * icon from the Users page and from the panel that opens, click Send CloudLink welcome
emails or,

» Click the Manage (x) option from the Users page, and from the panel that opens, click Send
CloudLink welcome emails.

o Note:

If you are selecting specific users, the Manage (x) option will reflect the number of users chosen.

Users

Q search Users @® Add Filter Manage (3) m :

Click here if you have an Azure AD Sync phone number conflict

B nave EMAIL ADDRESS EXT MODIFIED ON (BY) LICENSES ROLE
M
&

o)

Send MiVoice Business deployment emails

When MiVoice Business Services is applied to a user account (either automatically to existing users or
when new users are created), Users for the Customer Account are sent two " Welcome to MiVB" emails.
These are called MiVoice Business Service Deployment Emails. The Administrator determines when the
emails are sent by selecting user(s) or sending emails to all users with MiVoice Business Service enabled.

As a Account admin you can send MiVoice Business deployment emails to one or more users, do the
following:

1. Log into the Mitel Administration as an Account Admin.
2. Click and expand User Management from the left navigation menu.
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3. Click Users. The Users page opens.
4. Select the user(s) from the Users list. Click Manage (x).

e Note:

If you are selecting specific users, the Manage (x) option will reflect the number of users chosen.

Users

Q, search Users @® _Add Filter

Click here if you have an Azure AD Sync phone number conflict

B nNave EMAIL ADDRESS EXT MODIFIED ON (BY) LICENSES ROLE

5. Click Send MiVoice Business deployment emails to send the deployment email the selected users.

= Return to list

| Manage (3 selected)

Actions

Send CloudLink welcome emails

Reset CloudLink passwords

Send MiVoice Business deployment emails

6. Click Close. The selected end user(s) are sent two "Welcome to MiVB" emails with deployment and
password details.

e Note:

The first email contains User Portal details, Phone details and MiCollab Client details (if applicable).
The second email contains passwords/phone pin.
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o Note:

MiVoice Business deployment emails will not be sent to users with voicemail enabled when the
Open Integration Gateway (OIG) is a Network Element in the customer deployment along with
MiCollab for Mitel Administration.

To prevent this issue, ensure that the OIG is not included in the deployment cluster for customers
who use Mitel Administration for user provisioning of MiVoice Business Solutions.

Manage MiTeam Meetings License

Clicking the Manage option in the Users page of a customer account opens a panel that displays the
number of MiTeam Meetings licenses available for that account and options, to assign MiTeam Meetings
license to users, to unassign MiTeam Meetings license of existing users, to send welcome emails to all
users, and reset the password of users.

e Note:

MiTeam Meetings licenses details will be displayed only if:

» the account has MiTeam Meetings integration turned on and MiCollab integration turned off.
» the account has at least one MiTeam Meetings subscription/order assigned to it.
» the account is not a Partner Account.
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Manage (3 selected)  Numberot

available
licenses

Assign or unassign licenses

/[__‘,CI MiTeam Meetings Number of
ilable licenses D
9996 availa S 2 license

2 users available to assign Assign (2)

1 user already assigned Unassign (1)
Actions

Number of users

i ith a li
Send welcome emails CIUENIEIES

Reset passwords

» To assign MiTeam Meetings license to all the users in the customer account at once, click the Manage
option, and click Assign all from the panel that opens.

» To unassign MiTeam Meetings license of all the users in the customer account at once, click the
Manage option, and click Unassign all from the panel that opens.

» To assign MiTeam Meetings license to selected users, select the users from the Users page, click the
Manage option, and click Assign from the panel that opens.

» To unassign MiTeam Meetings license to selected users, select the users from the Users page, click the
Manage option, and click Unassign from the panel that opens.

e Note:

If licenses are not available for assigning to users, the message X (number of licenses required)
more license(s) are needed to apply to the selected users. Please purchase more or unassign
existing licenses and try again is displayed.

Bulk User Settings

To assign SMS Numbers to a selected number of users in bulk do the following:

1. From the Users page, select the check boxes associated with the users you want to assign SMS
Numbers.

2. Click Manage (x). The Manage page is displayed.
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3. £
In the Bulk User Settings panel, click = next to Twilio SMS Numbers. The Assign SMS Numbers
pop-up window is displayed.

4. Click the Overwrite SMS numbers for selected users drop down menu and select Assign all.

If you want to unassign all SMS numbers to the selected users, click Unassign all.
5. Click Save.

If the number of users is more than the available SMS numbers, then an error message is displayed
and the Assign all option is not available.

Delete User
To delete an active or inactive user(s), do either of the following:

*  From the Users list page:

»
L ]
Select the check box associated with the user(s) whom you want to delete, and click the * icon.
» From the panel that opens, click Delete users. Delete Selected User(s)? dialog box is displayed.
» Type the word delete, and click Delete.

*  From the User details page:

» Select the user from the Users page and scroll down to the bottom of the page.
» Click Delete. Delete User dialog box is displayed.
» Type the word delete, and click Delete.

The user will be deleted.

e Note:

* You cannot delete a Mitel Partner, or a user synced from MiCloud Connect.

» Deleting a user synced from a PBX will only remove the CloudLink account of the user and will not
delete the user from the PBX. After deletion, the user will continue to be listed in the Users page of
Mitel Administration. To add a CloudLink account to the user again, the Account Admin must send
a welcome email to the user.

» Deleting the SCIM users synced from Azure Active Directory will only remove the CloudLink
account of the user and will not delete the user from Azure Active Directory.

Show/hide Contact Center Column

The Show/hide Contact Center Column option allows authorized users to toggle the visibility of the
Contact Center column. This column displays the Contact Center modalities each user is configured for in
Mitel CX.
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The Partner Admin, Customer Admin, or user with their email address listed in the Mitel CX can show

or hide the Contact Center column.

1. Click the three vertical dots in the top right corner.

DO Accounts

Users
Q  search Users ® Add Filter

e EMAILADDRESS o MODIFREDON 1)

2. Select Show/hide columns from the options menu.

The Show/hide columns pop-up displays.

Show/hide columns

Select the columns that you would like to show.
B NAmE
EMAIL ADDRESS
Y
MODIFIED ON (BY)
LICENSES

ROLE

% CONTACT CENTER (WICC-8 specific)

Resetto Dafaults cancel

ucenses

=) [?: admin admin .v

Import Users
send CloudLink welcome emails to ail

Showhide columns

0w

3. Enable the Contact Center (Mitel CX specific) checkbox to show the Contact Center column, or

disable it to hide the column.

£
s
=
5
7
H

)

nayiEMIN
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4. Click OK.
The Contact Center column is displayed to view the contact center modalities each user is configured
for in Mitel CX.
88 B o @)
Users
Q Add Filter Manage all m 3
P
[ o |
BIRE g
= z
H
e H
=
=

2.5 User Roles and Privileges

Mitel Administration assigns a role to each user when they are added to Mitel Administration. The user's
role determines the privileges that are granted to the user. See Roles and Permissions on page 54 for
details on how to create Partner, Admin, and User roles; and modifying permissions.

The following user roles and permissions are supported:

Partner

This role is assigned to the Mitel Partner who logs in to Mitel Administration using Mitel MiAccess. After
logging in, a Mitel Partner can create, edit, deactivate, or delete customer accounts; add, edit, and delete
users; and enable or disable administrative rights for users.

Account Admin

This role is assigned to a user by a Mitel Partner or by an Account Admin. After logging in to a customer
account, a user having this role can add, edit, or delete users (including other Account Admins); and
enable or disable administrative rights for users in that account.

User

This is the basic user role in Mitel Administration. User privileges for this role are restricted to resetting their
login passwords.
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Custom

These roles (Partner and Account Admin) are created and assigned by the Partner. Once a custom role
is assigned to an account, it can be assigned to any user within that account. For more information, see
Roles and Permissions.

2.6 Orders

The Orders page displays the subscriptions purchased by a Mitel Partner. When a Partner purchases a
subscription it is automatically listed in this page as an Order. Partners can use the Orders page to view,
search, and assign orders to customer accounts. They can also view the details such as the tracking
number, the assigned account, the purchase date, and the expiration date.

Navigating to Orders
p— o

4) Dashboard

Orders  al2) -

=] Accounts

Q Search orders
User Management v
sap ORDERID SUBSCRIPTION NUMBER RESELLER PO NUMBER CUSTOMER PO NUMBER ASSIGNED ACCOUNT SUBSCRIPTION EXPIRY
/ A-500371448 2026-05-27
A-500371665 2026-05-29 =3
j sy A-500369622 2026-05-15 =
A-500359114 2026-03-19
A-S00357567 2026-03-04
A-500364162 2026-04-16 =3
A-500357764 2026-03-06 ==
A-500369050 2026-05-13
A-500364597 2026-04-21 =3
A-500359103 2025-04-16
A-500018940 2021-07-17
A-500014231 2021-11-05

Support  Legal  EN(US) v

To access the Orders page:

1. Select Billing from the navigation menu on the left side of the Accounts Console Dashboard.
2. Then select Orders.

Understanding Order Statuses

The order status shows the current state of an order. You can view the status of each order on the Orders
page.
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orders anes

a

000123458
0003414816
0003414816

0003581992

A-S00015651

A-S00M9297

A-500019296

A-5000076501

A-SOD00E225

AS000M5371

A-500015372

A-500052240

Subsc MiVQ manual

Subsc MIVO manual

est

The following are the available order statuses:

20230217

Best Company 2021-05-05

2023-07-18

EXFIRING SO0N

EXPIRING SOCN

FENDING ACTIVATION

I

» ASSIGN - Indicates that the order must be assigned to a customer account.
+ EXPIRING SOON - Indicates that the order will expire soon and should be assigned to an account

promptly.

+ EXPIRED - Indicates that the order has expired and can no longer be assigned to an account.
+ PERPETUAL - Indicates that the order is perpetual and does not expire.
+ PENDING ACTIVATION - Indicates that the order is in a pending state and has not yet been activated.

Filtering Orders by Status

BJ  Accounts

‘1) Dashboard
=] Accounts

User Management

' system Inventory

Support  Legal  EN(US) v

To filter the list of orders based on their status:

Orders

Q Search

SAP ORDERJ!

All(12)

All

Unassigned

Expiring

u

~SU037160!

A-S00369622

A-500359114

A-500357567

A-S00364162

A-S00357764

A-500369050

A-500364597

A-S00359103

A-500018940

A-500014231

MBER

RESELLER PO NUMBER

1. Select the drop-down available next to Orders.

CUSTOMER PO NUMBER ASSIGNED ACCOUNT SUBSCRIPTION EXPIRY

2026-05-27
2026-05-29
2026-05-15
2026-03-19
2026-03-04
2026-04-16
2026-03-06
2026-05-13
2026-04-21
2025-04-16
2021-07-17

2021-11-05

Lo I P
m
m
e [
co E
(=)
=23
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2. In the drop-down list, choose one of the following:

» All —to view all orders.
* Unassigned — to view only unassigned orders.
+ Expiring — to view orders that are nearing expiration.

The Orders page updates to display only the orders that match the selected status.

Search for Orders
Use the Search orders bar to find an order by entering one of the following:

»  SAP order ID

Reseller PO number

*  Customer PO number

» Assigned account

» Tracking number

» Expiry date of the order (Subscription Expiry)

Sp— o

C4) Dashboard
Orders AII(I)/ o

Q A-500371665

User Management -

SAP ORDERID T SUBSCRIPTION NUMBER RESELLER PO NUMBER CUSTOMER PO NUMBER ASSIGNED ACCOUNT SUBSCRIPTION EXPIRY
A-500371665 2026-05-29 =3

' system Inventory v

&

Y
2
&
=
fan
=
E
c

Support  Legal  EN(US) v

As you type, the Orders page displays a list of matching results.

Assigning an Unassigned Order

To assign an order to an account:
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1. On the Orders page, find the order you want to assign.

DI Accounts

Dashboard
Orders Al -
(85) Accounts

Q A-S00371665

Q, User Management

ASSIGNED ACCOUNT SUBSCRIPTION EXPIRY

2026-05-29 =3 I

sap oRDERID SUBSCRIPTION NUMBER

A-S00371665

N
&

[ systeminventory

E]
]
=
=
3
=2
2
c

Support  Legal  EN(US)

2. Click the respective subscription.

A pop-up appears with the subscription details.

DI Accounts

Dashboard

Accounts

[-]

Subscription #: A-S00371665

See additional tracking details

User Management

Start date: 2025-05-29 Term: 12 Month
Order assigned to: unassigned

Zoom Hybrid - hMit... %819 10Licenses &

Zoom Hybrid >uu User .
CustSize100 24m-PP 4 Licenses

&

System Inventory

NIy DI eMIA

Zoom Hybrid - hMit... @ 54014848 2Licenses

We were not able to match this order so please manually
select an account to apply it to.

Company

Create new account

Support  Legal  EN(US)

o Note:

Hover over the info icon to view plan details.

3. Click Company.
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4. In the drop-down list, use the Search field to enter the name of the account.
5. As you type, matching account names appear in the list.

6. Select the correct account.

7. Click Assign to complete the process.

A dialog box appears with a success message.

DI Accounts
Dashboard
Accounts

22, User Management

Order added!

System Inventory

Just a note, items in this order require an integration to be setup
and enabled in order to work.

Go to account integrations

Ssupport  Legal  EN(US)

8. Click Go to account integrations to navigate to the Account Information section in the Accounts
module.

Viewing Order Details

To view the details of an order:
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1. Click the respective order.

A dialog box appears with the order details.

Dd  Accounts ‘ v

Dashboard
=| Accounts

88 User Management v

Subscription #: A-500371665

See additional tracking details +

&°

System Inventory

Start date: 2025-05-29 Term: 12 Month
Order assigned to:

Zoom Hybrid - hMit... @ 54014819 10Licenses &

nay DIeMIN

Zoom Hybrid - hMit... @ 54014847 4 Licenses '

Zoom Hybrid - hMit... @ 54014848 2Licenses o

Support  Legal  EN(US)

2. Review the following information in the panel:

» Subscription number

» Start date
» Assigned account
* Term

» Subscription details

*  Number of licenses
3. Click See additional tracking details to view more tracking information, if needed.
4. Click Close to exit the dialog box.

2.7 Subscriptions

The Subscriptions panel displays a list of all CloudLink application licenses assigned to a customer
account.

Subscriptions Add Order

Zoom Hybrid - hMitel Indirect - 0 assigned of 2 Iicense(s)/

Workflow Studio - 2 license(s)

In the Subscription panel, click  to view the subscription number, subscription details, remaining
number of licenses available for the account, and the start date of the subscription.
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Hover over the info icon to view plan details.

Subscriptions

Zoom Hybrid - hMitel Indirect - 0 assigned of 2 license(s) ~

SUBSCRIFTION
NUMEBER

e DETAILS

Zoom Hybrid - hMitel Indirect: 54014848 E

Zoom Hybrid Sub User
CustS5ize500 12m-M

A-500372462

Workflow Studio - 2 license(s) ~
WorkflowStudio_Premier_Free - 1 license(s) ~

SUBSCRIPTION
NUMEBER

- DETAILS

A-500372462 Workflow Studio: 54019081 0

WorkflowStudio_Essential_Free - 1 license(s) ~

SUBSCRIPTION
NUMEBER

L DETAILS

A-500372462 Workflow 5tudio: 54019078 0

0 Note:

LICENSES

LICENSES

LICENSES

Managing Customer Accounts

Add Order

START DATE

2025-06-04

START DATE

2025-06-04

START DATE

2025-06-04

* The Subscriptions panel is not available for Prime Partner accounts.
* The Subscriptions panel is not available for a Partner who does not have a billing account.

A Mitel Partner or a Customer Account Admin can access the Subscriptions panel by doing either of the

following ways:
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* In the Mitel Administration portal, selectBilling from the left navigation menu, then
selectSubscriptions to open the Subscriptions panel.

DJ  Accounts

) Dashboard

@
T Account Subscriptions Add Order

88 User Management Zoom Hybrid - hMitel Indirect - 0 assigned of 25 license(s) +

Integrations & Apps

&°

P System Inventory

Support

S
H
=
5
=
<

Support  Legal  EN(US) ¥

* In the Mitel Administration portal, selectAccount from the left navigation menu. Scroll to the bottom of
the page to view the Subscriptions section..
P

DU Accounts v
support contacts

€D Dpashboard

S8  User Management

Integrations & Apps
o Integrations iaddne)
P system Inventory v Chat g PO
a ©

Support -
Privileges

Delegated Authentication @

=
:
=
5
=
<

Allow Guest Access @

\ Subscriptions Add Order °

Zoom Hybrid - hMitel Indirect - 0 assigned of 25 license(s) v

Support  Legal  EN(US)
v

Add Order

6 Note:

This option is available only to Mitel Partners with a billing account.

The Add Order option in the Subscriptions panel of a customer account allows a Mitel Partner to add an
order directly from the panel.

To add an order to the current customer account:
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1. In the Subscriptions panel, select Add Order

The Orders page opens, showing a list of all unassigned orders.
2. Find the order you want to assign and select Assign next to it.

A dialog box appears with the Company field pre-filled with the customer account name.
3. Select Assign.

The order is assigned to the customer account, and you're redirected to the Subscriptions panel.
To add an order to a different customer account:

1. On the Orders page, select Company.

A drop-down list appears with account names and a Search field.
2. In the Search field, enter the name of the customer account.

Matching account names appear as you type.
3. Select the desired account and choose Assign.

The order is assigned to the selected customer account.

0 Note:

You remain on the Orders page and are not redirected to the Subscriptions panel.

2.8 Bulk Import of Users

A Mitel Partner or a Account Admin can add users in bulk to a customer account in the Mitel Administration
by using the bulk import feature. This removes the need for a Partner or Account Admin to add users into
the portal one at a time. They only need to enter the details of each user in the spreadsheet template
provided, and with the click of a button these users will be added to the customer account.

To add users in bulk to a customer admin account, do the following:

1. Expand User Management from the left navigation menu, click Users.
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2. .
Click * icon. And click Import Users, the Import Users panel opens.
Users

Q : @ _Add Filter Add User H

Import Users

= NAME EMAIL ADDRESS EXT MODIFIED ON (BY) LICENSES
Reset passwords
O testingUsers94 testingusere94@mitel-test.com 895 2022-01-07 (Cloudlink Support) MiTeam Meetings+
O testingUser648 testinguser6d8@mitel-test.com 849 2021-12-11 (testingUser648) Mitel One (Premier Send welcome emails
O testingUser645 testinguser645@mitel-test.com 846 2021-12-07 (testingUser645) Mitel One CX+1 Seiid Welchs aais Te sl
testingUser643 testinguser643@mitel-test.com 844 2021-12-07 (testingUser643) Mitel One Cx+1
Delete users
testingUser638 testinguser638@mitel-test.com 839 2021-12-07 (testingUser638) Mitel One Cx+1
O testingUser634 testinguser634@mitel-test.com 835 2021-12-07 (testingUser634) Mitel One CX+1

3. Click the spreadsheet template hyperlink. See Spreadsheet Template for details to fill the spreadsheet.

Import Users

1. Download the spreadsheet template (*.xsx)
2. Fill the spreadsheet in according the template
3. Upload the spreadsheet below

Upload

You will be able to review or edit your upoad in the next step.

Cancel

4. Save the spreadsheet after updating and return to the Mitel Administration.
5. If the Import Users pop-up is still open, click Upload. Else,
6. Return to the Users page of the customer account, click Upload from the Import Users panel.

Spreadsheet Template

A spreadsheet containing the fields in which user details must be entered is downloaded to the default
download location of your system. Using Microsoft Excel, enter the user details in the relevant fields of the
spreadsheet.

A spreadsheet containing the fields in which user details must be entered is downloaded to the default
download location of your system. Using Microsoft Excel, enter the user details in the relevant fields of the
spreadsheet.

The spreadsheet contains the fields FIRST NAME, LAST NAME, NAME, EMAIL, and ROLE.

* You must enter the details in at least one of the fields among FIRST NAME, LAST NAME, and NAME.
* You must enter a valid email address for the user in the EMAIL field. Ensure to not enter:

» an email address already assigned to an existing user in the customer account
» the same email address for different users in the spreadsheet

* You must enter a user role for the user in the ROLE field. The available user roles are User and
Account Admin. If you do not enter a user role, the default role User is assigned to that user.

» Save the spreadsheet.
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Return to the Users page of the customer account, and click Upload from the Import Users panel. A
window opens. Navigate to the location where the spreadsheet is saved, select the spreadsheet, and click
Open. A Preview window opens.

The Preview window summarizes the user details you entered. The STATUS column for a user will show

an error icon ( A) if there is an error in the details you entered. You can proceed to add users to the
customer account by clicking the Upload button. However, if you proceed to add users when the STATUS
shows the error icon:

* The users without errors in the user details are added to the customer account and will be removed
from the Preview window.

» The users with errors in the user details will not be added to the customer account. They will continue
to remain in the Preview window until you make the required corrections and add them to the customer
account or delete them.

Click the fields that have errors and make the required corrections. If there are no errors in the user details,
a label at the top of the Preview window displays No errors found.

In the Preview window, you can also:

» change the user role by clicking the down-arrow beside the user role and selecting a user-role from the
from the drop-down

1l
delete a user by clicking the L icon
* add a user by clicking Add Row and entering the required user details.

Import Users

o No errors found
- = I oee helow and selact "Lnlaad™ whean resd Add Row
- e - g e =TS IRt M - ==
STATUS  FIRST NAME LAET MAME RAME EMAIL ROLE ACTION
Jehn Smith Jahn Smith John.Smith@test.com Account Admin v | d
Hokey Tennis Hokey Tennis Hokey.Tennis@sport.com Uzer A T|
Tezrting mport A Testing.importiEtest.com zer w |

Cancel Upload

After making all the necessary corrections and modifications, click Upload to add the users to the
Accounts Console. The users will now be listed in the Users page of the Accounts Console. If you click
Cancel the bulk import operation is canceled.

After you add users in bulk to a customer account, you must send Welcome emails to these users to
register and log in to the various CloudLink applications. To send the Welcome email, do the following:
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2.9

1. In the Users page, select the check box associated with the user(s) to whom you want to send the
Welcome email.

Users
Q se se @ Add Filter Add User H

B NAME EMAIL ADDRESS EXT MODIFIED ON (BY) LICENSES ROLE
O testingUser694 testinguser694@mitel-test.com 895 2022-01-07 (Cloudlink Support) MiTeam Meetings+1

O testingUserg48 testinguser648@mitel-test.com 849 2021-12-11 (testingUser648) Mitel One (Premier)
testingUser645 testingusere4s@mitel-test.com 846 2021-12-07 (testingUser645) Mitel One CX+1

O testingUsere43 testingusere43@mitel-test.com 844 2021-12-07 (testingUser643) Mitel One CX+1

testingUser638 testingusere38@mitel-test.com 839 2021-12-07 (testingUser638) Mitel One CX+1

testingUseré634 testinguseré34@mitel-test.com 835 2021-12-07 (testingUser634) Mitel One CX+1

testingUser630 testinguser630@mitel-test.com 831 2022-01-07 (testingUser630) MiTeam Meetings+2

2 .

Click the * icon and from the panel that opens, click Send welcome emails.

Import Users

Reset passwords

Send welcome emails
Send welcome emails to all

Delete users

A Welcome emaiil is sent to the selected users.

Support Contacts

The Support Contacts field of a customer account lists all the contacts added by a Partner user or an
Administrative user of that account to which all issue reports pertaining to that account are sent. These
contacts can be an existing Partner or any other e-mail address assigned to be a Support Contact for that
account.

When a customer reports an issue with a CloudLink application, an email is sent to the Support Contacts.
The Support Contacts are responsible for addressing the issues reported by their customers and when
needed, contact Mitel Partner Technical Support via appropriate channels. Mitel will not reach out to the
partner or the customer in regards to these reports. For more information, see CloudLink Applications
Partner Support Process.

Adding or Editing a Support Contact (Partner User)

A Partner must add Support Contacts while creating an account. The contacts added can include Partner
users and explicit email addresses.
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e Note:

It is mandatory to add at least one Support Contact while creating a new customer account.

To add Support Contacts to the account as a Partner user, use the following procedure:

» To add Partners as Support Contacts:

1. Navigate to the Account Information page of the customer account.

2. In the Support Contacts search field, type the name of the Partner you are searching for. The
search field displays a list of Partners whose names or email addresses match the letters that you

type.
3. Click the name to add that Partner as a Support Contact. The name of the Partner is displayed in the
Support Contacts list.

4. Click Save. The selected Partners are set as Support Contacts for the account.

* To add explicit email addresses as Support Contacts:

1. Navigate to the Account Information page of the customer account.

2. In the Support Contacts search field, type the email address you want to assign as a Support
Contact and press ENTER. If the email address you entered is valid, it is displayed as Support
Contacts. If the email address you entered is not valid, the portal displays the message Contains
an invalid email.

3. Click Save. The selected email addresses are set as Support Contacts for the account.

A Partner user can also edit the Support Contacts for an existing account by using the following procedure:

1. Click View Accounts from the console dashboard. The Accounts page opens. Click the account you
want to edit. The Account Information page for that account opens.

2. In the Support contacts field,

* Click X against a Support Contact name or email address to delete that Support Contact.

» Follow the same procedure as that for adding Support Contacts for a new account to add Support
Contacts to the account.

3. Click Save to save the changes.

Editing a Support Contact (Administrator User)

An Administrator user can delete or add Support Contacts only for existing accounts, which are created by
a Partner.

To edit the Support Contacts for an account as an administrative user, use the following procedure:

1. Click View Account from the console dashboard. The Account Information page opens.
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2. The Support contacts field displays either the names or email addresses of all existing Support
Contacts for that the account.

3. Click X against an email address to delete that Support Contact.

4. To add more Support Contacts for the account, enter a valid email address in the search bar. The
search field displays a list of valid email addresses that match the letters you type.

5. Click the Add button beside an email address to add that email address as that of a Support Contact.
The email address is displayed in the Support Contacts.

6. E
Click the icon to save the changes.

2.10 Support Logs

The Support Logs page of a customer account enables the Mitel Partner or an Account Admin to view
or edit the support logs in the customer account. Support logs are created when a user in the customer
account reports an issue with a CloudLink application. The Mitel Partner or an Account Admin can click a
support log to view or edit the details of that log.

To view the Support Logs page, use the following procedure:

1. Log in to the Mitel Administration on page 1.
2. Access the Support Logs panel by doing either of the following:

» If you have logged in as a Mitel Partner:

On the left panel, click Accounts and select the account for which you want to view the logs. The
Account Information page is displayed. From the left panel click Support and then click Support
Logs.

» If you have logged in as an Account Admin:

On the left panel, click Support and then click Support Logs.

The Support Logs page for the selected account opens displaying a list of logs.

€1) Dashboard

Support Logs

Account

Q @ .Add Filter
User Management
Integrations & Apps
PRODUCTNAME  DaTemTME  RePoRTR  lemme s
Billing o
Mitel One Web Aug 19, 2022 12:02 AM user.08.18.22@mitel-test.com Support log 4444 - feedback Reported
Mitel One Web Aug 19,2022 12:02 AM user.08.18.22@mitel-test.com Support log 333 - feedback
Mitel One Web Aug 19,2022 12:02 AM user.08.18.22@mitel-test.com Support log 22 - feedback m

Mitel One Web Aug 18, 2022 11:50 PM user.08.18.22@mitel-test.com

Support log 1 - feedback Resolved

Click the log that you want view from the list of logs.
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Search for Logs

You can search for logs based on log titles. In the Search bar, type the LOG TITLE as the search criteria.
A list of matching logs will be displayed.

0 Note:

You cannot search for logs based on a PRODUCT NAME, DATE & TIME or REPORTER.

Add Filter

By default, the Support Logs page displays all logs for all applications. You can filter the list of logs
by application and by state of logs. To do this, click Add Filter and select Product or State to add the
corresponding filter.

® _Add Filter

Property

Product

The list of products displayed after selecting the Product filter, shows all the application issues created in
the past 60 days.

View a Log

Click the log that you want to view from the list of logs displayed in the Support Logs page. The log details
page opens, displaying details of the log. If the customer has attached an image along with the description,
the image will be displayed under Attachment Details. The following images show examples of the log
details page:
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» If you have logged in as Mitel Partner

< Return to List Export Logs

Support log 22 - feedback

August 13, 20

12:02 AM

Submission Details
Product:

Reporter Email:
Partner ID:
Account ID:

User ID:

Attachments:

2a03091d-6da3-40c7-9...txt
Download

Report Details

Partner Support

Status Open -

Save Notes and Status

Ticket: #1920

RC= Open Issue
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» If you have logged in as Account Admin

< Return to List Export Logs

Support log 22 - feedback

August 18, 2022 2:32 PM

Submission Details

Product: Mitel One Web

Reporter Email: user08.18.22@mitel-test.com

Partner ID: 165119220

Account ID: 2a03091d-6da3-40c7-9c08-af311f490063
User ID: 2e9b3924-bB16-4463-8495-0bec7abd3e86
Attachments:

2a03091d-6da3-40c7-9.. txt
Download

Report Details

Topic: Messages

feed back for two.

Partner Support
Open issue
Notes

To download a log file and its attachments, click Export Logs at the top of the page. The log and the
attachments are downloaded as a zip file. Unzip the file to view the text file.

o Note:

» For Mitel One Mobile logs, if you click Export Logs two zip files are downloaded. The zip file with
the suffix logs-XXXXX contains one text file and the report.zip file contains the report in HTML
format.

+ Ifthe Log Level is set to debug, the report.zip file will contain a SIP logs folder and a .txt file.

The Report Details box contains a description of the issue written by the customer. For Mitel One Mobile
logs, the Report Details section displays the following tabs:
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* Report Details

* User Details

+ Device and Apps

* Filtered Signal Strength Logs

0 Note:

Filtered Signal Strength Logs tab is displayed only for android devices.

e Error Information

For Mitel One Web logs, the Report Details section displays the following tabs:

* Report Details
* User Details
* Error Information

Click each tab to view details about the logs of each category.

View Attachment

If the customer has attached an image along with the description, the image will be displayed under

Attachments. To enlarge the image hover over the image and click Click To Enlarge. Click the icon
to close the image.

Attachments: ! O Mo o=

ed924b50-1124-48d8-b...png  ed924b50-1124-48d8-b..png  ed924b50-1124-48d8-b...png

To download an attachment, click Download. The attachment will be saved in your system.

Log Status

The log status is helpful for a Mitel Partner in identifying the metrics of logs based on their status. The
Partner Support section in the Support Logs page displays the status of the logs along with notes.

Following are the three states of logs:

* Open: A new issue is created by a CloudLink Application user through the customer account. When
the issue is in the open state, a periodic reminder email is sent to the support contact of the partner by
CloudLink. The reminder email is to alert that the customer may still be experiencing the issue.

* Reported: The issue is reported and is being worked on.
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 Resolved: The issue is resolved.

o Note:

After the Mitel Partner resolves an issue, the status of the issue must be updated from Open to
Resolved. It is only when the Mitel Partner is not able to resolve the issue and has escalated the issue
to Mitel that the Reported status is used. Once the issue is resolved by Mitel, the Mitel Partner must
update the status from Reported to Resolved.

If you have logged in as a Mitel Partner, you can:

* View the log status.
* Change the status of the log.

Perform the following steps to change the status of the log:

1. From the Status drop-down list, select the status as Open, Reported, or Resolved.

Partner Support

Open v

L
(1)
—
[

Open
Reported
Resolved

2. You can add a note about the log such as ticket ID or the status of the log.
3. Click Save Notes and Status to save the changes.

If you have logged in as an Account Admin, you can view the log status along with the notes but cannot
change the status of the logs.

Zoom (Support)

The Zoom sub-module within the Support module enables users to support Zoom integrations. It provides
the following functionalities:

* View the status of the Zoom Integration, including OAuth Status, Integration Status, Sync Status, and
Last Successful Sync.

* Refresh the status of the Zoom Integration.
» Generate and download the User Comparison Report.
» View event history.
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This sub-module ensures efficient supporting and troubleshooting of Zoom services and integrations.

o Note:

The Zoom sub-module is displayed only if the account's Zoom Integration has been properly
configured with CloudLink.

Navigating to the Zoom sub-module

1. On the left panel, click Support, then click Zoom.

2. The Zoom related information's for the selected account will open, displaying the Zoom Sync &
Provisioning Errors screen.

BJ  Accounts L/:_\ v ‘v

) Dashboard

Zoom Sync & Provisioning Errors

Account
Status User Comparison Report Event History

User Management v

Integrations & Apps Zoom Integration Status
e status of the Zoom Tena
Billing

. - o

Refresh Status OAuth Status: © Authorized
Click refresh to update the status. Integration Status: @ Connected z

Support Logs essfi

yne tatus: © successful :
=
" Last Successful Sync: Mar 28, 2025, 1:41:41 PM -
Event History E
[

Report a Problem

28  OpenScape 4K

System Inventory

Support  legal  EN(US) ¥

Generate and Download the User Comparison Report

The User Comparison Report for Zoom allows the generation and download of a comparison between
Zoom and CloudLink users. This helps identify discrepancies, evaluate engagement, and manage user
data across both platforms.
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1. Go to Support > Zoom > User Comparison Report tab.

B3 Accounts

() Dashboard
Zoom Sync & Provisioning Errors

=] Account
j Status | User Comparison Report | Event History

User Management

itegation=& Anps User Comparison Report
§ , parii m ud
Billing
R 1y user-comparison-report.csv & Poptivail
Gen ser comparison -
will be 3

Support Logs

Event History Generate 2

Report a Problem

OpensScape 4K

P system Inventory

Support  Legal  EN(US) ¥

2. Click the Generate button.

0 Note:

Managing Customer Accounts

O

&°

nay IeMIN

Generating a new User Comparison Report will overwrite the existing report. A success message

will appear once the report is generated successfully.

3. Click the Download button.

A user-comparison-report.csv file will be downloaded to your local device.
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e Note:

If the user-comparison-report.csv file contains Zoom User IDs starting with a dash (e.g., -
Abcd1234), Microsoft Excel may display the User IDs incorrectly as "#NAME?" due to an invalid
name error. To view the correct Zoom User ID, open the file in Excel and click on the formula bar.

u AutoSave <. Off> “)v = Iuser—comparison—repor‘tVI £ Ssearch

Filee Home |Insert Pagelayout Formulas Data Review\ View Automate Help Acrobat

A ‘Aptos Narrow VH11 V| — ‘General V‘ fEd conditional Formatting ~ @ /O

EB v B I U+ A A = v B % 9 [ Format as Table ¥ Cells Editing

& S A~ = <8 - [iZ Cell Styles ~ v v

Clipboard K] Font [ i [ /\lumber ] Styles Sensitivity
E2 v i Ix | =-Z0k-bs1Sc |
A B = G H [ J K L M P

1 email name clUserld lice erSte zmSipPhor zmSipPhot zmSipPhor zmSipPhor issues
2 1l ive ["CloudLinkUserNotFound"]
3 1l ctive ["CloudLinkUserNotFound"]

] [

2.11 Gateway

The Gateway support page is available for the Mitel Partner and for Account Administrators of customer
accounts for which CloudLink Gateway is enabled. The Gateway support page provides quick access for
the Mitel Partner or the Account Administrator to schedule gateway updates, review specific logs, trace
calls, reboot the gateway, and update the system version.

If the CloudLink Gateway is down or not reachable, the Gateway support page is not accessible.
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Advanced
{47 Dashboard
5| Account Automatic Update Schedule G

on o
FA  User Management
[%] integrations & Apps

Billing

Suppart Logs “

Sl |
3 Customer care
- Loegs O
Downioad Logs
Trace Calls G

EH {L5) ~

To access the Gateway support page, click the ™ icon in the Support panel and then click Gateway. The
partial Advanced page is displayed. This page enables selecting advanced settings and options that are
useful for troubleshooting issues, especially when working with Mitel Support. For more information about
configuring advanced settings and options, see Configuring Advanced Settings and Options.

In some cases, when trying to access this page, the following error message is displayed.

Dashboard

=| Account

Gateway page unavailable. Please check the status of the gateway integration for this account

S8 User Management

%] Integrations & Apps

| Billing

The error message is displayed if:

» the customer account has the CloudLink Gateway Integration added, but onboarding has not
progressed beyond the Gateway step to connect a gateway to the account.

» there is a connection issue with the gateway of the customer account.

To resolve the status of the CloudLink Gateway Integration, navigate to Integration & Apps on the left
navigation panel and investigate the issue.

For more information about troubleshooting errors see, Troubleshoot Errors.
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2.12 Allow Users to Edit or Delete Chat Messages in
CloudLink Applications

The Mitel Partner or the Account Admin of a customer account can enable or disable the functionality for
the users in that customer account to edit or delete the chat messages shared in CloudLink applications.
To do this a Mitel Partner or the Admin need to perform the following steps:

1. Log in to the Mitel Administration.

2. Click the Accounts option from the navigation menu on the left side of the Accounts Console
Dashboard.

3. From the list of accounts that is displayed, click the account for which you want to edit or delete the chat
messages. An Account Information page is displayed when you click the account.

From the Integrations panel, click the @ icon associated with Chat integration.

Integrations

+ Add new
MiTeam Meetings Complete setup Ty
Chat 52

The Chat Service Settings dialog box is opens.

5. By default, the Allow editing and deleting of messages is enabled for an account. To prevent the
users in an account from deleting or editing their chat messages, clear the Allow editing and deleting
of messages check box and click Save.

Chat Service Settings

Chat service is an integration used by the other services from Mitel (e.g. MiCC, MiTeam
Meetings, MiCollab, Cloudlink Gateway, MOMA). It controls sending and receiving
messages.

L] Allow editing and deleting of messages

2.13 Support

The following section describes how restricting permissions impacts the Support feature.
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» View: If the check box associated with View is selected, the Partner or Account Admin can access the
Support logs page and the Gateway logs page if the account has gateway integrations and a PBX
onboarded. If the check box associated with View is cleared, the Partner or Account Admin is restricted
from accessing the Support logs and the Gateway logs page.

* Add: For the Partner and Admin role, the Add permission is not applicable.

» Edit: For the Partner and Admin role, the Edit permission is not applicable.

» Assign: For the Partner and Admin role, the Assign permission is not applicable.
» Delete: For the Partner and Admin role, the Delete permission is not applicable.

2.14 Roles and Permissions

As a Mitel Partner you can create a custom role based on the existing Partner or Administrator role and
assign these roles to one or more accounts. Once assigned to an account, these roles can be assigned to
users in that account.

A role (Partner or Administrator) restricts permissions that exist on the base Partner or Administrator role
to view, add, edit, assign, and delete for Mitel Administration application features such as Integrations &
Apps, Accounts, and Orders. You can specify permissions that a role allows by selecting or clearing the
check boxes corresponding to the respective feature category while creating a role. After creating the
custom role, you can assign it to multiple accounts.

Create a Role

To create a role, perform the following steps:

1. Log in to the Mitel Administration on page 1 as a Mitel Partner.

2. Navigate to User Management > Roles and Permissions option from the navigation menu on the left
of the Accounts Console Dashboard. The Roles page is displayed.

3. Click New Role.

4. Enter a name and a description (optional) for the role in the Role name and the Description fields
respectively. Then select the role type under Choose the base role section. By default, Partner is
selected as the role.

5. Expand the Permissions sections and select the permissions you want to provide for the role by
selecting the check boxes corresponding to the permissions.

6. Click Save. A new role is created.

Assign a Role to Account(s)

After creating a role, the Mitel Partner must assign the role to one or more accounts. To assign the role to
accounts, perform the following steps:

1. Navigate to the Accounts tab that is displayed after creating a new role in the Roles edit page.
2. Select the accounts to whom you want to assign the role.
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6 Note:

Only Account Admin role can be assigned to a customer account.

3. Click Assign. The role is assigned to the selected accounts.

m e S

Atcounts with role assigreed

]
.

Unassign a Role from Account(s)

The Mitel Partner can unassign a role that has been assigned to one or more accounts. To unassign a role
from accounts, perform the following steps:

1. Navigate to the User Management > Roles and Permissions option from the navigation menu on the
left side of the Accounts Console Dashboard. The Roles page is displayed.

2. From the list of roles, click the role that you want to unassign from accounts.
3. Navigate to the Accounts tab.

4. Select the accounts from which you want to unassign the role.

5. Click Unassign. The role is unassigned from the selected accounts.

Acoounts assigned to Test partner role Unassign
= LIFET.
= Crthesr CC 5L Acourit BG40 G247, 1220 P
5 ALCount I3 T3040 G242, 1007 AM

Cuenita STTIZEOTI G221, 11:57 AM

Delete a Role

The Mitel Partner can delete a role by performing the following steps:

1. Navigate to the User Management > Roles and Permissions option from the navigation menu on the
left side of the Accounts Console Dashboard. The Roles page is displayed.
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2. Select the role that you want to delete.
3. Click Delete Role button.

m i Dapllcact Rcje m

Eale details

4. A confirmation dialog box is displayed. Type the word "delete" in the type 'delete’ field and click Delete.
The selected role is deleted. Clicking Cancel cancels the operation.

Delete Role?

Type delete in th

Duplicate a Role

The Mitel Partner can duplicate a role. Duplicating a role uses the previously used role template, that is, it

creates a role that has all the permissions selected as for the original role. The Mitel Partner does not get

the option to choose the role type (Partner or Administrator). The duplicate role will be of the same type as
the original role. To duplicate a role, perform the following steps:

1. Navigate to the User Management > Roles and Permissions option from the navigation menu on the
left side of the Accounts Console Dashboard. The Roles page is displayed.

2. Click the role that you want to duplicate.

3. Click Duplicate Role. A new role is created using the previous role template. This role will have all the
permissions selected as with the original role.

4. Edit the name and permissions as required and click Save.

Assigning Permissions

As a Mitel Partner, when you create a new role (Partner or Administrator), you can restrict or grant
permissions to view, add, edit, assign, and delete for features such as Integrations & Apps, Accounts, and
Orders.

By default, all the permission check boxes are selected, indicating that the role is granted with the standard
permissions for the base role. To remove a permission from a role, clear the check box associated with the
permission.
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Depending on the type of role that you are creating, the following list of features is displayed.

If you are creating a Partner role, the following table is displayed.

| Permissions
PERMISSIONS VIEW ADD

Accounts

Roles and Permissions
Orders
Users
User Templates

e . i -
Integrations & Apps

! .

subscriptions
support

MiVoice Business

EDIT

ASSIGN DELETE

If you are creating an Administrator (Account Admin) role, the following table is displayed.

Permissions
PERMISSIONS VIEW ADD
Account
Users

User Templates

Roles and Permissions

Integrations & Apps

Subscriptions =
]

Support

MiVoice Business

For more information about each permission see:

2.14.1  Account (for Admin)

EDIT

ASSIGN DELETE

The following section describes how restricting permissions impacts the Account feature for an Admin.

View: The View permission is in read-only mode for the Account Admin role. The account admin will

always have access to view the information on the Account page.
Add: The Add permission is not applicable for the Account Admin role.
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« Edit: If the check box associated with Edit permission is selected for an Account Admin role, the
Admins can edit their account. If the check box associated with Edit permission is cleared, Admins are
restricted from editing any accounts.

» Assign: The Assign permission is not applicable for the Account Admin role.
* Delete: The Delete permission is not applicable for the Account Admin role.

e Note:

The Account Admin must refresh or log out and log back in to see ay change(s) that is made by the
Mitel Partner.

2.14.2 Account (for Partner)

The following section describes how restricting permissions impacts the Account feature for the Partner.

» View: The View permission is in read-only mode for Partner role. Partners can always view an account.

+ Add: If the check box associated with Add is selected, the Partner can add a new account. If you clear
the check box associated with Add, the Partner is restricted from adding a new account.

« Edit: If the check box associated with Edit permission is selected for a Partner role, the Partner can
edit any existing account. If the check box associated with Edit permission is cleared, Partners are
restricted from editing any accounts.

» Assign: The Assign permission is not applicable for Partner role.

» Delete: If the check box associated with Delete is selected, a Partner can delete an existing account. If
you clear the check box associated with Delete, a Partner is restricted from deleting an account.

2.14.3 Users

The following section describes how restricting permissions impacts the Users feature.

» View: If the check box associated with View is selected, the Partner or Account Admin can view the
users in a customer account and details of the users in an account. However, they will not be able to
add, edit, or delete a user account. A role must have the View permission in order to add, edit or delete
any user. If you clear the check box associated with View, for a Partner or an Account Admin role, the
Partner or Account Admin is restricted from viewing the users for a customer account and will not have
access to the users landing list.

« Add: If the check box associated with Add is selected, the Partner or Account Admin can add new
users individually or in bulk, send welcome emails, and have access to the Manage button in the Users
list page. If you clear the check box associated with Add, for a Partner or an Account Admin role, the
Partner or Account Admin is restricted from adding new users, and sending welcome emails, and will
not have access to the Manage button in the Users list page.

o Note:

The role must have Add or Edit permission to be able to send welcome emails and have access to
the Manage button in the Users list page.
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« Edit: If the check box associated with Edit permission is selected, the Partner or Account Admin can
edit any existing user account, reset passwords, change the existing license, and send welcome emails.
If the check box associated with Edit permission is cleared for a Partner or an Account Admin role, the
Partner or Account Admin is restricted from editing any existing user account, resetting passwords,
making changes to the existing licenses, and from sending welcome emails.

o Note:

The role must have Add or Edit permission to be able to send welcome emails and have access to
the Manage button in the Users list page.

» Assign: The Assign permission is not applicable for the Partner or Account Admin role.

» Delete: If the check box associated with Delete is selected, the Partner or Account Admin can delete
an existing user. If you clear the check box associated with Delete, the Partner or Account Admin is
restricted from deleting a user.

2.14.4 User Templates

The following section describes how restricting permissions impacts the User Templates feature.

» View: If the check box associated with View is selected, the Partner or Account Admin can view the
User Templates page. If you clear the checkbox associated with View, the Partner or Account Admin is
restricted from viewing User Templates page and accessing the User Templates feature. To add, edit,
or delete user templates, the role must have the View permission.

« Add: If the check box associated with Add is selected, the Partner or Account Admin can create new
template. If you clear the check box associated with Add, the Partner or Account Admin is restricted
from adding a new user template.

« Edit: If the check box associated with Edit permission is selected, the Partner or Account Admin can
edit any existing user template. If the check box associated with Edit permission is cleared the Partners
and Account Admins is restricted from editing any existing user template.

» Assign: For the Partner role and the Account Admin role, the Assign permission is not applicable.

» Delete: If the check box associated with Delete is selected the Partner or Account Admin can delete
existing user templates. If you clear the check box associated with Delete, the Partner or Account
Admin is restricted from deleting existing user templates.

2.14.5 Roles and Permissions

The following section describes how restricting permissions impacts the Roles and Permissions feature.

» View: If the check box associated with View is selected, the Partner or Account Admin can view the
Roles and Permissions feature. User with a role that has View permission only, can view the list of roles
and permissions that make each role, but cannot perform actions such as add, delete, or assign. If you
clear the check box associated with View, the Partner or an Account Admin is restricted from having
access to the Roles and Permissions feature. A role must have the View permission in order to use the
functionalities of Add, Edit, Assign, or Delete permissions.

» Add: For the Partner role, if the check box associated with Add is selected, the Partner can add a
new role and duplicate an existing role. If the check box associated with Add is cleared, the Partner
is restricted from creating a new role and from duplicating an existing role. The Add permission is not
applicable for the Account Admin role.

Mitel Administration User Guide




Managing Customer Accounts

« Edit: If the check box associated with Edit is selected, the Partner can edit an existing role and assign
or unassign the role from an account. If the check box associated with Edit, is cleared the Partner is
restricted from editing an existing role and assigning the role to or unassigning the role from an account.
The Edit permission is not applicable for the Account Admin role.

» Assign: If the check box associated with Assign is selected, the Partner or Account Admin can assign
or change a user's role. If the check box associated with Assign is cleared a Partner or an Account
Admin is restricted from assigning and changing a user's role.

» Delete: For the Partner role, if the check box associated with Delete is selected, the Partner can
delete an existing role. If the check box associated with Delete is cleared, the Partner is restricted from
deleting an existing role. The Delete permissio is not applicable for an Account Admin role.

2.14.6 Integrations & Apps

The following section describes how restricting permissions impacts the Integrations and Apps feature.

» View: If the check box associated with View is selected, the Partner or Account Admin can access
the details of integrations for an account. If you clear the checkbox associated with View, the Partner
or Account Admin is restricted from accessing the details of integrations for an account. Without the
View permission, the Integrations panel will not be displayed in the Accounts edit page or under the
Integrations and Apps menu. A role must have the View permission in order to add, edit, or delete an
integration in an account.

» Add: If the check box associated with Add is selected, the Partner or Account Admin can add a new
integration to an account and configure the integration setup. The Privileges toggle button and the
Add New buttons are also enabled if the check box associated with Add is selected. If you clear the
check box associated with Add, the Partner or Account Admin is restricted from adding and configuring
new or existing integrations for an account. The Privileges toggle button and the Add New buttons are
disabled if the check box associated with Add is cleared.

o Note:

Without Add or Edit permission users with this role cannot configure any existing integrations or
access the integration privileges.

« Edit: If the check box associated with Edit permission is selected, the Partner or Account Admin can
change the integration configuration. If the check box associated with Edit permission is cleared,
the Partner or Account Admins is restricted from changing integration configuration and editing the
configuration in an account.

6 Note:

Without Add or Edit permission users with this role cannot configure any existing integrations or
access the integration privileges.

» Assign: The Assign permission is not applicable for the Partner and Account Admin role.

* Delete: If the check box associated with Delete is selected, the Partner or Account Admin can delete
integrations from a customer account. If the Partner and Account Admin has both Add and Delete
permissions, the Partner and Account Admin can add and delete integrations from the integrations
catalogue.If you clear the check box associated with Delete, the Partner and Account Admin are
restricted from deleting an integration from a customer account.
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2.14.7 Subscriptions

The following section describes how restricting permissions impacts the Subscription feature.

» View: If the check box associated with View is selected, the Partner or the Account Admin can view the
subscriptions assigned to a customer account in Accounts edit page and in the Subscriptions page. If
the check box associated with View is cleared, the Partner or Account Admin is restricted from viewing
the subscriptions assigned to a customer account.

» Add: For the Partner role, if the check box associated with Add is selected, the Partner can add
subscriptions and Add Order button is displayed in the Subscriptions section which allows the Partner
to add orders in an account. If you clear the check box associated with Add, a Partner is restricted from
adding subscription and the Add Order button is not displayed in the Subscriptions section.

6 Note:

The Partner role must have the View permission selected in order to access the functionalities of
Add permission.

The Add permission is not applicable for the Account Admin role.
» Edit: The Edit permission is not applicable for the Account Admin role.
» Assign: The Edit permission is not applicable for the Account Admin role.
» Delete: The Edit permission is not applicable for the Account Admin role.

2.14.8 Support

The following section describes how restricting permissions impacts the Support feature.

* View: If the check box associated with View is selected, the Partner or Account Admin can access the
Support logs page and the Gateway logs page if the account has gateway integrations and a PBX
onboarded. If the check box associated with View is cleared, the Partner or Account Admin is restricted
from accessing the Support logs and the Gateway logs page.

* Add: For the Partner and Admin role, the Add permission is not applicable.

» Edit: For the Partner and Admin role, the Edit permission is not applicable.

» Assign: For the Partner and Admin role, the Assign permission is not applicable.
* Delete: For the Partner and Admin role, the Delete permission is not applicable.

2.14.9 MiVoice Business

The following section describes how restricting permissions impacts the MiVoice Business feature.

e Note:

The MiVoice Business permission is applicable only when MiVoice Business is integrated.
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* View: If the check box associated with View is selected, the Partner or Account Admin can access
MiVoice Business features of their customer account. If the check box associated with View is cleared,
the Partner or Account Admin is restricted from accessing MiVoice Business features of their
customer account.

+ Add: The Add permission is not applicable.

« Edit: The Edit permission is not applicable.

+ Assign: The Assign permission is not applicable.
* Delete: The Delete permission is not applicable.

2.14.10 Customer Care

The following section describes how restricting permissions impacts the Customer Care feature.

* View: If the check box associated with View is selected, the Partner or Account Admin can access the
Customer Care feature. If the check box associated with View is cleared, the Partner or Account Admin
is restricted from accessing the Customer Care feature.

* Add: The Add permission is not applicable for Partner and Account Admin role.

« Edit: The Edit permission is not applicable for Partner and Account Admin role.

» Assign: The Assign permission is not applicable for Partner and Account Admin role.
» Delete: The Delete permission is not applicable for Partner and Account Admin role.

2.14.11 Developer

The following section describes how restricting permissions impacts the Developer feature.

e Note:

The Developer permission is applicable only for the Partner role.

» View: If the check box associated with View is selected, the Partner can access the Developer page,
register new applications, and assign them to customer accounts. If the check box associated with View
is cleared, the Partner is restricted from accessing the Developer page, registering new applications,
and assigning them to customer accounts.

* Add: The Add permission is not applicable.

+ Edit: The Edit permission is not applicable.

» Assign: The Assign permission is not applicable.
+ Delete: The Delete permission is not applicable.

2.14.12 Orders

The following section describes how restricting permissions impacts the Orders feature.
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e Note:

The Order permission is applicable only for the Partner role.

» View: If the check box associated with View is selected, the Partner can access the Order page and
assign orders to accounts. If the check box associated with View is cleared, the Partner is restricted

from accessing the Orders page and assigning orders to accounts.
* Add: The Add permission is not applicable.
+ Edit: The Edit permission is not applicable.
» Assign: The Assign permission is not applicable.
* Delete: The Delete permission is not applicable.

2.15 Account Managers

The Account Managers page displays a comprehensive list of the Account Managers and
Administrators within the Partner account.

6 Note:

This feature is not available to Partners assuming the role of an Account Admin.

Account Managers

BJ  Accounts ‘ v

(D) Dashboard

Account Managers

Accounts
Account Managers (4) | Administrators (12)

Q search Users List of Administrators
converted to Account

/ Managers
Roles and Permissions
MODIFIED ON (BY) 4 MANAGED ACCOUNTS

NAME EMAIL ADDRESS

e°

Number of customer
accounts assigned to
the Account Manager

S
H
X
=
=
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Administrators
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DI Accounts

€1) Dashboard
Account Managers

Accounts
Account Managers (4) Administrators (12)

Q Search Users Administrators available

to convert to Account
/ Manager
Roles and Permissions
NAME EMAILADDRESS ~ MODIFIEDON ®Y) 4

Support  legal  EN(US) v

The Mitel Administration portal now allows unrestricted Partner Administrators to assign Customer
Accounts to one or more Administrators within their Partner Account. These administrators are called

Account Managers.

As a Partner, you can do the following:

» Convert an Administrator to Account Manager

» Assign Account(s) to an Account Manager
» Unassign Account(s) from an Account Manager
* Upgrade an Account Manager to an Administrator

2.15.1 Delegating Partner Account Management

The Mitel Administration portal is enhanced to restrict access to specific Customer Accounts. Previously,
the configuration listed all customer accounts managed by the partner admin, which were visible to all
account admins within that account.

6 Note:

The Partner Admin who is already logged in cannot manage their own account within the Account
Managers or the Administrator tab.

Converting an Administrator to Account Manager

You need to convert an administrator to an Account Manager to restrict access to specific Customer
Accounts.

Complete the following steps to convert the admin to an Account Manager from a Partner account:

&°

]
g
=
S
=3
=2
[ =

Mitel Administration User Guide



Managing Customer Accounts

1. Click User Management > Account Manager from the left menu. The Account Managers page
opens.

2. Click and open the Administrators tab. The complete list of Partner Admins in the Partner account are
displayed.

3. Choose the Admin(s) to be converted to Account Manager(s) by selecting the checkbox next to their
name(s).

0BJ  Accounts . v

() Dashboard

Account Managers

Account Managers (1) Administrators (15)
Q Search Users Convert Selected (3)

Accounts

@ |rawme EMAIL ADDRESS MODIFIED ON (8Y) 4

e°

S
5
x
=%
3
[~

support  Legal  EN(US) ¥

4. Click Convert Selected. The confirmation dialog is displayed.

5. Confirm that the information is correct, and click OK to proceed. The progress bar Convert to Account
Managers is visible, showing the progress. Click Close when the conversion is completed.

Click Cancel to cancel the operation.

The newly converted Account Managers are displayed are now displayed in the Account Managers tab.

Assigning Account(s) to an Account Manager

As a Partner Administrator, you can assign specific customer accounts to an Account Manager individually,
or to multiple Account Managers simultaneously.

Complete the following steps to assign specific customer accounts to _an Account Manager individually:

1. Click User Management > Account Managers.
2. Select the Account Manager from the list under the Account Managers tab by selecting the checkbox
next to their name.
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e Note:

You can also manage an individual Account Manager by clicking their name in the list.

BJ  Accounts . v
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3. Click Manage Selected. The following tabs are displayed.

» Accounts assigned - This tab displays the accounts already assigned to the Account Manager.
» Accounts not assigned - This tab displays accounts that are available to be assigned to the
Account Manager.
4. Click the Accounts not assigned tab, then select the accounts you want to assign to the selected
Account Manager using the checkbox.
5. Click Assign. The confirmation dialog is displayed.

6. Confirm that the information is correct, and click Assign to proceed. The progress bar Assign
Account(s) is visible, showing the progress. Click Close when the task is completed successfully.

Click Cancel to cancel the operation.

The Accounts assigned tab will now display the newly assigned accounts to the selected Account
Manager.

Complete the following steps to assign specific customer accounts to _multiple Account Managers
simultaneously:

1. Click User Management > Account Managers.
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2. Select the Account Managers from the list under the Account Managers tab by selecting the
checkbox next to their names.

0J  Accounts
c

(D Dashboard

Account Managers

Accounts. [
JYETAVENEER S CO M Administrators (12)
Manage Selected (2) H

Q Search Users

MODIFIED ON (BY) MANAGED ACCOUNTS

&

Roles and Permissions
EMAIL ADDRESS

B
H
5
=
=
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3. Click Manage Selected. The following tabs are displayed.

a. Accounts assigned to all - This list displays accounts that are assigned to all the selected account
managers.

BJ Accounts

€}) Dashboard

Account Managers > Manage (3 Selected)
=] Accounts ¥ =
Accounts assigned tosome (2)  Accounts not assigned (21) Clicking the icon displays

the list of Account Managers
selected.

Q Search account

Roles and Permissions
Nave accouNTio woDIFED & ToTaL AccounT

&°

naypiemin

You have the option to select the checkbox and unassign the account from the selected managers.
b. Accounts assigned to some - This list displays accounts that are assigned to one or more of the
selected account managers.

BJ  Accounts

1) Dashboard

Account Managers > Manage (3 Selected) @

=] Accounts
Accounts assigned to all (0) Accounts assigned to some (2) Accounts not assigned (21)
——

Q search account

[ ]
Hover over the Selected Accounz/
Managers to display the names

of Account Managers from the
managers selected.

Roles and Permissions
NAME ACCOUNTID MODIFIED &

&°

Hover over the Total Account
Managers to reveal the
names of all Account
Managers assigned to the
Customer account.

=
s
=
=
=
2
o

You have the option to select the checkbox and either assign the account to the selected managers

or unassign it from the selected managers.
c. Accounts not assigned - This list displays accounts that are not assigned to any of the selected

account managers.
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D3 Accounts

‘1) Dashboard

Account Managers > Manage (3 Selected) @

Accounts

Accounts assigned toall (0)  Accounts assigned to some (2)

Accounts not assigned (21)

Q Search account

Roles and Permissions
NAME ACCOUNTID

Hover your cursor on the Total Account Managers
for details.

0 - Account not assigned to any Account Manager

>1 - Number of Account Managers assigned to, and
their names.

TOTAL ACCOUNT
MODIFIED | MANAGERS

You have the option to select the checkbox and assign the account to the selected managers.

The Accounts assigned tab will now display the newly assigned accounts to the selected Account

Managers.

Unassigning Account(s) from an Account Manager

As a Partner Administrator, you can unassign specific customer accounts from an Account Manager

individually, or from multiple Account Managers simultaneously.

Unassign Individual Account Manager

1. Go to User Management > Account Managers.

2. From the list of Account Managers, choose the manager whose account(s) you wish to unassign by

selecting the checkbox next to their name.
3. Click Manage Selected. The following tabs are displayed.

4. From the Account assigned list, choose the account you want to unassign by selecting the checkbox

next to it.
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5. Click Unassign.

DJ Accounts . v
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Account Managers > CloudLink Support

Accounts assigned (1) Accounts not assigned (22)
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Confirm by clicking Unassign again in the confirmation dialog that opens. The progress bar for
unassigning account is visible, showing the progress. Click Close when the account is unassigned
successfully.

Click Cancel to cancel the operation.

The Accounts assigned tab will now have removed the unassigned accounts from the selected Account
Manager.

Unassign multiple Account Managers

1. Go to User Management > Account Managers.

2. From the list of Account Managers, choose the managers whose accounts you wish to unassign by
selecting the checkbox next to their names.

3. Click Manage Selected. The following tabs are displayed.

» Accounts assigned to all - Select the account(s) checkbox next to it and click Unassign to remove
the account from the selected managers.

» Accounts assigned to some - Select the account(s) checkbox next to it and click Unassign to
remove the account from the selected managers.

4. Confirm by clicking Unassign again in the Confirmation dialog. The progress bar for unassigning
accounts is visible, showing the progress. Click Close when the account is unassigned successfully.

Click Cancel to cancel the operation.

The Accounts assigned tab will now have removed the unassigned accounts from the selected Account
Managers.
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e Note:

If the account manager is upgraded to an administrator, there are no restrictions, and all accounts can
be managed as an administrator.

Upgrading an Account Manager to an Administrator

An Administrator has unrestricted access to the customer accounts, an Account Manager can be upgraded
to an Administrator. Complete the following steps to do so:

1. Click User Management > Account Manager from the left menu. The Account Managers page

opens.
2. In the Account Managers tab select the manager(s) you wish to upgrade to an Administrator.
3. .

Click *, and click Upgrade Selected.

BJ  Accounts .v
Account Managers
Rokes B! FErme sions @ wame ML ADDReSS MODIFIED ON (BY) 4
‘o

w o o o

8
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The Confirm Upgrade To Administrator(s)? confirmation dialog is displayed.

4. Click Confirm to upgrade the selected Account Managers to Administrators. The progress bar for
upgrade is visible, showing the progress. Click Close after the selected managers are upgraded to
Administrators successfully.

Click Cancel to cancel the operation.

The list of Administrators in the Administrators tab will now include the upgraded Account Managers.
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2.16 Event History

The Event History provides insight to Mitel Partners and Account Admins regarding events that occurred
within an account. With filtering and exporting capabilities, this feature allows for targeted analysis of
events to help with troubleshooting and change management.

The feature is available for the following accounts:

» Accounts with the MiVoice Business integration enabled and the Administration feature toggled ON.
* Accounts with the Zoom integration enabled.

Accessing Event History

To access Event History and view changes, do the following:

1. Log in to the Mitel Administration on page 1 as a Mitel Partner or Account Administrator.

2. This step is applicable to Mitel Partners only, if you are an Account Administrator, proceed to Step 3.
Navigate to Accounts and select the desired account.

3. Navigate to Support > Event History.

It might take around 15 seconds to load the Event History page.
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o Note:

» Spinners are displayed while retrieving data.
* |t can take up to 24 hours for new events to appear.

Event History

0 Note:

If an error occurs while retrieving data, the following banner will be displayed. Refresh the page to
attempt to reload the data.

o Failed o get events
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o Note:

By scrolling down in the table, more events will be retrieved until all available events are displayed.
At that point, the following banner will be displayed

(1) Noadditional everts found

Event History table

The Event History table has the following features:

1. The data can be sorted by Event Date by clicking the column header.
2. The columns displayed can be customized:

Click the * icon, select Show/hide columns.
* In the pop-up, select the checkbox(es) of interest.

Rearrange the columns by dragging the = icon up or down as desired.

Show/hide Columns

Select The COIUMNE TRAT YOuU WERE 10 Show in the table
Event ID =
Actor Name

Actor ID

Event Type
Properties Changed
Core Details

Log Tags

Extra Details

Reset to Default Cancel m
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Batch Exporting

1. In the event table, select the checkbox(es) of the desired events.

The Export button appears showing the number of events selected.

& Add Filter Expart [2)
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2. Click Export to export the data of the selected events to a .csv file.

Event Details

The Event History table has the following fields:

Name Description

EVENT ID The ID of the event.

ACTOR NAME The name of the user or entity that triggered the
action (for example, User ABC, System, Solution,
SCIM, Unknown)

'Unknown' will appear if a name can no longer be
found (for example, the user who triggered the
event has been deleted)

ACTOR ID The CloudLink ID or System ID of the entity that
triggered the event.

ACTION The event action (for example, Create, Edit,
Delete).
EVENT TYPE The event type or category (for example, Admin,

MiVoice Business, Service Delivery).

ASSET The object that was acted upon (for example,
Phone, Account, User License).
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Name Description

EVENT DATE The date and time the event occurred.

PROPERTIES CHANGED A list of properties that changed for the asset
during the event.
For example, if a phone's macAddress is edited ->
['macAddress"]

CORE DETAILS Detailed information about the event.

EXTRA DETAILS

Extra details about the event, if available.

LOG TAGS

Special tags are appended to each event to
facilitate search functionality.

After clicking on an event in the Event History table, the Event Details window will be displayed.

Event Details

b

The Event Details window has the following features:

Actor Name Actor Id

mirast admin 0c082182-3f03-dedc-0871-fa382326664

Action Type Asge Event Date

Deleze MiVE Fome 7 1004 35620 P

VB [:L 202 0
Core De Propertie ge Extra Detalls og Ta
angestatus : "SUCCESS
Com

=
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» Copy: to place the selected tab's data on your clipboard.
» Export: to export all data from all tabs for that event to a .csv file.

Filtering Event Data

Add Filter
To search for particular events, you can add filters to the table by clicking the Add Filter ) .Add Filter

button. Multiple filters can be applied to significantly narrow down event data.

The available filter options may vary depending on the integrations enabled for a Cloudlink account. For
example, accounts with the MiVoice Business integration enabled and the Administration feature toggled
ON will have a unique set of filter options compared to accounts with the Zoom integration enabled. While
some filter options may overlap, others will be specific to each integration. Accounts with both integrations
enabled will have access to a combined set of filter options, providing a superset of both.

Table 1: Filter options

Filter name | Options Description Available | Available
with the with the

MiVB Zoom
integration| integration

Asset Account The customer account for this X X
CloudLink integration.

DID Direct Inward Dialing numbers. X

DN Range Directory Numbers, or extensions, X
that are reserved for user assignment.

Group A MiVoice Business system group is X
based on the following types:

+ ACD Skills

* Pickup

* Ring

* Page

* Hunt groups (voice and
emergency)

Group Membership User's Directory Numbers added to X
the MiVoice Business system groups.
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Options

PBX User Profile
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Description Available | Available
with the with the
MiVB Zoom
integration| integration

The base description of a user in the X
PBX, contains information like first
name, last name, etc.

Phone

A device that is associated with a X
user.

Templated Services

UCC applications deployed for the X
user based on the definitions in the
User Templates learned from the

solution.
User License The license assigned to a user on X
Zoom.
Tenant The Account ID associated with the X
customer's Zoom account.
Action Create Events where the asset was created. | X X
Delete Events where the asset was deleted. | X X
Edit Events where the asset was edited. X X
License Assignment Events where the asset (such as User X
License) was assigned.
License Configuration | Events where the asset (such as User X
Update License) was updated.
License Removal Events where the asset (such as User X
License) was removed.
Event Type | Admin Events of type Admin are related to X

the CloudLink configuration.
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Filter name | Options Description Available | Available
with the with the

MivB Zoom
integration| integration

MiVB Events of type MiVB are related X
to Mitel Administration actions for
MiVoice Business solutions.

Service Delivery Events of type Service Delivery are X
related to Mitel Administration actions
specific to the Zoom integration.

Actor ID Enter the desired The CloudLink ID or System ID of the | X X
Actor ID entity that triggered the event.

Event Date | Use the calendar to The date and time range within which | X X
select a date and the events must have occurred.
time range. You can
select:

* just a start date
* justan end date

e both a start date
and an end date

Custom start and end
times can also be
specified.

When both integrations are enabled for an account, you can search for events related to a specific
integration by selecting filter options that are only available for that integration.

For example, to filter events related to the Zoom integration, you can do one or more of the following:

* From the Event Type drop-down list, select Service Delivery
» From the Asset drop-down list, select User License or Tenant

» From the Action drop-down list, select License Assignment, License Configuration Update or
License Removal.

The filter feature is a smart filter, therefore the options will change depending on the filters that have
already been applied/selected.

For example, if you select Phone as the Asset, the only available Event Type option will be MiVB, as
all phone-related events are categorized under MiVB (for example, the Admin Event Type will not be
applicable).
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Create/Edit Filters [ Active Filter |

Select and apply filters to help find specific events.

Asset Action

Phone - Select... -
Event Type Actor ID
Event Date

Select... E

Clear Cancel “

After selecting all the desired filter options, click OK. The Event History table will update to show events
that match the selected filters.

If no events are found, the following banner is displayed:

P
[i) Mo events found

Actor I is sl X

Editing the active filter

To edit the active filter, do the following:

1. Click £ in the Active Filter Details section.

The Create/Edit Filters page opens.
2. Update the desired information.
3. Click OK or Apply.

The filter details are updated, and the Event History table refreshes to show events that match the updated
filters.

Deleting the active filter

To delete the active filter, click 17 in the Active Filter Details section.
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The Event History table refreshes and shows all available events for the account.

2.17 System Inventory

System inventory tracks on-premise software and hardware assets, providing Partner and Customer
Administrators with a comprehensive view of their deployments.

Accessing System Inventory

1. Log in to the Mitel Administration on page 1 as a Mitel Partner or Account Administrator.
2. Navigate to Accounts and select the account of interest.
3. Navigate to System Inventory.

6 Note:

System Inventory is dependent on CloudLink Daemon (which is available to configure in
MSL11.0.110 and 12.1 or higher). For more information on CloudLink Daemon, refer CloudLink
Daemon Solution Guide.

4. Select Platforms or Applications to view the inventory details.

System Inventory has two views, Partner view and Customer view. Both the views are available for
Platforms and Applications.

Partner view

The Partner view displays inventory for all customers associated with the partner. It includes an Accounts
drop-down list for filtering the displayed accounts.

@ Addfilter

veRsion

Customer View

The Customer view presents the inventory specific to the selected customer without the necessity to
filter by accounts. This view can be accessed by logging in with either Customer Admin or Partner Admin
credentials.
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DO Accounts

Applications

Q Search ® _Add filter

A8 User Management
PLATFORM ABPLICATION TVPE
F&] integrations & Apps

mibg124 doudlink-daemon

ES siling itek-bardergatanay

cloudlink

) suppont

micc-busi

£8  Mivoice Business
mive122 mivoi

mivb122 cloudlink-dasmon
— mivb122 doudlink-gateway
mas123 cloudlink-daemon
mas123 it iy
mivo125
mivb125
mivb125 cloudlink-gateway

2.17.1 Platforms

The Platforms component displays inventory across all of the Partner's customers.

When Platforms component is selected, it might take around 10 seconds to load Platforms page.

Platforms

Q se ©® Addfie

B coune

Platforms Details

Platforms table has the following features:

Name Description

ACCOUNT Name of the account.
HOST Hostname of the platform
PLATFORM TYPE The platform type or category (for example, MSL,

MiVoice Business).

PLATFORM NAME Name of the platform.
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Name Description

APPLICATION TYPES Type of application (for example: mivoice-
business, cloudlink-daemon, cloudlink gateway,
mitel-border-gateway).

SYSTEM FAMILY Operating system type (for example: linux and
windows).

LICENCE License number of the platform.

VERSION Version of the platform.

SWA STATUS SWA status of a platform.

PLATFORM ID ID of a platform.

PORTAL The Launch & " pytton is displayed to connect
to the platform.

Platform Table
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1. The columns displayed can be customized:

Click the ° icon, select Show/hide columns.
» In the pop-up, select the checkbox(es) of interest. SWA Status is grayed out as it's a fixed column.

Show/hide columns

Account

Host

< <]

Platform Type

Platform Name

<]

Application Types

Version

a

System Family

License

a

Platform Id

Portal

Select the columns you want to show in the table.

Cancel n

2. Filtering Data

To search for particular platform, add filters to the table by using the Add Filter

Options Description

Filter name

Rearrange the columns by dragging the

Managing Customer Accounts

icon as desired.

(® _Add Filter

button

Platform Type msl Mitel Standard Linux platform type
windows Windows platform type

System Family Linux Linux (Operating System)
Windows Windows (Operating System)

Application Types

mivoice-business

MiVoice Business application

cloudlink-gateway

CloudLink Gateway Portal application

mitel-border-gateway

Mitel Border Gateway application
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Filter name Options Description

micollab MiCollab application
License Type Unlicensed If the license ID is not found.
Subscription Monthly subscription license
Perpetual CapEx license
SWA Status Not Indicated License without expiration date
Active Active subscription or perpetual
license with more than 90 days until
expiration
Inactive Subscription license that has
exceeded its expiration date
Expiring soon Perpetual license with an expiration
date within 90 days
Expired Perpetual license that has expired

Individual platform details

Click a row on the Platforms table, the details of the selected platform is displayed. The Launch button is
displayed based on the selected platform.

The Launch button seamlessly presents the administration console of the Platform (example: MSL Server
Manager). Clicking the Launch button generates a URL with a unique, secure connection to either platform
or application for each use.
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Platforms > mivbh62

Iboot s 506.66 MiB.

When multiple application types are associated with an account, select one to view its details. The
selected application type details are displayed in a table format. To access further information, click on the
application type once more, and a detailed view is displayed. An example screenshot is shown below:

Platforms

2.17.2 Applications

The Applications component offers a customer view of inventory, similar to the Platforms component.
However, it presents a more streamlined set of information, focusing on customer-specific details and
omitting broader data that is available in the Platforms view.
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a8a

The Launch button seamlessly presents the administration console of the Application (example: MiVoice
Business System Administration portal). Clicking the Launch button generates a URL with a unique, secure
connection to either platform or application for each use.

Within the Applications component, the Add filter feature includes the Application Type option, allowing
users to refine their search based on the types of applications available.
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This chapter contains the following sections:

» Integrating Mitel Applications with Mitel Administration
* Integrating Third Party Applications with Mitel Administration

CloudLink supports integration with other Mitel and third-party applications to enable provisioning of users into
the CloudLink database and to enable communication between on-premises solutions and feature-rich cloud-
based applications.

o Note:

» By default, Chat integration is always enabled for a customer account.

« If an account has a subscription assigned for an application and the application is not integrated with
CloudLink, a warning message is displayed.

Adding an integration to a customer account

To add integrations to a customer account:
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1. Access the Integrations page by doing either of the following:
» From the Account Information page:

Access the Account Information page of the customer account by doing the following.

a. A Mitel Partner must click the account from the Accounts page.

b. An Account Admin of the account must click the Account option from the navigation menu on the left
side of the Accounts Console Dashboard.

The Account Information page opens, and the Integrations panel is displayed in the bottom half of the
page.

» From the Integration & Apps option:

Click the Integration & Apps option from the navigation menu on the left side of the Accounts Console
Dashboard.

BJ  Accounts

Dashboard
Account

User Management

Support

MiVoice Business
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2. In the Integrations panel, click + Add new. A pop-up screen displays the available integrations.

Integrations and Applications

Integrations + Add new

CloudLink Gateway

o
o Onboarding Complete ! (:)

| Mivoice Business
Open additional features to see details (:)

Available features

MiCollab [ @)
Mitel One
Requires a Mitel One subscription to use this feature. :Hf (:)

Available features

single Sign-On Complete setup o}
Privileges

Delegated Authentication ()

Allow Guest Access [ @)

e Note:

A Mitel Partner cannot enable integrations in the Partner Account because integration is not supported
for Partner Accounts. To integrate CloudLink with other applications, a Partner must create a new
customer account and enable integrations in that account. Mitel recommends that you disable any
existing integrations in the Partner Account to experience the full functionality of the features. For more
information about Partner Accounts, see Log in as a Mitel Partner.

3. Choose the type of integration you want to add by clicking the corresponding tab, Mitel or 3rd party:

» The Mitel tab displays all the supported Mitel integrations.
» The 3rd party tab displays a list of supported third-party integrations.
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4. Click the Add button associated with the integration and click Done.

Integrations

Q1 search integrations

Mitel 3rd party

gy MicC Add
o Transform Customer Journey into omnichannel experiences.
09 MiCollab + Added
Everything your organization needs to connect, communicate and collaborate.
CloudLink Gateway _ —
Enable communications between Mitel on-premise PBXs and CloudLink based
applications.
@ Mitel One T
Mitel Voice Assist Add
Enable Mitel's Voice Assist feature.
MiVoice Business e

A purpose-built communications solution built on a leading public cloud platform that
improves business productivity.

The integration is added to the customer account and is added to the Integrations panel.
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Integrations

+ Add new
CloudLink Gateway =
iag
o Onboarding Complete & O
MiVoice Business
Open additional features 1o see details ()
Available features
MiCollab [ @]
Mitel One
Requires a Mitel One subscription to use this feature. EEI ()
Available features
Mitel Voice Assist Complete setup  Tiff
Privileges
Delegated Authentication @)
Allow Guest Access [ @)

Removing an integration from a customer account
To remove an existing integration from a customer account:

1. Access the Integrations page by following the instructions mentioned in Step 1 of Adding an integration to a
customer account on page 88.

2. From the Integrations panel that opens, remove the integration using one of the following methods:

+ Disable the toggle button associated with the integration in the Integrations panel.
* In the Integrations panel, hover over the Added button associated with the integration and click Remove.

The following topics provide information on how to integrate a CloudLink account with the various Mitel
applications, and third-party applications.

3.1 Integrating Mitel Applications with Mitel Administration

CloudLink supports integration with Mitel applications such as Mitel One, CloudLink Gateway, MiTeam
Meetings, MiCollab, and Mitel CX to enable communication between on-premises solutions and feature-
rich cloud-based applications.
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Mitel One Integration

Adding Mitel One integration to a customer account allows the users in the account to access the Mitel
One application. The Mitel Partner or the Account Admin can manage the Mitel One features for each user
in the account. For more information, see Mitel One Integration.

Mitel One Workgroups Integration

Adding Mitel One Workgroups integration to a customer account allows the Mitel Partner or an Account
Admin to access Workgroups portal. After the integration is added, the Customer Care option is displayed
on left navigation menu of Account console. For more information see, Mitel One Workgroups Integration.

CloudLink Gateway Integration

Adding CloudLink Gateway integration to a customer account allows the Mitel Partner or Account

Admin to associate the gateway with the customer account, configure and connect a PBX, and to deploy
a CloudLink application for all the users in the account. For more information, see Integrating CloudLink
Gateway with Mitel Administration on page 95.

MiCC Integration

Adding MiCC integration to a customer account allows the Mitel Partner or the Account Admin to access
og

the Contact Center Admin Portal. After the integration is added, the Contact Center Admin icon =%

appears at the top right of the Accounts Information page. Click the icon and from the dialogue box that

opens, click Contact Center Admin. The Chat Overlays page opens. You can create new chats from this

page. For more information about creating chats, see the section Chat Overlays in Integration Guide for

MiContact Center with Google Contact Center Al.

MiTeam Meetings Integration

Adding MiTeam Meetings integration to a customer account allows all the users in the account having a
valid MiTeam Meetings subscription to access the MiTeam Meetings application. For more information, see
MiTeam Meetings Integration on page 144.

MiCollab Integration

Adding MiCollab integration to a customer account enables CloudLink Chat in the MiCollab application

of all the users in the account if the MiCollab Administrator has enabled CloudLink Chat on the MiCollab
Server. For more information about enabling CloudLink Chat on MiCollab Server, see MiCollab CloudLink
Solution Document.
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Unify Phone Integration
Adding Unify Phone Integration to a customer account supports two primary use cases:

*  When Unify Phone is already configured to work with an OpenScape PBX, it enables CloudLink Chat
within the Unify Phone application.

«  When a MiVoice PBX is linked to the CloudLink customer account, it allows users who exist in both
the PBX and the CloudLink account to access the Unify Phone application and use both telephony and
CloudLink Chat features offered through the application.

For more information, see Unify Phone Integration on page 159.

Privileges Associated with Integration

When an integration is added to a customer account, the specific privileges associated with that integration
are also enabled for that account. A Mitel Partner or Account Admin can also enable or disable these
privileges for the users in an account without adding integrations separately by using the toggle buttons
associated with each of these privileges in the Privileges section. When an integration is removed for an
account, the corresponding privileges will also be disabled if there is no other integration that shares those
privileges.

The following table describes the privileges that are enabled when a Partner or Account Admin enables the
integration toggle button for each integration for an account.

Integration Function

Mitel One Mitel One has Allow Guest Access as the privilege as

sociated with it by default. Therefore, when the Mitel O
ne toggle button is enabled, this privilege is automatic

ally enabled and added to the account.

MiCC MiCC has Delegated Authentication and Allow Guest Ac
cess as the privileges associated with it by default. Th
erefore, when the MiCC toggle button is enabled, these
two privileges are automatically enabled and added to
the account.

MiTeam Meetings MiTeam Meetings has Allow Guest Access as the privil
ege associated with it by default. Therefore, when the M
iTeam Meetings toggle button is enabled, this privilege is
automatically enabled and added to the account.

MiCollab MiCollab has Delegated Authentication as the privilege
associated with it by default. Therefore, when the MiColl
ab toggle button is enabled, this privilege is automatic
ally enabled and added to the account.

Privileges

Delegated Authentication

Delegated Authentication allows authorized clients in the account to request user tokens on behalf of the
users in the account. This allows any server managing the account, such as the MiCollab or MiContact
Center server, to use CloudLink features such as Chat service.

Allow Guest Access
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When the Allow Guest Access privilege is enabled on an account, it will allow guest-level access to the
account for anonymous users who do not actually exist in the account. This allows features such as Guest
chat to function; that is anonymous external users can chat with verified users in the account.

o Note:

For an integration associated with an account, even if all the privileges for the account are disabled,
the integration continues to be associated with that account. However, the integration might not work
correctly.

The following topics provide information on how to integrate a CloudLink account with the various Mitel
applications.

3.1.1 Integrating CloudLink Gateway with Mitel
Administration

After you create a customer account in the Accounts console, you can begin the deployment of the
CloudLink Gateway to associate the Gateway with the customer account, configure and connect a PBX,
and to deploy a CloudLink application for all the users.

Onboarding the Gateway

To onboard a gateway, that is, to properly associate a gateway with a new customer account on the
CloudLink platform, the Mitel Partner or the Account Admin must access the Mitel Administration for the
first time as indicated below:

» For standalone platforms, which have an external gateway, access Mitel Administration:

* by entering the IP address of the gateway appliance in a supported browser.
* by connecting a supported browser to the gateway at http://cloudlink.local/.

6 Note:

mDNS must be supported in your system in order to access the gateway using http://
cloudlink.local/. For Windows, this support can be downloaded and installed with Bonjour Print
Services.

You must do this from a computing device located on the same LAN subnet as the CloudLink Gateway.
For more information, see Access the CloudLink Gateway. After successful login, the gateway will
redirect you to Mitel Administration.

» For SMBC platforms, which have an embedded gateway, access the Mitel Administration from the SMB
Controller Manager. Log into MSL Server on the SMBC. Select Blades > Install > follow the steps. For
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more information, see Access the CloudLink Gateway. After successful login, the gateway will redirect
you to the Mitel Administration.

The gateway (on a standalone platform or SMBC platform) will be properly associated with the customer
account when you complete Step 2 in Configuring the CloudLink Gateway.

Accessing the Mitel Administration

After you have associated an account with a gateway, you can access the Mitel Administration to manage
customers in the following different ways:

» By connecting to the gateway at http://cloudlink.local/ from a computing device located on the same
LAN subnet as the CloudLink Gateway. (for standalone platforms only)

» By entering the IP address of the gateway appliance in a supported browser from a computing device
located on the same LAN subnet as the CloudLink Gateway. (for standalone platforms only)

» By accessing the Application configuration link in the SMB Controller Manager (for SMBC platforms
only)

» By accessing Mitel MiAccess at https://connect.mitel.com/, and then clicking Mitel Administration from
the left navigation panel.

* By accessing the Mitel Administration directly at https://accounts.mitel.io/.

Adding CloudLink Gateway Integration

After logging in to the Mitel Administration, add the CloudLink Gateway integration to a customer account
by performing the steps mentioned in Adding an integration to a customer account on page 88.

After you have added CloudLink Gateway integration to the customer account, CloudLink Gateway will be
listed in the Integrations panel and a status message Configure Gateway will appear indicating that you
need to configure the gateway to continue with the integration process.

Integrations + Add new
Chat o

Cloudlink Gateway ~
Configure gataway Add Gateway |
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e Note:

The status message that appears beneath CloudLink Gateway might indicate the following:

» the subsequent step that needs to be done to configure the gateway.
* an error message, warning that there is an issue with the gateway.
* an alert message, notifying that there is a software update available.

o Note:

If the status message No gateway detected is displayed, you must first access the Mitel Administration
portal by following the steps described in Onboarding Gateway.

Cloudlink Gateway
A No gateway detected U

Status Messages

The following are the common status messages that indicate the next step to be completed for configuring
the CloudLink Gateway.

* No gateway detected

» Configure gateway

* Add PBX (for standalone platforms) or Sync PBX (for SMBC platforms)
» Connect the PBX

» Deployment

Onboarding the CloudLink Gateway
After enabling the CloudLink Gateway integration in Mitel Administration, you must add a gateway to the

customer account, configure that gateway, and sync a PBX to the account to deploy CloudLink applications
to the users in the account. To do this, complete the following steps:
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1. From the Integrations section of the Account Information page, click Add Gateway.

Integrations + Add new

Cloudlink Gateway
Configure gateway Add Gateway

The Gateway page opens.

o Note:

Any time during the configuration process, click the Return to XXXX (Account Name) option to
return to the previous page (Integrations & Applications page or Account Information page).

2. In the Gateway page, within the Gateway Information dialog, enter the site name, the complete
address for the physical location of the PBX if it is different from your business address (populated by
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default), and configure the Ethernet ports on the external Gateway appliance or on the virtual machine.
For more information about entering these details, see Configure the Customer Site.

After entering these details, click Next to configure and register the gateway.

< Return to Account

O

7y

Gateway

Gateway Information (i

Site Name*

Ballad Industries

Address

2301 Express Avenue

City*
Ottawa
Province / State*

Ontario v

PBX onnect Deployment  Ad Qverview
rerequisite checklist
Country®
Canada ~

Postal / Zip Code*

KOA 2GO

Appliance Ethernet Configuration G

Port 1

DHCP

IP Address* (i
Subnet Mask® (i
Default Gateway™ (i

DNS Servers® (i

8888 «x

*required

Cancel

[ =]

The Accounts console tries to establish a connection with the CloudLink Gateway. When a successful

connection is established, the CloudLink Gateway is linked to the customer account, a pop-up message
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Successfully updated site is displayed, and the following page opens depending upon the platform in
which you are deploying the gateway.

» For standalone platforms, the PBX page opens displaying the Configure PBX dialog. Proceed to
Step 3 to provide the PBX details.

< Return to Account

Configure PBX
PBX Type® (i

PBX Name™ (i

» For SMBC platforms, the Sync page opens displaying the Sync PBX Data dialog. Skip Step 3 and
proceed to Step 4 to continue the onboarding process.

o L
Catews Sync Dep B Advanced Cwvervie

Sync PBX Data

Start syncing PBX users to the cloud
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3. To add and configure the PBX for your account, enter the information specific to your PBX in the fields
provided. For more information about entering the PBX details, see Enter PBX Information. After
entering all the necessary details, click Next.

< Return to Account

Configure PBX
PBX Type™ (i
BX Name* (i

F Address*

When the configuration is successful, a pop-up message Successfully created PBX Link is displayed,
and the Connect page opens displaying the Start PBX Connection dialog.

< Return to Account

Successfully created PBX Link g

Gateway PBX Connect Deployment  Adwvanced Overview

Start PBX Connection

Verify and start your connection to the PBX

4. To connect or sync the PBX with the customer account, click Connect. The Accounts console tries
to establish a connection with the PBX. When a successful connection is established, the PBX
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Connected dialog is displayed, along with the Connection successful message. For more details, see
Connect or Sync the PBX.

© © O O O O
Gateway PBX Connect Deployment  Advanced Qverview
PBX Connected

Connection successful

MNumber of users: 1244
DD (DID) number:

There are irregularities with email addresses

@ on the PBX

We noticed that 4 users don't have an email address and 1094
users do not
have unique email addresses. The users that do not have unigue
email
addresses and the users without an email address
may have issues in the registration process.
MNeed support?

view list of users without email addr

PBX Sync Schedule (in minutes)

20 Sync Now t"

By default, the synchronization occurs every 20 minutes. You can modify the sync interval by entering
the number of minutes in the PBX Sync Schedule field.
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e Note:

For SMBC platforms, you can not modify the sync interval. Following PBX Synced dialog box is
displayed.

PBX Synced

Sync successful

Sync Now ‘:l

* Do not click Sync Now immediately after you have connected the PBX
synchronization is initiated.

. By default, automatic

If there is a warning regarding missing email addresses of users, make all the necessary corrections
and modifications on the PBX. Then click Sync Now to manually trigger the synchronization without
waiting for the next scheduled run. Once the warning messages are resolved, click Next. The

Deployment page opens.
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5. (Optional ) You can use the Deployment page if you want to deploy the CloudLink application
associated with your PBX by sending deployment emails to the imported users so they can register their
account and receive introductory information about the application.

Sending deployment emails can be done any time from the Users page in the Mitel Administration. To
navigate to the Users page, select the Select the check box to go to the Users List page after you
press the Complete button check box and click Complete.

£

' s g ./

Gateway PBX Connect  Deployment  Advanced Overview

Ready to deploy Mitel MiVoice Office or Mitel One? G

Deployment emails can now be sent from the Users List page of the customer account

Select the check box to go to the Users List page after you press the Complete button

Here's the customers account ID which can be used during login

1234567891 (i

Are you looking for more settings or require a unigue setup?

Our advanced page has a few more options for you to check cut

If you click Complete without selecting the check box, you will be taken to the previous page in Mitel
Administration. You can then access the Users page by clicking the Users option displayed in the
navigation menu in the left side of the Accounts Console.

In the Users page:

* To send deployment email to all the users in the customer account at once, click the Manage option
and click Send Mitel Office deployment emails to all (for MiVoice Office 400).

» To send deployment email to selected users, select the users from the Users page, click the
Manage option, and click Send Mitel Office deployment emails (for MiVoice Office 400).

6. After successful configuration of the gateway, CloudLink Gateway will be listed in the Integrations
panel as shown below.

Cloudlink Gateway

o @
@ Onboarding Complete Nar

If an error message is displayed, see Troubleshoot Errors for information about resolving errors. Click

the °& icon to view or modify the configuration.

Deleting an Existing Integration

Use the following steps to delete the CloudLink Gateway integration for a customer account.
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1. Depending on the stage of integration do either of the following:

For incomplete integration click the Delete icon ( u ) associated with CloudLink Gateway from the
Integrations section of the Account Information page.

» For complete integration disable the toggle button associated with CloudLink Gateway from the
Integrations section of the Account Information page.

From the Integrations section of the Account Information page, click the Delete icon ( ) ) associated
with CloudLink Gateway. A Revert To Factory Default? panel opens.

Revert To Factory Default?

Customer name:
IP address:

Type revert in the box below to
continue.

Cancel

0 Note:

This panel is displayed only if you are deleting the integration in a customer account that has a
physical gateway appliance onboarded. This panel will not be displayed if you onboard a virtual
gateway appliance.

2. Type revert in the field provided and click Confirm. The CloudLink Gateway integration is deleted from
the customer account and the gateway will be reset.
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6 Note:

A CloudLink Gateway that is added to a customer account (for which integration is enabled and the
gateway is connected) will reset if the customer account is deleted by a Partner.

3.1.2 MiVoice Business Integration

Mitel Partners and Account Admins can now integrate, enable, and manage MiVoice Business features
from the Mitel Administration. It provides a seamless day-to-day user management experience. It

allows the Mitel Partner and Administrators to manage the MiVoice Business solution from the Mitel
Administration. You can manage features such as templates, telephony services, and call handling rules for
a user.

Following are the instructions for integrating MiVoice Business with CloudLink Platform.

Prerequisites
Ensure that you have the following before you proceed to integrate MiVoice Business with CloudLink:

» Gateway integration enabled. For more information about enabling and configuring Gateway, see
Integrating CloudLink Gateway with Mitel Administration on page 95.

Integrating MiVoice Business with CloudLink Account

To integrate MiVoice Business in a customer account, perform the following steps:

1. Log in to the Mitel Administration on page 1.

2. Access the Integrations panel from the Account Information page or from Integrations & Apps
option. For more information about accessing the Integrations panel and adding integration to a
customer account, see Adding an integration to a customer account on page 88.

3. In the Integrations panel, click +Add new. A pop-up screen displays the available integrations.

4. Click the Add button associated with MiVoice Business. Expand to display the features available
under MiVoice Business. Enable Customer Admin Portal.

5. Click Done. MiVoice Business is integrated with the customer account.

After MiVoice Business integration is added to an account, MiVoice Business appears in the Integrations
panel in the left navigation pane.

Removing MiVoice Business Integration
To remove MiVoice Business integration from a customer account, perform the following steps:
1. Access the Integrations panel from the Account Information page or the Integrations & Apps from

the left navigation menu. For more information about accessing the Integrations panel and adding
integration to a customer account, see Adding an integration to a customer account on page 88.
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2. From the Integrations and Applications page, in the Integrations panel, slide the toggle button
associated with MiVoice Business to the left. The Remove MiVoice Business Integration dialog box
appears.

3. Click Remove integration. The MiVoice Business integration is removed from the customer account.

For more information about managing MiVoice Business features from the Mitel Administration see,
Managing MiVoice Business Features.

CloudLink Daemon for MiVoice Business Integration

Introduction

The CloudLink page enables the CloudLink Daemon, a software component designed for integration
with various call servers and platforms. Acting as a user interface, the CloudLink Daemon connects Mitel
CloudLink services with on-premises systems like Private Branch Exchanges (PBXs). This integration
ensures smooth communication between cloud-based services and traditional on-site telephony
infrastructure, enhancing both the functionality and flexibility of communication systems. CloudLink
Daemon is available in Mitel Standard Linux (MSL) by default, and the version supported in MSL is
11.0.110 and higher for MiVoice Business Release 10.2

Enabling CloudLink Daemon

To enable CloudLink Daemon, perform the following:

1. Log in to the Server Manager.
2. Under Configuration, click CloudLink.
3. In the CloudLink page that opens, click Enable CloudLink Integration.

o Note:

You will see a progress screen. The latest version of the CloudLink Daemon is installed. You can
now see the CloudLink Daemon dashboard, where the version details of the installed CloudLink
Daemon is mentioned.

Linking CloudLink Daemon to CloudLink

To link CloudLink Daemon to CloudLink, perform the following:

e Note:

Linking your system to CloudLink allows you to easily manage Cloud applications at the edge.
Toactivate, you will need a CloudLink account with administrator rights.
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1. After Cloudlink Daemon in enabled, in the CloudLink Daemon page or dashboard that opens, click Link
to CloudLink.

2. After the enabled CloudLink Daemon is linked to the CloudLink platform, the CloudLink Daemon
dashboard displays the following details:

About

CloudLink Registration
Inventory Report Submission
CloudLink Daemon Update
Tunnels

o Note:

For the details on each of these functionalities, see to the CloudLink Daemon Solution Guide.

Enabling the Tunnel

Perform the following to connect the CloudLink Daemon for each component or to enable the tunnel:
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1. In the standard view of the CloudLink Daemon dashboard, under Tunnels, select a component to
connect or link to, and then click Start.

CloudLink Daemon

Standard view Switch to debug view

About

Version 1.7.7+51
Mitel Cloud Services Termns and Conditions
Licenses

CloudLink Registration
Mitel Administration
Account BiDirectional-CA
Account ID 145041351
Disconnect from CloudLink

Inventory Report Submission
Last Tue, 24 Sep 2024 05:15:02 EDT -0400
Next Tue, 24 Sep 2024 06:15:00 EDT -0400

CloudLink Daemon Update )
Schedule | Every day w | 01:17 v Reschedule
Last update Tue, 24 Sep 2024 01:17:00 EDT -0400
Last check Tue, 24 Sep 2024 01:17:25 EDT -0400
Next check Wed, 25 Sep 2024 01:17:00 EDT -0400 Pause

Tunnels
Component Tunnel Status Control  Description
MSL Server Manager started Stop Remote access via Mitel Administration
MSL REST intarface Start Remote access via Mitel Administration
MiVoice Business  administration web interface  started Stop Remote access via Mitel Administration
REST interface Start Remote access via Mitel Administration

Start all tunnels Stop all tunnels

Figure 1: Enabling the tunnel
2. Click Yes.
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3. Log in to Mitel Administration and navigate to System Inventory > Platforms. The list of Platforms
and Applications that are connected from the Tunnel in Server Manager are now populated under Mitel
Administration System Inventory page.

-
- (@ Update available, please refresh. Refresh
7 Dashboard
Account Platforms
Q  User Management Q searct @ Add filter
Integrations & Apps HOST PLATFORM TYPE PLATEORM NAME APPLICATION TYPES LicensE SWASTATUS PORTAL
5 silling . insightsmiva9  ms| 81645876 Not indicated o
cloudlink-daemon
Support [ s
s r n flinkdsteway . =
clgwus msl SEElEgel s 57877076 Not indicated @ Laun 5
MiVoice Busi e V Syne X
OLe LS e mitel-border- 5
gateway =
cloudlink-daemon =
e2eus-mivb2 msl| mivb-170 . 59095730 Not indicated m Laun
mivoice-business
mitel-border-
gateway
Applications micollab msl| vMicollab cloudlink-daemon 59095729 Not indicated m Laun
micollab
mivoice-business
e2eus-mivbl sl mivb-eZeus 57877078 Not indicated B Laun

cloudlink-daemon

Support  Legal EN(US) ¥

Figure 2: System Inventory > Platforms

4. Using the Launch button, you can remotely access the CloudLink Daemon for the respective platforms
and applications. To use the remote management feature, you need to start the following tunnels:

* MSL Server Manager
* MiVoice Business

o Note:

The System Inventory and Remote Management features will be enabled soon in the CloudLink on
Mitel Administration.

Overview of MiVoice Business Submodules

The left navigation pane under MiVoice Business includes distinct configuration sections. Sub menu items
appear in the following order, regardless of availability:

*  Numbers

* Locations

» Emergency Services (visible if Zoom integration is enabled)
* Voice Gateway

» Tools (visible if MiCollab is present)
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Numbers

The Numbers submodule helps you manage extension ranges and assign Direct Inward Dialing (DID)
numbers. You can use this section to configure number blocks, assign extensions to users or devices, and
ensure accurate routing of incoming calls within the MiVoice Business system.

This submodule allows Mitel Partners or Account Administrators to add, edit, and delete user extension
ranges and DID numbers. These ranges define the safe directory number (DN) blocks that can be used for
user phone services.

0 Note:

The user extension ranges displayed here are defined by the Partner or the Customer Administrator
as safe ranges to be used for the Users' phone services Directory Numbers (DNs). Do not overlap
ranges for other purposes such as system groups, and so on. The next available DNs will be offered
up, from these defined ranges, in the MiVoice Business Service edit when creating new Phone
Services for a user.

User Extension Ranges

This section facilitates the ability of selecting the next available number when adding a directory number.

[u]m)
0O Accounts 85 LT~ .v

Numbers

=] Account

User Management v 3 Table of Contents
User extension rang
Define ranges in your Mivaic

User extension ranges

Integrations & Apps

Directinward dialing

Billing

Directory number Q search 504 number(s) in toral
ranges for users

500 599

Add Range
2000 2101

2500 2600

3300 3500

P system inventory

Direct inward dialing (DIDs)
S v Define DIDs settings in your MiVoice Business account

To add a user extension range, perform the following steps:

1. On the left navigation panel, click MiVoice Business and then click Numbers. The MiVoice Business
Settings page is displayed.
2. In the User extension ranges section, click Add Range. The Add Range dialog box is displayed.
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3. Enter a start and end number for the user extension range and click Add. The entered range will be

displayed in the User extension ranges list.

To edit an existing user extension range, perform the following steps:

1. From the User extension ranges list, click the user extension range that you want to edit. The Edit

Range dialog box is displayed.

2. Edit the user extension range and click Save. The modified extension range will be displayed in the

User extension ranges list.

To delete user extension range(s), perform the following steps:

1. Select the check box(es) associated with the user extension(s) that you want to delete. The Delete

selected numbers dialog box is displayed.

2. Click Delete to delete the selected user extension range(s). Clicking Cancel cancels the operation. The

selected user extension range(s) will be deleted.

Direct Inward Dialing (DIDs)

This panel displays a pool of external DID numbers mapped to their destination numbers (that is, internal
directory numbers or other answer points on the system) in your MiVoice Business.

OJ  Accounts
Numbers

User extension ranges
Define ranges in your MiVoice Busin

Direct inward dialing (DIDs)
Define DIDs settings in your MiVoice Business account

Add/Remove DIDs Q search

28 number(s) in total

Supp legal  EN(US) v
eworks

To add a DID number or a DIDs range, perform the following steps:

1. On the left navigation panel, click MiVoice Business and then click Numbers.

2,
In the Direct Inward Dialing (DIDs) section, click to expand DIDs.

Lvs

Mitel Administration Integrations

Standard

Standard

Standard

Standard

Standard

Standard

Standard

Standard

Standard

Standard

3. Click Add DIDs. The Add DID Number or Range dialog box is displayed.

[S]S]

Table of Contents
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4. Enter a single DID number or enter a DIDs range in the Range start and Range end fields.

5. Click Add to save the DID number or DIDs range, or click Cancel to cancel the operation.The entered
DID number or DIDs range will be displayed in the Direct Inward Dialing (DIDs) list.

To edit a DID number or DIDs range, perform the following steps:

1. From the Direct Inward Dialing (DIDs) list, click the DID number or the DIDs range you want to edit.
The Edit Direct Inward Dialing (DID) Number dialog box is displayed.

2. Edit the DID number or DIDs range and click Save, or click Cancel to cancel the operation.

The modified DID number or DIDs range will be displayed in the Direct Inward Dialing (DIDs) list.

To delete DID number(s) or DIDs range(s), perform the following steps:

1. Select the check box(es) associated with the DID number(s) or DIDs range(s) you want to delete. The
Delete Selected button appears.

2. Click Delete Selected to delete the selected DID number(s) or DIDs range(s). The Delete selected
number(s) dialog box is displayed. Click Delete to complete deletion, or click Cancel cancel the
deletion.

The selected DID number(s) or DIDs range(s) will be deleted.

Locations

The Locations submodule helps you add or remove locations in your MiVoice Business account.

Accounts @ R .
Locations

Locations i

an -
nave
Add Locations
Hollywood

Main Campus Admin
frist
loc-role

loc1

Navigating to the Locations submodule:

1. In the left navigation panel, select MiVoice Business.
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2. Click Locations.
Adding a Location:

1. In the Locations section, click Add Locations. The Add Locations dialog box appears.
2. Enter the name of the new location.

o Note:

Press Enter after each location name to add multiple entries.

3. Click Save. A confirmation message appears when the location is added successfully.

e Note:

If the action fails, a message appears explaining what went wrong.

Deleting a Location:

e Note:

A location cannot be deleted if it is currently in use elsewhere in the system.

1. In the Locations section, select the checkbox located before the location name.

0 Note:

The Delete Selected button appears only when at least one location is selected.

2. Click Delete Selected. The Delete Locations dialog box appears.
3. Click Delete to confirm. A confirmation message appears when the location is deleted successfully.
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6 Note:

If a location is in use—for example, assigned to a user through the MiVB license service—an error

message appears when you try to delete it:

"The location name specified is being referenced. Delete all references before attempting to delete this

location."

To delete the location, remove all references and try again.

Emergency Services

Emergency Services involves setting up fallback emergency numbers and dynamic location providers to
ensure a reliable and secure connection during emergency calls.

6 Note:

The Emergency Configuration settings are applicable and visible only if the account has both Zoom

and MiVoice Business integrations added.

BJ  Accounts

Dashboard
Emergency Services

=] Account

(eiin=esnt Emergency Configuration

Emergency Numbers
Integrations & Apps

Billing.

45 X | 4567 X

Dynamic Location Provider

Voice Gareway
P system inventory v Extra Headers

support

Support  legal  EN(US) v

Navigating to the Emergency Services submodule:

Configure the list of dialables to treat as

mbers. Example 911, 112

Configure the Dynamic Location Provider for emergeney calls

Secondary Serve

eiasd ®
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1. On the left navigation panel, click MiVoice Business.
2. Click Emergency Services.

Configuring Fallback Emergency Numbers:

Configuring fallback emergency numbers involves adding, editing, and deleting emergency contact
numbers to ensure reliable communication during emergencies.

Adding an Emergency Number:

1. Click Dialables.
2. Start typing a number for emergency calls, e.g., 911, 112.
3. Press Enter, Space, or add a comma (,) to add the number.

Editing an Emergency Number:

Double-click on the number to edit it as needed.

Deleting an Emergency Number:

Click the X icon next to the number to remove it, if necessary.

Configuring a Dynamic Location Provider for Emergency Calls:

1. Enter the following information in the Dynamic Location Provider area:

 Name

+ Type

* Primary Server

» Secondary Server

» Customer ID: The unique identifier assigned to your organization by the service provider.

» Secret: The private key or token issued by the service provider to secure communication between
the Zoom client and the service. This acts as a password and should be treated with high
confidentiality.

» Extra Headers: Additional HTTP headers required by the service provider for platform
communication. These headers might include custom authentication schemes, API version, or
specific configuration options required by the provider. Input must be added in JSON format.

2. Click Save.

Voice Gateway

The Voice Gateway submodule helps you set up MBG and SIP trunks for CloudLink services.
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.
a oo -

Voice Gateway

(D) Dashboard

Account
Table of Contents

Teleworking MiVoice Border Gateway

AR User Management The default MBG for pravisioning teleworker services. Teleworking MBG

SIP Trunk Application Setup

Integrations & Apps

Default MBG Q search

Billing

eI 1P ADDRESS BLaDE vERSION

Numbers.

Public Facing
Teleworker FQDN

Locations

Emergency Services

J' System Inventory SIP Trunk Application Setup

Support

SIP Trunk Setup

MiVoice Business PEX

Mivoice Border Gateway

Support  Legal  EN(US)
ks

Navigating to Voice Gateway submodule:

1. On the left navigation panel, click MiVoice Business.
2. Click Voice Gateway.

Configure Teleworking MiVoice Border Gateway:

1. Expand the Teleworking MiVoice Border Gateway section
2. If multiple MBGs are part of the MiVoice Business solution, set the default MBG:

a. Select Set Default.
b. In the Set Default MBG pop-up, choose the default MBG from the drop-down list.
c. Select Save.

e Note:

The option to set a default MBG is available only when the CloudLink Gateway is deployed
and the CloudLink Daemon is enabled on the relevant MiVoice Business nodes. This option
is not available if the CloudLink Gateway is deployed separately from the MiVoice Business
nodes.
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3. If Zoom integration is enabled and teleworker resiliency for Zoom Phones is required:

a. Enter the Public Facing FQDN for the Teleworker MiVoice Border Gateway Cluster in the FQDN
field.
b. Select Save.

This FQDN ensures that Zoom Phones can register and connect to the Teleworker MiVoice Border
Gateway for seamless and resilient operation.

Configure SIP Trunk Application Setup:

1. From the drop-down list, select your Primary and Secondary MiVoice Business PBX.
2. From the drop-down list, select your MiVoice Border Gateway.
3. Select Save. A success message appears when the SIP trunk is configured successfully.

o Note:

This setup creates:

* A SIP trunk between the selected MiVoice Border Gateway and the CloudLink Platform.
» A SIP trunk between the MiVoice Business and the same MiVoice Border Gateway.

Tools

The Tools submodule provides access to utilities such as triggering a resynchronization between MiCollab
and MiVoice Business.
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DO Accounts L3 .

(D) Dashboard

Tools

Account
Management
MiVoice Business to MiCollab Sync

Integrations & Apps

Billing device User Group (MDUG) information is

Sync user information

Numbers.

emErs NaAME J FQDNIF ADDRESS

P System Inventory

Support

Support  Legal  EN(US)
ks

Navigating to Tools submodule:

1. On the left navigation panel, click MiVoice Business.
2. Click Tools.

Sync MiVoice Business to MiCollab:

You can manually trigger a sync to update user information—such as Personal Ring Group (PRG) and
Multi-device User Group (MDUG) details—from MiVoice Business to MiCollab.

6 Note:

PRG and MDUG information is automatically synced daily. Use manual sync only when an immediate
update is required.

o Note:

This operation is resource intensive. Use it sparingly.

To sync individual items:

» Select the Sync button next to the item you want to update.
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To sync multiple items:

» Select the checkbox before each Name you want to sync.
+ Select Sync Selected.

The selected user information is synced from MiVoice Business to MiCollab.

3.1.2.1 Managing MiVoice Business Features

After MiVoice Business is integrated on a customer account, you can manage the MiVoice Business
features for users in that customer account. The Mitel Partner or Account Administrator can select the
service category and set the various user configuration settings.

To access the MiVoice Business features, perform the following:

1. In the Accounts console, navigate to User Management > Users from the left navigation menu. The
list of Users is displayed.

2. From the list of users, select the user for whom you want to manage the MiVoice Business features.

3. Scroll to the Products and licenses section, click + Add Product button. Click the Add option next to
MiVoice Business Service and click Done to save the changes.

MiVoice Business features list is displayed. You must complete setup to to select the service category for a
user.

MiVoice Business Service

The Mitel Partner can select the type of service category for a user. The service category is the grouping or
classification of specific features and services offered to users.

Complete the following steps to select the service category for a user:

1. Go to the Products and licenses section of the user, click the Complete setup button next to MiVoice
Business (no service assigned).

2. Click Choose service category to select the service type or click Upgrade Service to change or
update the existing service type for the user.

3. Click Select associated with the service category that you want to choose, and click Apply.

4. Additionally, define Directory Number and Direct Inward Dials settings, under MiVoice Business
> System Settings in the left navigation menu. Refer to Integrating MiVoice Business with CloudLink
Account on page 106.

3.1.2.2 User Configuration

From the User Configuration section, the Mitel Partner can set the service programming, add phones,
configure the selected phones, such as enabling Voicemail, setting advanced configurations, and so on.
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3.1.2.2.1 Service Programming

From the Service Programming section, the Mitel Partner can select group, department, set user pin, and
location. These fields are optional.

* Group: The Group is set as per the template chosen for the user. For more information about groups
see, Ring Groups- Personal and Multi-device User Group in System Administration Tool Help. This field
can be edited with Groups selected if configured on the PBX.

User pin: A user pin is populated, by default. Click the & icon or anywhere in the user pin field to
edit the pin. You can choose to set a user pin that meets the Password Requirements or click Auto-
generate. The system creates a new user pin if Auto-generate is selected.

Click Continue to resume the process of setting service programming.

* Location: The location is set as per the template chosen for the user. This field can be edited with
Groups selected if configured on the PBX.

+ Department: The department is set as per the template chosen for the user. This field can be edited
with Groups selected if configured on the PBX.

3.1.2.2.2 Phones

From the Phones section, the Mitel Partner can add phones, and then configure the phone. To add a
phone for a user, complete the following steps:

1. Click + Add Phone, Select a phone dialog box is displayed.
2. From the drop-down list under Phones, select the type of phone.
3. Depending on the type of phone you select, do either of the following:

a. If you select Desk Phone or Generic SIP Phone, click Add to proceed.

6 Note:

Alternatively, to select Desk Phone, you can click on the drop-down list to add DN, and select
phone type as Desk Phone.

b. If you select Hot Desk, Additional options section is displayed. Options such as ACD Agent and
External Phone are displayed. You can choose to select the additional options or choose to skip to
add the additional options. Click Add to proceed. For more information about ACD Agent see, ACD
Agent Hot Desking- Programming in System Administrative Tools Help.

o Note:

You can modify User Phone Keys, see Programming User Phone Keys on page 122 for more
details.

4. Click Save to apply changes.

Mitel Administration User Guide




Mitel Administration Integrations

The phone is added in the Phones section.

e Note:

If the phone configuration is not successful, an error is displayed. Click the notification icon to view and
fix the error.

To navigate to the location of the error, you can either

» click the error message in the Table of Contents
» or the error message at the bottom of the page

or click on the @ icon associated with the phone

3.1.2.2.2.1 Programming User Phone Keys

Programmable keys act as convenient shortcuts for tasks that would otherwise require pressing two or
three phone buttons to achieve the same result. As a Partner or Customer Administrator, you have the
ability to create and assign these shortcuts after a user is created by programming the user's phone
service keys.

o Note:

If a user is created based on Role, then the phone keys for that user will be configured initially during
that process.

The option to edit Phone keys can be accessed after adding phones to the user's configuration.

Assigning a Phone Key
To assign a function using the phone service keys, do the following:
1. Click User Management > Users, list of users is displayed.

2. Click the User from the list whose phone keys you wish to program.
3. Under the Products and licenses section, click the Settings icon for MiVoice Business Service.

IPrcducts and licenses I + Add Product

MiVoice Business Service 52

MiVoice Business (UC User (**Build your own)) i3

MiVoice Business Service Details
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4. Scroll down to the Phones section in the User Configuration page, click the Phone Service you wish
to program.

o Note:

As an example for this procedure, 6930 IP phone is used.

5. Scroll down and expand the Programmable Keys section. The total number of keys available for
customizing is displayed for the selected Phone Type.

— .
l Device: 72 keys I " Number of keys that can

be programmed

7~ ‘/"/r\\ ~
-‘SingIeLine 7 ‘l:l
cC—: s F—C3
CHs s HJ
C—14 10—
CHs 11 3
C—s /0O
[ Jelelelele)
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6. Click on the Key/Button to assign a function. The Edit key dialog is displayed.

Edit key for button number: 3

tio
Not Assigned M

Label

Extension

Ring type cannot be defined Extension cannot be defined

m Cancel Done

1S S — = PR ——

R

Mitel Administration User Guide




Mitel Administration Integrations

7. Assign a function for the phone key from the Function dropdown list.

Edit key for button number: 3

Not Assigned h

Q selectakeyf
Not Assigned
Account Code NonVerified
Account Code Verified
Not compatible with this device |

|

Not compatible with this device

-
P

8. In the Label field, enter a name to display on the phone.

o Note:

The Ring Type and Extension are optional fields that rely on the programmed Key type.

Edit key for button number: 3

Call Forward Busy External 2

Busy Call Forward

Ring type cannot be defined Extension cannot be defined

!
(] e [0
)

9. Click Done to save changes.
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10. Click Save in the User Configuration page to send the changes to MiVoice Business and the newly
programmed key will be displayed on the user's phone.

i Y
i
@8- singleLine 7 HC
s —( )
- Busy Call Forw... 9 D
" 10 —O
s 1 3
(- 5 12—
[ Jololelele)

Click Reset to restart the form or click Cancel to abort the task.

Editing a Phone Key
To edit or modify an assigned phone key, do the following:
1. Click User Management > Users, list of users is displayed.

2. Click the User from the list whose phone keys you wish to edit.
3. Under the Products and licenses section, click the Settings icon for MiVoice Business Service.

IPrcu:Iucts and licenses I + Add Product

MiVoice Business Service 52

MiVoice Business (UC User (**Build your own)) i3

MiVoice Business Service Details

4. Scroll down to the Phones section in the User Configuration page, click the Phone Service you wish
to edit.
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o Note:

As an example for this procedure, 6930 IP phone is used.

5. From the User Configuration page, scroll down to the Phones section.
6. Click the key that you wish to edit.

-— Single Line 7 HC
CJ)—: s —(J
Gﬁ Busy Call Forw... 9 H)

4 10 —()

C3Hs 1 HEJ
CJ)—s 12 )

| 1010101010

The Edit Key dialog is displayed.
7. Modify the details in the dialog as needed, and click Done to save the changes.

. |
Edit key for button number: 3

p B

Call Forward Busy External iﬂj 8

g

0

Busy Call Forward ;

Ring type cannot be defined Extension cannot be defined »

Phone Key Functions

The Functions dropdown menu provides a selection of features for programming the shortcut key. These
Feature Keys enable you to activate features without dialing feature access codes.
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6 Note:

Features that are not available for programming to a key may still be used by dialing feature access
codes.

Refer to the MiVB System Administrator Online Help for comprehensive information. Listed below are
descriptions of some common functions:

» Account Code Verified - refers to verified account codes that enable access to features typically
unavailable at a station. These codes are entered before making a call, allowing changes to Class of
Service (COS) and Class of Restriction (COR) settings at any station. Upon hanging up, the station
returns to its normal state.

+ Account Code NonVerified - refers to non-verified account codes that allow users to input codes on
the Station Message Detail Recording (SMDR) record for billing or call management purposes. These
codes can be entered multiple times during a call as needed.

» Auto Answer - picks up incoming calls automatically without the need for the user to manually accept
the call.

» Call Forward Always - forwards all incoming calls to a designated phone number or extension
regardless of the user's phone state.

3.1.2.2.2.2 Programming Float Keys

The Float Keys display unanswered ringing lines directly on the designated keys, ensuring they are readily
visible without needing to navigate through different application pages on the phone. You can program up
to six multi-function keys for one-touch feature access as Float Keys. These float keys are positioned in the
upper-right row across all supported sets.

Float Keys are supported on the The 5340, 5360, 6930, and 6940 IP Phones, the 6970 IP Conference
Phone and the 5560 IPT.

Refer to Float Keys in the MiVoice Business System Admin Help for more details.

Assigning a Float Key

To assign a float key, do the following:

1. Click User Management > Users, list of users is displayed.

2. Click the User you wish to configure Float key for.

3. Click Products and licenses > Settings. The User Configuration page is displayed.
4. Scroll down to Phones, and click the Phone Service you wish to program.
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o Note:

Float Keys are supported on the 5340, 5340e, 5360, 5560, 6930/6930L/6930w, 6940/6940w IP
phones, the 6970 IP Conference Phone, and for Single, Key system, and Multicall types.

0 Note:

As an example for this procedure, 5340 IP is used.

5. Scroll down to expand the Programmable Keys section.
6. Select the SINGLE_LINE or KEY_SYSTEM or MULTICALL key to program from the Phone silhouette.

Device: 48 keys
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7. Select the Float check box.

Edit key for button number: 1

Label %Float

Ring

Cancel |

8. Click Done to save Key.
9. Save User. After the save, verify the float value is saved successfully.

3.1.3 Mitel CX

CloudLink is Mitel's next-generation CPaaS (Communications Platform as a Service) product that enables
communication between on-premises and feature-rich cloud-based applications.

To enable Mitel CX for the users in a customer account, the Mitel Partner or the Account Admin must add
Mitel CX integration to the customer account. To do this, you must perform the following steps:

1. Log in to the Mitel Administration.

2. Add Mitel CX to the customer account. For information about adding Mitel CX integration, see Adding
an integration to a customer account on page 88.

After you have added Mitel CX integration to the customer account, Mitel CX will be listed in the
Integrations panel.

3.1.3.1 Managing Mitel CX Features

After Mitel CX is integrated to a customer account, you can manage the Mitel CX features for the users in
that customer account. The Mitel Partner or Account Administrator can select the service category and set
the various user configuration settings.

To access the Mitel CX features, perform the following:

1. In the Accounts console, navigate to User Management > Users from the left navigation menu. The
list of Users is displayed.

2. From the list of users, select the user for whom you want to manage the Mitel CX features.

Scroll to the Products and licenses section and click + Add Product button. Click the Add option next
to Mitel CX and click Done to save the changes.
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0 Note:

If the account is integrated with MiVoice Business, MiVoice Business Service will be displayed as
the product and when it is added to the user, Mitel CX options can be assigned as well.

Mitel CX features list is displayed. You must click Complete setup to select the service category for a user.

Mitel CX Service

The Mitel Partner can select the type of service category for a user. The service category is the grouping or
classification of specific features and services offered to users.

Complete the following steps to select the service category for a user:

e Note:

Steps number 2 and 3 are applicable only if the account has MiVoice Business.

1. Navigate to Products and licenses section of the user details page and click the Complete setup
button associated with Mitel CX. If the account is integrated with MiVoice Business, click the Complete
setup button associated with MiVoice Business (no service assigned).

2. Click Choose service category to select the service type or click Upgrade Service to change or
update the existing service type for the user.

3. Click Select associated with the service category that you want to choose, and click Apply.

4. From the Template drop down list, select a user template. Filter templates by category and tier
selection check box is selected by default.

5. Click Apply Changes. For information about user templates, see Mitel CX User Templates.

3.1.3.2 Mitel CX User Templates

Templates serve as a mechanism for defining the roles that a user will encompass. It helps you specify the
roles assigned to a user.

e Note:

No pre-defined templates for Contact Center are available for import.

Prerequisites

To be able to create/edit/view user templates that contain the Mitel CX product, the following are required:
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» Auser logging into Mitel Admin must have a matching email address in Mitel CX. However, apartner
logging in does not need to be configured in Mitel CX, as they will automatically receivehigher
permissions to create, edit, and view data from Mitel CX.

» The logged in user must have a security role defined in Mitel CX with read or higher access for Device
Configuration.

» The CloudLink Daemon service must be configured and running on the Mitel CX server.

Viewing User Templates

To view User Templates, in the left navigation panel navigate to User Management > User Templates.
In the User Templates page a list is displayed with existing user templates. The PRODUCTS column will
indicate which products are supported by the template, based on the displayed icon(s).

Creating, Editing, and Deleting User Templates

To create a User Template, perform the following steps:

1. In the User Templates page, click Create Template. An empty template form is displayed.
2. Enter the template name in the Template name field.

3. Enter a description for the template in the Description field.

4. Select the check box associated with Mitel CX.

o Note:

» The Mitel CX check box is is only visible for accounts integrated with MiVoice Business.
To enable the template for MiVoice Business options, select the check box associated with
MiVoice Business.

» The Mitel CX check box will be disabled on accounts integrated with MiVoice Business when
the logged on user does not have appropriate permission in Mitel CX, or the connection to Mitel
CX is disabled. Hovering over the checkbox will display a tooltip indicating why it is disabled.

5. Click Save to save the template.

e Note:

The Save button will be disabled until after the template is defined. All required fields must be
entered.

To edit an existing User Template, select a template from the template list. Edit the template as needed and
click Save. To maintain the original template and create a new template with the edited values, click Save
as new.
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6 Note:

If the logged in user has a read-only security role in Mitel CX, all of the Contact Center properties will
be displayed as read-only and cannot be modified.

To delete a User Template, perform the following steps:

1. Select the user template(s) from the template list.

2. Click the icon and click Delete. Delete Template? dialog box is displayed.
3. Type 'delete’ in the type "delete™ field.

4. Click Delete.

The user template will be deleted.

For more information about viewing, creating, editing, and deleting a user template see, User Template.

3.1.3.3 User Configuration

From the User Configuration section, the Mitel Partner or the Account Admin can set the service
programming, add phones, configure the selected phones, and also configure contact center settings for
the user, such as enabling Chat, Email SMS and Open media.

For information about Service Programming and Phones see, Service Programming and Phones.

3.1.3.3.1 Contact Center

The Contact Center section displays Mitel CX configuration settings for the user. This section allows the
Mitel Partner or Account Admin to modify contact center settings including the assigned site, security role,
supported media types, and licenses.

1. From the drop down list of Site, select the site.
2. Select the Security Role that you want to assign to the user.
3. Select the check box(es) associated with Media Types that you want to assign to the user.
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o Note:

» If a Media Server is not configured in Mitel CX for the media type, the check box will be
disabled.

»  Employees/User - Only one voice agent can be configured per employee. If the employee is
anACD Agent, clicking the Voice checkbox in the Contact Center template will automatically fill
in theAgent Reporting and Agent Login.

4. From the Workload Descriptor drop down list, select workload descriptor.

5. From the feature options, Print reports to desktop, Distribute reports from employee, and May see
all queues select the associated check box(s) that you want to assign.

6. Enter the network printer ID in the Network Printer field.

7. Under the Licensing section, from the Supervisor License drop down list, select the license that you
want to assign to user.

8. Select the check box(s) associated with the license(s).

e Note:

The check boxes for Multimedia Contact Center License and Contact Center Voice License are
disabled. They will be automatically selected based on the Media types assigned to the user.

9. Select the type of phone from the Phone Type License drop down list.

The Save button will be disabled, if any of the required fields are not entered, or have invalid entries.
If any field has an error, an error message will be displayed at the bottom of the page.

The Save and Deploy button will save the user settings and send a deployment email to the user.
Selecting just Deploy when no changes are made will send a deployment email to the user with the current
configured settings.

3.14 Mitel One Integration

Mitel One application is a next-generation collaboration application that provides advanced communication
features and integrates with your enterprise’s call manager (Cloud and on-premise) to improve work
efficiency and enhance workplace communication. It provides seamless transitions between voice, video,
and chat capabilities for a complete collaboration experience. You can find and connect with individuals
and groups through calls and chats, answer and maneuver multiple calls in real-time, and attend multi-
party video conferencing with your contacts from your PC and Mac devices.

To enable Mitel One application for the users in a customer account, the Mitel Partner or the Account
Admin must add Mitel One integration to the customer account. To do this, you must perform the following
steps:

1. Log in to the Mitel Administration.
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2. Add Mitel One integration to the customer account. For information about adding Mitel One integration,
see Adding an integration to a customer account on page 88.

After you have added Mitel One integration to the customer account, Mitel One will be listed in the
Integrations panel.

Integrations and Applications

Integrations

+ Add new
Mitel One &) ()
Available features s
Privileges
Delegated Authentication
Allow Guest Access &

Managing Mitel One Features

After adding Mitel One integration to a customer account, you can manage the Mitel One features for users
in that customer account.

» To enable or disable users from changing their avatar in the Mitel One application:

By default, the users in a customer account can change their avatar in the Mitel One application. To
disable this feature:

1.
Click the @ icon associated with Mitel One. The Mitel One Settings page opens.

Mitel One Settings

Allow users to change their avatar

2. Clear the Allow users to change their avatar check box.
3. Click Save to save the settings. Clicking Cancel cancels the operation.
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» To enable or disable the Chat feature in Mitel One application:

The Chat feature in the Mitel One web application allows users to connect in real-time to any other Mitel
One contact or group of contacts through messages. To disable this feature:

1. Click the Available features drop-down list under Mitel One in the Integrations panel.

Integrations + Add new

Mitel One (:3'
1fabie lealy ITEs ~

Chat &

MiTeam Meetings c.

Telephony C'

2. Slide the Chat toggle button to the left.

o Note:

The @ gear icon associated with Chat allows you to enable or disable the functionality
for the users in the customer account to edit or delete chat messages shared in CloudLink
applications. For more information, see Allow Users to Edit or Delete Chat Messages in
CloudLink Applications.

+ Chat integration is enabled by default for all customer accounts, and is displayed in the
Integrations panel. After enabling Mitel One integration, the Chat integration will no longer
be displayed as a standalone integration option in the Integrations panel. It will be displayed
as an option in the Available features drop-down list associated with Mitel One.

» To enable or disable MiTeam Meetings in the Mitel One application:

By default, the MiTeam Meetings feature is enabled. To disable this feature:

1. Click the Available features drop-down list under the Mitel One integration.
2. Slide the MiTeam Meetings toggle button to the left.
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6 Note:

The @ gear icon associated with MiTeam Meetings allows you to enable or disable
functionality for the users in the customer account to specify, while scheduling a meeting,
whether the waiting room will be available to guests who want to join the meeting using the
MiTeam Meetings application. For information about managing MiTeam Meetings feature,
see Allow Users to Manage Waiting Room in MiTeam Meetings.

» If you have already enabled MiTeam Meetings integration, after enabling Mitel One
integration, MiTeam Meetings integration will no longer be displayed as a standalone
integration option in the Integrations panel. It will be displayed as a feature in the Available
features drop-down list associated with Mitel One.

» To enable or disable the Telephony feature in Mitel One application:

By default, the Telephony feature is enabled. To disable this feature:

1. Click the Available features drop-down list under Mitel One integration.
2. Slide the Telephony toggle button to the left.

Removing Mitel One Integration

To remove Mitel One integration for a user in a customer account perform either of the following:

* From Mitel One Settings dialog box:

1.
Click the @ icon associated with Mitel One. The Mitel One Settings page opens.
2. Click Remove to remove Mitel One integration.
* From the Integrations panel:

Slide the toggle button associated with Mitel One to the left. For more information about removing an

integration from a customer account, see Removing an integration from a customer account on page
92.

3.1.4.1 Assigning Mitel One Licenses to Users

When a Mitel Partner purchases a user bundle for a customer, for example. MiVoice Office 400 UCC
bundle (Entry, Premier, or Elite), the Mitel One subscription (which includes Mitel One Softphone, and Chat
licenses) in the bundle is delivered to the CloudLink Platform and will be displayed in the Orders page of
the Partner account.

The Mitel Partner then must assign these Mitel One subscriptions to the customer accounts. These
subscriptions have licenses which must then be assigned to the users in these customer accounts by
Account Administrator. Users require these licenses to be able to use Mitel One.
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To assign Mitel One licenses to a user(s) do the following procedure:

1. Log in to the Mitel Administration.

2. Click the User Management and then click Users from the navigation menu on the left side of the
Accounts Console Dashboard. The Users page is displayed.
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3. The Account Administrator can assign Mitel One license to an individual user or to a selected number of
users in bulk.

* To assign Mitel One license to an individual user do the following:

a. From the Users page, click the user for whom you want to assign the license. The details of the
users are displayed.

b. Click +Add Product. The Product and licenses dialog box is displayed.

Products and licenses + Add Product

No Licenses

c. Click the Add button associated with Mitel One and then click Done.

Products and licenses

oAl MiTeam Meetings Use MiCollab to assign
G Real-time video conferencing for businesses a license to the user.
across time zones and geography

@ Mitel One Add

Mitel One is added to the user's profile.

After Mitel One is added to the user, then you must assign a license to the user. This can
Essential, Premier, or Elite.

d. To assign a license tier, click the Complete setup button associated with Mitel One. The product
and licenses page is displayed.
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Products and licenses + Add Product

Mitel One Complete setup mj

e. From the drop-down list, select the tier which you want to assign to the user. Click Save to
complete the process of assigning Mitel One license to the user. Clicking Cancel cancels the
operation. Clicking Remove removes Mitel One for the users.

Products and licendes + Add Product
' —_ -~ "
AiTearm Mestings '._-__
Micel One (Elite)

L
¢

Mitel One license is assigned to the user and Mitel One Configuration page shown in the following
screenshot is displayed.
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fable of Conlenl

[

Use this page to manage Mitel One licenses and features for a user. For more information about
managing existing licenses and features for a user see, Manage Mitel One License and Features on

page 143.

The Account Administrator can view a summary of the features that are enabled and disabled for
a user from the Users page. In the Products and licenses panel, click the drop-down list under
Available feature to view the list of enabled and disabled features.

Products and licenses

MiTearm Mestings

Mitel One (Elice)

+ Add Produdt

@O

» To assign license to a selected number of users in bulk do the following:
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0 Note:

If you click Manage without selecting the users, then the changes made will be applicable to all
the users in the account.

a. From the Users page, select the check boxes associated with the users for whom you want to
assign the license.

b. Click Manage. The Manage page is displayed.

Dashboard

Account

Manage all

Actions

Send welcome emalls to all
Integrations & Apps e
Resel passwords | ord ]

S illing

Suppaort

Bulk User Settings

G‘h Witel One
available license

Support  Legal  EM(US) ~

c.
In the Bulk User Settings panel, click the @ icon associated with Mitel One. The Mitel One
dialog box is displayed.
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Mitel One
Mitel One is all-in-one collaborati h solidates voice, messaging and vid ication into a single
virtel ne is all-in-one collaboratuon BPP'I: at consoligates voICce, ”1_5=,g|r'gar' video communication |r':1:c:a=|r'g_

interface.

Mitel One licenses

Available licenses: (227): Elite {
Selected licenses: (0): Elit2 (0), Premizr (0]

Leave unchanged -

Mitel One features
Decide which fea want to enable for selected users.
n for all of them

Settings will be overw

Leave unchanged b

Leave unchanged ad
Leave unchanged -

Cancel

d. From the Overwrite licenses for selected users drop-down list, select the license tier that you
want to assign to the users. Selecting Leave unchanged will retain the existing licenses and
selecting Unassign all unassigns all existing Mitel One licenses for all the selected users.

o Note:

The number of selected users must be equal or lesser than the sum of the number of
available licenses and the number of licenses consumed by those selected users. If not,

the console will not display the license tier in the Overwrite licenses for selected users drop-
down list.

e. You can enable or disable the corresponding features for the selected users from the Chat,
MiTeam Meetings, and Telephony drop-down lists.
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o Note:

An Account Administrator can choose to enable or disable Chat, MiTeam Meetings and
Telephony features from the respective drop-downs under Mitel One features. However,
those feature changes will be applied, only for those users who have a license that supports
those features.

f. Click Save to assign the license to the selected users. Clicking Cancel will cancel the operation.
Mitel One license is assigned to the users.

Manage Mitel One License and Features

The Account Administrator can change the existing license tiers and features for individual or multiple
users in an account by using the following procedures:

e Note:

The number of selected users must be equal or lesser than the sum of the number of available
licenses and the number of licenses consumed by those selected users. If not, the console will not
display the license tier in the Overwrite licenses for selected users drop-down list.

The Account Administrator can navigate through the Mitel One Configuration page using the Table of
Content.

+ To manage license for an individual user do the following:

1. From the Userspage, click the user for whom you want to change the existing license tier or feature.
The user details page is displayed.

* &

Click the icon associated with Mitel One in the Product and licenses panel. The Mitel One

Configuration page is displayed.

IMAGE

3. From the Tier drop-down list, select the tier you want to assign to the user and click Save. To enable
or disable chat, MiTeam Meetings, or the telephony feature in Mitel One for the user, slide the toggle
button associated with the respective feature to the right or left respectively.

After making the necessary changes, click Save to save the settings. Clicking Cancel cancels the
changes. Clicking Remove removes Mitel One license for the user.

» To manage licenses for all or selected number of users in bulk, do the following:
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6 Note:

If you click Manage without selecting the users, then the changes made will be applicable to all the
users in the account.

1. From the Users page select the checkboxes associated with the users for whom you want to change

the existing license tier.

2, @
Click Manage and from the page that opens, click the icon associated with Mitel One in Bulk
User Settings. The Mitel One dialog box opens displaying the Mitel One license summary for the
account and selected users.

3. From the drop-down list under Overwrite licenses for selected users select the license tier you
want to assign to the users.

e Note:

An Account Administrator can choose to enable or disable Chat, MiTeam Meetings and
Telephony features from the respective drop-downs under Mitel One features. However, those
feature changes will be applied, only for those users who have a license that supports those
features.

4. Click Save. The selected license tier is assigned to all the users or to the selected number of users.

3.1.5 MiTeam Meetings Integration

MiTeam Meetings is a multi-party video solution designed for users who want to improve work efficiency
and enhance workplace communication with seamless transitions between voice, video, and chat
capabilities for a complete collaboration experience. It enables users to access features such as:

» Collaborate: Perform audio, video, and web sharing
» Chat: Hold chat sessions and receive chat notifications within a meeting
» File Sharing: Store and share files

To enable MiTeam Meetings application for the users in a customer account, the Mitel Partner or the
Account Admin must add MiTeam Meetings integration to the customer account. To do this, you must
perform the following steps:

1. Log in to the Mitel Administration.

2. Add MiTeam Meetings integration to the customer account. For information about adding MiTeam
Meetings integration, see Adding an integration to a customer account on page 88.
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3. After you have added MiTeam Meetings integration to the customer account, MiTeam Meetings will be
listed in the Integrations panel.

Integrations + Add new

Chat

MiTeam Meetings (;

After adding MiTeam Meetings integration to a customer account, see the following topics to assign
MiTeam Meetings licenses to individual users in the customer account; and enable or disable a
functionality for the users in the customer account to specify whether the waiting room will be available to
guests who want to join the meeting using the MiTeam Meetings application.

3.1.5.1 Assigning MiTeam Meetings License to Users

A Mitel Partner must purchase MiTeam Meetings licenses and assign them to customer accounts. These
licenses must then be assigned to the users in these customer accounts. Users require these licenses to
be able to use MiTeam Meetings.

The licenses purchased by a Partner can be viewed in the Orders page of the Mitel Administration. The
Partner can assign these licenses to the customer accounts using the following steps:

1. Log in to the Mitel Administration.

2. To open the Orders page, click the Billing option from the navigation menu on the left side of the
Accounts Console Dashboard and click the Orders option.

3. Click the Assign button adjacent to the Order you purchased. A panel opens.

4. From the drop-down list, choose the Company name (customer account) to which you want to assign
the Order. Click Assign. All the licenses in that Order are assigned to the customer account. See
Orders section of the Account Information Pageto view the license details.

Managing Licenses when MiTeam Meetings is cross launched from MiCollab

The users in a customer account can cross launch MiTeam Meetings from MiCollab if MiCollab integration
is enabled for that account. For more information about how to enable MiCollab integration for an account,
see Integrating Mitel Applications with CloudLink and MiTeam Meetings Solution Document for MiCollab.
After the integration is complete, the MiCollab server controls the MiTeam Meetings licensing, and hence
the licenses cannot be individually managed in the Mitel Administration.

The following scenarios explain what happens in the Mitel Administration when you assign MiTeam
Meetings licenses to a user in a customer account for which MiCollab integration is enabled.

+ If MiTeam Meetings integration is disabled for an account, all the existing MiTeam Meetings licenses
assigned to the users will continue to remain active.

+ If MiTeam Meetings Integrations is enabled for a customer account, and if the users in the account
have MiTeam Meetings licenses assigned to them, then the Products and licenses section in the user
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information page of these users will display the MiTeam Meetings license with the associated toggle
button enabled, but the toggle button will be read-only.

« If MiTeam Meetings Integrations is enabled for a customer account, and if the users in the account do
not have MiTeam Meetings licenses assigned to them, then the Products and licenses section will
display “No Licenses”.

If you disable MiTeam Meetings integration after disabling MiCollab integration for an account, then Mitel
Administration will disable all existing MiTeam Meetings licenses for the users in that account. However, if
you disable MiCollab integration after disabling MiTeam Meetings integration for an account, all the existing
MiTeam Meetings licenses assigned to the users will continue to remain active.

Managing Licenses for MiTeam Meetings — When used as a Standalone Tool

To use MiTeam Meetings as a standalone tool the Mitel Partner or the Account Admin of a customer
account must assign MiTeam Meetings licenses to individual users in that customer account. To assign
licenses to a user:

» MiCollab integration must be turned off for the customer account in which the user is registered.
* MiTeam Meetings licenses must be assigned to the customer account.

» The user must be added in the customer account and MiTeam Meetings Integration must be enabled for
that account.

The following steps describe how a Partner or Admin user can assign MiTeam Meetings licenses to a user
in a customer account.

1. Log in to the Mitel Administration.
2. To assign licenses to individual users, access the Users page of a customer account:

» Mitel Partner: Click the account from the Accountspage. The Account Information page opens
and the Users option will be displayed in the navigation menu in the left side of the page. Click the
Users option.

* Account Admin: Click the Users option from the navigation menu in the left side of the Accounts
Console Dashboard.

3. The Users page opens. Click the user to whom you want to assign the license. The user details form
opens. In the Products and licenses section of this form, enable the MiTeam Meetings toggle button
to assign the MiTeam Meetings license for that user.

The following scenarios explain what happens in the Mitel Administration when you try to assign MiTeam
Meetings licenses to a user, but do not have valid license or MiTeam Meetings integration enabled.

« If MiTeam Meetings integration is enabled for an account but MiTeam Meetings licenses are not
available to be assigned to users, then the Products and licenses section in the user information page
will display the MiTeam Meetings license, but the associated toggle button will be disabled and the
message “Licenses not available” will be displayed.

+ If MiTeam Meetings Integration is not enabled for an account, then irrespective of users and availability
of licenses in an account, the Products and licenses section in the user information page will display
“No Licenses”.
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3.1.5.2 Allow Users to Manage Waiting Room in MiTeam
Meetings

After enabling MiTeam Meetings integration for a customer account, the Mitel Partner or the Account
Admin of the customer account can enable or disable a functionality for the users in that customer account
to specify, while scheduling a meeting, whether the waiting room will be available to guests who want to
join the meeting using the MiTeam Meetings application. To do this, the Mitel Partner or the Account Admin
must perform the following procedure:

1.

From the Integrations panel, click the @ icon associated with MiTeam Meetings integration.

Integrations + Add new
MiTeam Meetings [ @)

The MiTeam Meetings panel opens.

MiTeam Meetings

Optional Waiting Room

2. Enable or disable the option for users:

» To enable the option, slide the Optional Waiting Room toggle button to the right.

Optional Waiting Room . @)

» To disable the option, slide the Optional Waiting Room toggle button to the left.

Optional Waiting Room
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3. Type the word "confirm" in the text box that appears and click Save. Clicking Cancel will cancel the
operation.

MiTeam Meetings

Optional Waiting Room O

By enabling optional waiting room you will provide users with ability to
enable/disable waiting room for guest users while they try to enter the
meeting room.

Type confirm in the box below to continue.

6 Note:

Clicking Remove will remove the MiTeam Meetings integration from the customer account.

3.1.6 Mitel Voice Assist Integration

Mitel Voice Assist serves as an auto-attendant for all PBXs that are CloudLink enabled. Utilizing the
modern capabilities developed on CloudLink for use in the Mitel Voice Assist package, it presents a
completely flexible voice IVR / Auto-attendant solution that can augment any voice platform connected to
CloudLink. It includes features such as, Text-to-Speech (TTS), Automatic Speech Recognition (ASR), and
Directory.

Prerequisites

To integrate Mitel Voice Assist with a CloudLink customer account, a Mitel Partner or an Account Admin
must have CloudLink Gateway integration enabled for users in that account.

For information about deploying supported PBXs see, Deployment Guide with MiVoice 5000, Deployment
Guide with MiVoice MX-ONE, CloudLink Integration with MiVoice Office 400, and Deployment Guide with
MiVoice Business.
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Procedure

To enable the Mitel Voice Assist application for the customers in a customer account, the Mitel Partner or
the Account Admin must add Mitel Voice Assist integration to the customer account. To do this, perform the
following steps:

1. Log in to the Mitel Administration on page 1.

2. Access the Integrations panel from the Accounts Information page or from Integrations & Apps
option. For more information about accessing Integrations panel and adding integration to a customer
account see, Adding an integration to a customer account on page 88.

3. In the Integrations panel, click +Add new. A pop-up screen displays the available integrations.

After you have added Mitel Voice Assist integration to the customer account, Mitel Voice Assist will be
listed in the Integrations panel.

Integrations + Add new
Chat
Cloudlink Gateway e (}
Mitel Voice Assist Complete setup

4. Click the Complete setup button to complete the integration. The Voice Assist Settings dialog box is
displayed.

Voice Assist Settings
Configure your Mivgl Vioioe Assisr flow using the Tollowing semings

Enter number:

Choose timezone

Choose recipe:

Cancel
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5. In the Enter number field, enter the number that will be used to reach your selected Mitel Voice Assist
recipe.

o Note:

The entered number is a pilot number (voice assist number) that is sent from PBX to CloudLink.

6. From the Choose timezone drop-down list, select the timezone. The selected timezone is used by the
recipe to determine the opening and closing hours.

7. From the Choose recipe drop-down list, select the recipe. For more information about the types of
recipes see, Mitel Voice Assist.

8. Click Save to save the settings.

The Integrations panel indicates that Mitel Voice Assist has been successfully integrated as shown in the
following screen capture.

Integrations

+ Add new
Chat
Cloudlink Gateway ‘:]
& Onboarding Camplece
Micc 6O
Mitel Voice Assist (:j

After successful integration of Mitel Voice Assist you can integrate the following PBXs:

» Mitel Voice Assist Integration for MiVoice Business
» Mitel Voice Assist Integration for MX-ONE

+ Mitel Voice Assist for MiV5000

* Mitel Voice Assist Integration for MiVoice Office 400

Voice Assist

When Mitel Voice Assist is integrated with a customer account, the Voice Assist option is displayed on the
left navigation menu of the Accounts console.
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Account

User Management

Integrations & Apps

Billing

Support

Voice Assist

Routing

Numbers

Help

Clicking Voice Assist displays the following options:

* About

* Routing

*  Numbers
* Help

For more information about these options see, Mitel Voice Assist.

Removing Mitel Voice Assist
To remove Mitel Voice Assist integration for a user in a customer account perform either of the following:
» From the Integrations panel:

1. Slide the toggle button associated with Mitel Voice Assist to the left. The Remove Mitel Voice
Assist Integration dialog box is displayed.

2. Click Remove integration. The Mitel Voice Assist integration is removed from the customer
account.
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+ From the Integrations and Applications list:

1. Click the + Add new button and hover over the Added button associated with Mitel Voice Assist.
The Remove button is displayed.

Integrations

w Aadded

MiCC

prg

IHIC?I.! '.].b Add

MiTearn Meetings

Add

Cloudlink Gatew sy

v Added

Mitel One Add

Q

Mitel Vobor Assist

o]

2. Click Remove and then click Done. Remove Mitel Voice Assist Integration dialog box is
displayed.

3. Click Remove integration to remove Mitel Voice Assist integration. Click Cancel to cancel the
operation.

For more information about removing an integration from a customer account see, Removing an integration
from a customer account on page 92.

3.1.6.1 Mitel Voice Assist Integration for MiVoice 5000

After integrating Mitel Voice Assist with a CloudLink customer account a Mitel Partner or an Account
Admin can integrate Mitel Voice Assist for MiVoice 5000. To do this, you must create a Trunk, and set the
characteristics.

To create a trunk in MiVoice Office 5000 portal, navigate to Telephony services > Network and links >
Network > Trunk Groups > Names (4.2.1.1).
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Web Admin hormg Trurnk Qroun Name
Subseribers 4 . . ! e . 1211
System . m_]
e plan CLTRUNK
Misbwecark ard linkd : .
Metwork

Trunk groups

M
Reception
Wiice sl and tones
Fast links

To set the characteristics of the trunk, perform the following steps:

1. Navigate to Telephony services > Network and links > Network > Trunk groups > Characteristics
(4.2.1.2).

2. Select the Subtype as CLOUDLINK and click Characteristics button.

Wets Adierin e waractermtics of trumic group CLTRMNE
Subscribery . i
Sy mem Chnairyy Characte

Craeng plan

Metaark 50 Iriay i #l Ty \y w
e

i
Reception

Waser Frail a0 oneL
Fiaid v

3. Provide port other than 5070 and select Proxy checking as IP Address.

i AL arpprEHeEE

After successfully creating Trunk and setting the characteristics, navigate to Dialing plan > User dialing
plan > Access to directions > Access to CLINK and add the Access code and Length of next number
to access the code for CloudLink.
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Wiab Admrin o Access 1o CLINK

Subdcribers T i s D

System

Dhaling plan 8

Liser dialing plan ACCEE Lo
ACOESS 10 GSrections
Acoss 1o CLINK

Metwork and Bnks

Reception

Wolce mail and tones

Fast linis

To create routes, navigate to Telephony service > Network and links > Network > Routes (4.2.2).

Route selection
CODED
: [VASSIST ]
Viaroute type | DIRECT O -
I V-ASSIST ~

| Advanced characteristics

o Note:

After successful Trunk configuration and subsequent changes to the setup, ensure that you perform
resync from MiVoice 5000 in CloudLink Gateway menu

For more information about how to configure SIP Trunks see, Mitel 5000 Server - Operating Manual and for
information about DID Numbers see, Managing DID Numbers.

3.1.6.2 Mitel Voice Assist Integration for MiVoice Business

After integrating Mitel Voice Assist with a CloudLink customer account a Mitel Partner or an Account Admin
can integrate Mitel Voice Assist for MiVoice Business.

To do this, you must create ARS Route, and add ARS Digits Dialed for CloudLink.

To create ARS Route, perform the following steps:
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1. In the MiVoice Business System Administration Tool, navigate to Call Routing > Automatic Route
Selection (ARS) > ARS Routes.

ARS Routes
Route Number 14
Routing Medium SIP Trunk ]

Trunk Group Number

5P Peer Profile Cloudlink

PBX Number | Cluster Element ID

COR Group Number 1

Digit Modification Number 1

Digits Before Qutpulsing [ w

Route Type w
Compression

2. From the drop-down list under Routing Medium select SIP Trunk.
3. From the drop-down list under SIP Peer Profile select CloudLink.

0 Note:

CloudLink was created as SIP Peer Profile as a part of gateway onboarding process.

4. Click Save. For more information about creating ARS Routes see, ARS Routes in MiVoice Business
System Administration Tool Help.

To add ARS Digits Dialed, perform the following steps:

1. In the MiVoice Business System Administration Tool, navigate to Call Routing > Automatic Route
Selection (ARS) > ARS Digits Dialed.

ARS Digits Dialed

Digits Dealed Number of Digits to Follow Termination Typs Termimation Humbar

o Route 14

2, Click Add to add the entry for CloudLink.

The Mitel Partner or an Account Admin can make a PSTN call flow into CloudLink. To do so, the caller can
dial the pilot number (voice assist number) that was entered while integrating Mitel Voice Assist Integration
(Step number 4, under Procedure.

For internal calls to the Voice Assist Route, Mitel Partner or an Account Admin can create a System Speed
Calls Numbers that is mapped to the Workflow Pilot Number. To do so, navigate to System Properties >
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System Feature Settings > System Speed Calls. For more information about System Speed Calls see,
System Speed Calls in MiVoice Business System Administration Tool Help.

System Speed Calls

Speed Call HumibsEr Actual Number Cregrndes Toll Control Type Comment
+ 99999 Mo Sic

3.1.6.3 Mitel Voice Assist Integration for MX-ONE

After integrating Mitel Voice Assist with a CloudLink customer account, a Mitel Partner or an Account
Admin can integrate Mitel Voice Assist for MX-ONE. To do this, you must create a SIP route between MX-
ONE and CloudLink Gateway and destination code must be assigned to it for routing of calls to Mitel Voice
Assist.

Destination code is usually the same as the Pilot number of Mitel Voice Assist and must be part of the
Direct In Dialling (DID) number range to be able to reach Mitel Voice Assist from the Public PSTN Network.

To create a SIP route, perform the following steps:

1. In the MX-ONE Service Node Manager navigate to Telephony > External Lines > Route.
2. Set the Type of Signalling to SIP and Profile Name to CloudLink Gateway.
3. Chose a suitable Route name and select an available route number.

4. Equip the route with trunk individuals for the server that connects to the CloudLink Gateway, i.e., Server
1 1-10. This would allocate 10 SIP channels to the route.

5. Enter the specific CloudLink Gateway information such as CloudLink Authentication username,
CloudLink Authentication username password, and Remote Proxy IP of CloudLink Gateway and click
Apply. The SIP route is created. For more information about deploying CloudLink with MX-ONE see,
CloudLink Deployment Guide with MX-ONE.

o Note:

For release MiVoice MX-ONE 7.5 SPO, configured SIP route must be modified using mml sip_route
command to remove the "+" sign from -uristring0 (sip_route -set -route X -uristring0 sip:?@<clgw-
ip).

To assign Destination Code to the created SIP route, perform the following steps:

1. In the MX-ONE Service Node Manager navigate to Telephony > External Lines > Destination.
2. Add a new Destination Code.

3. Select the Start Position for Digit Transmission from the drop-down list to send digits matching the
Pilot Number only.

4. Click Apply to save.
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3.1.6.4 Mitel Voice Assist Integration for MiVoice Office
400

After integrating Mitel Voice Assist with a CloudLink customer account, a Mitel Partner or an Account
Admin can integrate Mitel Voice Assist for MiVoice Office 400. To do this you must configure PISN Users.

A PISN user refers to an internal directory number within a Private Integrated Services Network (PISN) that
is used to route calls across the private network to a remote endpoint located on another SIP server, PBX
or cloud-based service provider such as CloudLink.

To configure PISN User, perform the following steps:

1. Log in to MiVoice Office 400.
2. On the left navigation panel, navigate to Configuration > Private networking > PISN User.

System overview

tht p
Configuration B &3

Summary

ke PISN user

;erm'm's Maimum number of ransit PINXs v B

ﬂlj:; Transit route Oubgeing Roue {1
Services

Mams [6) Call numbser Rouate External call number
] 10 - Biol MICC Business
Haspitality =
Multimedia - ety ol uaiok
Charges MLE-Cirag PR 11 - MX-Ona SIP SO0

3. Click New. PISN user page is displayed.
4. Enter a unique Call number.

PISN user
4302 Mew valid call number
Call number
(J Create user block
Name
Route CloudLink (213) Go to route
External call number +44129143000
CLIP selection Normal
Fax device Mo fax device
Suppress immediate CFNR O

o Note:

Ensure that you enter the same number manually, both in Voice Assist and in the PBX.
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5. From the Route drop-down list, select CloudLink(213).

KN e (0ol

PISN user
4302 Mew valid call number
Call number
Create user block
Name
Route o to route

Extennal call number
CLIP selection
Fax davice

Supprass immediate CFNR

6 Note:

The route is displayed in the Route drop down list only if the CloudLink Gateway is deployed
successfully.

6. Enter an External call number. Once configured, the number is used for routing the call in Voice
Assist, it can be a DDI/DID or a Toll Free Number etc. but it must match an entry in the Number Table.
This number is also sent externally or to the MiVoice Office 400 depending on the workflow to help
identify the callers origin or destination.

7. Click Apply to save the configuration.

e Note:

After successful configuration of a PISN user, it can either be dialled internally or used as a
routing destination for external calls. When dialed, it will direct the call to the Voice Assist call flow
associated with that number and follow the configured flow.
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3.1.7 Unify Phone Integration

Unify Phone is a communication application that was originally designed as a telephony client but has
since been extended to offer additional collaboration features. Initially focused on voice calling, it now
includes CloudLink Chat, providing businesses with a more comprehensive communication solution.
Unify Phone integrates seamlessly with existing PBX systems, such as Mitel OpenScape PBXs and Mitel
MiVoice PBXs, and is available on both desktop and mobile platforms, allowing users to stay connected
from anywhere.

Adding Unify Phone Integration to a customer account supports two primary use cases:

*  When Unify Phone is already configured to work with an OpenScape PBX, it enables CloudLink Chat
within the Unify Phone application.

*  When a MiVoice PBX is linked to the CloudLink customer account, it allows users who exist in both
the PBX and the CloudLink account to access the Unify Phone application and use both telephony and
CloudLink Chat features offered through the application.

The integration is currently supported with the following PBXs:

* OpenScape PBXs: OpenScape Business
* MiVoice PBXs: MiVoice 5000.

3.1.7.1 Adding the Unify Phone integration to a customer
account

To add the Unify Phone integration to a customer account, perform the following steps:

1. Access the Integrations panel from the Account Information page or from the Integrations & Apps
option.

2. In the Integrations panel, click + Add new.
The Integrations pop-up window opens.

3. Click Add next to the Unify Phone integration, then click Done.

The Unify Phone integration is added to the customer account and it is displayed in the Integrations
section of the Account Information page.

4. Make sure that the Delegated Authentication toggle button under the Privileges section is enabled
(switched to ON).

6 Note:

By default, Delegated Authentication is enabled when the Unify Phone integration is added. If it is
not already enabled, manually switch the Delegated Authentication toggle button to ON.
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e Note:

Mitel Partners cannot enable integrations in the Partner Account as the integration with other
applications is not supported for Partner Accounts. To integrate CloudLink with other applications, a
Partner must create a customer account and enable integrations in that account. For more information
about Partner Accounts, see Log in as a Mitel Partner.

3.1.7.2 Enabling the Unify Phone integration in a customer
account

After adding the Unify Phone integration to a customer account, you need to provide the necessary
details to enable the integration. You can either enter the details of an existing Unify Phone tenant or the
information required to create a new tenant. Regardless of the option selected, the tenant will be linked to
the customer’s CloudLink account at the end of the process.

* Link a pre-existing Unify Phone tenant if Unify Phone is already configured to work with an OpenScape
PBX (such as OpenScape Business), and you want to enable CloudLink Chat within the Unify Phone
application.

» Create a new Unify Phone tenant if the customer uses a MiVoice PBX (such as MiVoice 5000), and you
want users in the CloudLink account to be able to access the Unify Phone application.

Perform the following steps to enable the integration:

1. Access the Integrations panel from the Account Information page or from the Integrations & Apps
option.

2. Click Complete Setup next to the Unify Phone integration.
The Unify Phone Configuration page opens.
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3. If you are on-boarding a pre-existing tenant:

a. Select the Are you onboarding a pre-existing tenant? checkbox.

Unify Phone Configuration

Please enter the information below to establish SIP connectivity between your solution
and Unify Phone Platform.

Are you onboarding a pre-existing tenant?

I+l -

The API Key* field appears, and all other input fields are disabled.

b. Enter the API key that you can find in the Telephony connector tab of the Unify Phone
administration app.

The API key is a unique identifier used to authenticate a client or an application when making API
(Application Programming Interface) requests. It is required to enable access to the existing Unify
Phone tenant through the Unify Phone Administration and Admin REST API.

c. Click Done to link the existing tenant to the customer's CloudLink account.
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4. If you are creating a new Unify Phone tenant:

a. Make sure the Are you onboarding a pre-existing tenant? checkbox is not selected.

Unify Phone Configuration

Please enter the information below to establish SIP connectivity between your solution
and Unify Phone Platform.

Are you onboarding a pre-existing tenant?

= -

b. Enter a Tenant name. Although not required, it is highly recommended to enter a tenant name. The
tenant name must be unique across all accounts.

c. Enter the following main contact details for the Unify Phone tenant. Leaving these fields empty will
result in the tenant inheriting values from the Account Administrator:

* First name
+ Last name
*  Email
* Country Code
* Phone number
d. Click Done to create and link the new tenant to the customer account.

0 Note:

Once the Unify Phone integration is enabled, the tenant details—whether pre-existing or new—cannot
be edited. If you need to update the tenant details, you must first remove the integration, then add it
back and enable the integration again by providing the correct information.
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3.1.7.3 Configuring SIP connectivity

After enabling the Unify Phone integration, the next step is to configure SIP connectivity. This process
establishes a secure communication path between the Unify Phone service and the customer’s PBX
system.

6 Note:

SIP connectivity configuration is currently applicable only for CloudLink accounts integrated with
MiVoice 5000—meaning the account's system inventory must include a MiVoice 5000 system.

Starting the SIP connectivity configuration

1. Access the Integrations panel from the Account Information page or from the Integrations & Apps
option.

2. Click the Available features drop-down list under the Unify Phone integration.
3. Click Complete Setup next to SIP Connectivity.

The SIP Connectivity Configuration page opens.

SIP Connectivity Configuration

Please rnnf:gura your primary SiP pll’}l'r’ Mitel Border l'u-irr--.'.l.-r_p'.

The configuration will create a SIP trunk between the identified Mitel Border Gateway and the Unify Phone
Platform, and a SIP trunk between the PBX and the same Mitel Border Gateway.

4. Select the appropriate PBX Type from the drop-down list.

If only one PBX type is available, it will be preselected and the field will be disabled.
5. Click Save.

o Important:

Once saved, the PBX type selection cannot be changed. To modify it, you have to remove the Unify
Phone integration, re-add it to the account, and repeat the setup steps.
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Adding and managing SIP trunks

After completing the initial SIP connectivity configuration, you can add SIP trunks to establish
communication between Unify Phone and the customer’s PBX system. Youc an also edit, delete, sort, and
search for trunks as needed.

1. To add the first SIP trunk:

On the SIP Connectivity Configuration page, a form to add SIP trunk appears.

SIP Connectivity Configuration

Please configure your primary SIP Proxy Mitel Border Gateway.

The configuration will create a SIP trunk between the identified Mitel Border Gateway and the Unify Phone
Platform, and a SIP trunk between the PBX and the same Mitel Border Gateway.

Trunk Name?* TLS Port™

Mo SIP trunks found for this account

Done

a. Select a PBX from the drop-down list of available PBXs.

b. In the FQDN/IP Address field, enter the Fully Qualified Domain Name (FQDN) or IP address of the
selected PBX.
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6 Note:

This field is auto-populated based on the selected PBX but can be manually overridden if
needed.

c. In the Trunk Name field, enter the name of the SIP trunk.

d. In the TLS Port field, enter the port number on which the SIP trunk listens for incoming requests that
use the TLS protocol.

e. Click Add Trunk.

The added SIP trunk appears in a table displaying the following details:

Name Description

TRUNK NAME The name of the SIP trunk

TLS PORT The port number used for TLS-based incoming SIP requests

PBX The PBX type followed by its IP address

FQDN/IP ADDRESS The Fully Qualified Domain Name (FQDN) or IP address of the PBX

SIP Connectivity Configuration

Please configure your primary SIP Proxy Mitel Border Gateway.

The configuration will create a SIP trunk between the identified Mitel Border Gateway and the Unify Phone
Platform, and a SIP trunk between the PBX and the same Mitel Border Gateway.

Q, search
TRUNK NAME TLS PORT PEX FQDN/IP ADDRESS
mbg1SipTrunk 5060 mbg1.gtsca.mitel.com mbg1.gtsca.mitel.com

+ Add SIP Trunk

Done
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2. To add another SIP trunk:

a. Click +Add SIP trunk.

The Add SIP Trunk section expands, displaying a blank form.
b. Enter the new SIP trunk details as described above.
c. Click Add Trunk.

The new trunk is added to the SIP trunks table.

3. To edit an existing SIP trunk:

a. Select the checkbox associated with the SIP trunk you want to edit.
b. Click the Edit button that appears.

SIP Connectivity Configuration

Please configure your primary SIP Proxy Mitel Border Gateway.

The configuration will create a SIP trunk between the identified Mitel Border Gateway and the Unify Phone
Platform, and a SIP trunk between the PBX and the same Mitel Border Gateway.

Q  Search m Delete Selected (1)

= TRUNK NAME TLS PORT PEX FQDN/IP ADDRESS

mbg1SipTrunk 5060 mbg1.gtsca.mitel.com mbg1.gtsca.mitel.com

+Add SIP Trunk <«

Done

The Edit SIP Trunk section appears and expands, displaying the current trunk details pre-filled for
editing.

c. Modify the fields as needed.
d. Click Save to apply changes or Cancel to discard them.

Changes are reflected immediately in the SIP trunks table.
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4. To delete one or more SIP trunks:

a. Select the checkbox(es) next to the SIP trunks(s) you want to delete.
b. Click the Delete Selected button that appears.
c. Confirm the deletion by clicking Delete or cancel the action by clicking Cancel.

The selected trunk(s) will be removed from the SIP trunks table.

5. To sort the SIP trunks:

a. Click a column header in the SIP trunks table to sort the entries by that column’s values in ascending
order.

b. Click the same header again to toggle the sort to descending order.

An upward-pointing arrow (‘") next to a column header indicates ascending order. An downward-
pointing arrow (4*) next to a column header indicates descending order.

6. To search for a SIP Trunk:

a. In the Search bar, type the TRUNK NAME, TLS PORT, PBX or FQDN/IP ADDRESS of the SIP
trunk you are searching for.

The table will display a list of matching trunks as you type.

7. To finalize the configuration and close the SIP Connectivity Configuration page, click Done.

3.1.74 Updating the SIP connectivity configuration

Once SIP connectivity is configured, you can update it at any time as needed. However, only SIP trunk
information can be modified—the selected PBX type cannot be changed after the initial configuration.

1. Access the Integrations panel from the Account Information page or from the Integrations & Apps
option.

2. Click the Available features drop-down list under the Unify Phone integration.
3. Click © next to SIP Connectivity.

The SIP Connectivity Configuration page opens.
4. Add, edit, or delete SIP trunks as described in Adding and managing SIP trunks on page 164.

3.1.7.5 Viewing the Unify Phone integration status

Once the Unify Phone integration is added to a customer account, you can easily check its status to ensure
it is set up correctly. The status provides insights into whether the integration is functioning as expected.
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1. Access the Integrations panel from the Account Information page or from the Integrations & Apps

option.
2. In the Integrations panel, locate the Unify Phone integration. Check the status icon and message next
to it:
Unify Phone )
0 2 SIP trunks found for this account @ ()

Available features w

The icon indicates the current status of the integration, which can be one of the following:

QConnect ed
* AError

I nconpl ete

The status message provides additional context about the integration’s current state.

3.1.7.6 Viewing users with a Unify Phone license

Unify Phone licenses are assigned to users in a CloudLink account through the PBX's user provisioning
tool. To view users in the account who have been assigned a Unify Phone license, follow the steps below:

1. Navigate to User Management > Users from the left main menu.
The list of users is displayed.

2. In the user list, locate the LICENSES column. Use the filter options to show only users assigned the
Unify Phone license:

a: Click Add Filter © A9dHlter
b. From the drop-down list, select Product.
c. From the list of properties that is displayed, select Unify Phone.
The user list is updated to show only users with the Unify Phone license.
3. Click on an individual user in the list to view detailed information, including their assigned licenses.

3.1.7.7 Viewing the Unify Phone configuration

Once the Unify Phone integration is enabled, you can view the configuration details of the Unify Phone
tenant linked to the customer account at any time.

1. Access the Integrations panel from the Account Information page or from the Integrations & Apps
option.

2. In the Integrations panel, click “ next to the Unify Phone integration.

The Unify Phone Configuration page opens displaying the tenant name and the main contact details
associated with the Unify Phone tenant.
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e Note:

Tenant details are view-only and cannot be edited.

3.1.7.8 Removing the Unify Phone integration from a
customer account

To remove the Unify Phone integration from a customer account, follow the steps below:

1. Access the Integrations panel from the Account Information page or from the Integrations & Apps
option.

2. If the integration setup is complete:

» Switch the toggle button next to the Unify Phone integration to OFF.

Alternatively, click 7 next to the Unify Phone integration, then click Remove.
3. If the integration setup is incomplete:

Click ™ next to the Unify Phone integration.
» Alternatively, click Complete setup next to the Unify Phone integration, then click Remove.
4. In the confirmation dialog, click Remove integration to proceed, or Cancel to abort the action.

6 Note:

* Removing the Unify Phone integration from a customer account will revoke the Unify Phone license
from all users who had it previously assigned.

* Removing the Unify Phone integration from a customer account will not delete the Unify Phone
tenant that is linked to the account.

3.1.8 Mitel Workflow Studio Integration

Mitel Workflow Studio is a subscription-based entitlement. It enables workflow automation capabilities
within the CloudLink platform.
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Table 2: Entitlement Quantities by Tier

Workflow Subscription Tier WFS Entitlement Quantity

Essential 100 interactions

Premier 100 interactions

Table 3: SKU Mapping by Term

Workflow Subscription Tier

Monthly ‘ 54014777 Premier
Monthly 54014776 Essential
12-month 54014772 Premier
36-month 54014773 Premier
60-month 54014774 Premier
12-month 54019078 Essential - free
36-month 54019079 Essential - free
60-month 54019080 Essential - free
12-month 54019081 Premier - free
36-month 54019082 Premier - free
60-month 54019083 Premier - free
12-month 54014769 Essential
36-month 54014770 Essential
60-month 54014771 Essential

N/A 54014775 Workflow Studio Base Kit - NC

Execution Limits:
+ The base subscription includes:

» 500 Essential flow executions per billing period.
* 500 Premier flow executions per billing period.
» Additional entitlements can be added in units of 100.

Provisioning and Lifecycle Behavior

» Subscription upgrades increase WFS quantities accordingly.
» Subscription downgrades or cancellations revoke WFS licenses.
» Term changes (e.g., from 12-month to 36-month) trigger re-evaluation of WFS entitlements.

3.1.8.1 Adding the Mitel Workflow Studio integration to a
customer account

To add the Mitel Workflow Studio integration to a customer account, perform the following steps:
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1. Access the Integrations panel.

Do one of the following:

* From the Account Information page, scroll to the Integrations section (or) from the left navigation

menu, click Integrations & Apps.
2. Click + Add new.

Integrations

MiVoice 5000

Available features
Privileges

Delegated Authentication €

Allow Guest Access €

The Integrations pop-up window opens.

\ + Add new

«©

3. In the Mitel tab, locate Mitel Workflow Studio, click Add, and then click Done.

Integrations

Mitel 3rd party

Mitel One

Add

MiVoice 5000
MiVoice 5000 is a feature-rich communications solution, including real-time workgroup
collaboration as well as contact-center capabilities.

v Added

1) MiVoice Business
A purpose-built communications solution built on a leading public cloud platform that

improves business productivity.

DE Mitel Workflow Studio
Mitel Workflow studio is an integration tool for Mitel CloudLink connected apps. It

extends product functionality and supports third party integrations.

Unify Phone
Mitel Unify Phone is part of Mitel's suite of communication solutions that combine
voice, and data into a single, unified communication platform.

Not compatible with
selected integrations

N

Add
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4. The Mitel Workflow Studio is added to the customer account and it is displayed in the Integrations
section.

o Note:

Mitel Partners cannot enable integrations in the Partner Account as the integration with other
applications is not supported for Partner Accounts. To integrate CloudLink with other applications,
a Partner must create a customer account and enable integrations in that account. For more
information about Partner Accounts, see Log in as a Mitel Partner.

3.1.8.2 Enabling the Mitel Workflow Studio integration in a
customer account

To add the Mitel Workflow Studio integration to a customer account, perform the following steps:

1. Access the Integrations panel from the Account Information page or from the Integrations & Apps
option.
2. Locate the Mitel Workflow Studio and slide the toggle switch to the ON position.

00

Integrations and Applications \

Integrations

MiVoice 5000

Available features

Mitel Workflow Studio \ [ @)

Privileges

Delegated Authentication o

Allow Guest Access @

The Mitel Workflow Studio icon will now appear in the Application Launcher for users in the account.

3.1.8.3 Accessing Mitel Workflow Studio

Once enabled, users can access Mitel Workflow Studio through the Application Launcher in the Mitel
Administration Portal:
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» Click the Application Launcher icon in the top-right corner of the portal.
+ Select Mitel Workflow Studio from the list of available applications.

3.1.8.4 Removing the Mitel Workflow Studio integration
from a customer account

To remove the Mitel Workflow Studio integration from a customer account, perform one of the following:

From the Integrations panel:

1. Slide the toggle button associated with Mitel Workflow Studio to the OFF position.
2. The Remove Mitel Workflow Studio Integration dialog box is displayed.
3. Click Remove integration.

From the Integrations and Applications list:

1. Click + Add new and hover over the Added button next to Workflow Studio.
2. Click Remove, then click Done.
3. In the confirmation dialog box, click Remove integration.

Result:

* The Mitel Workflow Studio integration is removed from the customer account.

« The Mitel Workflow Studio icon is no longer visible in the Application Launcher for users in that
account.

» Users will no longer have access to Mitel Workflow Studio features unless the integration is re-
enabled.

3.2 Integrating Third Party Applications with Mitel
Administration

3.2.1 Integrating Zoom with Mitel Administration

Zoom is a cloud-based phone system that provides voice communication features such as call
management, call forwarding, voicemail, and integration with Zoom Meetings.

Zoom is integrated with Mitel Administration to allow customers to extend their communication
infrastructure through the CloudLink accounts.

You can configure integrations with Zoom using Mitel Administration.

If Zoom integration is enabled for a customer account, users in that account can integrate their Zoom
account with their CloudLink applications.
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Zoom Integration is supported with the following PBXs:

*  OpenScape 4000
*  OpenScape Voice
* MiVoice Business

6 Note:

For MiVoice Business, Zoom Integration is supported only in environments where both the
CloudLink Gateway is deployed and the CloudLink Daemon is enabled on MiVoice Business nodes
that function as primary user controllers, secondary resilient failover user controllers, or have a
CloudLink SIP trunk. It is not supported if the CloudLink Gateway is deployed separately from the
MiVoice Business nodes.

3.2.1.1 Adding Zoom integration to a customer account

To add the Zoom integration to a customer account perform the following steps:

1. Click Account from the left main menu.
The Account Information page of the customer account opens.
2. In the Integrations section, click + Add new.
The Integrations pop-up window opens.
3. Click the 3rd party tab.
A list of supported third-party applications are displayed.
4. Click Add next to the Zoom integration and then click Done.

5. The Zoom integration is added to the customer account and it is displayed in the Integrations section
of the Account Information page.

o Note:

Mitel Partner cannot enable integrations in the Partner Account as the integration with other
applications is not supported for Partner Accounts. To integrate CloudLink with other applications, a
Partner must create a customer account and enable integrations in that account. It is recommended
to disable any existing integrations in the Partner Account to have the full functionality of CloudLink
features. For more information about Partner Accounts, see Log in as a Mitel Partner.

3.2.1.2 Enabling Zoom integration in a customer account

After adding the Zoom integration to a customer account, you must enable the integration.

Mitel Administration User Guide



https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Accounts/EN/HTML5/Content/Log_into_Console.html#Mitel_Help_Center____Log_into_CloudLink_Accounts_Console_v1_1__loginaspartner

Mitel Administration Integrations

Perform the following steps to enable the integration:

1. Click Account from the left main menu.
The Account Information page of the customer account opens.

2. Click Complete Setup next to the Zoom integration in the Integrations section.
The Zoom Integration Configuration page opens.

3. Click Connect.
The Zoom Sign In window opens.

If you have already signed in, then you will be redirected to the Zoom Authentication window.
4. Enter the credentials and click Sign In.
The Zoom Authorization window opens.

5. Click Allow to give permission to Zoom application to access and use the CloudLink account
information.

o Note:

If you click Decline, the Zoom integration will not be enabled and the Zoom Authorization window
will not close. To continue, close the Zoom Authorization window. Click Connect again on the
Zoom Integration Configuration page and then click Allow on the Zoom Authorization window.

3.2.1.3 Removing Zoom integration from a customer
account

You can remove an existing Zoom integration from a customer account.

Perform the following steps to remove the integration:

1. Click Account from the left main menu.
The Account Information page of the customer account opens.
2. Locate the Zoom integration in the Integrations area.
3. Disable the toggle button associated next to the Zoom integration.
4. Click Remove integration in the pop up confirmation window.
You can click Cancel to cancel the action.

The integration is not removed immediately. Once the integration is deleted and you are still logged in you
will receive a notification message.

If the integration has been deleted but still appears in the Integrations list, click Refresh in the notification
message. The Integrations list will be updated and the Zoom integration will be removed.
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6 Note:

If there is an issue with the removal of the integration, an error message is displayed.

e Note:

When the Zoom integration is removed from an account with MiVoice Business, the associated Zoom
PSI license is revoked from all users who had it previously assigned. However, the MiVoice Business
service itself remains intact and is not deleted for these users.

3.2.1.4 Viewing the Zoom integration status

Once the Zoom integration is added to a customer account, you can check its status to ensure it is set up
properly. The Zoom integration can have one of the following statuses:

® connect ed
* AcError

Pendi ng

Viewing a summary of the Zoom integration status

To view a summary of the Zoom integration status, follow the steps below:

1. Access the Integrations panel from the Accounts Information page or from the Integrations & Apps
option.

2. In the Integrations panel, locate the Zoom integration. Check the status icon and message next to it.

Zoom @ @

o Integration is properly configured and warking.

View current state to roubleshoot Status summary

The icon indicates the current status of the integration, while the status message provides additional
information about the overall status.

Viewing detailed information about the Zoom integration status

For a more in-depth view of the Zoom integration status, especially for troubleshooting, you can one of the
following:
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» Click Status summary next to the Zoom integration in the Integrations panel.
* Navigate to Support >Zoom.

You can then view detailed information about the Zoom integration status, including the following:

» OAuth status: Displays the OAuth authorization status (Aut hori zed, Fai | ed), indicating whether
the Zoom OAuth token is valid, expired, or needs re-authorization. If the OAuth status is Fai | ed, error
messages associated with the most recent OAuth failure will also be displayed below the status.

» Integration status: Indicates the current status of the Zoom integration (Connect ed, Err or, or
Pendi ng).

» Sync status: Indicates the synchronization status between CloudLink and Zoom. If the last sync was
unsuccessful, error messages associated with the most recent failed sync attempt will also be displayed
below the status.

» Last successful sync: Date and time of the last successful synchronization between CloudLink and
Zoom.

The following image shows an example of detailed information about the Zoom integration status when the
integration is set up properly.

Zoom Integration Status
The current state of the integration with the Zoom platform.
OAuth status: @ Authorized
Integration status: @ Connected
Sync status: @ successful
Last successful sync: 1/31/2025, 6:02:55 PM
Done

The following image shows an example of detailed information about the Zoom integration status when the
integration is not set up properly.
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Zoom Integration Status

The current state of the integration with the Zoom platform.

OAuth status: A Failed |
Details: Zoom(GET Av2/users). ZoomAuthService.refreshAuthCredentials => |
Error refreshing Zoom PSI user: failed to post auth resource: |
InvalidRequest |

Integration status: © Connected
Sync status: A Falled
Detalls: Zoom{GET Nv2/users). ZoomAuthService refreshAuthCredentials ==

Error refreshing Zoom PSI user: failed to post auth resource:
InvalidRequest

Last successful sync: 2025-01-27, 1:46:31 p.m.

Done

In the second example, as shown in the details section below the failed OAuth status and Sync status,
an error occurred while attempting to obtain a new refresh token from Zoom. To resolve this, a Mitel
Partner or Account Admin will need to reauthorize the Zoom integration, as described in Reauthorizing the
Zoom integration on page 178.

Refreshing the Zoom integration status

To refresh the Zoom integration status, follow the steps below:

1. Navigate to Support > Zoom.
2. In the Status tab, click Refresh.

3.2.1.5 Reauthorizing the Zoom integration

Reauthorizing the Zoom integration may be necessary to maintain a seamless connection between
CloudLink and Zoom, especially when the Zoom OAuth credentials have been updated.

To reauthorize the integration, follow the steps below:

1. Access the Integrations panel from the Accounts Information page or from the Integrations & Apps

option.
2. In the Integrations panel, click © next to the Zoom integration.
The Zoom Integration Configuration page opens.
3. Click Reconnect.
4. If you are not signed in to Zoom, you are promoted to sign in. Enter the credentials and click Sign in.
5. On the Zoom Authorization window that opens, review the app permissions and click Allow.
6. After successful authorization, you are redirected back to Mitel Administration.
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3.2.1.6 Configuring the PBX system settings

After configuring the Zoom integration you can configure the system setting of the PBX.

The PBX system settings configured in CloudLink Account are not directly synced to the PBX. The settings
have to be entered manually in the PBX.

1. On the left navigation menu click on the name of the PBX e.g. OpenScape Voice and select System
Settings.

2. In the Voicemail area add a Pilot Number to dial for accessing the voicemail messages.
3. In the Feature Codes area you can configure feature codes for the users.

a. To add a feature code:
» Select a Feature from the drop-down menu. The following features are available:

» Call Forward
» Disable Call Forward
* Do not Disturb
» Disable Do not Disturb
» Enable Call Forward
* Enable Do not Disturb
» Enter the Dialing access code.
* Click @ Add.
b. To edit a feature code:
Select the feature code, click on the Dialing access code field and change the feature code.
c. To delete a feature code:

Select the feature code and click ™7 next to the feature code.
4. In the Emergency Numbers area you can configure the fallback emergency numbers.

a. To add an emergency number:

» Click Dialables.
» Start typing a number for emergency calls, e.g.: 911, 112.
* Press enter, space or add a , (comma) to add the number.
b. To edit an emergency number:
Double click on the number and edit it.
c. To delete an emergency number:
Click X next to the number.

You can add multiple emergency numbers.
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5. In the Dynamic Location provider area configure a dynamic location provider for the emergency calls.
Enter the following information:

 Name

* Type

* Primary Server

» Secondary Server

» Customer ID: the unique identifier assigned to your organization by the service provider.

» Secret: the private key or token issued by the service provider to secure communication between
Zoom client and the service. This acts as a password and should be treated with high confidentiality.

» Extra Headers: additional HTTP headers required by the service provider for platform
communication. These headers might include custom authentication schemes, API version, or
specific configuration options required by the provider. Input must be added in JSON format.

6. Click Save.
All mandatory fields must be completed before clicking save.

Y ou can check and troubleshoot the settingsin the Event History page.

3.2.1.7 Reassigning Zoom Devices After Changing Zoom
Tenant

When switching Zoom tenants in Mitel Administration, Zoom devices may remain assigned to users. This section
explains how to reassign those devices correctly.

1. Remove the old Zoom integration.

a. Navigate to Mitel Administration > Integrations.
b. Select the existing Zoom integration.
c. Click Remove.

2. Add the new Zoom integration.

a. In Integrations, click Add Integration > Zoom.
b. Sign in with the new Zoom tenant credentials.
c. Confirm the integration is active.
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3. Reassign Zoom devices to users.
Case A: Users with Zoom devices in an existing profile.

a. Navigate to User Management.
b. Edit the user.

c. Remove the Zoom devices.

d. Click Save.

e. Edit the user again.

f. Add the Zoom devices back.

g. Click Save.

Case B: Users with only Zoom devices.

a. Navigate to User Management.
b. Edit the user.
c. Click Remove.

6 Note:

This also removes MiVoice Business services.

d. Recreate the user:

» Add MiVoice Business services.
* Choose a template that includes required phone services.
e. Click Save.

Users are correctly linked to the new Zoom tenant, and old Zoom devices are removed from their profiles.

3.2.1.8 Generating a User Comparison Report

The User Comparison Report analyzes user data across multiple systems to identify inconsistencies. It
consolidates user information from four sources, using the email address as the unique identifier:

* CloudLink User Database (CL User DB)
» Service Delivery License Database

» Zoom User List

» Zoom Phone List

The User Comparison Report helps identify mismatches and missing data that may impact the proper
provisioning of services.

You can generate and download a report comparing users' information between Zoom and CloudLink.
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1. Click Support > Zoom from the left main menu.

The Zoom Sync & Provisioning Errors page of the customer account opens.
2. Select the User Comparison Report tab.
3. Click Generate to compare users' information between Zoom and CloudLink.

The system initiates an asynchronous request for generating the report.

A report is generated in a csv format.
4. Click Download next to the csv file.

The User Comparison Report contains the following information:

Field Description

email . . .
The primary identifier.
name
User's display name.
clUserld . . .
The user's ID in CloudLink (if found).
licenses . .
Assigned licenses (e.g., ['ZoomPSI")).
zmUserld . .
The user's ID in Zoom (if found).
zmUserStatus . .
The current status of the user in Zoom (active,
inactive, pending).
zmSipPhoneld

The ID of the user's assigned Zoom desktop client
SIP phone (if found).

zmSipPhoneNumber . .
The assigned Zoom desktop client SIP phone

number.

zmSipPhoneMobileld . .
The ID of the user's assigned Zoom mobile SIP

phone (if found).

zmSipPhoneMobileNumber . .
The assigned Zoom mobile phone number.

issues
A list of identified inconsistencies.
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3.2.1.9

User Comparison Report

Troubleshooting common issues identified in the

If any issue is identified in the User Comparison Report, it is recorded in the issue column of the User

Comparison Report.

Below are the potential issues and the recommended resolution:

Issue Cause

Resolution

The user does not have a Zoom
SIP phone assigned.

CloudLinkUserNotFound ) . . . .
The user is not found in the Ensure the user is provisioned in
CloudLink User Database. CloudLink. Verify that their email
address is correct.
ZoomUserNotFound L i
The user does not exist in Zoom. | Confirm that the user has been
added to the Zoom tenant. Verify
the email address that is used.
ZoomSipPhoneNotFound

Assign a SIP phone to the user
in the Zoom Admin Portal.

ZoomUserStatuslnactive

The user's Zoom status is
inactive.

Reactivate the user in the Zoom
Admin Portal.

ZoomUserStatusPending

The user's Zoom status is
pending activation.

Ensure the user completes the
activation process by following
the Zoom invite email.

NoClZoomPsiLicense

The user does not have the
required "ZoomPSI" license in
CloudLink.

Assign the "ZoomPSI" license

to the user in the management
Portal. If this issue is detected,
no further checks are performed.

Steps to Validate and Fix Issues

1. Open the User Comparison Report.

2. Locate users with issues in the issues column.

3. Identify the corresponding inconsistency from the list above.

4. Follow the resolution steps for each detected issue.

5. After making corrections, regenerate the report to verify the fixes.

If the issues persist after resolving them, contact the appropriate system administrator for further

investigation.
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e Note:

If a user does not have a "ZoomPSI" license, no further checks are performed.

6 Note:

Email addresses must match exactly across all sources for proper data joining.

3.2.1.10 Viewing users with a Zoom PSI license

To view users with a Zoom PSI license in a customer account, follow the steps below:

1. Navigate to User Management > Users from the left main menu.
The list of users is displayed.

2. In the user list, locate the LICENSES column. Use the filter options to show only users assigned the
Zoom PSl license:

a: Click Add Filter © Addlter
b. From the drop-down list, select Product.
c. From the list of properties that is displayed, select Zoom PSI.
The user list is updated to show only users assigned the Zoom PSI license.
3. Click on an individual user in the list to view detailed information, including their assigned licenses.

3.2.1.11  Viewing the Event History table (Zoom integration)

The Event History provides insight to Mitel Partners and Account Admins regarding events that occurred
within an account with Zoom integration.

You can access the Event History table with one of the following options:

* Click Support > Zoom from the left main menu.
The Zoom Sync & Provisioning Errors page of the customer account opens.
Select the Event History tab.

In this page you can view the events only for the Zoom integration.
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Or
* Click Support > Event History from the left main menu.
In this page you can view the events for all the integrations.
In the Event History tab for the Zoom integration you have the following options:

* Viewing the Event History table

» Customizing the Event History table

» Batch exporting event details

» Copying or exporting the details of a specific event
» Searching or filtering the Event History table

For more information, see Event History on page 72.

3.2.2 Integrating Single Sign-On with Mitel Administration

CloudLink supports integration with third-party Single Sign-On (SSO) enabling users to access multiple
applications with a single set of login credentials. SSO reduces the need for multiple logins, promoting
efficient and seamless navigation across various platforms.

CloudLink supports Identity Provider (IdP) integration using the Security Assertion Markup Language
(SAML) 2.0 protocol, enabling users to utilize their current identity management systems with enhanced
security and interoperability provided by SAML 2.0.

Microsoft's cloud-based, Azure Active Directory (Azure AD), provides authentication and authorization for
users, devices, and applications.

Outlook 365 integrates cloud-based email, calendar, and collaboration services, ensuring seamless
integration with Azure AD for secure user identity management.
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@ The user accesses the CloudLink application on their mobile or web browser and the application
loads. The application generates metadata and redirects the user to the CloudLink platform.

@ The CloudLink Auth Portal validates the application metadata and forwards the authentication
request to the CloudLink Authentication microservice.

@ The CloudLink Authentication microservice initiates the SAML authentication request to the
configured identity provider.

@ The user has an active session with the Identity Provider or a new session is created by logging into
he Identity Provider. The IDP may enforce Multi-Factor Authentication depending on its configuration.

—

@ The CloudLink Platform validates the response using the associated X.509 certificate.

The authenticated user is granted access to CloudLink and redirected back to the application with an
authentication code.

@ The application then exchanges the authentication code for a token and completes its initialization.

The following topics provide information on how to integrate a CloudLink account with the supported third-
party applications.

3.2.2.1 Configuring SAML Single Sign-On Integration
for CloudLink with Identity Providers (generic
instructions)

Following are instructions for setting up SAML Single Sign-On (SSO) integration using a generic identity
provider. To configure SSO for CloudLink with Microsoft Azure AD, see Configuring Single Sign-On for
CloudLink with Microsoft Azure AD.

Prerequisites
To configure SAML SSO integration with CloudLink platform, you must have:

* An IdP subscription
» Mitel CloudLink account

Procedure
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e Note:

To configure SAML SSO integration, it is recommended that you open the IdP portal and the Mitel
Administration side-by-side as you will need to copy some information from the Mitel Administration to
the IdP portal and vice versa.

1. Enable the Single Sign-On integration in the Mitel Administration.

a. Navigate to the Account Information page of the customer account for which you want to enable
the integration.
b. In the Integrations section, click + Add new. A pop-up screen displays the Integrations panel.

c. Click the 3rd party tab. A list of supported third-party applications is displayed. Click the Add button
associated with Single Sign-On, and click Done.

Integrations

1+

G Single Sign-0n a4

A Adure A0 Synd

|:| Micresoft Office 365

ﬁ .‘.1|:r*.:-..n‘.t Teames ) Add

The Single Sign-On is enabled for the customer account and is added to the Integrations section
of the Account Information page.
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2. Accessing the Single Sign-On configuration dialog box.

In the Account Information page, click Complete setup.

Single Sign-On Complete setup )|

The Single Sign-On configuration dialog box opens.
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Single Sign-On

Enable Single Sign-On (550) to allow your users to sign into Mitel
applications using their enterprise username and password. Visit our
integration guide for detailed instructions on how to configure single sign-on
with your specific provider.

Step 1
Fill in the name of your Identity provider (IDP).

Identity Provider (IDP) *

To ensure that S50 with your |DP is successful, please validate and testin your own IT
sandbox prior to deploying.

Step 2
Copy and paste these values where needed in your Identity provider

Mitel identifier {Entity 1D)

C
https://authentication.us.dev.api.mitel.io/2017-09-01/sa... e

Reply URL {Assertion Consumer Sarvice URL) Cﬂl})"
https:/fauthentication.us.dev.api.mitel.io/2017-09-01/sa...

Step 3

Fill in these values from your Identity provider integration.
Sign-in URL *
IDP Identifier (Entity 1D) *

Signing Certificate(s)

Your provider's public key in PEM format. If you need to include multiple
I y e

paste them one after the other. *

Optional Mitel credentials

[J Enable Mitel Credentials (Optional)
Note that this will show the option to all users on login. You will also need to
manually send a ‘Welcome email' to all users who you would like to give a Mitel
Application account to.
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o Note:

* All users even SSO only users are required to complete the welcome email process.

» Mitel recommends that the Enable Mitel Credentials (Optional) check box in the Optional
Mitel credentials section is not selected. Select this check box only if you want the user to log
in to the CloudLink application using the Mitel credentials in addition to the single sign-on option.

» If a CloudLink User is set as Admin in the CloudLink Portal they will always be offered the option
to sign in using the Mitel credentials in addition to the single sign-on option.

3. Add the CloudLink Platform information into the IdP.

While configuring the SAML application in the IdP portal, enter the following information about the
CloudLink Platform into the IdP portal.

» Service Provider Entity ID field: Copy the ID from the Mitel Identifier (Entity ID) field in the Mitel
Administration and paste it into the entity ID field of the IdP portal.

» Service Provider Login URL: Copy the URL from the Reply URL (Assertion Consumer Service
URL) field in the Mitel Administration and paste it into the Login URL field of the IdP portal.

4. Add the IdP portal information into Mitel Administration.

Once you have entered the above mentioned information into the IdP portal, the IdP portal should
provide you with the same two pieces of information as above, except on the IdP side of the connection.

» |dP Entity ID - Copy the ID from the entity ID field of the IdP portal and paste it into the IDP Identifier
(Entity ID) field in the Mitel Administration.

* IdP Login URL - Copy the URL from the Login URL field of the IdP portal and paste it into the Sign-
in URL field in the Mitel Administration.

5. Upload the IdP certificate to Mitel Administration.

To do this, from the IdP portal, download the public certificate X.509 certificate in PEM format provided
by IdP and save it on your computer. After saving the certificate, open the certificate file in a text
editor, copy all data in the file, and then paste the data into the Signing Certificate field in the Mitel
Administration.

0 Note:

If you have more than one certificate, it is recommended that you paste them one after the other.

6. Once you have entered the three IdP fields and have uploaded the IdP certificate into Mitel
Administration, click Save to save the SSO settings.
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Renewing the SAML Signing Certificate

Renewing the SAML Signing Certificate updates the digital certificate used for secure communication in
Single Sign-On (SSO) setups, ensuring continued security and validity.

Click here to learn more about how to renew the SAML signing certificate.

3.2.2.2 Configuring Single Sign-On for CloudLink with
Microsoft Azure AD

Configuring your CloudLink platform with Microsoft Azure Active Directory (Azure AD) allows users on your
account to access CloudLink applications using their enterprise credentials.

0 Note:

To configure CloudLink with other Identity Providers, see Configuring SAML Single Sign-On (SSO) for
CloudLink with Identity Providers (generic instructions).

Prerequisites

To configure Azure AD integration with CloudLink platform, you must have:

* An Azure AD subscription

If you do not have an Azure AD environment, you can get a free account.
+ A Mitel CloudLink account

Adding Mitel Connect from the Gallery

To configure Azure AD integration with CloudLink platform, you must add the Mitel Connect application
from the gallery to your list of managed SaaS apps in the Azure portal.

To add Mitel Connect from the gallery:

1. In the Azure portal, on the left navigation panel, click Azure Active Directory. The Azure Active
Directory panel opens.

3 virtual machines
(} Load balancers
== Storage accounts

4-> Virtual networks

» Azure Active Directory

Monitor
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2. In the Azure Active Directory panel, select Enterprise applications. The All applications page

opens and displays a list of applications in your Azure AD tenant.

at» Roles and administrators

& Administrative units (Preview)

Manage

| g All applications

i Enterprise applications

£l Application proxy

Devices

App registrations

€88 User settings

B Collections

3. Click New application. The Add an application page opens.

—+ New application

== Columns

4. In the Add from the gallery section, type Mitel Connect in the Enter a name field. Click the Mitel
Connect application from the results panel, and then click Add from the application information panel

that opens.
rashiboare (Defaukt Directory Enterpnse appliications | All application
Add an application =
n Click here to try out the new and improved app gallery. —3
WOrking on o integrate enable secure remaote don't find in the gallery
T with Azure A0 arrocE
Add from the gallery
Categary
All (3468) o
kitel Conmect
applications matched “Mitel Connec
MNar {_Jtnjn-:f'

-
m Mited Connect

Configure and Test Azure AD Single Sign-On

Mitel Connect X
0 il

Wi 550 provides Mael MiCloud Connect adminisirators wath a

sample, intuitiee interface for integrating their Azure Active

Directony credentials with their Mital BMiCloud Conmect account

Microsoft Anur ) to enable user scoess to Mitel Conrect

" i P

Mame

| Mitel Conne

Publisher

LEA T

This section describes how to configure and test Azure AD single sign-on with CloudLink platform based
on a test user named John Smith. For single sign-on to work, a link must be established between the user
in the Azure AD portal and the corresponding user in the CloudLink platform.

To configure and test Azure AD single sign-on with CloudLink platform, complete the following steps:

1. Configure CloudLink platform for Single Sign-On with Azure AD on page 193 —to enable your users
to use this feature and to configure the SSO settings on the application side.

2. Create an Azure AD Test User on page 201 —to test Azure AD single sign-on with John Smith.
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3. Assign the Azure AD Test User on page 203 —to enable John Smith to use Azure AD single sign-on.

4. Create a CloudLink Test User on page 205 —to create a user for John Smith in the Mitel
Administration that is linked to the corresponding user in the Azure AD portal.

5. Test Single Sign-On on page 206 —to verify that the configuration works.

Configure CloudLink platform for Single Sign-On with Azure AD

This section describes how to enable Azure AD single sign-on for CloudLink platform in the Azure portal
and how to configure your CloudLink platform account to allow SSO using Azure AD.

To configure CloudLink platform with SSO for Azure AD, it is recommended that you open the Azure portal
and the Mitel Administration side-by-side as you will need to copy some information from the Azure portal
to the Mitel Administration and vice versa.
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1. 1. To access the Basic SAML Configuration page in the Azure portal, do the following:

a. Navigate to Azure Active Directory > Enterprise applications, and select Mitel Connect from the
list. The Mitel Connect Overview page opens.

b. Under the Manage section, select Single sign-on.

Manage
I' Properties

Owners

ﬂ
di  Users and groups
)

Single sign-on

d Provisioning

C Self-service

c. In the Select a Single sign-on method page that opens, click SAML.

_3 Mitel Connect

B overview
[ Deployment Pla

# Diagnose and solve problems

Manaqq
Propertes
wh  Owne
& Users and groups

o

Single sign-on
Provisoning

S Self-service

Security

| Single sign-on

Select a single sign-on method  He

® Disabled
Single sign-on is not enabled The

won't be able to launch the app from

".’I:. App

(cb Linked
Link to an application in the Azure
Actve Directory Access Fanel and/
Orthoe 365 application launche

3

SAML
Rich and secure authentication 1o
applications using the SAML (Seourity

Assertian Markup Language) protocc

The SAML-based Sign-on page opens, displaying the Basic SAML Configuration section.
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SAML-based Sign-on

&« T Upload metadata file ) Change single sign-on mode = Test this application 7 Got feedback?

Set up Single Sign-On with SAML

Read the configuration guide 7 for help integrating Mitel Connect Doc.

o Basic SAML Configuration Vd
Identifier (Entity |D) Required
Reply URL (Assertion Consumer Service UR  Required
L
Sign on URL Required
Relay State Optional
Logout Url Optional

e User Attributes & Claims &
givenname user.givenname
surname user.sumame

=2l emailaddress user.mail
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2. To access the Single Signh-On configuration dialog box in the Mitel Administration, you must do the
following:

a. Navigate to the Account Information page of the customer account with which you want to enable
the integration.

b. In the Integrations section, click + Add new. A pop-up screen displays the Integrations panel.

c. Click the 3rd party tab. A list of supported third-party applications is displayed. Click the Add button
associated with Single Sign-On, and click Done.

Integrations

1+

ﬂ Single Sign-0n A4

N Adure A0 Synd

f:l Micresoft Office 365

& Microsoft Teams 7

The Single Sign-On is enabled for the customer account and is added to the Integrations section
of the Account Information page.

d. Click Complete setup.

Single Sign-On Complete setup

The Single Sign-On configuration dialog box opens.

Mitel Administration User Guide




Mitel Administration Integrations

Single Sign-On

Enable Single Sign-On (SSO) to allow your users to sign into Mitel
applications using their enterprise username and password, Visit our

ntegration

or detailed instructions on how to configure single sign-on
with your specific provider.

Step 1

Fill in the name of your Identity provider (IDP).
ity Provider (IDP) *

To ensure that S50 with your IDP is successful, please validate and test in your own IT
sandbox prior to deploying.

Step 2

Copy and paste these values where needed in your Identity provider

Mitel identifier (Er . Co)
https://authentication.us.dev.api.mitel.io/2017-09-01/sa... Adek
Aply URL (Assertion Consumer Sarvice - By
https://authentication.us.dev.api.mitel.io/2017-09-01/sa...
Step 3
Fill in these values from your Identity provider integration.
i L
IDF tifier (E
le E ] to w
Optional Mitel credentials
[J Enable Mitel Credentials {Optional)
Note that this will show the option to all users on login. You will alse need to
manually send a ‘Welcome email' to all users who you would like to give a Mitel
Application account to,
Ll -

e Note:

» All users even SSO only users are required to complete the welcome email process.

» Mitel recommends that the Enable Mitel Credentials (Optional) check box in the Optional
Mitel credentials section is not selected. Select this check box only if you want the user to
log in to the CloudLink application using the Mitel credentials in addition to the single sign-on
option.

» If a CloudLink User is set as Admin in the CloudLink Portal they will always be offered the
option to sign in using the Mitel credentials in addition to the single sign-on option.
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3.
In the Azure portal, from the SAML-based Sign-on page, click the Edit icon (j) in the Basic SAML
Configuration section. The Basic SAML Configuration panel opens.

Basic SAML Configuration

Identifier (Entity ID) Required
Reply URL {Assertion Consumer Service UR Required
]

Sign on URL Required
Relay State Op |

Logout Url

4. Copy the URL from the Mitel Identifier (Entity ID) field in the Mitel Administration and paste it into the
Identifier (Entity ID) field in the Azure portal.

5. Copy the URL from the Reply URL (Assertion Consumer Service URL) field in the Mitel
Administration and paste it into the Reply URL (Assertion Consumer Service URL) field in the Azure
portal.

Basic SAML Configuration

Identifier (Entity I1D) +
The defouts identifier widl be the gudience of the SAML respanse for IDP-initisted 550

Patterns: o

Reply URL {Assertion Consumer Service URL) +

The defauft reply URL will be the destination in the SAML response for IDP-initiated 550

—

Patterns: -

Single Sign-On

Enable Single Sign-On (550) to allow your users to sign into Mitel
applications using their enterprise username and password. Visit our
integration guide for detailed instructions on how to configure single sign-on
with your specific provider.

Step 1

Fill in the name of your Identity provider (IDP).

To ensure that S50 with your IDP is successful, please validate and test in your own IT

sandbox prior to deploying

Step 2

Copy and paste these values where needed in your Identity provider

Mitel Idem ty ID)
T i . Copy,
https.//authentication.us.dev.api.mitel.io/2017-09-01/sa...
Reply URL (Assertion Consumer Service URL)
x Copy

https://authentication.us.dev.api.mitel.io/2017-09-01/sa...
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6. In the Sign on URL text box, type the following URL:

https://accounts.mitel.io - to use the Mitel Administration as your default Mitel application.

Sign on URL* O

Enter a sign on URI

Patterns: https://portal sharetelsky.com, https://teamwork.shoretel.com

0 Note:

The default Mitel application is the application accessed when a user clicks the Mitel Connect tile in
the Access Panel. This is also the application accessed when performing a test setup from Azure
AD.

7. —
Click Save in the Basic SAML Configuration panel.
8. In the SAML Signing Certificate section on the SAML-based sign-on page in the Azure portal, click
Download beside Certificate (Base64) to download the Signing Certificate. Save the certificate on
your computer.

SAML Signing Certificate &
Status Active

Thumbprint 8A4BFBEFI31FAEBTSCAC2TATF4TB10384F11A475

Expiration 6/11/2023, 7:56:09 PM

MNotification Emai amith@cloudlinkdev.com

App Federation Metadata Ur https://login.microsoftonline.com/delc8de3... E
Certificate (Basebd) ._J',Jx'.'w!n;idl

Certificate (Raw) Download

Federation Metadata XML Download

9. Open the Signing Certificate file in a text editor, copy all data in the file, and then paste the data into the
Signing Certificate field in the Mitel Administration.
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o Note:

If you have more than one certificate, it is recommended that you paste them one after the other.

Step 2

Fill in these values from your Azure AD integration.
Sign-in URL *

IDP Identifier (Entity ID) *

Signing Certificate(s)
Your provider's public key in PEM format. If you need to include
multiple, paste them one after the other. *
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10. In the Set up Mitel Connect section on the SAML-based sign-on page of the Azure portal, do the
following:

a. Copy the URL from the Login URL field and paste it into the Sign-in URL field in the Mitel
Administration.

b. Copy the URL from the Azure AD Identifier field and paste it into the IDP Identifier (Entity ID) field
in the Mitel Administration.

Set up Mitel Connect Doc

You'll need to configure the application to link with Azure AD.

Login URL ‘ https://login.microsoftonline.com/de0c8de3... 1@—
Azure AD Identifier ‘ https://sts.windows.net/de0cBde3-bf07-456... ‘
Logout URL ‘ https://login.microsoftonline.com/commony... ‘E

View step-by-step instructions

Step 2

Fill in these values from your Azure AD integration.

Sign-in URL *

IDP Identifier (Entity ID) *

Signing Certificate(s)
Your provider's public key in PEM format. If you need to include
multiple, paste them one after the other. *

11. Click Save on the Single Sign-On panel in the Mitel Administration.

Create an Azure AD Test User

This section describes how to create a test user named John Smith in the Azure portal.

1. In the Azure portal, from the left pane, navigate to Azure Active Directory > Users > All users.

Manage &
£ Azure Cosmos DB - ;

& Users aa All users (Preview)
R virtual machines

& Groups g Deleted users

&P Load balancers

Passward reset
= Storage accounts

4 Roles and administrators 9% User settings
£ Virtual netwaorks

& Administrative units (Preview) 4 Diagnose and solve problems
I B Azure Active Directory ]
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2. Click New user at the top of the screen.

—+ New user | + New guest user D Bulk activities

3. In the New user details page that opens, enter the following details:

a. In the User name field, type JohnSmith@<yourcompanydomain>.<extension>.

For example: JohnSmith@miteldocs.com
b. In the Name field, type John Smith.

c. Select the Show Password check box, and then write down the auto-generated password that
is displayed in the Initial password box. You can also choose to create your own password by
selecting the Let me create the password check box.
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o Note:

This is the password a user must provide to log in to the Azure portal for the first time.

d. Click Create.

New user X

miteldocs (Default Directory)

7 Got feedback?

Identity
User name * (O | JohnSmith J@ miteldacs.com v JE
The domain name | need isn't shown here

Name* (O | lohn Smith ]
First name [ l
Last name | |
Password

@ Auto-generate password

O Let me create the password
Initial password | Tasug997 g

n Show Password

Groups and roles
Groups 0 groups selected

Roles User

Assign the Azure AD Test User

This section describes how to enable John Smith to use Azure single sign-on by granting access to Mitel
Connect.
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1. In the Azure Active Directory panel, select Enterprise applications. The All applications page
opens, displaying a list of applications in your Azure AD tenant.

. Roles and administrators Manage

s

& Administrative units (Preview) | g All applications

Application proxy

% Enterprise applications

O Devices €88 User settings

. App registrations B Collections

2. In the applications list, click Mitel Connect. The Mitel Connect Overview page appears.

<+ MNew application == Columns 7 Got feedback?

G Iry out the new Enterprise Apps search preview! Click to enable the preview. —»

E Microsoft Teams f496e711-1009-440d-a cc15fd57-2c6c-4117-a8...
I (el Mitel Connect http:/fwww.mitel.com b6d31738-de3f-449¢c-a... al2cla?2-4c0a-407e-b..
[l Mitel Connect Doc htp://www.mitel.com 101b7968-7cf5-4942-8...  c4499ea9-d571-4dde-b..

3. In the menu that appears, click Users and groups. The Users and groups page opens.

g2 Mitel Connect | Overview %

Enterprise Application

L

i Overview Properties

m Deployment Plan D Name ©
A Diagnose and solve problems | Mitel Connect

Application ID @

Copy to dipboard

Manage
[ a12c1a72-4c0a-407e-bads-.. 0 |
' Properties —
e 1O
&8 Oviners | b6d31738-de3f-449c-ae0f-.. ]

I& Users and groupsl

Getting Started
o] Single sign-on

@ Provisioning

€ Self-service - 1. Assign users and groups
vy ] group

4. Click Add user and then click Users and groups in the Add Assignment page that opens.

Add Assignment

miteldocs (Default Directory)

Users and groups

None Selected
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5. In the Users and groups page that opens, select John Smith in the Users list and then click Select at
the bottom of the screen.

Users and groups X

| £ john smith

B John Smith -
Joh th@

Selected items

: - Remove
JohnSmith@ miteldocs.com

6. By default, the role of a new user is Default Access. If you are expecting any role value in the SAML
assertion, select the appropriate role for the user from the list in the Select Role page, and then click
Select at the bottom of the screen.

Add Assignment

miteldocs (Default Directory)

Users and groups

None Selected

7. In the Add Assignment page, click Assign.

Add Assignment

(Default Directory)

Users and groups

1 user selected.

Create a CloudLink Test User

This section describes how to create a test user named John Smith on your CloudLink platform. Users
must be created and activated before they can use single sign-on.
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For details about adding users in the Mitel Administration, see the Managing Users topic in Mitel
Administration documentation.

Create a user on your Mitel Administration with the following details:

*  Name: John Smith

*  First Name: John

* Last Name: Smith

e Email: JohnSmith@miteldocs.com

e Note:

The user's CloudLink email address must be identical to the User Principal Name in Azure AD
portal.

Test Single Sign-On

In this section, you will test your Azure AD single sign-on configuration using the Access Panel.

When you click the Mitel Connect tile in the Access Panel, you should be automatically redirected to sign in
to the CloudLink application you configured as your default in the Sign on URL field. For more information
about the Access Panel, see Introduction to the Access Panel.

Renewing a SAML Signing Certificate in Azure:

Renewing the SAML Signing Certificate updates the digital certificate used for secure communication
inSingle Sign-On (SSO) setups, ensuring continued security and validity.

o Note:

If Azure/Entra is configured, it will send an email warning when the certificate is about to expire,
prompting you to update it.
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1. Navigate to the Existing Single Sign-On Setup:

* In Azure, under Enterprise applications > SSO application, click Set up single sign on > Get
started.

Set up Single Sign-On with SAML
An S50 implementation based cn federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

more.

Read the configuration guide o for help integrating MitelCloudlink $50.

o Basic SAML Configuration 2 it
Identifier (Entity ID)
Reply URL (Assertion Consumer Service URL)
Sign on URL https://accounts.mitel io

Relay State (Optional) Op
Logout Url (Optional)

e Attributes & Claims
& Edit
givenname user.givenname
surname user.surname
emailaddress user.mail
name useruserprincipalname
Unique User Identifier user.userprincipalname

o SAML Certificates

Token signing certificate

Status Active
Thumbprint
Expiration 09/02/2027, 11:34:57

Natification Email

App Federation Metadata Url
Certificate (Base64) Download
Certificate (Raw) Dowr
Federation Metadata XML Dowr

Verification certificates (opticnal) & edit
Required No

Active 0

Expired 0

2. Edit SAML Certificates:

* In the SAML Certificates window, click Edit.
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3. Renew Certificate:

SAML Signing Certificate X
Manage the certificate used by Microsoft Entra 1D to sign SAML tokens issued to your app
Save T Import Certificate A Got feedback?
Status Expiration Date Thumbprint
Active 09/02/2027, 11:34:57
n/a 19/03/2028, 15:21:33 Will be displayed on save
Signing Option Sign SAML assertion v
Signing Algorithm SHA-256 v

Notification Email Addresses

* In the SAML Signing Certificate window, click New Certificate.
» Click Save.

This ensures that a new certificate is generated and saved, which is crucial for maintaining secure
communication in your SSO setup.

4. Download the Signing Certificate:

* In the SAML Signing Certificate section on the SAML-based sign-on page in the Azure portal, click
Download beside Certificate (Base64) to download the Signing Certificate.

SAML Signing Certificate &

Status Active

Thumbprint

Expiration

MNotification Emai

App Federation Metadata Ur https://login.microsoftonline.com; E

Certificate (Basebd) Download |

Certificate (Raw)
Federation Metadata XML

» Save the certificate on your computer.
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5. Update the Signing Certificate to Mitel Administration:

a. Navigate to Mitel Administration and Click the settings (Cog) against the Single Sign-On integration.

Single Sign-On

b. Open the Signing Certificate file in a text editor.
c. Copy all data in the file.

Single Sign-On

Step 2 s

Copy and paste these values where needed in your Identity provider

Mitel Identifier (Entity ID)}
Copy.
Renlw LIR] {Assertinn Consumer Sarvics LIRLY
Copy
Step 3
Fill in these values from your Identity provider integration.
Sign-in URL*
https://login.microsoftonline.com/715bfe27-0 CLo-au i/se
DP Identifier (Entity 1D)*
https://sts.windows.net/715bfe27-0edd-4323-,
s
Z -

Optional Mitel credentials

Enable Mitel Credentials (Optional)

Note that this will show the option to all users on login. You will also need to manually send a

'CloudLink Welcome email’ to all users who you would like to give a Mitel Application account to.

d. Delete the existing contents in the Signing Certificate(s) field.
e. Paste the new data into the Signing Certificate(s) field.

4
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6 Note:

If you have more than one certificate, paste them one after the other.

f. Click Save.

The certificate is now renewed.

3.2.3 Integrating Microsoft Office 365 with Mitel
Administration

If Microsoft Office 365 integration is enabled for a customer account, users in that account can integrate
their Microsoft Office 365 account with their CloudLink applications.

Adding Microsoft Office 365 integration to a customer account

To add Microsoft Office 365 integration to a customer account:

1. Navigate to the Account Information page of the customer account.
2. In the Integrations section, click + Add new.

Integrations and Applications

Integrations +Add new

CloudLink Gateway -

@ Onboarding Complete

| Mivoice Business

Open additional festures to ses details [ @]
Available f
MicCollab [ @]
Mitel One

Requires a Mitel One subscription to use this feature < @
Available features
Single Sign-On Complete setup

Privileges

Delegated Authentication [ @]
Allow Guest Access [ @]

A pop-up screen displays the Integrations panel.

Mitel Administration User Guide 210



Mitel Administration Integrations

e Note:

A Mitel Partner cannot enable integrations in the Partner Account because integration with other
applications is not supported for Partner Accounts. To integrate CloudLink with other applications, a
Partner must create a customer account and enable integrations in that account. Mitel recommends
that you disable any existing integrations in the Partner Account to avail the full functionality of
CloudLink features. For more information about Partner Accounts, see Log in as a Mitel Partner.

3. Click the 3rd party tab. A list of supported third-party applications is displayed. Click the Add button
associated with Microsoft Office 365, and click Done.

Integrations

Q
Mite 3rd party
Single Sign-On
6 S50 for enterprises using a third-party Identity provider to authenticate their aad
users an Mitel's CloudLink based applications
0 Microsoft Office 365 -
Allows Mitel Cloudlink to integrate with Microsoft Office 365

4. The Microsoft Office 365 integration is added to the customer account and is displayed in the
Integrations section of the Account Information page.

Integrations

Microsoft Office 365

Status unknoen

Setup T

Enabling Microsoft Office 365 integration in a customer account

After you add the Microsoft Office 365 integration to a customer account, you must provide consent for
your CloudLink account to synchronize with your organization’s Microsoft Office 365 account to enable the
integration. The consent can be provided through Azure by a user who is an Office 365 administrator of
your organization’s Microsoft Office 365 account. To do this:
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1. Click the Setup button associated with Microsoft Office 365 in the Integrations section.

Microsoft Office 365

Status unknown

setup o

The Microsoft Office 365 configuration dialog box opens.

Microsoft Office 365

To authorize Mitel Cloudlink to work with Microsoft Office 365, consent must
be provided through Azure by a user that is an Office 365 admin.

Once consent has been given, the integration can be enabled.

If you are an Office 365 admin, click the 'Authorize on Azure’ button to grant
consent. Once you grant consent, you can enable the integration.

If you are not an Office 365 admin, copy the url and send it to an Office 365
admin. Once they give consent, you can enable the integration.

Authorize on Azure (& Copy url

Done Done and enable
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2. Further procedure depends on what admin rights the CloudLink administrator and the Office 365
administrator have.

* If the CloudLink administrator also has Office 365 admin rights:

a. Click Authorize on Azure.

Authorize on Azure [ Copy url

Done Done and enable

The Microsoft Sign in page opens.

% Microsoft
Sign in

|Emai1, phone, or Skype

No account? Create one!
Can't access your account?

Sign-in options
Back Next

b. Enter your credentials in the fields provided, and click Sign in.
c. After successful sign in, a pop-up displays what information the Mitel Administration can access.
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B® Microsoft

amith@cloudlinkdev.com

Permissions requested
Review for your organization

m Mitel Unified Collaboration (Dev)

This application is not published by Microsoft.

This app would like to:
~~ Read user calendars
v Have full access to user calendars

v Sign in and read user profile

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy

statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

d. Click Accept to grant permission. The pop-up page will redirect to the Mitel Administration and
then close automatically.

e. Return to the Microsoft Office 365 configuration dialog box. The message Office 365 consent
was successful! You can now enable this integration below. appears.

Office 365 consent was successful! You can now enable this
integration below. ©

Microsoft Office 365

To authorize Mitel Cloudlink to work with Microsoft Office 365, consent must
be provided through Azure by a user that is an Office 365 admin.

Once consent has been given, the integration can be enabled.

If you are an Office 365 admin, click the 'Authorize on Azure' button to grant
consent. Once you grant consent, you can enable the integration.

If you are not an Office 365 admin, copy the url and send it to an Office 365
admin. Once they give consent, you can enable the integration.

Authorize on Azure [ Copy url

Done Done and enable

f. Click Done and enable to enable the integration and close the dialog box. Clicking Done will
close the dialog box, but will not enable the integration.
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Microsoft Office 365
0 Last verified on: 11/10/2020 at 10:48 AM GMT+5:30

You must then enable the toggle button in the Integrations panel associated with Microsoft
Office 365 to enable the integration. The integration panel indicates successful integration as
shown in the following screenshot.

Microsoft Office 365 D
@ Last verified on: 11/10/2020 at 10:48 AM GMT+5:30 7

6 Note:

a. If you force-close the pop-up page in the preceding step iv, the Mitel Administration will not
recognize that the consent was successful.

b. If you close the Mitel Administration or the Microsoft Office365 integration dialog box
before the pop-up page in the preceding step iv closes automatically, there will be no
acknowledgment in the Mitel Administration that the consent was successful.

» If the CloudLink administrator does not have Office 365 admin rights:

a. Click Copy url to copy the URL from the Microsoft Office 365 configuration dialog box and share
the URL with your organization’s Office 365 administrator.

Mitel Administration User Guide




Mitel Administration Integrations

6 Note:

If you click the Authorize on Azure button from the Microsoft Office 365 configuration dialog
box, the Microsoft Sign in page is displayed. After you sign in, a pop-up page displays

an alert that only an Office 365 administrator can grant permission. Click Return to the
Application without granting consent to return to the Mitel Administration. The Microsoft
Office 365 dialog box displays the message Office 365 consent failed because you do not
have the access. Copy the following URL and send to an Office 365 administrator.

b. Further procedure depends on what admin rights the Office 365 administrator have.
+ If the Office 365 administrator also has CloudLink admin rights:

After the Office 365 administrator grants permission by accepting the permission request, the
pop-up page will redirect to the Mitel Administration login page. The Office 365 administrator
must then log in to the console using CloudLink administrator credentials. After successful
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login, the Mitel Administration detects that the consent was successful and displays the
following dialog box.

Microsoft Office 365 Consent Succeeded

It was detected that Microsoft Office 365 consent succeeded. You can now
enable the integration for the account.

The Office 365 administrator informs the CloudLink administrator that consent has been
granted.

If the Office 365 administrator denies permission, the pop-up page will redirect to the Mitel
Administration login page. After logging in, the Mitel Administration displays the following
dialog box.

Microsoft Office 365 Consent Failed

It was detected that Microsoft Office 365 consent failed. Consent must be given
by an Office 365 admin.

After the Office 365 administrator grants consent, click Done and enable in the Microsoft
Office 365 configuration dialog box. If the Mitel Administration has detected that the consent
was successful, the integration status will be as displayed as shown in the following image.

Microsoft Office 365 D

01

a‘ Last verified on: 11/10/2020 at 10:48 AM GMT+5:30

+ If the Office 365 administrator does not have CloudLink admin rights:

After the Office 365 administrator grants permission by accepting the permission request,
the pop-up page will redirect to the Mitel Administration login page. Because the Office 365
administrator cannot log in to the Mitel Administration, the console does not detect whether
the consent is successful or not. However, the Office 365 administrator can inform the
CloudLink administrator that consent has been granted.

After the Office 365 administrator grants consent, click Done and enable in the Microsoft
Office 365 configuration dialog box. If the Mitel Administration could not detect whether the

Mitel Administration User Guide




Mitel Administration Integrations

consent was successful or not, the integration status will be as displayed as shown in the
following image.

Microsoft Office 365 = D

Status unknown

Removing Microsoft Office 365 integration from a customer account

You can remove an existing Microsoft Office 365 integration from a customer account using one of the
following methods:

Click the @r icon associated with the integration in the Integrations panel. The Microsoft Office 365
integration will be removed from the customer account.

» Click the Remove button from the Microsoft Office 365 configuration dialog box. To access the dialog
box, do either of the following:

» If the integration is added but not enabled, click the Setup button associated with the integration in
the Integrations panel. The dialog box opens.

If the integration is added and enabled, click the @ icon associated with the integration in the
Integrations panel.

From the Remove Office 365 Integration confirmatory panel than opens, click Remove integration to
remove the integration. Clicking Cancel cancels the operation.

Remove Office 365 Integration

This integration will be removed for all end users. Please note that this does not
affect the status of the integratian inside of Azure.
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» Disable the toggle button associated with the Microsoft Office 365 integration in the Integrations
panel. From the Remove Office 365 Integration confirmatory panel than opens, click Remove
integration to remove the integration. Clicking Cancel cancels the operation.

Remove Office 365 Integration

This integration will be removwved for all end users. Please note that this does not
affect the status of the integratian inside of Azure.

Cancel Remove integration

3.2.4 Integrating Twilio with Mitel Administration

You can configure integrations with Twilio using Mitel Administration.

If Twilio integration is enabled for a customer account, users in that account can integrate their Twilio
account with their CloudLink applications.

Adding Twilio integration to a customer account

To add Twilio integration to a customer account:

1. Click Accounts from the left main menu. The Account Information page of the customer account
opens.

2. In the Integrations section, click + Add new.

A pop-up screen displays the Integrations panel.

o Note:

Mitel Partner cannot enable integrations in the Partner Account because integration with other
applications is not supported for Partner Accounts. To integrate CloudLink with other applications, a
Partner must create a customer account and enable integrations in that account. Mitel recommends
that you disable any existing integrations in the Partner Account to avail the full functionality of
CloudLink features. For more information about Partner Accounts, see Log in as a Mitel Partner.

3. Click the 3rd party tab. A list of supported third-party applications are displayed. Click the Add button
associated with Twilio and click Done.

4. The Twilio integration is added to the customer account and is displayed in the Integrations section of
the Account Information page.

Enabling Twilio integration in a customer account
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After you add the Twilio integration to a customer account, you must provide required details for your
CloudLink account to synchronize with your organization's Twilio account to enable the integration. To do
this:

1. Click the Complete Setup button associated with Twilio in the Integrations section. The Twilio
configuration dialog box opens.

2. Enter a name for the Twilio account integration.

3. Enter the Account SID. (This information is from Twilio account of the customer).
4. Enter the Auth Token. (This information is from Twilio account of the customer).
5. Click Save.

Removing Twilio integration from a customer account

You can remove an existing Twilio integration from a customer account, to do so, complete the following:

1. Disable the toggle button associated with the Twilio integration in the Integrations panel.

2. From the Remove Twilio Integration confirmatory panel than opens, click Remove integration to
remove the integration. Clicking Cancel cancels the operation.

3.2.4.1 Integrating WhatsApp, Facebook, and SMS
through Twilio for Mitel CX

This integration enables the flow of messaging between contact center agents and customers using

channels, such as, WhatsApp, Facebook Messenger, and SMS, through CloudLink-enabled Chat Media
Servers.

Adding a Channel

To add a new channel, complete the following steps:

1. Click Integrations & Apps from the left navigation menu. Scroll to the Integrations panel, click Z icon
associated with Twilio. The Twilio management page is displayed.

o Note:

The Twilio option is available only if Twilio integration is enabled for the customer account.

2. Click Add Channels button to create a new connection to WhatsApp, Facebook, or SMS. The New
Channel dialog appears.
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3. Select the Channel type from the dropdown list - WhatsApp Business, SMS, Facebook Messenger.

a. If you are adding WhatsApp Business channel, use the checkbox to select the Phone Number to
send the WhatsApp message to.

b. Paste the Queue ID from the Chat Queue associated with the CloudLink-enabled Chat Media
Server.

o Note:

To locate the Queue ID, go to YourSite explorer, select the Chat Queue that is associated with
the CloudLink-enabled Chat Media Server. Click the Queue Tools tab, and click Copy queue
ID button.

c. Click Create to create the channel. The new channel is added to the Configured Channels list.

a. If you are adding SMS channel, use the checkbox to select the Phone Number to send the
message to.

b. Paste the Queue ID from the Chat Queue associated with the CloudLink-enabled Chat Media
Server.

c. Click Create to create the channel. The new channel is added to the Configured Channels list.

a. If you are adding Facebook Messenger channel, manually locate and add the names of the
Facebook page(s) in the Page field.

b. Paste the Queue ID from the Chat Queue associated with the CloudLink-enabled Chat Media
Server.

c. Click Create to create the channel. The new channel is added to the Configured Channels list.

e Note:

After the Twilio channel is created in Mitel Administration, the Twilio administrator must manually copy
and paste the new webhook URL into the Twilio administrative portal for WhatsApp and Facebook
Messenger. See Adding webhook URL into Twilio administrative portal on page 221. However, the
webhook URL for SMS is automatically added to the Twilio administrative portal.

Adding webhook URL into Twilio administrative portal

The Twilio interface has not automated adding the webhook URL of the newly created WhatsApp and
Facebook Messenger channels automatically, complete the following steps to add the webhook URLs:

1. Navigate to Integrations & Apps > Integrations > Twilio. Click . The channel configuration page
opens.
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2. From the list, in the social.webhook column, hover over the webhook to display the pop-up containing
the full URL.

3. From the pop-up, copy the URL text and send it to the Twilio administrator. Instruct the administrator
to paste the URL into the Webhook URL for incoming messages field within the Twilio Endpoint
configuration section. Then, ensure that the Webhook method for incoming messages dropdown is
set to HTTP POST.

6 Note:

The Fallback URL for incoming messages and Status callback URL fields are not supported at
this time. Leave these fields blank to prevent unnecessary messages from being sent.

Deleting a Channel

To delete a channel, complete the following steps:

1. Click Integrations & Apps from the left navigation menu. Scroll to the Integrations panel, click Z icon
against Twilio. The Twilio management page is displayed.

2. Select the channel(s) you want to delete using the checkbox, click Delete Selected. The Delete
Channel(s) confirmation pop-up is displayed.

3. Type confirm in the Type 'confirm’ field in the pop-up. Click Delete. The selected channel(s) is
deleted.

3.2.4.2 Integrating SMS through Twilio for MiCollab

This integration enables the flow of messaging between contact center agents and customers using SMS
through CloudLink-enabled Chat Media Servers.

Prerequisites

Before enabling the SMS feature, activate the following features on the Mitel Administration portal:

* CloudLink Chat
* Guest Access

@ Important:

It is recommended that the partner/customer register their brand with Twilio for A2P messaging from
the Trust Hub.

Enabling SMS and assigning provider numbers from Mitel Administration

To enable the SMS feature for a MiCollab account, proceed with the following steps:
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1. From the Mitel Administration, click Integrations & Apps from the left navigation menu.
2. In the Integrations section, click +Add new.

A pop-up screen displays the Integrations panel.

3. Select the 3rd party tab. A list of supported third-party applications is displayed. Click the Add button
associated with Twilio and click Done.

The Twilio integration is added to the customer account and is displayed in the Integrations section of
the Account Information page.

4. To configure the Twilio integration within the Mitel Administration, you need to access the Twilio console
to retrieve the Account SID and Auth Token.
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Enabling Twilio integration in a customer account

After you add the Twilio integration to a customer account, you must provide required details for your
CloudLink account to synchronize with your organization's Twilio account to enable the integration. To do
this:

1. Click the Complete Setup button associated with Twilio in the Integrations section. The Twilio
configuration dialog box opens.

2. Enter a Name for the Twilio account integration.

3. Enter the Account SID (enter the information retrieved from Twilio console).
4. Enter the Auth Token (enter the information retrieved from Twilio console).
5. Click Save.

Integrating SMS

After a successful integration, you can assign Twilio phone number for MiCollab SMS. To do this:

Mitel Administration User Guide




Mitel Administration Integrations

1. Click Integrations & Apps from the left navigation menu. Scroll to the Integrations panel, click icon &
associated with Twilio.

The Twilio management page is displayed. This page displays a MiCollab entry in the table.
2. Select phone numbers that can be used within the MiCollab SMS Feature and click the Edit button. A
list of active phone numbers configured in Twilio is displayed.

3. Select or search for the phone numbers from the Phone Number drop-down list.

o Note:

If the phone numbers are actively used in the stream, a message "in-use" is displayed next
to it. These phone numbers cannot be de-selected. To de-select, the phone number must be
deactivated within the MiCollab Stream. Removing

4. Click Save.

The numbers are assigned to MiCollab SMS.
Enable Guest Access from Mitel Administration

1. From the Mitel Administration, click Integrations & Apps from the left navigation menu.
2. In the Privileges panel, enable Allow Guest Access if it is not enabled.

Removing Integration

To remove the Twilio integration, all phone numbers associated with the MiCollab product must NOT be in-
use. If the phone numbers are in-use, a dialogue appears to indicate that the numbers are actively being

used.

3.2.5 Integrating CM.com with Mitel Administration

If CM.com integration is enabled for a customer account, users in that account can integrate their CM.com
account with their CloudLink applications.

Adding CM.com integration to a customer account

To add CM.com integration to a customer account:

1. Click Accounts, Account Information page of the customer account opens.
2. In the Integrations section, click + Add new.

A pop-up screen displays the Integrations panel.
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6 Note:

A Mitel Partner cannot enable integrations in the Partner Account because integration with other
applications is not supported for Partner Accounts. To integrate CloudLink with other applications, a
Partner must create a customer account and enable integrations in that account. Mitel recommends
that you disable any existing integrations in the Partner Account to avail the full functionality of
CloudLink features. For more information about Partner Accounts, see Log in as a Mitel Partner.

1. Click the 3rd party tab. A list of supported third-party applications are displayed. Click the Add button
associated with CM.com and click Done.

2. The CM.com integration is added to the customer account and is displayed in the Integrations section
of the Account Information page.

Enabling CM.com integration in a customer account

After you add the CM.com integration to a customer account, you must provide required details for your
CloudLink account to synchronize with your organization's CM.com account to enable the integration. To
do this:

1. Click the Complete Setup button associated with CM.com in the Integrations section. The CM.com
configuration dialog box opens.

2. Enter a name for the CM.com account integration.

3. Enter the CM.com Account Id. (This information is from CM.com account of the customer).
4. Enter the Product Token. (This information is from CM.com account of the customer).

5. Click Save.

Removing CM.com integration from a customer account

You can remove an existing CM.com integration from a customer account, to do so, complete the following:

1. Disable the toggle button associated with the CM.com integration in the Integrations panel.

2. From the Remove CM.com Integration confirmatory panel than opens, click Remove integration to
remove the integration. Clicking Cancel cancels the operation.

3.2.5.1 Integrating WhatsApp, Facebook, and SMS
through CM.com
This integration enables the flow of messaging between contact center agents and customers using

channels, such as, WhatsApp, Facebook Messenger, and SMS, through CloudLink-enabled Chat Media
Servers.
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Adding a Channel

To add a new channel complete the following steps:

1. Click Integrations & Apps from the left navigation menu. Scroll to the Integrations panel, click :
against CM.com. The CM.com management page is displayed.

o Note:

The CM.com option is available only if CM.com integration is enabled for the customer account.

2. Click Add Channels button to create a new connection to WhatsApp, Facebook, or SMS. The New
Channel dialog appears.

3. Select the Channel type from the dropdown list - WhatsApp Business, SMS, Facebook Messenger.

a. If you are adding WhatsApp Business or SMS channel, use the checkbox to select Phone Number
to send the WhatsApp message or SMS.

b. Select the Queue from the drop-down list.

o Note:

The dropdown list of Chat Queues is being pulled from MiCC-B, if MiCC-B version is 10.1 or
higher and the CloudLink Daemon is running on it.

0 Note:

If Mitel CX- version is below 10.1, you need to locate the Queue ID. To locate the Queue ID, go
to YourSite explorer, select the Chat Queue that is associated with the CloudLink-enabled Chat
Media Server. Click the Queue Tools tab, and click Copy queue IDbutton.

c. Click Create to create the channel. The new channel is added to the Configured Channels list.

a. If you are adding Facebook Messenger channel, select the Page from the list of pages available
from the dropdown. You can select more than one page.
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6 Note:

These pages are automatically added to the dropdown list from the configured Facebook
Business pages in CM.com.

b. Paste the Queue ID from the Chat Queue associated with the CloudLink-enabled Chat Media
Server.

c. Click Create to create the channel. The new channel is added to the Configured Channels list.

o Note:

Once the channel is created, the CloudLink generated webhook URL is automatically added to the
CM.com channel configuration.

Deleting a Channel

To delete a channel, complete the following steps:

1. Click Integrations & Apps from the left navigation menu. Scroll to the Integrations panel, click “icon
against CM.com. The CM.com management page is displayed.

2. Select the channel(s) you want to delete using the checkbox, click Delete Selected. The Delete
Channel(s) confirmation pop-up is displayed.

3. Type confirm in the Type 'confirm’ field in the pop-up. Click Delete. The selected channel(s) is
deleted.

3.2.6 Provisioning Users from Azure Active Directory into
CloudLink

CloudLink supports automatic provisioning of users from Azure Active Directory (Azure AD) into the
CloudLink database. For this, the user data in this directory is synchronized with the CloudLink database
using System for Cross-domain Identity Management (SCIM). This enables a Mitel Partner or an Account
Admin to manage the users and application services in Azure AD and have them provisioned into the
CloudLink database, which minimizes data entry and administration tasks.
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0 Note:

For MiVoice Office 400, Mitel recommends the Active Directory (AD) integration to be configured
through Mitel Open Interface Platform (OIP) as this method is used as a directory integration rather
than the user creation. This allows all PBX users access to all the imported contacts, provided PBX
extended search is enabled in the Contacts (Web client) or Contacts (Mobile client). For more details
about AD integration using Mitel OIP, see Mitel Open Interfaces Platform - System Manual

Prerequisites

To configure provisioning of users from Azure AD into CloudLink, the Mitel Partner or Account Admin:

e Must have:

* An Azure AD subscription

If you do not have an Azure AD environment, you can get a free account.
* A Mitel CloudLink account.

* The user ID, email address, mobile number, phone number, extension number, and login ID, must be
unique while importing users from Azure AD into CloudLink.

In this document, it is assumed:

* The Azure AD environment and Azure accounts setup are available.
» The administrator has good knowledge of cloud technologies, especially, Microsoft Azure.
» The Azure integration with CloudLink is approved by the customer’s IT or equivalent department.

» The connectivity between Azure and the customer premises is active and it supports real time
applications, for example, the connectivity must have low latency.

 The HTTPS and SIP/TLS protocols (highly recommended) are used in the Azure setup.

+ The NTP and DNS servers are configured and accessible from Azure, so the Mitel Administration can
access these servers during the provisioning.

Adding Azure AD Sync integration to a customer account

Provisioning users from Azure AD into a customer account in Mitel Administration requires Azure AD
Sync integration to be added to that customer account from the Mitel Administration. A Mitel Partner
or an Account Admin can add Azure AD Sync integration to a customer account by using the following
procedure:

1. Navigate to the Account Information page of the customer account.
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2. In the Integrations section, click + Add new.

Integrations and Applications

Integrations +Add new
CloudLink Gateway .
)]

@ Onboarding Complets 2 @

| Mivoice Business

Open additional festures to see details [ @)
Available features
MiCollab [ @)
Mitel One

Requires a Mitel One subscription to use this festure. B ()
Available features
Single Sign-On Complete setup ]

Privileges

Delegated Authentication [ @]
Allow Guest Access [ @)

A pop-up screen displays the Integrations panel.

e Note:

A Mitel Partner cannot enable integrations in the Partner Account because integration with other
applications is not supported for Partner Accounts. To integrate CloudLink with other applications, a
Partner must create a customer account and enable integrations in that account. Mitel recommends
that you disable any existing integrations in the Partner Account to avail the full functionality of
CloudLink features. For more information about Partner Accounts, see Log in as a Mitel Partner.
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3. Click the 3rd party tab. A list of third-party applications supported by CloudLink is displayed. Click the
Add button associated with Azure AD Sync, and click Done.

Integrations

A Azure AD Single Sign-On

5SSO for enterprises using Azure AD with Mitel's CloudLink based applications. Add
Is Azure AD Sync Add
Synchronize users between your Azure AD and Mitel's CloudLink based applications.
0 Microsoft Office 365 - Added

Allows Mitel Cloudlink to integrate with Microsoft Office 365

The Azure AD Sync integration is added to the customer account and is displayed in the Integrations
section of the Account Information page.

Integrations + Add new

Azure AD Sync Complete setup

Provisioning Users from Azure AD into CloudLink using SCIM

Provisioning users from the Azure AD to the CloudLink database using SCIM involves the following tasks:

1. Creating a SCIM application in Azure AD on page 231 — create a SCIM application to enable user
provisioning.

. Adding users to the SCIM application on page 232 — add users to the SCIM application.
. Configuring the SCIM application on page 234 — configure the SCIM settings on the application side.
. Testing the Connection on page 238 — verify that the configuration works.

. Managing the attribute mappings on page 239 — review and customize the attribute mappings that
will be synchronized with the CloudLink database during provisioning.

6. Start Provisioning on page 243 — start provisioning users to the CloudLink database.

a b~ ODN
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Creating a SCIM application in Azure AD

To create a SCIM application:

1. In the Azure portal, on the left navigation panel, click Azure Active Directory. The Azure Active
Directory panel opens.

3 virtual machines
{:} Load balancers
= Storage accounts

4-> Virtual networks

» Azure Active Directory

@ Monitor

2. In the Azure Active Directory panel, select Enterprise applications. The All applications page
opens, displaying a list of applications in your Azure AD tenant.

&, Roles and administrators Manage

& Administrative units (Preview) | &2 All applications
B Enterprise applications £} Application proxy
Ol Devices €38 User settings

B Collections

App registrations

3. Click New application. The Browse Microsoft Entra Gallery page opens.

+ New application == Columns
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4. Click + create your own application.

Browse Microsoft Entra Gallery

{ Create your own application A7 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on ($36) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuil
application here. If you are wanting to publish an application you have developed into the Microsoft Entra Gallery for ather organizations 1o discover and use, you can file a request using the process described in this article.

Search application Single Sign-cn : All User Account Management : All Categories : All

Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy On-premises application provisioning

< Microsoft Entra application prosy 1o anable secune remans Learn how 10 PUOVIGR SECUNE FeMOte aCCRSS & 9. and disting users in applications on-
P ual machine.

5. Type the name for your application (for example, Mitel CloudLink), and click Add.

Create your own application X

F!? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here,

What's the name of your app?

| Mitel CloudLink v

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

The application will be added to the Azure AD, and will be displayed in the All applications page.

Adding users to the SCIM application

This section describes how to add users in the Azure Active Directory to the SCIM application to be
provisioned to CloudLink.
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1. Access the Users and groups page in the Azure portal, by doing the following:

a. Navigate to Azure Active Directory > Enterprise applications, and select your application from
the list. The application’s Overview page opens.

b. Under the Manage section, select Users and groups.

Manage
Il Properties

s Owners

& Roles and administrators (Prev...

4 Users and groups

D Single sign-on

@ Provisioning

2. In the Users and groups page that opens, click + Add user. The Add Assignment page opens.

Users and groups

% -+ Add user

3. Click the Users and groups option. The Users and groups panel opens. From the list in the Users
and groups panel, click the users you want to add to the SCIM application, and click Select to select
these users. The selected users are listed under Selected items.

Duidboand Enterprise applications

Add Assignment

Lsars and groups

Mone Selected

Users and groups X

@ Arng

Selected items
B oo
NN ki Remave

Ry
o
mF = Remove
il
. nnnl Femove
-
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4. Click Assign to add these users to the SCIM application.

Add Assignment

cloudlinkdev (Default Directory)

Users and groups

3 users selected.

These users will be displayed in the Users and groups page.

@ Mitel CloudLink | Users and groups X

Enterprise Application

+ Add user == Columns ’ Got feedback?

@ The application will appear on the Access Panel for assigned users. Set 'visible to users?' to no in properties to =
prevent this,

| First 100 shown, to search all users & groups, enter a display name.

Display Name Object Type Role assigned

: . Tt User User
—
L | g@ nnnm User User

User User

§ nnnn

i

Configuring the SCIM application

This section describes how to configure the SCIM application in Azure AD with the parameters supplied by
the Mitel Administration to establish connection between the SCIM application and the Mitel Administration.

To configure the SCIM application, it is recommended that you open the Azure portal and the Mitel
Administration side-by-side as you will need to copy some values from the Mitel Administration to the

Azure portal.
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1. To access the Provisioning page in the Azure portal, do the following:

a. Navigate to Azure Active Directory > Enterprise applications, and select your application from
the list. The application’s Overview page opens.

b. Under the Manage section, select Users and groups.

Manage

:1' Froperties

ag Owners

& Roles and administrators (Preview)
ad  Users and groups

2 Single sign-on

& Provisioning

£ Application proxy
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2. In the Provisioning page that opens, select Provisioning Mode as Automatic from the drop-down
menu.

Provisioning

E| Save >< Discard

Provisicning Mode | Automatic ~

Manual
Use Azure AD to ma

assignment. Automatic

The Admin Credentials section is displayed.
Provisioning

E Save >< Discard

Provisioning Mode | Automatic '

Use Azure AD to manage the creation and synchronization of user accounts in Mitel CloudLink based on user and group

assignment.

s~ Admin Credentials

Admin Credentials

Azure AD needs the following information to connect to Mitel CloudLink 's API and synchronize user data.

Tenant URL * -i:}| |

Secret Token (& | |

Test Connection |
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3. Provide theTenant URL and the Secret Token. You can generate the URL and the token from the Mitel
Administration by following these steps:

a. From the Integrations section, click the Complete setup button associated with Azure AD Sync.
The Azure AD Sync configuration dialog box opens.

Azure AD Sync

Before starting ensure you have an Azure AD subscription/ account, and
have added an application object. For more information see online help.

It might be easier to have this portal and the Azure AD portal side-by-side as

you will be copying and pasting information from this portal to the Azure AD
portal.

Press the Generate keys button to create keys to copy to Azure AD SCIM
provisioning. Only generate keys as needed.

), Generate keys

e

b. Click Generate keys. The Tenant URL and the Secret Token are generated. Click Copy and paste
these values in the respective fields in the Azure AD portal.
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Azure AD Sync

Belore starting ensune you have an Azure AD subscrpbions accoant, and

have added an application object. For more information see online help

t might be easier to have this portal and the Agure AD portal side-by-side as
you will be copying and pasting information from this portal to the Azwre AD
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6 Note:

Every time Generate keys is clicked, any URL and token from a previous synchronization
become invalid and the SCIM application must be configured with new ones.

Testing the Connection

This section describes how to verify whether the configuration works, and to check whether the connection
between the SCIM application and CloudLink is successful.
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1. In the Provisioning page, within the Admin Credentials section, click Test Connection. The SCIM
application attempts to connect to CloudLink.

If the connection is successful, the following message is displayed.

V] Updating user provisioning settings
Successfully updated Mitel CloudLink

If the connection fails, the following error message is displayed. Rectify the error and test the
connection again.

0 Testing connection to Mitel CloudLink 7:02 PM

You appear to have entered invalid credentials. Please
confirm you are using the correct information for an
administrative account.

2. If the connection is successful, click Save to save the admin credentials for user provisioning. Clicking
Discard will cancel the changes.

Provisioning

Save >< Discard

Provisioning Mode | Automatic

Use Azure AD to manage the creation and synchronization of user ac

assignment.

Managing the attribute mappings

This section describes how to customize the default attribute mappings in the SCIM application that define
which user properties are provisioned from Azure AD to the CloudLink database. You can change or delete
the current attribute-mappings, or create new attribute-mappings. To do this:
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1. In the Provisioning page, click Edit attribute mappings from the Manage provisioning section.

2 Mitel CloudLink | Provisioning

Enterprise Application

5 > Start provisioning [ | Stop provisioning

ana x
i Overview

o Got a second? We would love your feedback on user

Deployment Plan provisioning.
Manage
Statistics to date
[l Properties
22 Owners ~ View provisioning details
a» Roles and administrators (Prev... ~ View technical information
4 Users and groups
View provisioning logs
D Single sign-on
@ Provisioning Manage provisioning
= Update credentials

Applicationproxy | Edit attribute mappings |

Add scoping filters
Provision on demand

C  Self-service

2. In the page that opens, expand the Mappings tab, and do the following:

+ Disable Groups mapping: You must disable the provisioning of group objects between the Azure
AD and the CloudLink database. This is required because CloudLink database does not support
provisioning group objects. To do this:

a. Click Provision Azure Active Directory Groups.

Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
[Provision Azure Active Directory Groups | Yes
Provision Azure Active Directary Users Yes

b. In the Attribute Mapping page that opens, disable the Enabled option by clicking No. Click
Save to save the changes.
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6 Note:

By default, the Enabled option will be set to Yes.

Attribute Mapping

Save X Discard

Enabled

(e G
M -

» Customize attributes : You must customize the attributes to be provisioned between Azure AD and
the CloudLink database. To do this:

a. Click Provision Azure Active Directory Users.

Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
Provision Azure Active Directory Groups Yes
| Provision Azure Active Directary Users | Yes

The Attribute Mapping page opens, displaying the list of default attributes in Azure AD.
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Attribute Mapping

C sove X

Attribute Mappings
Attribute mappings define how attributes are P rween Azure A Jirectory and customa

Azune Active Directory Attribute customappsso Attribute Matching precedence Remave

E

JooGoaa0

b. You can choose to retain the default attribute mappings to be provisioned to the CloudLink
database. You can also add new attribute mappings by clicking Add New Mapping. To delete a
default attribute mapping, click the Delete option associated with the attribute.

You must ensure that the following conditions are met when you review the attributes to be
provisioned between Azure AD and the CloudLink database.

» The following attributes listed under customappsso Attribute are mandatory and must not be
deleted.

+ userName
+ one among displayName, name.givenName, or name.familyName
+ emails[type eq "work"].value

» CloudLink requires valid users to have an email address. To facilitate this requirement during
provisioning, you must make sure that the attribute type emails[type eq "work"].value under
customappsso Attribute is mapped to the attribute type under Azure Active Directory
Attribute that contains the user’s email address in Azure directory.

* In addition to the mandatory attributes mentioned above, CloudLink supports the following
attributes listed under customappsso Attribute. You must select only the following attributes.

+ active

+ externalld

+ emails[type eq "other"].value

*  phoneNumbers[type eq "mobile™].value
+  phoneNumbers[type eq "work"].value

*  phoneNumbers[type eq "other"].value

* roles[primary eq "True"].value

« all attributes related to addresses, MiCollab supports only the attributes related to
the "work" type addresses.
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6 Note:

* In Azure AD, if you clear or leave blank any of the user details fields that is mapped to
an attribute, the field will not be provisioned because Azure AD provisioning service
does not support provisioning null values. For more information about attribute
mapping properties, see Azure documentation.

» If you remove any attribute mapping in the Azure AD after you start provisioning, the
modification will not be updated in the CloudLink database automatically.

¢ The Phone numbers must be in E164 format.

c. After you customize the necessary attribute mappings, click Save to save the changes. Clicking
Discard will cancel the changes.

Start Provisioning

After you define the attributes, you must initiate the provisioning. To do this:
1. Access the Provisioning page in the Azure portal, by doing the following:

a. Navigate to Azure Active Directory > Enterprise applications, and select your application from
the list. The application’s Overview page opens.

b. Under the Manage section, select Provisioning.

Manage
il Properties
s CWners

&tz Roles and administrators (Preview)

as  Users and groups

2 Single sign-on

¥ Application proxy
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2. In the Provisioning page that opens, click Start provisioning.

Provisioning

> start provisioning [] stop provisionin g 5

o Got a second? We would love your feedback on use

The Azure AD provisioning service runs an initial provisioning cycle. After the cycle is complete, the
status of the cycle will be displayed in the Provisioning page as shown in the following screenshot.

Provisioning

sioning Oa Stop provisioning ¢ Restart provisioning & Edit provisioning 5, Provisicn on demand (D Refresh

0 Got a second? We would love your feedback on user provisioning. —#

Current cycle status Statistics to date

Incremental cycle completed. : AR 7
b P ~ View provisioning details
100% complete

~  Wiew technical information

Users

4

View provisioning logs

The Current cycle status shows the completion status. This section also displays the number of users
provisioned.

The initial provisioning cycle is followed by periodic incremental cycles. The incremental cycles happen
every 40 minutes. For more information about provisioning cycles, see the Azure documentation.

e Note:

If errors occur during a provisioning cycle, the synchronization is retried in the next cycle. If the
errors continue to occur, then the retries will occur at a reduced frequency, that is, the frequency of
scheduled provisioning will decrease. For more information, see the Azure documentation.
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After the initial cycle is completed, you have the following options to manage the provisioning:

» Stop provisioning: Click this option to stop the provisioning process.

* Restart provisioning: Click this option to trigger the provisioning run manually without waiting for the
next scheduled run.

« Edit provisioning: Click this option to edit the current configuration or to customize the attribute
mappings.

» Provision on demand: Click this option to provision any changes to a single user. This is done
manually. You can also use this option to validate and verify that the changes made to the configuration
were applied properly and are being correctly synchronized with the CloudLink database.

Deleting a User with Phone Conflict

This feature allows administrators to search for users with phone number conflicts and delete them,
including both active and inactive users.

1. Navigate to the Users page.

0 Note:

For accounts with AD Sync integration, a link—'Click here if you have an AD Sync phone
number conflict'—appears at the top of the Users page.

Users

Q @ _Add Filter

Click here if you have an AD Sync phone number conflict

O NAME EMAIL ADDRESS
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2. Select the Click here if you have an AD Sync phone number conflict link.

The Phone Number Conflict Search dialog box appears.

Phone Number Conflict Search

If you received an error regarding a phone number already in use when
tr',:lr:g ({a] Sync d user FI’O!‘!T AZure, You can search :‘cr this user I:I')-' phone
number here.

Enter the phone number and click the Search button. If the user is found,
you will be given the option to delete it.

Search

3. Enter the phone number in the search box.
4. Click Search.

The user appears at the bottom of the search box.

Phone Number Conflict Search

If you received an error regarding a phone number already in use when
tryin sync a user from Azure, you can search for this user by phone
number here.

Enter the phone number and click the Search button. If the user is found,
you will be given the option to delete it.

Search

-'."-"."|

The following user was found with the specified phone number. The user
can be deleted by pressing the Delete button.

USERNAME Status: ACTIVE
Username: sl .com Phone: 2000

=

5. Verify the user.
6. Click Delete to remove the user.

3.2.7 Microsoft Teams Integration

Mitel provides the CloudLink to MS Teams Presence integration feature, which enables users to know the
availability status of the users in the CloudLink account as part of their MS Teams presence. This is called
a Unidirectional presence. This feature has now been expanded to enable the synchronization of Microsoft
Teams presence of a user with their MiCollab client through CloudLink, and this is known as Bi-directional
synchronization.
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After the presence sync is enabled for users, the presence status displayed in MS Teams will be a
combination of users' presence from the MS Teams clients and MiCollab presence.

3.2.7.1 Unidirectional presence

The integration of CloudLink to MS Teams presence of a user known as Unidirectional synchronization.
To achieve this presence synchronization from CloudLink to MS Teams, follow the procedures that have
been detailed out in this chapter. Following are the instructions for integrating Microsoft Teams with Mitel
Administration.

Prerequisites
To configure Microsoft Teams integration with a CloudLink customer account, you must have:

» Gateway integration enabled. Depending on the PBX type, see the following documents for more
information:

* MiVoice Office 400: Configure MiVoice Office 400 PBX

* MiVoice Office 5000: CloudLink Deployment Guide with MiVoice 5000

* MiVoice Business: CloudLink Integration with MiVoice Business Deployment Guide
*  MX-ONE: Deployment Guide with MX-ONE

o Note:

The email address of a user configured in the selected PBX must match the primary email
address or the user principal name of the user in Azure AD.

Integrating Microsoft Teams with a Customer Account

To integrate Microsoft Teams with a customer account, perform the following steps:

1. Log in to the Mitel Administration on page 1.

2. Access the Integrations panel from Accounts Information page or from Integrations & Apps option.
For more information about accessing Integrations panel and adding integration to a customer account
see, Adding an integration to a customer account on page 88.

3. In the Integrations panel, click + Add new. A pop-up screen displays teh available integrations.

Mitel Administration User Guide



https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Gateway/EN/HTML5/index.html#t=Technology/CloudLink/All_Releases/CloudLink_Gateway/Content/Configure_MiVO400.html
https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/cloudlink-deployment-guide-with-mivoice-5000
https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/mivoice-business-cloudlink-integration-with-mivoice-business-deployment-guide
https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/cloudlink-deployment-guide-with-mivoice-mx-one

Mitel Administration Integrations

4. Click the 3rd party tab. A list of supported third-party applications is displayed. Click the Add button
associated with Microsoft Teams, and click Done.

Imtegrations

[+]

i
ﬂ Single Sign-On A
. i, SR S e A PR e S i R DT rd

f:l Microsoft Office 365 P

#  Microsoft Teams

The Microsoft Teams integration is added to the customer account and is displayed in the Integrations
section of the Account Information page.

Microsoft Teams Complete setup

5. Click Complete setup. The Microsoft Teams Integrations dialog box is displayed.

Microsoft Teams Integration

Please enter the tenant and client information.

MNote: Mame your integration the same value you supplied in the
‘Description’ fleld of the client secret in Azure,

Jame

Tenant Id *
Application (Client) Id *
Client 57.'—.:.':"-.":-|LI:_ .

il Remove cancel
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6. To create Name, Tenant Id, Application (Client) Id, and the Client Secret (Value), you must create
an Enterprise application. To create an Enterprise application, log in to Azure portal and click App
registration > New registration. The Register an application page is displayed.

Microsoft Azure L Search resources, services, and docs [G+/)

Home » App registrations

Register an application

* Name

The user-facing display name far this application (this can be changed later).

l

Supported account types

Who can use this application or access this API?

':.\' Accounts in this organizational directory only {Default Directory only - Single tenant)

(:) Accounts in any arganizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.q. Skype, Xbox)

{__) Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this LRI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies

7. Enter the Name for the application and select the Accounts in this organizational directory only
(Default Directory only — Single tenant) option under Supported account types.
8. Click Register to register the application.
9. Navigate to API permissions in the left navigation panel and click +Add a permission. The Request
API permissions page is displayed.
10. Click Microsoft Graph and then select Application permissions.
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11. Enable the User.Read.All, and Presence.ReadWrite.All permissions as shown in the following

images.

Il

O] e O O

Request APl permissions

> TeamsTab

> UserAuthenticationdMethod
> UserMotification

> UsershiftPreferences

" User (1)

User,Export.All (D

Export user's data

User.lnvite.all ()

Invite guest users to the organization
User.Manageldentities.all &
Manage all users' identities
User.Read.all (0

Read all users’ full profiles
User.ReadWrite.all (D

Read and write all users’ full profiles

Yas

Yes

Yes
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Request APl permissions X

Al APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs o

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemaon without a
sagned-in user.

Select permissions expand all

£ Presen < |

Permission Admin consent required

' Presence (1)

Presence ReadWrite All (D
u Yes

Read and write presence information for all users

Add permissions Discard

12. Click Grant admin consent for XXXX (directory name) and click Yes to grant consent.

Grant admin consent confirmation,

Doy s want v grant consent lor the requested peamissions far all accounts in Defaul? Directony? This will update any easting admin consent reconds tis application already has 1o match what s
listed belows

. -

Configured permissions
AEphcatang 20 atharmed 10 Call AP whea Thay Jne Grented parmissions by USeTL/sIming 35 parm af the consent pracess, The ket of configured permissions shoikd miclade

ol the pesrrissions The applcathan nesds. Learn mione about permissions srd corsenat

= ndd 2 pervission " Grant aime consent for Defas Directony
AR Permlmlon e Tyge D gripetiann Adrin comsent reqia..  STamis

“Mioioseh Gragh 21

wrvied for Dedahi Gire

Preserioe R sdBirite 5 Appliestian  Read and wiite presence indarmation foe sl usees Wes - e

s el Al applicatan  Read all users: full profiles es © Graed ko Detah Dirz
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13. Navigate to Certificate & secrets in the left navigation panel and click the Client secrets tab. The Add
a client secret dialog box is displayed.

Add a client secret X

Description | Secret for CL integration ‘

Expires | Recommended: 6 months ~ ‘

14. Enter the Description and select the expiry duration. You can select the expiry duration from a specific
date till a specific date. Click Add to create the Client secrets.

15. Copy the value under the Value column.

Credentials enable confidential applications o identify themselves to the authentication serdce when recerving tokens at & web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a dient secret) as a credential.

0 Application registration certificales, secrets and federated cradentials can be found in the tabs below.

Certificates (D) Client secrets (1) Federated credentials (0]

A secret string that the application uses to prove its idantity when requesting a token. Alse can be referred to as application password,

T Mew client secret

Description Expires Value T Secrel ID

Secret for C1 ir|-;-:_|.'.1lir:" 162023 |

a I @l

16. Navigate to the Enterprise application that you created in Step 5 and copy the Application (client) ID
and the Directory (tenant) ID values.

Warisge
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17. In the Mitel Administration, enter the Name, Tenant Id, Application (Client) Id, and the Client Secret

(Value).

] Delete & Endpoinis [ Preview features

Add a client secret

Description

Expires

Certificates (1) Client seorets (1) Federated credentials (0]

4 Mew client seesat

De

i Expires Value (0

Secret for CL integration 116/2023

& socret string that the apglication uses ta prove its identity when requesting 2 token. Alsa can be referred to

Secrat for CLintegration

Recommended: 6 months ~
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18. Click Save to save the information. Clicking Cancel cancels the operation and clickihng Remove
removes the Microsoft Teams integration.

After you have added Microsoft Teams integration to the customer account, Microsoft Teams will be
listed in the Integrations panel.

Integrations + Add new

MiVoice Business

Open additional features to see details ()
Available features
CloudLink Gateway & ()
Q Onboarding Complete “
Mitel One

Requires a Mitel One subscription to use this feature. Iéﬁ ()
Avasilable features +
MiCollab [ @)
Mitel Voice Assist [ @)
CM.com & @
Azure AD Sync sy ()
Twilio & @
MiCC-B [ @)
Microsoft Teams @ @
Werify or roubleshoot configuration (last verified: 5/13/2024) Verify configuration

Available features

Client Secret Expired

Follow this procedure when the client secret expires:
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Click the gear icon besides the Microsoft Teams Integration.

Microsoft Teams
A\ This integration is no longer functioning because the client secret has expired. @ ()

Verify or troubleshoot configuration (last verified: 2024-04-30) Verify configuration

Available features

2. Replace the Name field with the description and Client Secret (Value).

—————————

—

Microsoft Teams Integration
Please enter the tenant and client information.

Note: Name your integration the same value you supplied in the
'Description’ field of the client secret in Azure.

The client secret has expired. Please update the Client Secret

field with a new value and the Name field to the description
of the client secret in Azure.

MName *
Tenant Il *
Application (Client) Id *

Client Secret (Value) * I

1] Remove Cancel save

3. Click Save.

4. If you have used the same client secret for the main integration, you must also update the client secret
for each presence monitor in MS Teams to CloudLink Presence Configuration. See Client Secret for
more information.
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Enabling the Presence Feature

After integrating Microsoft Teams with a customer account, you can enable the Presence feature for that
customer account. The Presence feature syncs the presence status of the user from CloudLink with MS
Teams.

To enable the Presence feature, perform the following steps:

1. In the Integrations panel, click the drop-down arrow associated with Available features under
Microsoft Teams.

Microgoft Teams
Microsoft Team: (j
Ay e feature

sync presence from Cloudlink 0o M3 Teams

2. Slide the toggle button to the right that is associated with Sync presence from CloudLink to MS
Teams.

Microsoft Teams €60

Sync presence from Cloudlink to M3 Teams tj

The Presence feature is now enabled for the customer account.

o Note:

After enabling Presence feature, it takes few minutes for presence to reflect in MS Teams.

For more information about MS Teams Solution Guide see, MS Teams Solution Guide.

Microsoft Teams Integration Upgrade

If there is a new Microsoft Teams integration feature update available, the Install update button is
displayed next to Microsoft Teams.

e Note:

If the Mitel Administration is already open and if there's any new update to the Microsoft Teams, you
need to refresh the page to see the Install update button.
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Microsoft Teams Install update TiiJ

Feature update is available

Perform the following steps to install feature update:

1. Click Install Update button.

A new dialogue page is displayed.

Install Feature Update

& new version of the MS Teams feature has been detected.

Installation of the update may be a lengthy process. During the
update, presence monitoring will affected.

Click the "Install Update' button to start the upgrade.

Cancel Install update

2. Click Install Update button.

A progress bar indicates the update's progress.

Install Feature Update

This operation will take a long time. Closing the browser window
will terminate the operation in progress and leave the feature in
an indeterminant state.

Installing step 3 of 5...
ARRRN

3. Once the update is complete, "Feature update complete" message is displayed. Click Done.
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3.2.7.2 Bi-directional presence

The integration of MS Teams presence has been expanded to enable the synchronization of Microsoft
Teams presence of a user with the MiCollab client through CloudLink, and this is known as Bi-directional
presence synchronization. To achieve this presence synchronization from Microsoft Teams to MiCollab via
CloudLink, follow the procedure below.

Bi-directional presence synchronization can be enabled for new users and existing users, for whom the
Unidirectional presence is already enabled.

e Note:

Presence status changes in MS Teams will take some time to be delivered and reflected in MiCollab.
This includes manual presence changes and presence changes caused by calendar integration in MS
Teams. According to Microsoft Documentation, the average expected latency is 10 seconds, with a
maximum of 60 seconds.

The two primary procedures that enable the Microsoft Teams integration with Mitel Administration are:

1. Integrating Microsoft Teams with a Customer Account
2. Enabling the Presence Feature

e Note:

If there is a new Microsoft Teams integration feature update available, refer Microsoft Teams
Integration Upgrade.

Prerequisites

To configure Microsoft Teams integration with a CloudLink customer account for Bi-directional presence
synchronization, you must have:

» Gateway integration enabled for MiVoice Business. See the CloudLink Integration with MiVoice
Business Deployment Guide for more details.

» The MiCollab version 9.8 SP1 or above with the Microsoft Teams Integration enabled.
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o Note:

*  When enabling integrations that require MiCollab, such as Microsoft Teams Bi-Directional, it
is mandatory to populate the MiCollab IP Address or FQDN and MiCollab Password in the
CloudLink Gateway Configuration.

« The FQDN must resolve to the IP address of MiCollab's LAN interface.

Configure PBX

PBX Type® (i

MiVoice Business N

PEX Mame® (i

PBX IP Address or FQDN™ (i

MBG IP Address or FQDN™

MBG Password™

MiCollab |P Address or FQDN

MiCollab Password
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6 Note:

The Microsoft Teams to CloudLink presence is only supported on MiVoice Business.

Dependencies

To set up the presence integration with Microsoft Teams, administrative-level access is required for the
following:

1. Microsoft Azure Active Directory (AD) with Microsoft Office 365 Global admin access
2. Customer or Partner Admin Access to the Customer CloudLink Account

Integrating Microsoft Teams with a Customer Account (new customer)

To integrate Microsoft Teams with a customer account involves two separate procedures:
1. Configuring the feature requirements in Azure (as Azure Administrator) involves:

a. App registration in Azure portal
b. Configuring API permissions
c. Creating Presence Monitor user(s)
2. Configuring the presence feature in Mitel Administration (as CloudLink Administrator)

Configuring feature requirements in Azure for new customers
Setting up Azure configuration for a new customer involves several steps, including the registration of a

new Azure application, configuration of secrets, defining redirect URIs, specifying API permissions, and the
creation of new presence monitor users. The configuration steps for a new customer are outlined below.

App registration in the Azure portal

The registration of the Azure application is carried out to establish the presence synchronization from
CloudLink to Microsoft Teams.
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1. In the Azure Portal, click App registrations.

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

Start

Azure services

1]

H 4

=y aA
Create a App Users
resource registrations

2. In the App registrations page, click + New Registration.

V4

=N
<>

Manage Microsoft Entra ID

Azure Active Directory is becoming Microsoft Entra ID.
Secure access for everyone.

diehy NYH
Azure Al Microsoft Entra Managed
services ID applications

Application
groups

Y

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

O # B S
Quickstart Virtual More services
Center machines

3. In the Register an application page, enter a desired Name and keep the default Supported account

type.

4. Under the Redirect URI (optional), select the platform as Web and create a Web Redirect URI based
on the region your account was initially created as mentioned below. For more information, see Redirect

URIL.

* US Cloud https://workflow.us.api.mitel.io/2017-09-01/integrations/microsoft/sso

* EU Cloud https://workflow.eu.api.mitel.io/2017-09-01/integrations/microsoft/sso

e AP Cloud https://workflow.ap.api.mitel.io/2017-09-01/integrations/microsoft/sso

0 Note:

If you are unsure about your account's Cloud location, refer Customer Admin Account

Information.

Mitel Administration User Guide


https://portal.azure.com/#home
https://workflow.us.api.mitel.io/2017-09-01/integrations/microsoft/sso
https://workflow.eu.api.mitel.io/2017-09-01/integrations/microsoft/sso
https://workflow.ap.api.mitel.io/2017-09-01/integrations/microsoft/sso
https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Accounts/EN/HTML5/index.html#t=Content/Dashboard.html
https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Accounts/EN/HTML5/index.html#t=Content/Dashboard.html

5. Click Register

Home > App registrations >

Register an application

Mitel Administration Integrations

* Name

The user-facing display name for this application (this can be changed later).

Bidirectional Presence Synd

[Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Azure test AD only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,

Khox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

changed later, but a value is required for most authentication scenarios.

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

Web ~ | ‘ https://workflow.api.mitel.io/2017-09-01/integrations/micrasoft/sso

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

6. The App gets created with the following details:

» Application (client) ID
» Directory (tenant) ID

]E[ Delete @ Endpoints Preview features

o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

 Essentials
Display name : Bidirectional Presence Sync Client credentials
| Application (dienty D~ | Redirect URls
Object ID : 0e8249b0-c419-4589-917¢c-44f9b00d824b Application ID URI
I Directory (tenant) ID H I Managed application in I...

Supported account types : My organization only

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

: Add a certificate or secret

: 1 web, 0 spa, 0 public client

: Add an Application ID URI

: Bidirectional Presence Sync

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but
we will no lenger provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started  Documentation

Configure API permissions
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1. After the app registration is complete, navigate to APl permissions in the left navigation panel and click
+Add a permission. The Request APl permissions page is displayed.

a. From the right pane, select Microsoft APIs tab and click Microsoft Graph. Select Application
Permissions.

The app requires the following permissions for bi-directional sync to work:

Presence.ReadWriteAll Application This is necessary to
synchronize presence
information from Mitel to MS
Teams

User.Read.All Application This is required to retrieve the
user ID from MS Teams.

Application.ReadAll Application This permission is necessary
to access and retrieve the
permissions and client secret
associated with the integration.

email Delegated This is required to view user's
email address.

offline_access Delegated This is required to maintain
access to data you have given
it access to.

openid Delegated This is required to sign users
in.

User.Read Delegated This is required for get the

authorization status of a
presence monitor

User.Read.All Delegated This is required for presence
monitor users to read user
ids of MS Teams users,

for creating presence
subscriptions
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Subscription.ReadAll

Delegated

Allows the app to read all webh
ook subscriptions on behalf of the
signed-in user.

Presence.Read

Delegated

Allows the app to read
presence information on behalf
of the signed-in user

Presence.ReadWrite

Delegated

Allows the app to read the prese
nce information and write activi
ty and availability on behalf of the
signed-in user. Presence inform
ation includes activity, availability,
status note, calendar out-of-office
message, timezone and location.

Presence.Read.All

Delegated

This is required for a presence
monitor to read its presence
status of all the 650 users.

profile

Delegated

This is required to view user's
basic profile.

2. Click Add Permissions. For more details on the Application and Delegated Permissions, refer to the

Microsoft documentation.

Global administrator consent for APl Permissions

1. Navigate to API permissions in the left navigation panel.

2. Click on Grant admin consent for Azure test AD and click Yes in the Grant admin consent

confirmation notification.

Client Secret

A client secret is an authentication technique that uses a string value in the Azure application. Essentially,
it serves as an application password, utilized to authenticate tokens for accessing Azure applications. After
successfully verifying the client secret, Azure AD issues a token, granting access to the specified resource.

Creating Client Secrets

1. Navigate to Certificate & secrets in the left navigation panel and click the Client secrets tab.

2. Click on + New client secret.

The Add a client secret dialog box is displayed.
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o Note:

The client secret Description field is used for the Name of your integration on CloudLink. This field
helps the application determine if the Client Secret is about to or has expired.

3. Enter the Description and select the expiry duration. You have the option to choose the expiration
duration starting from a specific date to another specific date (with a maximum expiration period of 2
years). Click Add to create the Client secrets.

e e e e

Home > Presence App Add a client secret >

Presence App | Certificates & secrets =
Description Presence Sync
&
A cottectbadt s ErrreT—

i§ Overview

& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an H]
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
# Integration assistant

Manage
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

B Branding & properties

D Authentication

Certificates (0) ~ Client secrets (2)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
1l Token configuration

o APl permissions (
& Expose an API Description Expires Value © Secret ID

B App roles Test Secret 117172023 @ P 1
A Ouners Sample Secret 6/8/2024 qarm s |

& Roles and administrators

I Manifest

Support + Troubleshooting
& Troubleshooting

& New support request

L

4. Once the client secrets are generated, copy the description of the client secret under the Description
column and save the secret for account console configuration.

Home > App registrations > Bidirectioanl Presence Sync

Bidirectioanl Presence Sync | Certificates & secrets =

B overview

X
& Quickstart @ Gotasecond to give us some feedback? =
#" Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B2 Branding & properties
- .
D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets
" —
il Token configuration Certificates (0)  Client secrets (2)  Federated credentials (0)
-9 APl permissions . o L . . .
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Expose an AP
. App roles ~+ New client secret
&8 Owners Description Expires Value © Secret ID
ik Roles and administrators Secret1 12/14/2025 K2R Ak Copy to clipboard | D ]ﬁ[
Manifest Presence App 12/14/2025 I _ - - - I [1a) - - - D W

Support + Troubleshooting
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When creating client secrets, it's essential to adhere to best practices and consider key points to ensure
the security and proper functioning of your application. Here are some points to remember:

* Create one secret for the MS Teams feature.

» Create individual client secret for each presence monitor. The best practice is to have a separate secure

client secret for

each monitor.

* It's recommended to enter a meaningful value in the Description field to help keep the client secrets

organized.

Redirect URIs

A redirect URI is the destination where the authorization server directs the user after the successful
authorization of the app, resulting in the issuance of an authorization code or access token.

Adding new redirect URIs to an application

1. Navigate to home page of Azure application.
2. Open the Redirect URIs link.

#~ Essentials

Display name
Application (client) ID
Object ID

Directory (tenant) ID

Supported account types :

: Mitel UC Teams Presence Synchronization (Dev)

: 03a9063e-318c-4e44-ace6-56543ed4 1eb

Redirect URIs

: 4 web, 0 spa, 0 public client

Managed application in I...

Multiple or;

ganizations

3. Click on Add a platform and select Web.

P Search «
B Overview
& Quickstart

#  Integration assistant

Manage
& Branding & properties
D Authentication
Certificates & secrets
ill Token configuration

- API permissions

A& Got feedback?

m—
Application D URT

—_—
: Add an Application [D URI

: Mitel UC Teams Presence Synchronization (Dev)

Web applications

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

+ Add a platform

@) Web

Build, host, and deploy a web server
application. .NET, Java, Python

Web
Redirect URIs
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signi

URI you send in the request to the login server should match one listed here. Alsa referred to as reply URLS. Learn more about Re¢
restrictions

Mobile and desktop applications

0 i0S / macos

Objective-C, Swift, Xamarin

B Single-page application
Configure browser client applications

and progressive web applications
Javascript.

ﬁ| Android

Java, Kotlin, Xamarin
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4. Under the Redirect URI (optional), select the platform as Web and create a Web Redirect URI based
on the region your account was initially created as mentioned below.

* US Cloud https://workflow.us.api.mitel.io/2017-09-01/integrations/microsoft/sso
» EU Cloud https://workflow.eu.api.mitel.io/2017-09-01/integrations/microsoft/sso
* AP Cloud https://workflow.ap.api.mitel.io/2017-09-01/integrations/microsoft/sso

5) Presence App | Authentication % -

<Al platforms Quickstart  Docs

*Redirect URIs

B Overview
Platform configurations The URIs we will accept as destinations when returning authentication responses (tokens)
pt ] P
& Quickstart after successfully authenticating or signing out users. The redirect URI you send in the
o Depending on the platform or device this application is targeting, additional configuration may be required such as request to the login server should match one listed here. Also referred to as reply URLs. Learr
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform. more about Redirect URIs and their restrictions
i -
Manage ~+ Add a platform [ itelio/201 !! -~
B Branding & properties
D Authentication
Web Quickstart  Doesi?  [i
? Certificates & secrets Redirect URIs
11} Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating o signing out users. The redirect
URI you send in the request to the login server should match one listed here. Also referred to as reply URLS. Learn more about Redirect URIs and their
o APl permissions restrictions)
@ Expose an API ‘ o
Fi pp roles S v W
&a Owners
Add URI

2. Roles and administrators
I Manifest
Support + Troubleshooting Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
&2 Troubleshooting work correctly.

£ New support request e.g. https://example.com/logout v

Implicit grant and hybrid flows
Request a token directly from the authorization endpoint. f the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, o if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

5. Click Configure.

Create Presence Monitor users

To facilitate the detection of presence changes in the MS Teams applications, Microsoft mandates
the creation of a set of presence monitors. Presence Monitors are required for monitoring presence
change in MS Teams. The Azure Administrator creates the required number of monitors for presence
synchronization, as specified in the Mitel Administration.

0 Note:

A single presence monitor has the ability to monitor the presence of up to 650 users. Therefore, it is
possible that the multiple presence monitors are required.

A\ CAUTION:

Failure to include an adequate number of monitors to accommodate all users will lead to the absence
of presence for users exceeding the cumulative limit of all monitors.

Perform the following steps to create Presence Monitors:
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1. In the Azure Portal, navigate to the Users page and click on + New User. Select the Create new user

option.

Home >
@ Users
Ry
[2 Bearch | % | { New user Ig Download users [ Bulk operations ~ () Refresh £33 Manage view ™ 7 Per-user MFA A7 Got feedback?
& Al users @ Azure Active Directory is becoming Microsoft Entra ID. £2
Bl Auditlogs [ £ Search | 7 Add fiteer
D Ssign-inlogs 2,232 users found
K Diagnose and solve problems \:‘ Display name 1 User principal name 1l User type On-premises sy...  Identities Company name
Manage 0 o 5440 D Member No
& Deleted users ] e 55550 D Member No

Password reset \:I . 55551 ] Member No
& User settings D . 55552 ] Member No

— A& e ™

2. In the Create new user page, the following field values should be entered under the Basics tab:

* User principal name
* Display name
» Password - password can be auto-generated or manually created.

» Account enabled - this option should be enabled, otherwise the user will be blocked from logging in.

Home > Users >

Create new user

Create a new internal user in your organization
Review + create

Basics  Properties Assignments

Create a new user in your organization. This user will have a user name like alice@contoso.com. Learn more [2

Identity

User principal name | presence.monitor ‘ @ l hd | Iy

Domain not listed (2

Mail nickname *

Derive from user principal name

; 5 :
Display name | Presence Monitor |

Password * | .......... P l @

Auto-generate password

Account enabled
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3. Next, under the Properties tab, set the Email of the user.

Home > Users >

Create new user

Create a new internal user in your organization

Employee hire date | |

Office location | |

Manager —+ Add manager

Contact Information

Street address | |

City | |

State or province | |

ZIP or postal code | |

Country or region | India |

Business phone | |

Mobile phone | |
Email | testuser@mitel.conﬂ |
Other emails 1 Add email

Fax number | |

4. Click on Review and +Create to create a new user.

A new Presence Monitor User is created.
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o Note:

* Avoid setting up global administrators as presence monitors. As global administrators possess
access to all resources, the workflow may receive unnecessary data that is not essential for its
operation.

* Azure Administrator must have a list of users' principal names and client secrets for each
created monitor and send them to the CloudLink Administrator. If the CloudLink Administrator
authorizes these monitors, the passwords for each monitor must be then sent to CloudLink
Administrator.

Integrating Microsoft Teams with a Customer Account (existing customer)

There are two options for the customers with Unidirectional presence sync feature enabled to configure
Microsoft Teams:

1. Administrators can delete the existing Azure application, configure presence monitors and create new
Azure applications with configuration as mentioned in Bi-directional presence on page 258 .

2. An alternative approach involves the Azure Administrator maintaining the current Azure application
configuration outlined in the Unidirectional presence on page 247 section. Additional configuration
steps, beyond those specified in the Unidirectional presence section, will be necessary in this scenario
as follows:

a. Create Presence Monitors. Refer to section Create Presence Monitor users on page 267 for the
steps.

b. Add Redirect URI, as outlined in section Redirect URIs on page 266.
c. Create Client secrets as detailed out in Client Secret on page 264 section.
d. Add the additional API permissions for the following from the Configure API permissions section:

* User.Read.All
*  Presence.Read.All
* Presence.Read

Configuring the Bidirectional Presence feature in Mitel Administration (as
CloudLink Administrator)

After integrating Microsoft Teams with a customer account, you can enable the Bidirectional Presence
feature for the customer account. The synchronization of the Presence feature involves a two-step
process. In the first step, the presence synchronization of the presence status of the user takes place
from CloudLink to MS Teams which is also called as Unidirectional Presence (refer to the section on
Unidirectional presence on page 247 for details), followed by the presence synchronization between MS
Teams to CloudLink, which is also known as Bidirectional Presence.

To enable the Sync presence from MS Teams to CloudLink, perform the following steps:
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1. In the Mitel Administration, navigate to the Account > Integrations panel. Under Microsoft Teams,
slide the toggle button to the right and activate Sync presence from MS Teams to CloudLink option.

Microsoft Teams
Warning: For best presence experience both features should be configured and enabled @ ()

Verify or roubleshoot configuration Verify configuration

Available features A

Sync presence from CloudLink to MS Teams

Sync presence from MS Teams to CloudLink

The MS Teams presence feature on your MiCollab is not enabled. Complete setup

2. Click Complete setup. The MS Teams to CloudLink Presence Configuration window opens. If the
monitor is not setup, it is highlighted in red in the window.

MS Teams to CloudLink Presence Configuration

Add and authorize presence monitors

One presence monitor can monitor up to 650 users. Since you have 2 MS Teams users that can be monitored in your account, you need to have at
least 1 authorized presence monitor(s).

0 Please add more authorized presence monitor(s). There are not enough to monitor the presence of all your users.

Add a presence monitor

Presence Monitor Authorization Status Actions

Add and authorize a monitor to enable MS Teams presence monitoring

Close

3. To add the Presence monitors that were created in the Azure portal, enter the values in the following
fields:

» User Principal Name
» Client Secret (Value) - the value is found in Microsoft Azure Portal > App registrations > Certificate
& secrets
4. There are two ways to authorize each monitor that is added: Authorize now and Copy URL.
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e Note:

The Authorize now and Copy URL buttons will remain disabled until both the User Principal Name
and Client Secret are specified.

Authorize now - assumes that the CloudLink Administrator (Mitel Administrator) has been
provided passwords for each presence monitor. Once Authorize now button is clicked, the Mitel

Administrator (CloudLink) is asked to provide a Password to the CloudLink Administrator for each
Monitor entered.

1 ; p
& S¥gn in 1o your account - Google Chrome

& loginmicrosoftonline.com

s Microsoft

presence.monitor 1 @ COm

Enter password

f

Terms of use  Privacy & coolkies ...
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o Note:

If Multi-factor Authentication (MFA) or other security measures are in place, further steps may
be required.

Once the authorization is successful, a notification stating the same appears in the MS Teams to
CloudLink Presence Configuration window. The added Presence Monitors are displayed in the
list below. The Authorization status of each Presence Monitor indicates whether it is authorized or
not. The Actions column contains a set of actions that can be performed on a presence monitor, and
these actions are dependent upon the monitor's authorization status.

MS Teams to CloudLink Presence Configuration

Add and authorize presence monitors

One presence monitor can monitor up to 650 users. Since you have 2 MS Teams users that can be monitored in your account, you need to have at
least 1 authorized presence monitor(s).

Add a presence monitor

Re-sync Status Note: This operation is lengthy and may take up to a minute.
v has been authorized successfully
Presence Monitor Authorization Status Actions
Authorized Ty
Close
Presence Monitor Authorization Status Actions
|t|-5tatu5-8@c Not Authorized ] @ Retry [ | Copy URL Renew
cl-status-7 @pimumiimbgas s iy r— Not Authorized T ' Retry [ I Copy URL " Renew
| cl-status-11 @Chaiimges : o Authorized |
cl-status-9@c Not Authorized ] | Retry [ | Copy URL Renew
rlstatis-R@r Mot Authnorized Tl | Retrv s Canv LIRI Rensaw e
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6 Note:

The upper section of the dialog provides details on the number of users within the customer
account that can be monitored, along with the corresponding information on how many
presence monitors need to be created to effectively monitor those users. When the feature is on
it also show the number of users subscribed

* Copy URL - allows the Microsoft Azure Administrator to authorize each presence monitor. If the
presence monitor is not authorized, the Administrator has several options: The Mitel Administrator
clicks the Copy URL button. The copied URL is sent to the Azure Administrator for authorization.

* Once the authorization from the Azure administrator is completed, click Re-sync Status.

MS Teams to CloudLink Presence Configuration
Add and authorize presence monitors

One presence monitor can monitor up to 650 users. Since you have 2 MS Teams users that can be monitored in your account, you need to have at
least 1 authorized presence monitor(s).

Total number of user(s) currently being monitored for presence changes: 2/2

Add a presence monitor

Re-sync Status

Presence Monitor Authorization Status Actions
Subscribed-2 user(s) Ty

Not Authorized [i] | Retry [ | Copy URL Renew
Close

5. Action buttons:

° e

Delete button: The administrator can delete the presence monitor by clicking the delete W icon.

* Renew button: If the client secret has expired or needs to be updated, clicking Renew button allows
the user to update the client secret.

* Retry button: When the monitor status shows "Not Authorized", Retry button can be used to invoke
the authorization process. Retry button has the same functionality as Authorize Now button.

6. After all the monitors are added, click Close button.

Updating the Microsoft Teams Tenant Id and/or Client Id

If the Microsoft Teams Integration tenant and/or client Id is required to be updated, this will also affect the
presence monitors created for the Sync presence from MS Teams to CloudLink subfeature. This is due
to them sharing the same tenant and client Id. If the tenant and\or client Id is updated, then the monitors
subfeature will stop functioning until they are renewed.
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1. Edit the Microsoft Teams Integration and change the tenant Id and/or the client Id. If there are existing
monitors, the Administrator will be notified of this change.

Microsoft Teams Integration
Please enter the tenant and client information.

Note: Name your integration the same value you supplied in the
'Description' field of the client secret in Azure.

Name *

Note: The change you are about to make will affect the presence
monitors configured in the "Sync presence from MS Teams to
CloudLink" feature. After saving this change, the presence monitors
will need to be updated for this feature to continue to function
properly.

Ti] Remove Cancel m
-

2. Click Save.

3. Go to MS Teams to CloudLink Presence Configuration and click Renew button for each monitor that
shows "Needs update".

Refresh Status

Presence Monitor Authorization Status Actions
Needs update T/ | Renew
Needs update i/ | Renew
Authorized Ty
Not Authorized Tif | Retry [» | CopyURL | Renew
Meeds ndate ™ | Renew e

Note: There are Presence Monitors above that no longer function because the Tenant Id and/or Application Id have changed. These Presence
Monitors have the status "Needs Update” and can be updated by clicking the "Renew" button.

Close

SamoL IS

4. Enter the New client secret. Click Authorize now. This will update the monitor's Tenant Id and Client
Id secret.

Verifying MS Teams configuration

To verify or troubleshoot the configuration of the MS Teams integration, follow the steps below:
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1. In the Mitel Administration, navigate to Integrations & Apps. In the Integrations
panel, click Verify configuration associated with Microsoft Teams.

Microsoft Teams & @

Verify or troubleshoot configuration (last verified: 3/19/2024) Verify configuration

Available featuras

2. "Verify or troubleshoot your MS Teams presence configuration" window is displayed.

Verify or troubleshoot your MS Teams presence configuration

If you are having an issue with a specific user's presence click 'User Configuration', otherwise click 'System
Configuration’

Click the 'Start verification’ button to begin verification of your M5 Teams presence configuration. Take note of any
issues displayed to improve or correct your presence experience.

Start verification

> Initialize verification tasks
Microsoft Teams Integration configuration

> Verify Microsoft Teams integration client secret is valid

> Verify Microsoft Teams integration connector status

> Verify Microsoft Teams integration connector permissions for 'Sync presence from CloudLink to M5 Teams'

> Verify Microsoft Teams integration connector permissions for 'Sync presence from M5 Teams to CloudLink'
Sync 'CloudLink to MS Teams' configuration

> Verify 'Sync presence from CloudLink to MS Teams’ enabled

> Verify Microsoft Teams integration connector permissions for 'Sync presence from CloudLink to M5 Teams'
Sync 'MS Teams to CloudLink’ configuration

> Verify MiVioice Business onboarded for the account

> Verify MiCollab configured on Gateway

Done
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3. Click Start verification.

When all the tests run successfully Configuration issues present

Verify or troubleshoot your MS Teams presence configuration Verify or troubleshoot your MS Teams presence configuration
If you are having an issue with a specific user's presence click 'User Configuration’, otherwise click 'System If you are having an issue with a specific user's presence click 'User Configuration', otherwise click 'System
Configuration' Configuration’

verification of your MS Teams presence configuration. Taks

Click the f your MS Teams presence configuration. Take note of any

dis

our presence experience.

perience.

Start verification Start verification
@ Verify ‘Sync presence from CloudLink to MS Teams' enabled - -
@ Verify Microsoft Teamsi n connector permissions for ‘Sync presence from CloudLink to MS Teams'
Sync'MS Teams to CloudLink' configuration @ Verify Microsoft Teamns integration connector status

@ Verify MiVoice Business onboarded for the account
@ Verify Microsoft Tear

on connector permissians for 'Sync presence from CloudLink to MS Teams'

@ Verify MiCollab configured on Gar

@ Veriiy Microsoft Teams integration connector permissions for “Sync presence from MS Teams to CloudLink’

@ Verify MSTeams Integration’ exists on MiCollab
syncCloudLink to MS Teams' configuration
@ Verify Ms Teams Integration’ enabled an MiCollab

@ Verify ‘Sync presence from CloudLink to MS Teams' enabled

@ Verity Microsoft Teams i n connector permissions for ‘Sync presence from MS Teams to CloudLink

@ Verfly Micrasoft Teams integration connector permissions for “Sync presence from CloudLink to MS Teams

© ey Syre presence from M Tesms to CloudLink ensbled

@ Verify Sync presence from M Teams to CloudLink has sufficient number of presence monitors Sync 'Ms Teams to CloudLink’ configuration

© verty s o ST - . - @ Verify Mivoice Business onboarded for the account
erify ‘Sync presence from MS Teams t CloudLink' required presense monitor heslc

A Verify MiCollab configured on Gateway

@ Verfiy ‘Sync presence from MS Teams t CloudLink'all users subscribed
Error: The MiCollab is not configured on your gateway

Arsian: Canfionrs tha Clanrdlink Gareway with deraile af tha Mifallah

Done Done

For every error encountered, there's a corresponding action to rectify the error(s), click Start
Verification until all the tests run successfully.
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4, User Configuration - User Configuration enables the CloudLink Administrator to investigate the issue.

Use Case 1: Issue with a specific user's presence:

a. Select User Configuration tab.

Verify or troubleshoot your MS Teams presence configuration

If you are having an issue with a specific user's presence click 'User Configuration', otherwise click 'System
Configuration’

System Configuration User Configuration

Request a user's presence state

Done

b. Request a user's presence state by entering user's email. Once the email is provided, Get presence
button appears.
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Verify or troubleshoot your MS Teams presence configuration

If you are having an issue with a specific user's presence click 'User Configuration', otherwise click 'System
Configuration’

Request a user's presence state

Get presence

Presence information for

MS Teams presence: Offline
MiCollab presence: Offline
CloudLink presence: Available
Phone presence:

Phone 1

Source:

Status: Avalaoie
Entered:

Phone 2
Source:

Status: Available
Entered:
Additional:

{

"sequenceiumber”: 1718482791193

¥

Copy Presence Data Sync MS Teams presence to MiCollab Reset Phone Status

Done

c. Click Copy Presence Data to copy the data. Report the issue following your standard process.
d. Click the Reset Phone status and then click Sync All MS Teams presence to MiCollab.
e. Click Done.

Use Case 2: Multiple number of users out of sync.

When all the tests run successfully after clicking Start Verification in the System Configuration tab,
the following steps must be performed:

a. Select User Configuration tab.
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Verify or troubleshoot your MS Teams presence configuration [

If you are having an issue with a specific user's presence click 'User Configuration', otherwise click 'System
Configuration'

m Configuration User Configuration

Request a user's presence state

Sync presence states for all users

In the unlikely event that there are multiple users with their MS Teams and MiCollab presence out of
sync, pressing this button will resolve the issue.

Warning: Only perform this action outside peak hours as it's very intensive on the system and
users might experience presence issues during the execution. This is a lengthy operation.
Please be prepared to wait.

Sync All MS Teams presence to MiCollab

Done

b. Click Sync All MS Teams Presence to MiCollab.

"Sync all completed..." message is displayed.

Sync presence states for all users

In the unlikely event that there are multiple users with their MS Teams and MiCollab presence out of
sync, pressing this button will resolve the issue.

Warning: Only perform this action outside peak hours as it's very intensive on the system and
users might experience presence issues during the execution. This is a lengthy operation.
Please be prepared to wait.

Sync All MS Teams presence to MiCollab

Q Sync All completed. Total number of user(s) currently being monitored for presence changes: 2/2

c. Click Done
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