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About this Document 1

This chapter contains the following sections:

*  Purpose of this Document
* Related Documentation
*  Terminology

This document contains information about how to install, deploy, integrate, and govern call processing behaviors
for CloudLink using the existing MiVoice MX-ONE solution.

This document will serve as an introductory guide to readers seeking a high-level perspective of how to deploy
and integrate CloudLink with the MiVoice MX-ONE solution. The document is intended for planners, and
engineers. Basic knowledge of telephony (especially ISDN and IP technology) and cloud technology is required
to understand the content presented in this document.

MX-ONE can be integrated with Mitel CloudLink to provide a better unified communications experience for an
end-user via feature-rich cloud-based capabilities.

1.1 Purpose of this Document

This document describes the deployment and integration of the CloudLink with MiVoice MX-ONE, to
enable users to develop and use mobile or web-based applications using published REST APls.

This document also provides the minimum system requirements for deploying and integrating the
CloudLink with MiVoice MX-ONE.

1.2 Related Documentation

The following are relevant reference documents available on the documentation site on mitel.com:

*  MiVoice MX-ONE Product Documentation
* Mitel Administration

* CloudLink Gateway

* CloudLink Platform

* CloudLink Security Documentation

*  MiTeam Meetings

1.3  Terminology

AD: Active Directory
API: Application Programming Interface
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https://www.mitel.com/
https://www.mitel.com/document-center/business-phone-systems/mivoice-mx-one
https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/cloudlink-accounts-html
https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/cloudlink-gateway-html
https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/cloudlink-platform-html
https://www.mitel.com/document-center/technology/cloudlink-security
https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/miteam-meetings-html

CL: CloudLink

CLGW: CloudLink Gateway
DB: Database

GUI: Graphical User Interface
GW: Gateway

PM: Provisioning Manager



Introduction 2

This chapter contains the following sections:

*  CloudLink Platform
* CloudLink Gateway
*  CloudLink Applications

The solution comprising MiVoice MX-ONE and CloudLink comprises the following MiVoice MX-ONE and
CloudLink components.

*  MX-ONE components:

» Service Node
* Media Server
* Media Gateway Unit (connection to PSTN)
» Service Node Manager
* Provisioning Manager
* CloudLink components:

» CloudLink Platform
* CloudLink Gateway
» CloudLink Applications

2.1  CloudLink Platform

The CloudLink Platform is an open development platform for application developers, partners, and
customers. It provides tools for building tailored applications that call for no prior development knowledge.
This is hosted by Mitel on Amazon Web Services (AWS).

2.2 CloudLink Gateway

The CloudLink Gateway connects PBXs to the CloudLink Platform and CloudLink Applications.The
gateway enables the connection between the PBX and the endpoints by supporting the signaling protocols
from different PBXs. Effectively, only one Signaling and Messaging Protocol is used between the CloudLink
Gateway and the CloudLink Platform infrastructure that runs on Amazon Web Services (AWS).

2.3 CloudLink Applications

CloudLink Applications leverage Mitel Application Programming Interfaces (APIs) and microservices so
that next generation apps can be continuously and rapidly deployed, management is simplified, and real-
time communication that meets customer needs is delivered.
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Mitel is exploring the possibilities offered by CloudLink Application to support third-party applications under
the Mitel Developer program.

These applications make business communications simple, fast, and more effective by connecting users
back to their office, their coworkers, and back to their Phone Systems by using the necessary Mid-Call
Functionalities of standard office Desktop Phones to enable the direct, immediate communication needed
by Businesses.

Amazon Web Services (AWS)

i '

Mitel Communication Service
CloudLink Platform

=

>

( CloudLink Services

User's Desktop or Mobile
Phone with Application

Secure
Tunnel
]Euﬂllﬂf /
TCP Port 443 for HTTRS | Firgwall
TCP Port 5081 fof SIP TLS h
UDP Port 53 for DNS
UDP Port 123 for NTP -
—r
Programming  Mijte| PBX/CloudLlink Gateway User's
PC Desktop

Phone


developer.mitel.io

Environment 3

This chapter contains the following sections:

* Integration
*  System Requirements

In the Mitel CloudLink environment, the CloudLink Gateway enables the connection between MiVoice MX-ONE
and the CloudLink Platform.

For information on the CloudLink overall solution, where the MiVO PBX represents MX-ONE, refer to the
Network View.

Mitel CloudLink Platform
o customer premise
+ S
[ CloudLink Gateway

~L
secure SIP
secure SIP /sRTP
/ sRTP

I'*. OfficeLink / T
o T -

O ]

o]

8o

TDM / SIP
PSTN/PLMN

+

The solution between MX-ONE and CloudLink has the following key system functions:
* API - Application Programming Interface

» APl defines the way that the systems will interact with each other.
*  CSTA — Computer Supported Telecommunications Applications

It provides third-party call control. It is an interface that external computer applications can use to remotely
control a phone.

* SIP - Session Initiation Protocol and Media Handling

» SIP extension is used to provide a valid PBX extension to a softclient.
* Media Handling provides media capability to the CloudLink.

3.1 Integration

The following figure illustrates the high-level solution overview of the integration between MiVoice MX-ONE
and CloudLink.
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Environment

CloudLink:

3.1.1 API — Application Programming Interface

CloudLink provides APIs that can be used to interact with CloudLink Services.

The CloudLink ecosystem has different APIs for different CloudLink components, such as different
CloudLink APIs for Authentication, Admin, Administration, and so on. The CloudLink Gateway also
contains an API that is used to add, change, delete and view users, SIP extensions (softclients), and the
SIP trunk in CloudLink Gateway.

The MX-ONE Provisioning Manager uses CloudLink APIs to add, change, delete and view information in
CloudLink.

Depending on the service used in the solution, the Provisioning Manager will use one or more APIs
to perform each task. The API calls are implemented in the Provisioning Manager software and it is
transparent for the system Administration.

3.1.2 CSTA — Computer Supported Telecommunications
Applications

CloudLink Gateway contains a CSTA server that is used to interact with the different Mitel Call Managers.
CSTA Il XML is used with MX-ONE.

The CSTA component in CloudLink Gateway supports the following:

* Monitoring: StartMonitor, StopMonitor, SnapshotDevice.

e Call control: MakeCall, ClearCall, ConsultationCall, AlternateCall, TransferCall, ConferenceCall,
SingleStepTransfer, HoldCall, RetrieveCall.

« Call events: service initiated, delivered, established, held, retrieved, diverted, transferred, conferenced.
e Other functions: DND, MWI, Call Forward, Presence.
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Environment

» Support for forking (multiple Terminals with same DN).

3.1.3 SIP — Session Initiation Protocol and Media Handling

CloudLink Gateway contains a SIP PBX used to interact with the different Mitel Call Managers.

The SIP PBX component on the CloudLink Gateway LAN side supports the following:

+ SIP TCP, SIP UDP
* RTP and SRTP (media)

3.2 System Requirements

The solution between MiVoice MX-ONE and CloudLink requires licenses, access to services, and
applications. The following sections list the minimum requirements for the basic solution.

3.2.1 MX-ONE Requirements

This section describes the prerequisites for a MiVoice MX-ONE with CloudLink that includes MiVoice MX-
ONE Gateway and MiCollab.

1. MX-ONE Licenses:

» SIP extensions

» SIP trunk (optional)

« CSTA

* Provisioning Manager

2. SWA License: An active SWA license subscription is required to have access to configure CloudLink in
MX-ONE. The PM/SNM can read the SWA status by typing the | i cense_st at us command.

0 Note:

SWA license is time-limited and has an expiry date. An alarm is sent 30 days before the expiry date
and the SWA subscription must be renewed before the expiry date.

3. For CloudLink configuration, the minimum MX-ONE Provisioning Manager (PM) version must be 7.6
or higher. For information on CloudLink configuration, see Provisioning Manager User Task on page
37.

4. The solution supported currently is a deployment that includes MiVoice MX-ONE, MiVoice MX-ONE
Gateway paired with a CloudLink Gateway, MiCollab, and the CloudLink Platform.

5. The solution is supported only for a single MiVoice MX-ONE.
6. A single CloudLink Gateway is supported. There is no CTlI resiliency.

7. MiCollab is not required to be part of the solution, but is expected to be present most of the time based
on the fact that MiCollab will still be the primary UC application.

56/1531-ANF 901 43 Uen PE

Deployment Guide




8. The CloudLink is primarily an enabler for development of third-party CTI applications on the CloudLink
Platform. CloudLink APIs will include:

Call, Answer, Clear/Release, Hold/Retrieve, Consultation Hold and Transfer
Call History

Basic Voice Mail (currently there is no support for Visual Voice Mail), Message Waiting Indicator,
and click to call voice mail (to retrieve messages) support is for EMEM, NuPoint Messaging, and
MiCollab Advanced Messaging (MiCAM) but technical support covers all voicemail applications on
MiVoice MX-ONE whether these are Mitel applications or not.

9. CloudLink Integration supports a maximum of 5000 users and 5000 devices in MX-ONE 7.5. For more
information, see the Engineering guidelines documentation. With the expected enhancements being
implemented in Mitel PBX/ CloudLink solutions, technicians must always check the Mitel Documentation
Center and Release Notes for updates.

10. A user to be successfully imported from MiVoice MX-ONE into CloudLink the user must have specified:

3.2.2

Email Address
Extension Number
First or Last Name
Softphone Client

CloudLink Requirements

» Partner ID — the Mitel partner needs to have access to CloudLink Services via Mitel MiAccess to be able
to set up the solution.

» Administrator account to be used by Provisioning Manager.
» CloudLink licenses for the specific services, such as MiTeam Meetings licenses.

3.2.3

Network Requirements

This section provides details of network connections required between CloudLink Gateway and MX-ONE.
You must ensure that the ports on MX-ONE are reserved for operational use for the CloudLink Gateway
and that the connections are routed properly through the corporate network.

For more information on the network connection required between CloudLink Gateway with MiVoice MX-
ONE, see the following sections in CloudLink Gateway User Guide:

» Configuration Prerequisites
*  Network View
» Connections Between the CloudLink GW and PBX/Call Server > MiVoice MX-ONE Considerations


https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Gateway/EN/HTML5/index.html#t=Content/Introduction.html
https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Gateway/EN/HTML5/index.html#t=Technology/CloudLink/All_Releases/CloudLink_Gateway/Content/Introduction.html
https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Gateway/EN/HTML5/index.html#t=Technology/CloudLink/All_Releases/CloudLink_Gateway/Content/Network_View.html
https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Gateway/EN/HTML5/index.html#t=Content/Connections_CLGW_PBX.html

Introduction to Mitel Administration 4

This chapter contains the following sections:

¢ Access to Mitel Administration
¢ Create a CloudLink Customer Account
¢ Create and Add CloudLink Users to Customer Account

Also see the Mitel Administration User Guide (mitel.com).
The Mitel Administration portal allows you to perform the following actions:

Partner Level:

» Create and manage end-customers in the CloudLink Platform.
« Create Administrator accounts for each customer.

Administrator Level:

* Associate a CloudLink Gateway with a customer.
» Configure the CloudLink Gateway.
* View and manage CloudLink users declared by MiVoice MX-ONE.

After creating a customer on the CloudLink Platform, the customer is listed in the partner dashboard.

4.1 Access to Mitel Administration

As a Mitel Partner, you can log in to the Mitel MiAccess Portal either via Mitel MiAccess Portal or through
the URL https://accounts.mitel.io.

4.2 Create a CloudLink Customer Account

For information about creating a CloudLink Customer account, see the section Managing Accounts in Mitel
Administration User Guide (mitel.com).

4.3 Create and Add CloudLink Users to Customer Account

For information about creating a CloudLink user account, see the section Managing Users in Mitel
Administration User Guide (mitel.com).
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https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Accounts/EN/HTML5/index.html#t=Content/Managing_Users.html
https://miaccess.mitel.com/
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https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Accounts/EN/HTML5/index.html
https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Accounts/EN/HTML5/index.html
https://productdocuments.mitel.com/AEM/Technology/CloudLink/All%20Releases/CloudLink%20Accounts/EN/HTML5/index.html

Introduction to Mitel Administration

e Note:

A Mitel Partner can add users to customer accounts. The customer's Administrator account can add
users to that account.

After a Mitel Partner or an Administrator adds a user to a customer account, the Mitel Administration sends
a verification email to the user. The user needs to verify the email address. For more details, see the
section Create Customer Accounts and Add Users in Mitel Administration User Guide (mitel.com).

6 Note:

A Mitel Partner must add a user with Administrator role in the customer account as the Account ID and
PM Administrator user created is used to setup a CloudLink subsystem in Provisioning Manager.

4.3.1 Provisioning Manager Administrator User

A user with Administrator privileges is required to authenticate Provisioning Manager towards CloudLink
API.

To create an Administrator in CloudLink:

1. Navigate to User Management > Users.

2. In the New User window that opens, enter the relevant user details and turn on the Account Admin
radio button.

3. Click Create to add the Administrator user to the account.
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Introduction to Mitel Administration

New User

Enter user details below

First Name * Last Name *
Email *
I+l

@ ~ccount Admin

*reguired

Cancel

o Note:

The Administrator account needs to have a valid email address. CloudLink will validate the address
and send a Welcome Email to the user.

4.3.2 Validation of the Administrator User

The Administrator user must complete the account setup by following the instructions sent via the Welcome
Email.

o Note:

This validation must be done before the user can use any CloudLink service. For more information,
refer to the Managing Users.
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From: “no-reply@mitelio” <na-reply@miteliox
To: e— 2 mitel-test.com

Subject: Welcome to Mitel

Date: ——

Download Raw Email Show Full Headers

00 Mitel

Welcomnc ING_—_—_—__—

‘Welcome to Mitel, someone at your work just added you to our platform.
Let’s get you up and running!

Note: This link will expire in 4 days, and can only be used one time. 4 days to
—== complete the
setup

Account
Number

mitel.com Support Privacy Policy,

©2022 Mitel Networks Corp. All Rights Reserved



Integrating CloudLink Gateway with 5
Mitel Administration

After you create a customer account in the Mitel Administration, you can begin the deployment of the CloudLink
Gateway to associate the Gateway with the customer account, configure and connect a PBX, and to deploy

a CloudLink application for all the users. For more information, see Integrating CloudLink Gateway with Mitel
Administration

As part of the CloudLink, a CloudLink Gateway in the customer premises is required. It is using services that
require CSTA and SIP.

If CloudLink Gateway services will be used as part of the customer solution, install the CloudLink Gateway.

For more information to install CloudLink Gateway, see the section “Install and Access the CloudLink Gateway”
in CloudLink Gateway User Guide (mitel.com)

As soon the gateway is up and running, access the gateway using https:<CloudLink Gateway IP Address> and
do the following:

1. Use your credentials to login.

00 Mitel

‘ Sign in to Mitel

Enter your password for g .

@ test.com .
[ 7 - =
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Integrating CloudLink Gateway with Mitel Administration

2. From the Integrations section of the Account Informationpage, click Add Gateway.

Integrations +Add new

Cloudlink Gateway
Configure gateway Add Gateway w

3. Enter all the mandatory Customer information and click Next.

[n:4) Gateway Portal I PM Admin .v

Customer Gateway PBX Connect Deployment  Advanced Cuerview

Customer Information

Customer Name*

PM_test_onboarding

Address™

I
Town* Country®
R —— N

Postal / Zip Code™

Defauit Language

English ~

Business Type

Please select ~

4. Enter all the required Gateway information and click Next. If the CloudLink Gateway is using a dynamic IP
address (DHCP), change it to a static IP address.

» To change the IP address, select Static and add the required information.
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Integrating CloudLink Gateway with Mitel Administration

e Note:

Keep the DNS Servers provided by default and add an internal DNS, if required.

DJ  Gateway Portal — Successfully updated customer X PM Admin .v

Customer  Gateway PaK Connect  Deployment  Advanced Overview

Gateway Information (i

Site Name™
Address
—
Town* Country®
—— — ~

Postal / Zip Code*

Appliance Ethernet Configuration (i

Port 1

DHCP Static

Current P

When the CloudLink Gateway shows successfully updated site, you must setup MX-ONE and then go to the
next step. For more information, see the section MX-ONE System Setup on page 22.
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Integrating CloudLink Gateway with Mitel Administration
5. In the PBX page, enter the information as described below:

a. PBX Type - Make sure the model PBX (MiVoice MX-ONE) utilized by your CloudLink account is selected.
b. PBX Name - Enter any name (used as the PBX ID for your CloudLink applications).

c. IP Address - Enter the IP address of the MiVoice MX-ONE PBX.

d. Port- Enter the port number if different than the default port number selected for the CSTA service.

e. Click Next.

1) Gateway Portal T PM Admin .v

Customer  Gateway pex Connect  Deployment  Advanced Overview

Configure PBX

2BX Type™ (1

If the setup is correct, the following screen is displayed. Click Connect.

BJ  Gateway Portal PIM_test_onboarding | Successfully created PBX Link x | PM Admin .v

Start PBX Connection

Verify and start your connection to the PBX
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) Gateway Portal

6. The following screen shows that the CloudLink Gateway was successfully setup.

PM_test_onboarding | Successfully completed customer sync x ‘
3 N ) ™ ~
© 9! ®)

Customer  Gateway PEX Connect  Deployment  Advanced Overview
PBX Connected
Connection successful
PBX Sync Schedule (in minutes)
20 Sync Now ‘_‘

PM Admin .v



Installing the CloudLink Gateway
Certificate into MiVoice MX-ONE 6
Provisioning Manager

The CloudLink Server/ CloudLink Gateway communicates via an API with Provisioning Manager. For this, the
CLGW certificate has to be installed on PM server.

Also, it is mandatory to install the certificate before setting up CL/CLGW subsystem from the PM interface.

The following procedure explains the process to establish the certificate using the webserver_config (or
mxone_maintenance) tool on the command prompt.

To configure the certificate to allow PM to trust CloudLink perform the following tasks:

1. Open up an SSH connection (using Putty or a similar app) to the PM server.

2. Login using a suitable username and password (such as mxone_admin) and launch the webserver
configuration tool using the command sudo -H webserver_config.

3. Navigate to the Root Certificate Management option.

Configure web Server

Configure web protocel to http or https.
Sat SMM to authenticate to PM or Linux

gqura AD authentication

Ficats Hanagemeant

Check Configuration
Collect Diagnosia
Re-start webserver (Applications PM and SHM)
Change TLS Level for HITFS
Enable or Disable of Encryption of Environment
Bedundancy
Packags Manageamant
Heap Mamory Managemant
Other Utilities
Configure web server session timsout
Webseal IF management

56/1531-ANF 901 43 Uen PE

Deployment Guide



Installing the CloudLink Gateway Certificate into MiVoice MX-ONE Provisioning Manager

4. Choose the option Download Server Certificate by connecting to trusted host.

Root Certificate Management

L-nad uploaded Root Certificate into Java truststore
=T e ‘artq1 F 1 cata by 16 1 %
surch loaded Certificactes by alias
Generate Certificate Signing Redquest to get Certificate From CA
Creating Key Store By using CA Signed Certificate
View Certificates of Server Key Store
Check Certificate expiration dates of Server Rey Store

< ox > < Back >
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Installing the CloudLink Gateway Certificate into MiVoice MX-ONE Provisioning Manager

5. Enter the IP address of the CloudLink Gateway, the remote server port (8086 by default) and a descriptive
text string as the certificate alias.

Dowpload (CFrust) Fesmorte Aerver cercificate
Bemote Esrver (IF or HosE name)
POXT on Fe&otsd Server (SSLAATTRS) =@ BOEE

An attempt will e made to connect to the remote server and retrieve the server cercificate
If ir succesds; the cercificate will be scored in Java cruststore cogether with che alias.

Alias for certificats *:

MX-ONE will attempt to connect to CLGW and download the certificate. After successful connection, a

command-line based message is displayed asking to trust the certificate. Type Yes and then press enter to

close the dialog.

56/1531-ANF 901 43 Uen PE

Deployment Guide



6. After the certificate has been installed, restart jboss service.

Progress is logged in file
fvar/log/mxone/webserver /webserver config.log

Download Server Certificate reguires restart of the web serwver.

Re-start now?
(Re-start can also be done through command: fusr/bin/systemctl

restart mxone_jboss.service)




MX-ONE System Setup 7

This chapter contains the following sections:

* Creating a CloudLink Gateway Subsystem in Provisioning Manager
»  Configure CloudLink Gateway Network Trunk via Provisioning Manager
» Service Node Manager

7.1 Creating a CloudLink Gateway Subsystem in
Provisioning Manager

After the security certificate has been imported into Provisioning Manager, it is possible to link the MX-ONE
to CloudLink via a subsystem.

To create a subsystem in Provisioning Manager, do the following:

D Ml tel | Provisioning Ma nager loggedinas: ' ° _ ' About User Guide Site Map Logout
Users Services Administrators System Logs Own Settings
Location Subsystem Data Management Options Email Server Configuration Wizard Batch Operation Password Settings
Subsystem - Add Help
Apply Cancel
@ Subsystem Type: CloudLink Server v e
Subsystem Name: * | Help
CloudLink APT URL: Subsystem ~

CloudLink Account ID: L Mivaice MX-ONE comprises a number of
User ID in Subsystem: components, such as CMG, MiCollab

. Advanced Messaging, MMC, MiCollab
Password in Subsystem: Server,SIP DECT Manager and MiVioice MX-
Confirm Password in Subsystem: ONE. By adding the servers on which the

components run as subsystems in
Location: Edit... Provisioning Manager, user accounts and
@ CloudLink Gateway URL: ‘ @ MX7-54-SNL services related to the subsystems can

be managed using Provisioning Manager

as a single point of entry. Several
subsystems can be installed on the same
server, including the server on which
Provisioning Manager run.

[

When adding a subsystem, Provisioning
Manager is provided with user credentials
that are valid for logging on to the
subsystem. These credentials are used, in
the background, by Provisioning Manager v

Apply Cancel

1. Navigate to System > Subsystem and click Add to add a new subsystem.
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2. Create a CloudLink server subsystem by using the following steps:

a. In the Subsystem Type field, select CloudLink Server from the drop-down list.
b. In the Subsystem Name field, enter the name of the subsystem. For example, CloudLink.

c. In the CloudLink API URL field, enter the CloudLink subsystem URL address. For example, https://
authentication.api.mitel.io/2017-09-01/token

d. In the CloudLink account ID field, enter the ID of your CloudLink account.

e. In the User ID in Subsystem field, enter the user ID of the Administrator user of your CloudLink
account.

f. In the Password in Subsystem field, enter the password of the Administrator user of your
CloudLink account.

g. In the Confirm Password in Subsystem field, re-enter the password as entered in the Password
in Subsystem field.

h. In the Location field, select the subsystem’s location from the drop-down list.

i. In the CloudLink Gateway URL field, enter the CloudLink Gateway subsystem URL address and
select the MX-ONE Service Node to which you want to add the subsystem.

3. Click Apply to add the CloudLink Server Subsystem to the Provisioning Manager.

7.2 Configure CloudLink Gateway Network Trunk via
Provisioning Manager

1. Login to the Provisioning Manager as a Service Provider admin user.
2. Navigate to the Services > CloudLink Gateway Network Trunks.

>0 Mitel | Provisioning Manager

Users Adrranistrators System Lcsgys. Crmi SEtings

CloudLink Gateway Network Trunks

Add
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3. Click Add.

o Mitel Provisioning Manager

Llggrs Adrranistratons System LS Crim Setings

ClaudLink Gateway MNebtwark Trunks

Al
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4. Configure the following information on the wizard:

» IP/FQDN of the CloudLink Gateway

» SIP Port Number (5060 or 5061 depending on protocol)

» Transport Protocol, TCP is the default used by CloudLink Gateway

» Description

» PBX user name and password, an MX-ONE user account used to authenticate SIP messages

» CloudLink Gateway user name and password. The default CloudLink Gateway user name is
officelinkmxone.

* GSM Callthough Deploy Number, this allows mobile calls via the PBX to be routed through the
CloudLink Gateway.

o Mitel | Provisioning Manager

Llsers v Administrators Sy shem Logs Cham Settmags

CloudLink Gateway Metwork Trunks - Add

Appdy || Cancal

IPFODN daddiress

S Port Numbeér :

Transport Protoos TCP »
Drescrapticn

)

PEX User namse:;

PEX Usar Password:

ClowdLink Gateway User name: officeliniomoone
CloudLink Gateway Uter Pastword

&5M Caltherough Deploy rumbser:

i i)

Apply | Cancel
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CloudLink Gateway Metwork Trunks - Add

Apnly | | Canosl

W IPFQDN Address

7 S Port Number :

# Transport Profoood TCP w
P DSttt

PBX User namae:

PEX User Password:

Choudlinds Cabew ay Leer nasme: offscelriomxone
CloudLink Gatew &y Uter Patiward

xSk Calthrcagh Doy rasmbser:

sl [ )

Apply | Canoe

LS Cham Settngs

Access the CloudLink Portal via Provisioning Manager Subsystem

e Note:

This section is optional.

Once the CloudLink Gateway subsystem has been created in Provisioning Manager, it can be used as

another way of accessing the CloudLink Portal.

Clicking on the subsystem hyperlink opens a new browser window with the connection to the portal.
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o Mitel Provisioning Manager

Conssln Tip #1 L Chgich Lomig

T ow o w MK

7.3 Service Node Manager

7.3.1 Configuring the MiVoice MX-ONE CSTA Server

The MiVoice MX-ONE and CloudLink use the CSTA (Computer Supported Telecommunications
Application) protocol for all call control / CTI signaling between the two products via the CloudLink
Gateway.

As with many other integrations, MX-ONE must have the CSTA Server function enabled to allow the
CloudLink Gateway to connect via the protocol.

This is activated on MX-ONE via the Service Node Manager tool, accessed via Provisioning Manager via
the MX-ONE subsystem.
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1. In the Services/CSTA Server menu, choose the CSTA Server option on the left.

) Mitel | service Node Manager Logoed i a5 paul taylor@mitel-test com

CETA Sapver

5T Authenlic alion

Mondored Devces

2. Click the Add button.

|::‘I Mlte-l Service Node H.;_-,nagcr Logged n a5 paul taylor@@mitel-test com

CSTA Server Shemouts: | <Manage Shorinuts> v
CHTA Authenis alcn
Mpningeing Duind &3

ir Print Al
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3. Choose the MX-ONE Server (LIM) that will communicate with the CloudLink Gateway. The options
shown in the following image are the default:

0 Mitel

Service Node Manager

CHTA Senier

CETA Authentabon

Il Sre] Ui

CSTA Server - Add

Apply oD

¥
¥

¥

o

b

e

e

Sapryoid b anbend
Typa O Inoelsa:

Fort

Call Dbt Ojtheas

Heartbeak Spton

By Oipbeter

i et L2

Cnplred b gmndeir Praganntatan Codw
Connachen Vabw Oplss

Efdfyplesh B!

Bappanty
Al Dvearpegn Cabagary Craamadi
Applcation Aushantication

i w
= ECMAT2E

PRET s STA
[F

= Mo Heartbeat

TR B ST By ExTarml ESrst e
i"g:l'i-\'.,- by-paris

By Dads o Sebl il Pt
£ b0 drverson

Aloiw Sreprpsnn afte defisctan
= Do nek roplacy daled rammbar

Eapliacn thalied rernbr with: defled b furmiber
E:I.l.-c.ll THEW

Fivgd veie
{5 D el it ENryDsmn bt s

fand Ereryphen ke

Mol
o -]
CSTA Server -
Tha Computsr Supportasd

Tk v ot sl Ap Pt aleanid (CSRR)
i Bl e o £=D0 L. el T
e S O 3 DOPRERDE eI Wil 8
bbapdarry ghomon, Thay CETA suppars
sppkcahong o pErviees neamualy prosaaded
by cna Somaan bo be aesilabla Eo ha
oty Sinden Wil foomally S frl
T Ul el e e
s i O Fich a0 Tt poapaors of
thes Funchoralte o b Moot 3 Comouker
Telephors Inbegrabssn (CT1) pofocol. Tha
CHER sppdcshon m M -ONE Telsphorsy
Sarir hundtesi 56 8 Sereer BO Supsait
Wil (TS TS ChaSl4

Fach CHTA Server i s alled on & Server,
bt Sry o LS TA Srver protods Cyps
Ly D o BN Sanfoid T L5038 Sarvid
sthar [reiaid. Enabded of Deiabded

Thas rrusers Dypea of appleatisn for the S5T8
wrpdervan Mo f Cll Cnners, wheste w

If the CSTA server is already being used on MX-ONE to communicate with a different additional platform
(such as MiContact Center Enterprise) using the same CSTA settings required for CloudLink Gateway but
a different port number, then that port number should be used.

The port number chosen in Service Node Manager is then specified during the CloudLink Gateway
configuration in Mitel Administration.

7.3.2

Node Manager

o Note:

Configure CloudLink Gateway SIP Route via Service

For specific CloudLink applications, an SIP trunk may be required between the MiVoice MX-ONE and
the CloudLink Gateway. The Application Documentation provides more information on the SIP trunk

configuration.
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A SIP Trunk profile called CloudLink Gateway exists for setting up the SIP route to CloudLink Gateway.
This allows a SIP connection to be established for media resources between the MX-ONE and CloudLink.

To setup the SIP route, use the following process:
1. The CloudLink Gateway profile requires the following information:

a. CloudLink Authentication username and password. This username (default: officelinkmxone) and
password must be the same as configured in the Configure CloudLink Gateway Network Trunk via
Provisioning Manager on page 23.

b. Remote Host IP.
c. Match Remote Domain. The name format is <Accountld><.eu.api.mitel.io>.

To generate the Match Remote Domain name:

i. Login to the Cloudlink portal.
ii. Select the account for which you want to generate the Accountld.
iii. From the URL, after accounts/ copy the following Accountld.

https://accounts. mtel.io/accounts/7454089f -1145-43c2-
aaf 0- Of f dc1f a1921

iv. Build the following Match Remote Domain name by adding the domain name at the end of the
Accountld. For example, add .eu.api.mitel.io.

7454089f - 1145- 43c2- aaf 0- Of f dc1f a1921. eu. api . mtel .i o

2. Launch Service Node Manager via its subsystem in Provisioning Manager.
3. Go to the Telephony / External Lines / Route option and choose Add.
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4. Set the signaling type to SIP and choose the CloudLink Gateway profile.

> Mitel | Service Node Manager

Initial Setup Mumber Analysis Telephony Services System
Extensions Operator Call Center Groups External Lines
Holk Route - Add -Step 1/ 9
Destination
| Next -> | | Cancel |

Corporate Name

Busy No Answer Rerouting @ Type of Signaling: |5|p v|

Wacant Number Rerouting (@ Profile Name: | CloudLink-Gateway ]

Customer Rerouting
Fublic Exchange Number
Charging

nobile Direct Access Dest
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5. Chose a suitable Route name and select an available route number.

b Mltel | Service Node Manager

nitial Setup MNumber Analysis Telephon Senvices System
SoniE Route - Add - Step 2/ 4
Destination General

Corporate Name <-Back | [ Next-> | Cancel

Busy No Answer Rerouting

Route Mame: « | CloudLinkGateway

@
(# Route Number:

Wacant Mumber Rerouting
Customer Rerouting
Public Exchange Number
Charging

Maobile Direct Access Dest
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6. Equip the route with trunk individuals for the server that connects to the CloudLink Gateway, i.e., Server
1 1-10. This would allocate 10 SIP channels to the route.

>0 Mitel | Service Node Manager

nitial Setup Number Analysis Services System
Route Route - Add - Step 3/ 4
Destination Individuals
Corporate Mame <- Back Mext -> Cancel
Busy No Answer Rerouting
vacant Number Rerouting Server Trunk Index
@ [1w « [1-1p |
Customer Renouting 2 1 i
|1|'| 1 w
Public Exchange Number @ [T

Charging
Mobile Direct Access Dest

7. Enter the specific CloudLink Gateway information mentioned in Step 1.
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8. Click Apply.

2 Mitel ‘ Service Node Manager Logged in as: mpadmin
Initial Setup Number Analysis Telephony Services System Tools
Extensions Operator Call Center Groups External Lines System Data
Fathe Route - Add - Step 4/ 4
Destination

Profile specific settings

Corporate Name [< Back | [Apply | [ Cancel |

Busy No Answer Rerouting

vacant Number Rerouting (@ Profile specific settings
" Profile Name: CloudLink-Gateway
Customer Rerouting Bassioids 5 |
Public Exchange Number Authentication Username: + |0Fﬁcelinkmxone |
— Match Remote Domain: *  |6454089f-1145-43c2-aaf0-0f|
Remote Host IP: « (10105829 |

IMobile Direct Access Dest

o

Note: External Destination Number needs to initiate in the Number Analysis -= Number Series
and it neads to be associated with the route in Telephony - External Lines -> Destination.

e Note:

Match Remote Domain name is built from the CloudLink/CloudLink Gateway Accountld and the
attached domain. For more information, see Step 1.c.
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9. After the SIP route has been created, Destination Code/Codes may need to be created to route calls
to the relevant CloudLink Application. To assign Destination Code to the created SIP route, navigate to
Telephony/External Lines/Destinations and Add a new Destination code.

OO Mitel | Service Node Manager

Initial Setup MNumber Analysis elephony services System
Extensions Cperator Call Center Groups External Lines
Route Destination - Add - Step 2/ 3
Destination

Route Details
Corporate Name [ <-Back | | Next—> | | Cancel |

Busy No Answer Rerouting

Vacant Number Rerouting (7 Destination: |43800—External V|| Edit... |
(7 Route Name: (CloudLinkGateway ] | View.. || Edit... |

(? Customer Choice: [

Customer Rerouting
Public Exchange Number
Charging

hMobile Direct Access Dest
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10. Select theStart Position for Digit Transmissionfrom the drop-down list to send digits required digits
to the CloudLink Application and set Type of Calling Number and Type of Calling Private Number to
Private Unknown.

D Mltel ‘ Service Node Manager Logged in as: mpadmin

Initial Setup Number Analysis Telephony Services System Tools Logs
Extensions O Groups External Lines IP Phone DECT
Routs Destination - Add - Step 3/ 3
Destination . ADC Details
Corporate Name | <- Back ‘ | Apply | | Cancel |
Busy No Answer Rerouting
Vacant Number Rerouting Destination: 43800
e e u._'g.; erute Namel: . o CIouclLilnI-<Gatev.\ra\.r
& Primary Choice is the sequence number for the route choice in alternative routing
Public Exchange Number (@) Start Position for Digit Transmission:
Charging Type of Seizure of External Line: | Immediate seizure N
Forward Switching: O
Mobile Direct Access Dest Type of Called Number:
Type of Calling Public Number:
Type of Calling Private Number:
Use as Emergency Destination: O
Pre-digits in order to form a new External Number: | |
Truncated Digits in Dialed Number:
Type of Signal Seizure: ) Terminating seizure
O Transit seizure
() B-Answer Signal Available:
(7} Allow to send Traveling Class Mark: O
(?) Route Type:
Maximum Number of Transit Exchanges:
PNR Number Translation Information:
Supplementary Services Using User to User Interface: | Not Allowed ~

Use Least Cost Routing for All Calls: [l
Allow Sending of Expensive Route Warning Tone: O
Type of Protocol to use for Supplementary Service Call Offer: @ User to User Interface(UUIL)

() Generic Function Protocol{GFP)
(2) Type of Protocol for Call Back/Call Completion: ® User to User Interface(UUI)

(O Generic Function Protocol(GFP)

Show Criginal A-Number:
Use Original A-Number's Type of Number: O
Enable Enhanced Sent A-Number Conversion:
Use ETSI Diversion Supplementary Service: O

Basic



MX-ONE Provisioning Manager — 8
CloudLink Tasks

This chapter contains the following sections:

*  Provisioning Manager User Task
*  Bulk Function via Provisioning Manager Import
*  Sync Option for CL/CLGW Subsystem

Provisioning Manager is the tool to onboard users in CloudLink.

There are two ways of onboarding users in CloudLink:
* Provisioning Manager User Task

One by one, users are defined and added in CloudLink Platform and CloudLink Gateway.
* Bulk function via Provisioning Manager import

User are imported into Provisioning Manger in bulk using a predefined Import Source template.

8.1  Provisioning Manager User Task

To configure a user, do the following:

1. Navigate to Users > User and type asterisk(*) in the Enter User Name(s), Extension Number,
Department field.

) Mitel | Provisioning Manager

Seraces. Administraton Systam Legs Twin Satbngs
nloch
User Help
(3 Erer User Namels), Extension Numbes, Depatment; |*
1% Imperted from: Al
Wiaw Maximum rows par pags (200 ~|  Page :l =] | Ga
(m} T merld 4 Last Mame o First fame Yo Extension f MiVeice MX-ONE ;.  Department{s] “p Importfrom o Customer 90 Cloudlink Server o Cleudiink Role S
O < & admin_rd rd admin Company 0l
O« & K Fack_smith Smith Jack Company(l
0% & x Emma.Smith Smith Emma 900000 § MET-S4-5N1 Company0l 10 USER
O« & ® hvia Jehnson Jahngon Qbvia SO0 § MKF-54-5M1 ComnpEny0l
0O % & K Sophia.Wiliams Wiliams Sophia S00002 [ MAT-54-5M1 Companyll
O S & IsabaliaBrown Ercrmn Isabella 200003 [ MXT-54-5M1 Company0l
O @ & K AvaJones Jores Ava SO0004 [ MNT-54-8M1 Companyll
0% # X Mia.Miller Miller Mia 00005 [ MAT-54-5M1 Company0l
O < & K Erndy D Oids Emily SOND0E [ MET-54-5M1 Companyll
0% # % Abigail. Gartia Garda Abigal SO0007 [ MAT-54-5N1 Companyll

2. Click View to view the list of users.

56/1531-ANF 901 43 Uen PE

Deployment Guide




MX-ONE Provisioning Manager — CloudLink Tasks

3. Click the Change button beside the user whose details you want to configure.

() Mltel | Provisioning Manager About  Use Stz Map  Logout

User - Change - ptest

e

Help

nary CloudLink Configuration

) Assign CloudLink Extansion(Extension, LIM 19); 1008,10.110.53.7 ~
% Clouduink Server: cloudlink lest ~
) CloudLink Role: #|[Usar_v)
Enable Services
) MTaam Maatings:
¥ MOMA and MOWA Clients:

Apply | Cancal

4. In the page that opens, click the CloudLink Configuration tab and do the following:

a. Select a CloudLink Extension from the Assign CloudLink Extension (Extension, LIM IP) drop-
down list.

b. Select a CloudLink Server from the CloudLink Server drop-down list.
c. Select a role for the user from the CloudLink Role drop-down list.

d. Deselect MiTeam Meetings parameter.

e. Select Softphone Client parameter.

5. Click Apply to complete the configuration for the user. With this, a user is synchronized with the
CloudLink account. Follow the steps 3-5 for configuring each user.

You can navigate to CloudLink Gateway portal > Deployment and check if the user is added there.

You can navigate to CloudLink portal > User Management > Users and check if the user is added there.

8.2 Bulk Function via Provisioning Manager Import

To use the bulk function via the Provisioning Manager Import option, do the following:
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1. Navigate to System > Data Management > Import task and select the type of the file to be imported
under Import Source and click Next.

> Mitel | Provisioning Manager

Users Services Administrators System Logs Own Settings

Location Subsystem Data Management Options Email Server Configuration Wizard Batch Operatio

Compare with Subsystem | Tmport Data - Import - Step 1/ 4
Backup & Restore

mpor

Export (@) Import Source: @ sV file

O sV file on Express Format

Scheduling

Active Directory NLA

Config Mirror Scheduling (J XLSX file for User with Extension

Figure 1: Import Source
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2. Click Choose File and select the file from your system to be imported and then click Next.

) Mitel \ Provisioning Manager

Users Services Administrators System Logs Own Settings
Location Subsystem Data Management Options Email Server Configuration Wizard

Compare with Subsystem

Import Data - Import-Step 2/ 3
Backup & Restore

Import

Exedt (@ User Data Template [.csv] : IE]|
Scheduling @ Department Data Template [.csv] : L]
P e (2} User with Extension [.csv] : IE|
clive Directory = .
(?) Data File: ® Department
Config Mirror Scheduling Choose File | User_Extension2.xlsx
O User
No file chosen
(@) Delimiter: Semicolon ( 1) v
(@ Data Qualifier: | MNone v|
@) Default Location: [Bangalore v || View. || Edit... |
Useful Information for the Data File for adding extensions and mailboxes
(7) MiVoice MX-ONEs: MXONE v
-._':".' Template For New Extension:
'_'?_' Extension Range: 1050
1099
'.'?.' Vacant Equipment Positions:
- e - ~ RAO AR L

Figure 2: Select Data File
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3. Click Apply and the users will be imported successfully into the Provisioning Manager system and
CloudLink portal.

) Mitel ‘ Provisioning Manager

Users Services Administrators System Logs Own Settings
Location Subsystem Data Management Options Email Server Configuration Wizard
Compare with Subsystem | Tmport Data - Import - Result
Backup & Restore
Done
Import
Export Import from Excel file
Property Value
Scheduling Total number of records 0
Number of records imported successfully 0
Active Directory Number of records with problems 0
Config Mirror Scheduling

Figure 3: Import Successful

8.3 Sync Option for CL/ICLGW Subsystem

The Refresh/Synchronize option is available for CloudLink Subsystem.

This option is used to synchronize the CloudLink users from PM user database to CloudLink Server. The
CloudLink users present in PM will only be synchronized using this option.

e Note:

The version and license details will not be displayed for CloudLink subsystems in PM.

56/1531-ANF 901 43 Uen PE

Deployment Guide



o0 Mitel | Provisioning Manager

Users Services

Location Subsy

Subsystem

Administrators

Data Management

Logs QOwn Settings

Email S Password S

Configuration

Logged in as: Mitel About

Legout

Print All

Help

CloudLink

| Remwe| | Prmt...| \\.’\ew\

Subsystem Name <; Subsystem Type <; Version %; Location <; License Details % ExpirationDate %;
7 R 10.211.159.225

MiVaice MX-ONE 7.45p2
CloudLink Server

Location01 Traditional

Location01
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