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DESCRIPTION OF MX-ONE RAY BAUM INTEGRATION WITH REDSKY
CHAPTER 1 INTRODUCTION OF EMERGENCY SERVICES

Introduction of Emergency Services

MiVoice MX-ONE can be configured to work with the Emergency Services requirements of USA. Mitel's
MX-ONE, as an MLTS, implements Section 506 of the RAY BAUM'S Act and Kari’s law support in
conjunction with third-party Next Generation 911 (NG911) emergency services.

This guide describes the integration between MX-ONE and the third-party Next Generation 911 emer-
gency services provider RedSky.

In this document, section 506 of RAY BAUM'S Act and Kari’s law are referred to as RAY BAUM for the
sake of simplicity.

For MX-ONE, the following two device categories are defined:

1. Fixed MLTS devices - TDM devices (Analog Devices, Digital Devices, and Integrated DECT).
2. Non-Fixed MLTS devices - IP Devices, SIP Devices, softphones, all Teleworkers, and so on.

To fully support the requirements of RAY BAUM, MX-ONE is integrated with RedSky Next Generation
911 (NG911) service provider for the USA market.

Description of MX-ONE RAY BAUM Integration with RedSky

MX-ONE implements RAY BAUM in conjunction with RedSky as the MX-ONE 911 solution alone does
not meet the legislated requirements for RAY BAUM for all non-fixed devices.

For Kari's Law requirements, MX-ONE can be preconfigured for the direct dialing of 911 (emergency
calls), without having to dial any prefix or access code. The 911 calls are sent via SIP trunk to RedSky
and RedSky will redirect the call to the appropriate Public Safety Answering Points (PSAPs) based on the
civic address of the location as identified by the NG911 service provider.

NOTE: The MX-ONE solution primarily sends Location identifiers to RedSky during emergency calls.
RedSky will look up these Location identifiers to determine the civic address, which is used in the
signaling to the PSAP. RedSky validates the civic address when the location is created in their database.

With the RAY BAUM'S Act solution, the Mitel MiVoice Border Gateway (MBG) is used as the Session
Border Controller (SBC) between MX-ONE and RedSky in the solution. If a customer has an existing MBG
used by SIP trunks, this can be upgraded to release 11.3 or later and used for the connection to RedSky.
Additionally, the MBG can be used for MiCollab Remote User (Teleworkers). Standard engineering guide-
lines apply.

NOTE: Mitel validates the solution only with the MBG. Customers utilizing SBCs of other vendors will need
to work with their SBC vendor for verification of NG911 Emergency Request Services (ERS).

The integration described in this guide requires that the customer has a valid service agreement with
RedSky.

NOTE: Mitel does not provide this service agreement directly. To support local notifications compliant with
Kari's law compliant, the solution will use RedSky’s notification application.

NOTE: MX-ONE notifications (including Mitel Revolution) provide supplemental information and are not
sufficient to meet Kari's law on their own when MX-ONE is used in conjunction with an ERS.

Emergency callback behavior depends on the NG911 service provider selected. RedSky provider will
pass on the callback information from the call-server (or if none is provided, use a fixed callback field in
their Location database), which will enable the PSTN to route the call back from the PSAP over the public
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MX-ONE RAY BAUM — HIGH-LEVEL ARCHITECTURE
CHAPTER 1 INTRODUCTION OF EMERGENCY SERVICES

PSTN to the specified callback number. In this case, MX-ONE will need to use the existing DID features
to route the incoming emergency callback from the public PSTN.

MX-ONE RAY BAUM - High-level Architecture

MX-ONE solution was validated together with the RedSky Next Generation 911 (NG911) service provider.

The integration described in this guide requires that the customer has a valid service agreement with
RedSky.
NOTE: Mitel does not provide this service agreement directly.

The following figure shows a high-level architectural view of the MX-ONE RAY BAUM integration with
RedSky using a single MX-ONE system.

Figure 1.1: MX-ONE system one site - RAY BAUM High-level Architecture
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The setup shown in the Figure 1.1 is used as a part of the integration validation.

Solution Components

The MX-ONE RAY BAUM solution is composed of the following components:
MX-ONE

The MX-ONE system comprises the following components:

e The MX-ONE Service Node — Call Server Control.
The call server component that takes care of the signaling is called MX-ONE Service Node. It is a Li-
nux-based call control software that can either be installed in a private cloud as an instance or reside
in a standard Intel-based server.

10/15431-ANF90143 Uen B 2021-11-08



MX-ONE RAY BAUM — HIGH-LEVEL ARCHITECTURE
CHAPTER 1 INTRODUCTION OF EMERGENCY SERVICES

The MX-ONE Service Node contains an emergency location database among other functions, which
is used to store the data used by the emergency solution in MX-ONE, in this case, RAY BAUM'S Act
data.

e MX-ONE chassis with Media Gateway Unit.
The MX-ONE chassis is used to house TDM boards used by legacy devices.

- Media Gateway Unit (MGU card) is used for media transcoding. It also contains TDM trunks (E1 or
T1 interfaces).

— Analog board is used to provide analog extensions (Optional).
- Digital board is used to provide digital extensions (Optional).
— DECT board is used to provide Integrated DECT extensions (Optional).

* MX-ONE Media Server.

— Media Server is a software-based media gateway used for media transcoding.
»  MX-ONE Provisioning Manager.

- Management system used to configure end-user information and end points (devices).
e MX-ONE Service Node Manager.

- Management system used to configure system information; for example, number planning and
route/trunks.

MiVoice Border Gateway

MiVoice Border Gateway (MBG) is used as the SBC between MX-ONE and RedSky in the solution.

NOTE: The MBG is used as Teleworker for MiCollab clients and can be used together with the SIP trunks
to connect with NG911 service provider. Standard engineering guidelines apply.

Teleworker support - An additional MBG is required for Remote Users (Teleworkers) - SIP phones (Mitel
6800 and 6900 series).

SIP Trunking to or from NG911 Service Provider

A SIP trunk is set up between MX-ONE and MBG and between MBG and the NG911 service provider.

For redundancy purpose, the NG911 service provider offers two point of presences (two different loca-

tions). Itis recommended that two SIP trunks are set up between MBG and NG911 provider. For this case,
MX-ONE can have only one SIP trunk towards MBG and the Round Robin mechanism in the MX-ONE

SIP trunk can provide load-balancing functions between the SIP trunks. For example, the first call goes
to the Point of Presence 1 and the second goes to the point of presence 2.

Another approach is to use two SIP trunks between MX-ONE and MBG and two SIP trunks between MBG
and the Points of Presence (PoPs).

Emergency SIP Trunk for Calls from Logged on or Logged off SIP Devices

The Emergency SIP trunk handles the emergency 911 incoming calls from logged on and logged off SIP
devices to MX-ONE system according to configured emergency trunk profile.

Any MX-ONE setup restriction for Traffic Connections and A-number presentation will be disabled for the
calling SIP device and Geolocation, BSSID, MAC address, and Emergency Location Identification
Number (ELIN) information provided by the device will be forwarded as input data to the emergency loca-
tion database lookup for Location-ID.
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MX-ONE RAY BAUM — HIGH-LEVEL ARCHITECTURE
CHAPTER 1 INTRODUCTION OF EMERGENCY SERVICES

Devices

Devices that are normally used in MX-ONE include 6800 and 6900 SIP phones, DECT phones, Wi-Fi
phones, and analog and digital phones.

Optional Mitel Applications

The following components can be integrated with the MX-ONE RAY BAUM solution.
e InAttend Client
+ MiCollab Clients

— Desktop PC and MAC

— Web clients

RedSky Components

» RedSky provides civic address validation and notification for the solution compliant RAY BAUM'S Act.

» Portal: In RedSky, a web portal is used to set up the information required for the solution to work prop-
erly. Much of the information required depends on the provider, but some information is mandatory; for
example, the civic address, a valid DID (10-digit dialable number) for callback calls), a valid DID
number (10-digit dialable number), an extension number or an alternate identification of the device or
the user. The access to the RedSky portal is provided by RedSky for a customer with a valid commer-
cial agreement.

» SIP trunk: In the RedSky solution, a SIP trunk is used to receive 911 calls. The trunk must be precon-
figured and tested during the implementation of the integration between MX-ONE and RedSky.
RedSky provides primary and secondary gateway for redundancy. The SIP transport mode can be
configured as UDP or TCP (port 5060) or TLS (port 5061). Contact RedSky for additional information.
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MITEL MIVOICE MX-ONE SOLUTION REQUIREMENTS
CHAPTER 2 REQUIREMENTS FOR MX-ONE RAY BAUM INTEGRATION WITH REDSKY

Requirements for MX-ONE RAY BAUM Inte-
gration with RedSky

Mitel MiVoice MX-ONE Solution Requirements

The following table summarizes the minimum MX-ONE requirements for the RAY BAUM solution.

Product Minimum Minimum Requirements/Comments
SW Release
MX-ONE 7.3 SP3 e SIP trunk licenses

For the RAY BAUM solution, a minimum of two
SIP trunk routes are required along with the SIP
channel licenses.

e One SIP trunk for the connection between
MX-ONE and MBG configured using Round
Robin functionality reaching the two NG911
POPs (Points of Presence) and another for
internal Emergency SIP trunk handling incoming
emergency (911) calls to MX-ONE from SIP
devices and clients.

NOTE: MX-ONE requires the internal Emer-
gency SIP trunk to remove any service that the
extension has. For example, a number
presentation restriction or traffic connection
restrictions for SIP devices/clients.

» Devices licenses

e Optional licenses

Licenses required for encryption (to be used in the
SIP trunk between MX-ONE and MBG).
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CHAPTER 2

REDSKY REQUIREMENTS

REQUIREMENTS FOR MX-ONE RAY BAUM INTEGRATION WITH REDSKY

Mitel MiVoice Border Gateway
(MBG)

11.3

At least one standalone MBG in the solution with
the appropriate SIP trunk licenses.

« MBG licenses

» SIP trunk connections to NG911 service
providers (a minimum of two connections is
recommended for redundancy, one for each
Point of Presence).

NOTE: Encryption can be configured between MBG
and the NG911 service provider. Verify whether the
NG911 service provider selected offers provide this
option.

NOTE: If remote users (Teleworkers) using SIP
Phones (6800 and 6900 series) are needed as part
of the solution, an additional MBGs is required. In
MX-ONE solution, a dedicated MBG is always used
for the Teleworker SIP Phones.

In some cases, if the capacity allows, the MBG
used by the MiCollab clients can also be used by
the SIP trunks. Standard engineering guidelines
apply.

SIP-DECT 6xx

8.3 SP1

Device-based provisioning of an ELIN/CESID that
is to be sent during calls.

IP-DECT 56xx (ASCOM)

11.6

Device-based provisioning of an ELIN/CESID that
is to be sent during calls.

5634 Wireless (ASCOM)
WinPDM (Management tool)

3.0.2
3.15.3

Device-based provisioning to enable sending of the
MAC address (BSSID) of connected Wireless Base
Station during calls.

MiCollab

9.4

Geolocation support via HELD the NG911 service
provider’s location information server.

6800 and 6900 SIP Phones

6.1 or later

Pop-up support (for supporting Teleworker
devices).

InAttend

2.6 SP3

RAY BAUM emergency private queue.

RedSky Requirements

The customer must have a valid agreement with RedSky (https://www.redskye911.com/) to get access to

their services.
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INTRODUCTION
CHAPTER 3 DESCRIPTION OF MX-ONE RAY BAUM SUPPORT

Description of MX-ONE RAY BAUM Support

Introduction

MX-ONE release 7.3 SP3 implements functions to support emergency services requirements according
to the USA E911 legislation.

MX-ONE system must be configured properly to support the functions required by the law.

The functions specific for supporting emergency services in the USA are:
e SIP trunk profiles

+ MX-ONE Emergency Location database

e Domain setup

e Integrated DECT setup (if the customer uses Integrated DECT)

Additionally, the following standard MX-ONE functions are also needed:
e Number conversion

» Least Cost Routing

* Route setup

« Extension setup

» Alternative Routing

How the Integration Works

When a user dials the emergency number 911, the call engine inside MX-ONE will look for the type of
device used to make the call and collects the appropriate data (A-Number, Geolocation, BSSID, MAC
address, and an ELIN/CESID or an IP address), if available.

After that, the MX-ONE system prepares the data (A-Number or Location ID) to be sent via the SIP trunk
to the RedSky NG911 service provider.
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How THE INTEGRATION WORKS
CHAPTER 3 DESCRIPTION OF MX-ONE RAY BAUM SUPPORT

Figure 3.1: MX-ONE Service Node Call Engine
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The RAY BAUM solution comprises three main components: devices, MX-ONE, and the NG911 service
provider.

Following is a description of these components.
* Devices
The devices are used to initiate an emergency call. Each device needs to provide a unique identifier

during the call setup to MX-ONE. The identifiers can be a A-number, Geolocation, BSSID, MAC ad-
dress, and an ELIN or CESID or an IP address.

The devices must be properly configured by the customer system administrator to provide the re-
quired information.

+ MX-ONE

The MX-ONE, call manager processes the information received from a device and sends it to the
NG911 service provider via MBG.

The information that is sent by MX-ONE depends on the NG911 requirements; it can be:

- A 10-digit number

— An identifier such as ELIN
In MX-ONE, the Location ID (location identifier) is used to provide the ELIN information to the
NG911 service provider. The Location ID is defined in MX-ONE via a command.

NOTE: The MX-ONE RAY BAUM call engine processes the data in the following priority order
if multiple input information is provided by the device:

— Geolocation: provided by HELD (HTTP-Enabled Location Delivery) protocol. The devices need to
support the HELD protocol.
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How THE INTEGRATION WORKS
CHAPTER 3 DESCRIPTION OF MX-ONE RAY BAUM SUPPORT

— BSSID: provided by the 5634 to MX-ONE, the Wi-Fi access point’s Basic Service Set Identifier
(BSSID) in the SIP INVITE or 200 OK (PANI header).

— MAC Address: provided by 6700, 6800, and 6900 SIP phones in the INVITE (SIP instance) — mainly
used in Teleworker mode (6800 and 6900).

NOTE: 6700 is not supported in Teleworker mode.

ELIN or CESID: provided by SIP-DECT or the IP-DECT in the SIP INVITE or 200 OK (PAIl header),
and in SIP Phones (configuration in the network switch).

NOTE: The device or the base station must support the ELIN or CESID setup.
IP address
Emergency Location database, dect rfp command (TDM DECT).
Emergency Location database, emergency location command.

MX-ONE must be properly configured by the system administrator (customer or partner) to provide
the required information.

+ RedSky - NG911 Service Provider
RedSky providing ERS (Emergency Routing Services) function receives the call setup information
from MX-ONE and verifies with the Location Information Server (LIS) that there is a preconfigured val-
id civic address associated with the device/user before forwarding the call to the correct Public Safety
Answering Point (PSAP).

RedSky supplies a web portal where the customer system administrator must set up information about
the customer on-premises environment, for example, validated civic address of the building and net-
work information for HELD devices, or any information that could specify a dispatchable location.

NOTE: If there is no valid location information, the call is redirected by the Emergency Routing
Services (ERS) to their National Contact Center to get the location manually. This process may incur
an extra cost per call that will be charged to the end-user.

For additional information about the RedSky setup, see the RedSky vendor's documentation.

Devices

Non-Fixed Devices

A non-fixed device is defined as a device that the end-user can move from one location to another without
assistance.

The following are non-fixed devices in MX-ONE.

« SIP - Mitel Phones (6800 and 6900 Series)

e SIP - Mitel Phones (6700 Series)

« SIP - Third-party (3PP) Phones

e SIP-DECT

« SIP - ATA (Analog Terminal Adapters - Mitel TA7100 family)
» Integrated DECT (requires a board in the MX-ONE Chassis)
« |IP-DECT - ASCOM

«  Wi-Fi Phone

« H.323 (IP Phones)

e InAttend - Client

+ Soft client - MiCollab - SIP
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How THE INTEGRATION WORKS
CHAPTER 3 DESCRIPTION OF MX-ONE RAY BAUM SUPPORT

e CTl client - MiCollab - Controlling SIP Device
 WebRTC client

Collecting Data (Non-fixed Devices)

For non-fixed devices, the MX-ONE logic checks for the Geo-location, BSSID, MAC address,
ELIN/CESID, and the IP address provided by the device. For BSSID, the MAC address, and IP address,
additional information must be added in the MX-ONE’s Emergency Location database to complement the
information received from the device. The system administrator needs to add additional information
manually in the system.

NOTE: Using the dect rfp command, MX-ONE can be configured to provide the base station location
information via the Location ID set up for Integrated DECT (legacy TDM DECT). The system administrator
must add this information in the MX-ONE system.

NOTE: For SIP phones using ELIN/CESID via LLDP_MED protocol, the ELIN/CESID configuration must
be done in the LAN switches by the customer system administrator.

NOTE: For SIP-DECT and IP-DECT, the ELIN/CESID configuration must be done in each base station by
the customer system administrator.

NOTE: For Wi-Fi phones, the customer system administrator must use the WinPDM tool to configure the
device parameter Emergency call location method to send BSSID in the SIP Invite.

Figure 3.2: Non-Fixed Devices Call Flow
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Sending Data to the RedSky

After MX-ONE has collected all information from the device side in the call setup, based upon the
MX-ONE SIP trunk configuration, which is different for each NG911 service provider, it will insert the infor-
mation needed to be sent in the SIP trunk, including the appropriate SIP headers as required, to the
RedSky provider via the MBG.

NOTE: MX-ONE sends HELD devices information transparently to RedSky. However, if the full DID
numbers are not available, MX-ONE can add the callback number (configuration is required) to be sent
to RedSky.

To conclude the process, the NG911 service provider validates the information received and will take the
appropriate action. If all data is correct, the call is sent directly to the PSAP (Emergency Center). If not,

then the call is redirected to the NG911 vendor’s National Call Center for further triage, in which case the
end-user may incur an extra charge.

NOTE: MX-ONE will always route the call to the ERS irrespective of whether there is a correct location data
or not (assuming that the routing is configured correctly).
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How THE INTEGRATION WORKS
CHAPTER 3 DESCRIPTION OF MX-ONE RAY BAUM SUPPORT

Fixed Devices (Legacy TDM Devices)

A fixed device is defined as a device that cannot be moved to another location in the enterprise without
assistance from a professional installer or network manager. These are typically TDM devices such as an
analog set.

The following are the fixed devices in MX-ONE.

1. Analog — ATS (it requires a board in the MX-ONE chassis).

2. Digital — DTS (it requires a board in the MX-ONE chassis).

Collecting Data (Fixed Devices)

For fixed devices, the MX-ONE logic checks for information in the Emergency Location database because
of no information is provided by the device. The system administrator must provide this information for
these devices.

Figure 3.3: Fixed Devices Call Flow

No information i provided Specific SIP Headers are - . e ._Aﬁfr dal_a vs_lidalior.if the
bythe device ) added tothe SIP trunk tm%:rlzr:: :'r’f:l'sz}g:‘;ja_:l"j information i correct, the
depending ofthe NG911 Hv=a=d=|*;:t||1'=|‘;"‘;,11‘ callis provided to the
provider that the system is T rvider - proper PSAP (Emergengy
connected to provias Center).

\\

After validation,

J'\\ 3 _th ecall is
- S redirected tothe
orma ~. proper PSAP
|_‘ﬁds to be |:rs-::rf|gu_red If the information is not ™
inthe emergency location valid, the call is redirected
database in Service Node to National Contact Center

tofurther validation. This

process has & extra cost per

call

Sending Data to the RedSky

After MX-ONE has collected all information from the device side in the call setup, based upon the
MX-ONE SIP trunk configuration, which is different for each NG911 service provider, it will insert the infor-
mation needed to be sent in the SIP trunk, including the appropriate SIP headers as required, to the
RedSky provider via the MBG.

To conclude the process, the NG911 service provider validates the information received and will take the
appropriate action. If all data is correct, the call is sent directly to the PSAP (Emergency Center). If not
the call is redirected to the NG911 vendor’s National Call Center for further triage, in which case the
end-user might incur an extra charge.

NOTE: MX-ONE will always route the call to the ERS irrespective of whether there is a correct location data
or not (assuming that the routing is configured correctly).
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MX-ONE EMERGENCY SERVICES CONFIGURATION WHEN USING REDSKY
CHAPTER 4 MX-ONE RAY BAUM INTEGRATION WITH REDSKY - CONFIGURATION GUIDELINES

MX-ONE RAY BAUM Integration with RedSky
- Configuration Guidelines

MX-ONE Emergency Services Configuration when using
RedSky

SIP Trunk Profiles

MX-ONE supports SIP trunk profiles, which are predefined configuration files containing specific setup for
SIP trunk providers.

For the USA emergency service solution (RAY BAUM), there are preconfigured profiles for RedSky
NG911 service provider.

The SIP trunk profile contains the SIP headers needed for each solution. These SIP headers are available
in the North America Application System.

The RedSky SIP headers supported by MX-ONE are:

+ E911-Organization-ID

* E911-Location-ID

» E911-Callback-Number

 E911-User-ID

The SIP headers are added depending on how the system is configured.

Emergency Location Database

The MX-ONE Service Node contains an Emergency Location database, which is used to store the data
used by the emergency service solution in the MX-ONE.

The data is required as an input and is required by the NG911 service provider to identify a device in
MX-ONE side. The data is sent by MX-ONE via SIP trunk headers to RedSky.
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CHAPTER 4

MX-ONE EMERGENCY SERVICES CONFIGURATION WHEN USING REDSKY

MX-ONE RAY BAUM INTEGRATION WITH REDSKY - CONFIGURATION GUIDELINES

The emergency location has the data structure shown in the following table.

Table

Description

Additional information

Location ID
(Locationld)
Table

Contains information
such as Customer
ID, Callback Number,
and general
information.

The Location ID is a reference or identification used to iden-
tify a device in MX-ONE. This reference is then sent as an
alternative ID instead of an ELIN/CESID in case a full DID
number cannot be sent to the NG911 service provider. For
example, in a hotel or for enterprise customers where exten-
sions do not have a dialable number.

The Customer ID is required by the NG911 service providers
to identify the customer associated with that call.

The callback number is required by the NG911 service
providers if a full DID number (a 10-digit dialable number) is
not sent. For example, in a hotel or for enterprise customers
where extensions do not have a dialable number.

BSSID Contains information | « The BSSID is required to identify which Wi-Fi access point, a
Table that associates wireless device, is connected when an emergency call is
Location ID with made. The BSSID is associated with a Location ID.
BSSID (Access Point | « The MAC address is optionally used to identify which SIP
Information for Wi-Fi Phone was used to make an emergency call. The MAC
phones) or MAC address is associated with a Location ID. It is mainly used in
addresses (SIP Teleworker mode.
Phone) information. | . |t can also be used in conference rooms and corridor phones.
DIR Table Contains information | It can be used for fixed devices and in some specific cases with
that associates non-fixed devices, such as H.323 phones, third-party SIP
Location ID with a phones or ATA (Analog Terminal Adapters).
Directory Number
(extension).
LIM Table Contains information | The LIM table can be used in some customer scenarios, where

that associates
Location ID with a
specific Service
Node (LIM) or all

Service Nodes (LIM).

many devices (SIP, IP, analog, and digital phones) reside in the
same physical location (or same building floor).

10/15431-ANF90143 Uen B 2021-11-08
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MX-ONE EMERGENCY SERVICES CONFIGURATION WHEN USING REDSKY

CHAPTER 4 MX-ONE RAY BAUM INTEGRATION WITH REDSKY - CONFIGURATION GUIDELINES

Customer Contains information | ¢« Itis used to associate an MX-ONE customer group (CUST)

Group that associates with the NG 911 Customer ID. It can also contain a callback
Table MX-ONE customer number to be used by the MX-ONE customer setup.
groups » Customer group 0 is the default and all extensions will be
(multi-tenant/CUST) assigned to this group if no other customer group is speci-
with NG911 service fied.
provider Customer « One entry can be specified by each customer group used by
ID. the systems (including customer group 0).

NOTE: Using the customer group setup simplifies the MX-ONE
configuration, because it does not require that the Customer ID
parameter is configured for each entry in the Location ID table.
NOTE: If Customer ID is defined in both the Location ID table and
the customer group table, the customer ID in the Location ID
table has higher priority.

To define Emergency Location, the following setup is required:

The Customer ID required by RedSky to unique identify a customer. The E911-Organization-ID is the
SIP header used to transport the Customer ID to RedSky.

The Location ID required by RedSky in case of a full DID number is not sent. The E911-Location-ID is
the SIP header used to transport the Location ID or an ELIN to RedSky.

The Callback Number required by RedSky in case of a full DID (10-digit dialable number) number is
not sent. The E911- Callback-Number is the SIP header used to transport the callback number to
RedSky.

The BSSID required to identify in which access point, a Wi-Fi device is connected when an emergency
call is made. The BSSID is associated with a Location ID in the MX-ONE emergency location data-
base, and then the Location ID is sent to RedSky. The E911-Location-ID is the SIP header used to
transport the Location ID to RedSky.

The MAC address required to identify which SIP Phone was used to make an emergency call. The
MAC address is associated with a Location ID in the MX-ONE emergency location database and then
the Location ID is sent to RedSky. The E911-Location-ID is the SIP header used to transport the Loca-
tion ID to RedSky.

The Directory number (DIR) associated with a Location ID in the MX-ONE emergency location data-
base and then the Location ID is sent to RedSky. The E911-Location-ID is the SIP header used to
transport the Location ID to RedSKky. It can be used for fixed devices and in some cases with non-fixed
devices, such as H.323 phones, third-party SIP phones or ATA (Analog Terminal Adapters).

IP Domain

A subnet domain or IP address can be used to identify the SIP phone that was used to make an emer-
gency call; for example, when SIP Phones are located in a floor and they belong to the same IP subnet
or domain.

In MX-ONE, the ip domain command is used to associate a Location ID with a specific IP address or a
subnet domain (IP range) for emergency calls. Then, the Location ID is sent to RedSky. The E911-Loca-
tion-ID is the SIP header used to transport the Location ID to RedSky.
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MX-ONE EMERGENCY SERVICES CONFIGURATION WHEN USING REDSKY
CHAPTER 4 MX-ONE RAY BAUM INTEGRATION WITH REDSKY - CONFIGURATION GUIDELINES

The customer needs to pay attention to IP Domain usage where an IP subnet may refer to more than one
dispatchable location as required by the RAY BAUM’S Act. In this scenario, a single IP domain might not
be granular enough to meet the legal requirements.

Integrated DECT

When the Integrated DECT devices are used in the customer, the system can be configured to associate
a Location ID with a base station. The dect rfp command is used for creating a radio cell reference.

Access Code

Access code setup is required for proper route selection. For example, 911 is the access code for the
route to the NG911 emergency service provider. Configuration must allow for 911 to be dialed without
prefix of suffix digit(s).

This setup is required to comply with Kari's Law.

Number Conversion

Number conversion might be needed if number normalization is required for creating the proper DID
number (10-digit dialable number).

Least Cost Routing

Least Cost Routing configuration might be needed depending on whether 911 is used as an access code
oras an LCR code. Also, LCR configuration might be needed to convert 9911, and so on to 911 and route
it to the NG911 service provider SIP trunk instead of to the public trunk.

NOTE: The number 933 must also be allowed for testing purposes. Check whether the NG911 service
provider offers 933 for testing purposes.

Alternative Routing

If for some reason, the NG911 service provider is not reachable via the dedicated SIP trunk to the NG911
service provider, emergency calls need must be routed to an emergency call center via the public PSTN
lines connecting the MX-ONE system to the public network. In MX-ONE, this can be fulfilled by configuring
Alternative Routing functionality on the dedicated NG911 SIP trunks. In this case, if the SIP trunks to the
NG911 service providers are out of service, the system will route emergency calls via PSTN for further

triage.
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INTRODUCTION
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

RedSky Integration - Setup Guidelines and
Examples

Introduction

This chapter describes how MiVoice MX-ONE is integrated with the RedSky NG911 service provider. As
a prerequisite, it is recommended that the engineer must first read the document MiVoice MX-ONE Emer-
gency Services Description - Kari's Law and Section 506 of RAY BAUM'S Act available in MX-ONE CPI
documentation for setting up the systems.

NOTE: RedSky offers a test number 933 to be used during the integration set up phase. It is recommended
that the MX-ONE is set up with 933 until the full system integration and validation is completed.

MX-ONE System Setup - Routes, Number Conversion,
Number Planning, and Least Cost Routing

The MX-ONE system needs to be configured to dial Emergency Services without any access code. For
this, recommendations are:

*  When an emergency number 911 is dialed, the translation must lead to the emergency destination (in
this case RedSky).

«  When a public access code is followed by the emergency number (for example 9911), the translation
must lead to the emergency destination (in this case RedSky).

*  When public access code is followed by any other number (that is, a public number is dialed), the trans-
lation must lead to the usual public destination associated to the route to PSTN.

See Operational Directions in MiVoice MX-ONE Emergency Calls, SOS Calls for more information about
setting up the emergency number; for example, call routing using Least Cost Routing.

Routes, Number Conversion, Number planning, and Least Cost Routing
Examples

Number Planning

Preconditions for the integration test:

¢ Internal extension number range: 67000 to 67999.

e Public DID number range: 4856867000 to 4856867999.

» Destination code for the RedSky Emergency Route: 911 and 933 (used during the test validation).
» Default callback SOS --a number for logged off terminals: 67033.

NOTE: The configuration described here is only an example might need to be changed according to the
customer number planning.
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MX-ONE SYSTEM SETUP - ROUTES, NUMBER CONVERSION, NUMBER PLANNING, AND LEAST COST ROUTING
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

Emergency Route for 911 Call (internal route for SIP devices)

This route is used by MX-ONE to remove all SIP extensions services; for example, number restriction.
Using this mechanism, MX-ONE can secure that the A-party is identified properly when an emergency
call is made.

Emergency Route for 911 Calls Setup
ROCAI:ROU=901,SEL=7110000000000010,SERV=3110000001,S1G=0111101000A0,BCAP=001100,
TRAF= 03151515,TRM=4;
RODAI:ROU=901,TYPE=TL66,VARC=00000000,VARI=00000000,VARO=00000000;

sip_route -set -route 901 -profile MXONE-E911_keep_a -uristring0 sip:?@0.0.0.0 -accept EMERGENCY
- match 911 -sosanumber 67033

ROEQI:ROU=901,TRU=1-1&&1-10;

Callback Number and Dest Code for Logged off Terminals

number_initiate -numbertype ED -number 67033

RODDI:ROU=901,DEST=67033,ADC=0505000000000250000000000100,SRT=1;
NOTE: D26=1 is required to make the callback to work.

See Operational Directions in MiVoice MX-ONE Emergency Calls, SOS Calls for more information about
set up for calls from logged of terminals.

Route to RedSky Setup

There are two ways to set up the trunks between MX-ONE, MBG, and RedSky.
» Round Robin, which provides load-balancing between the RedSky point of presence.
+ One dedicated route to each RedSky IP address (Point of Presence) using alternative routes.

SIP Route - setup 1 - Using Round Robin to RedSky IP addresses (Point of Presence)

The following figure shows the IP addresses used in the SIP trunk set up with RedSky. A route to RedSky
was to be set up in MX-ONE.
The following information is required to set up the SIP trunk.

Figure 5.1: Setup 1

»| RedSkyPoP1

-
-
.~

<MBG IP address> ™ RedSky PoP 2

<RedSky
route: 911>

67 XXX extensions

<MX-ONE IP address>

<RedSky IP address 2>

» RedSky Gateway: <RedSky IP address 1 and RedSky IP address 2>
« MBG (sip proxy): <MBG IP address>
 MX-ONE Service Node: <MX-ONE Service Node IP address>
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MX-ONE SYSTEM SETUP - ROUTES, NUMBER CONVERSION, NUMBER PLANNING, AND LEAST COST ROUTING
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

e HELD customer ID from RedSky: <Customer ID from RedSky>

Route to RedSky Using Round Robin

ROCAI:ROU=911,SEL=7110000000000010,SERV=3100000007,S1G=1111100000A0,BCAP=001100,
TRAF= 03151515,TRM=5;

RODAI:ROU=911,TYPE=TL66,VARC=00000000,VARI=00000000,VARO=00000000;

The two IP addresses are defined in the route. The Round Robin mechanism in MX-ONE will send one
call for each trunk.

ssip_route -set -route 911 -profile RedSky_E911_std -protocol tcp -proxyip <MBG IP address> -uris-
tring0 sip:?@<(RedSky IP address1|RedSky IP address2> -fromuriO sip:?@<MX-ONE Service Node
IP address> -uristring1 sip:+?@<(RedSky IP address1|RedSky IP address2> -fromuri1
sip:+?@<MX-ONE Service Node IP address> -accept NOT_USED -supervise ACTIVE_SUPERVISION
-supervisetime 60

NOTE: accept NOT_USED prevents all incoming calls on a trunk.
Number of Trunks in the Emergency Route to RedSky

In this example, 10 trunks are added in the RedSky route. The number of trunks used in this integration
requires dimensioning. The dimensioning needs to be done according to the customer size and specific
requirements.

ROEQI:ROU=911,TRU=1-1&&1-10;
RODDI:ROU=911,DEST=911,ADC=0227000000000250002001110100,SRT=1;
RODDI:ROU=911,DEST=933,ADC=0227000000000250002001110100,SRT=1;
Number Conversion

Number conversion setup is required for sending the number (the extension number) 67xxx to RedSky in
National format.

The Numbertype parameter set as 10 (Internal directory number when sent to public network) is used for
extensions and the Numbertype parameter set as 5 (Private Unknown) is used for calls via the emer-
gency trunk.

Example: Configure the extension numbers 67xxx to fill up the 10-digit number (DID) in the emergency
route 911.

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 10 -pre 48568 -route 911 -target-
dest 911 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 5 -pre 48568 -route 911 -targetdest
911 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 10 -pre 48568 -route 911 -target-
dest 933 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 5 -pre 48568 -route 911 -targetdest
933 -newtype 2

SIP Route — Setup 2 — One Dedicated Route to Each RedSky IP Address (Point of Pres-
ence) Using Alternative Route

The following figure shows the IP addresses used in the SIP trunk setup with RedSky.
Two routes to RedSky were to be set up in MX-ONE.
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MX-ONE SYSTEM SETUP - ROUTES, NUMBER CONVERSION, NUMBER PLANNING, AND LEAST COST ROUTING
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

Figure 5.2: Setup 2
< RedSky route: 811, CHO = 0=

/,‘ RedSky PoP 1

<RedSky IP address 1>

<MBG IPaddress> Tl Re dSky PoP 2
<MX-ONEIPaddress> - Redsky route: 812, CHO = 1>

B7XXX extensions

<RedSky IP address 2>

The following information is required to set up the SIP trunk.

* RedSky Gateway: <RedSky IP address 1 and RedSky IP address 2>
+ MBG (sip proxy): <MBG IP address>

 MX-ONE Service Node: <MX-ONE Service Node IP address>

e HELD customer ID from RedSky: <Customer ID from RedSky>

Route to RedSky Point of Presence 1

ROCAI:ROU=811,SEL=7110000000000010,SERV=3100000007,SIG=1111100000A0,BCAP=001100,
TRAF= 03151515,TRM=5;

RODAI:ROU=811,TYPE=TL66,VARC=00000000,VARI=00000000,VARO=00000000;
The IP address of the Point of Presence 1 is used in the first route.

sip_route -set -route 811 -profile RedSky_E911_std -protocol tcp -proxyip <MBG IP address> -uristring0
sip:?@<RedSky IP address1> -fromuriO sip:?@<MX-ONE Service Node IP address> -uristring1
sip:+?@<RedSky IP address1> -fromuri1 sip:+?@<MX-ONE Service Node IP address> -accept
NOT_USED -supervise ACTIVE_SUPERVISION -supervisetime 30

NOTE: -accept NOT_USED to prevent all incoming calls on a trunk.

Route to RedSky Point of Presence 2

ROCAI:ROU=812,SEL=7110000000000010,SERV=3100000007,S1G=1111100000A0,BCAP=001100,
TRAF= 03151515,TRM=5;

RODAI:ROU=812,TYPE=TL66,VARC=00000000,VARI=00000000,VARO=00000000;
The IP address of the Point of Presence 2 is used in the second route.

sip_route -set -route 812 -profile RedSky E911_std -protocol tcp -proxyip <MBG IP address> -uristring0
sip:?@<RedSky IP address 2> -fromuriO sip:?@<MX-ONE Service Node IP address> -uristring1
sip:+?@<RedSky IP address2> -fromuri1 sip:+?@<MX-ONE Service Node IP address> -accept
NOT_USED -supervise ACTIVE_SUPERVISION -supervisetime 30

NOTE: -accept NOT_USED to prevent all incoming calls on a trunk.

Number of Trunks in the Emergency Route to RedSky
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MX-ONE SYSTEM SETUP - ROUTES, NUMBER CONVERSION, NUMBER PLANNING, AND LEAST COST ROUTING
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

In this example, 10 trunks are added in the RedSky route. The number of trunks used in this integration
requires dimensioning. The dimensioning needs to be done according to the customer size and specific
requirements.

Individual trunks to RedSky Point of Presence 1

ROEQI:ROU=811,TRU=1-1&&1-10;
RODDI:ROU=811,DEST=911,ADC=0227000000000250002001110100,SRT=1,CHO=0;
RODDI:ROU=811,DEST=933,ADC=0227000000000250002001110100,SRT=1,CHO=0;

Individual trunks to RedSky Point of Presence 2
ROEQI:ROU=812,TRU=1-1&&1-10;
RODDI:ROU=812,DEST=911,ADC=0227000000000250002001110100,SRT=1,CHO=1;

RODDI:ROU=812,DEST=933,ADC=0227000000000250002001110100,SRT=1,CHO=1;

NOTE: The CHO parameter is used to define the second route as an alternative routing to route 1. In case
RedSky is not reachable via the first SIP trunk, the emergency calls will be routed via the second route.

Number Conversion
Number conversion setup is required for sending the number (the extension number 67xxx) to RedSky in
National format.

NOTE: The Numbertype parameter set as 10 (Internal directory number when sent to public network) is
used for extensions and the Numbertype parameter set as 5 (Private Unknown) is used for calls via the
emergency trunk.

Number Conversion to RedSky Point of Presence 1

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 10 -pre 48568 -route 811 -target-
dest 911 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 5 -pre 48568 -route 811 -targetdest
911 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 10 -pre 48568 -route 811 -target-
dest 933 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 5 -pre 48568 -route 811 -targetdest
933 -newtype 2

Number Conversion to RedSky Point of Presence 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 10 -pre 48568 -route 812 -target-
dest 911 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 5 -pre 48568 -route 812 -targetdest
911 -newtype 2

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 10 -pre 48568 -route 812 -target-
dest 933 -newtype 2
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MX-ONE SYSTEM SETUP — IP DOMAIN
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

number_conversion_initiate -entry 67 -conversiontype 1 -numbertype 5 -pre 48568 -route 812 -targetdest
933 -newtype 2

MX-ONE System Setup — IP Domain

IP Domain Setup

The IP domain command is used to associate a Location ID with a specific IP address or a subnet domain
(IP range) for emergency calls.

IP subnet: <my subnet 1>
Location ID: <my subnet 1 locationid>

ip_domain -i --domain-name Building1 --ip-net <my subnet 1> --packetization-interval 20 --video-limit
100 --codec-priority-list PCMA,PCMU,G729AB,G729A,G722 --location-id <my subnet 1 locationid>

For emergency calls from logged terminals, the A-number must be sent to the emergency center that can
be initiated for each domain and each LIM. See Operational Directions in MiVoice MX-ONE Emergency
Calls, SOS Calls for more information.

MX-ONE System Setup - Emergency Location Database
Setup

The emergency location database needs to be set up for the devices that do not provide Geolocation,
ELIN, or a valid DID (10-digit number).

RedSky requires some data to make the solution work properly, and these data must be added in the
MX-ONE emergency location database.

The following table shows the MX-ONE and the RedSky names for such data.
Table 5.1: Emergency Location Database

MX-ONE Name RedSky Name SIP Trunk Header Name
Customer ID HELD Company ID Customer ID

Location ID Alternate ID E911-Location-ID
Callback Number Callback Number E911-Callback-Number

NOTE: Callback number must be defined for non-DID numbers and can be configured in the MX-ONE
emergency location database or in the RedSky web portal. The number configured in MX-ONE has higher
priority than that set up in the RedSky web portal. For example, an extension in a hotel room normally
uses an internal number (non-DID number); in this case, the callback number shall be set up to the hotel
reception.
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MX-ONE SYSTEM SETUP - EMERGENCY LOCATION DATABASE SETUP
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

Customer ID Definition

RedSky

RedSky requires a customer identifier for each emergency call. The customer identifier is provided by
RedSky and it is called as HELD company ID in the RedSky portal. It can be found in the RedSky portal
dashboard under IDs and Access Codes.

The E911-Organization-ID SIP header is used to transport the Customer ID.

MX-ONE
In MX-ONE, the emergency location command is used to add the Customer ID (the HELD company ID
from RedSky) in MX-ONE emergency location database.

The Customer ID in MX-ONE can be configured for each customer group or individually as part of a Loca-
tion ID.

Customer Group
The Customer ID can be specified for each customer group in the emergency location database by using
the parameter Customer ID.

The Customer ID defined for each customer group will be used in calls from extensions that belong to the
customer group, when no Customer ID is configured for a Location ID.

If the Customer ID is configured as part of a customer group (Multi-tenant) in MX-ONE, all extensions that
belong to that customer group will have the same Customer ID. The customer group is 0, the default and
all extensions will be assigned to this group if no other customer group is specified.

One entry can be specified by each customer group used by the systems (including customer group 0).
Example:

When an extension belonging to a customer group makes an emergency call, MX-ONE will send the
associated Customer ID in the E911-Organization-ID SIP header to RedSky.

Command Syntax:

emergency location -i --customer 50 --customer-id 4aeb5-
da2b-93e9-4e4c-bdd0-74316a36eael

customer = customer group in MX-ONE

customer-id = HELD company ID defined in the RedSky portal

Individual - Location ID
The Customer ID can be specified individually in the emergency location database as part of a Location
ID, parameter Customer ID.

The Customer ID defined individually will be used in calls from extensions using the Location ID for which
the Customer ID is set up in the MX-ONE emergency database.

Example:

When a user makes an emergency call from an extension is configured with the Location ID and associ-
ated with a Customer ID, MX-ONE will send the associated Customer ID in the E911-Organization-ID SIP
header to RedSky.
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MX-ONE SYSTEM SETUP - EMERGENCY LOCATION DATABASE SETUP
CHAPTER 5 REDSKY INTEGRATION - SETUP GUIDELINES AND EXAMPLES

NOTE: The individual Customer ID set up in the emergency database has higher priority than the Customer
ID configured in the customer group. MX-ONE uses the former for calls.

Add Customer ID to a Customer Group in MX-ONE

Emergency Customer Group (Service Node Manager)

To add a Customer ID to a customer group in MX-ONE Service Node Manager (SNM), do the following:
1. In SNM, go to Services> Emergency Location menu.
2. Select the Emergency Customer Group.

Figure 5.3: Emergency Customer Group

D Ml tel | Service Node Manager as About Aap Logout
Initial Setup Number Analysis Telephony el System Tools Logs
Emergency Customer Group g argency Customer Group - Add Help
Emergency Location ID Apply | | Cancel
Extension Number
BSSIDIMAC Address. @ customer: oefaut v [
SN @ Customer Id: * | 92e5df2b-83e9-4edc-bd Help
(@ Callback number: 1112224444 Emergency Location
Usage: Use this screen to manage the
Emergency Location data.
MNotes:
This task is supported currently
only in US market
Apply | | Cancel

3. Add Customer, Customer Id, and Callback number and click Apply.

NOTE: If there is no customer group defined in SNM, such as for Telephony, Groups, and Customer
tasks, then only the default group will be displayed in the drop-down list.
4. If any customer groups are defined in the Service Node Manager as shown in the following figures,
these will be displayed in the Emergency Customer Group task.
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Figure 5.4: Customer

O Mitel | Sservice Node Manager Logged in as About  User Guide SiteMap  Logout

nitial Setup Number Analysis Telephor Services System Tools Logs

Group Do Not Disturb Customer Shortcuts: | <Manage Shortcuts> v | | Go... Print Al Help
Customer

Add
Hunt Group
Hunt Group Member 0 Customer Number . Customer Name
Pickup Group 0O #Z %X 1 One

[ # R 5000 Five Thousand
Extension Group System o s

Remaove

Figure 5.5: Emergency Customer Group

o0 Mitel Service Node Manager About User Guide SiteMap  Logout

Initial Setup Number Analysis Telephony System Tools Logs

Cmesgency Lustomer Group Emergency Customer Group - Add Help
Emergency Location ID Apply| [Cancel

Extension Number

SSSONAG A i o

UM @ Customer Id: Sl 0cioult Help

7 Callback number: One Emergency Location

Five Thousand

Usage: Use this screen to manage the
Emergency Location data.
Notes:
This task is supported currently
only in US market

Apply | | Cancel

5. If additional Customer IDs are required, add the required information and click Apply.

MX-ONE Command Line Interface
Connect to MX-ONE via SSHv2 and initiate the Location ID using the MX-ONE Command Line Interface.

emergency location -i --customer 0 --customer-id
9ae5df2b-83e9-4e4c-bdd0-74316e36ecacb —--callback-number 1112224444
Figure 5.6: Emergency Customer Group Data Print

Emergency Customer Group Data print
Cust Customer ID Callback Number

0 Qae5df2b-83e9-4eac-bdd0-74316e36eaeﬁ 1112224444

Add Location ID in MX-ONE

A location ID in MX-ONE is composed of three main parameters; Location ID, Customer ID, and Callback
Number (optionally, Info parameter can be assigned).
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» Location ID - used to identify the location identity; that is a building, site, campus, suite, room, or radio
cell reference, and so on.

» Customer ID - |dentifier of the customer who made an emergency call. In RedSky, this is the HELD
Company ID, and the information is available in the RedSky portal.

« Callback Number - Phone number to be used as the callback number sent to the Public Safety
Answering Point.

Info parameter supplements the Location ID by providing the physical address of the location.
Initiate a Location ID and Associate it with a Mitel SIP 6940 Phone MAC Address

Emergency Location ID

To add an Emergency Location ID in MX-ONE SNM, do the following:
1. In SNM, go to Services> Emergency Location menu.
2. Select Emergency Location ID.

Figure 5.7: Emergency Location ID

0 Mitel | Service Node Manager

Initial Setup Number Analysis Telephony ErVvice System Tools Logs
Emergency Cuslomer Group |  Emergency Location ID - Add Help
Emergency Location 1D Apply | [ Cancel
Extension Number
BSSIDIMAC Adaress ? Emergency Location 1d: + [1on21310 e
LM 7} Customer Id: 9ae5dr2b-83e9-dedc-77: Help
?) Callback number: 5555533433 Emergency Location
7) Emergency Location Information: 10 Main St, Ottawa build
Usage: Use this screen to manage the
Emergency Location data.
Notes:
This task is supported currently
only in US market
Apply | | Cancel

3. Add the required information for Emergency Location Id, Customer Id, Callback number, and
Emergency Location Information and click Apply. The Emergency Location ID is successfully
added in MX-ONE SNM.
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Figure 5.8: Emergency Location ID - Add - Result

0> Mitel | service Node Manager SteMzp  Logout

Initial Setup Number Analysis Telephony 3y System Teols Logs

Emergency Customer Group Emergency Location ID - Add - Result .

Emergency Location ID

Extension Number

BSSID/MAC Address

LM « Emergency Location ID: 1011121314
Property Value
Emergency Location Id 1011121314
Callback number 5555533433
Customer Id 9ae5df2b-83e9-4edc-7777-74316e36e3e6
E gency Location 10 Main St, Ottawa building 2 3rd floor room 312

Change This... | | Done

BSSID or MAC Address

Previously generated Location ID now can be associated to the SIP Phone MAC address (BSSID).

To add BSSID or MAC address in MX-ONE SNM, do the following:
1. Select the BSSID or MAC Address with which to associate the Location ID.

Figure 5.9: BSSID/MAC Address

(B} Mltel Service Node Manager

Initial Setup Number Analysis Telephony € System Tools og

Emergency Cuslomer Group | BSSID/MAC Address - Add

Help
Emergency Location ID ooty | [Cancel
Extension Number -
BSSIDIMAC Address %) Emergency Location 1d: [ 1011121314 v (]
™ 7 BSSID/MAC Address: 08000ac3227e Help
2
Emergency Location
Usage: Use this screen to manage the
Emergency Location data.
Notes:
This task is supported currently
only in US market
Apply | | Cancel

2. From the drop-down list, select the previously created Emergency Location Id, and then enter the
BSSID or MAC address of the SIP Phone and click Apply.
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Figure 5.10: BSSID/MAC Address - Add - Result

O Mitel | service Node Manager

Initial Setup Number Analysis Telephony System Tools Logs

Emergency Customér Goup .  BSSID/MAC Address - Add - Result Helo

Emergency Location ID

Extension Number

BSSIDIMAC Address

UM « Emergency Location ID: 1

Property Value
Emergency Location Id 1011121314
BSSID/MAC Address 08000ac3227e

Change This... | | Done

The BSSID or MAC address of the SIP Phone is successfully added.

MX-ONE Command Line Interface
Connect to MX-ONE via SSHv2 and initiate the Location ID using the MX-ONE Command Line Interface.

emergency location -i --location-id 1011121314 --customer-id
9aebdf2b-83e9-4e4c-7777-74316e36eaeb6 —-callback-number 5555533433 --info '10 Main
St, Ottawa building 2 3rd floor room 312'

Figure 5.11: Emergency Location Id Data print

Emergency Location Id Data print
Location Id : 1011121314
Customer Id : 9a3e5df2b-83e9-4ed4c-7777-74316e36eaeb

Callback Number : 5555533433
Info : 10 Main St, Ottawa building 2 3rd floor room 312

This Location ID now can be associated with the SIP Phone MAC address (BSSID).
To do this, execute the following command:

emergency location -i --location-id 1011121314 --bssid 08000ac3227e
Figure 5.12: Emergency Location Bssld print

Emergency Location BssId print
BssId Location Id

08000ac3227e 1011121314

Example 1:In this example, if the user makes an emergency call using the SIP phone, which has the MAC
address 08000ac3227e, MX-ONE will add the Location ID 1011121314 in the E911-Location-ID header
in the SIP trunk connected to RedSky. The E911-Organization-ID and E911-Callback will also be added
in the SIP Invite to the RedSky, because emergency call was defined individually to the Location ID.

e E911-Location-ID: 1011121314
¢ E911-Organization-ID: 9ae5df2b-83e9-4e4c-7777-74316e36eaeb
e E911-Callback: 5555533433
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Initiate a Location ID and Associate it with a Range of Directory Numbers (Dir); Extensions

are Digital or Analog phones

Extension Number

1. In SNM, go to Services> Emergency Location menu. Add the required information for the Emer-

gency Location Id task and click Apply.

Figure 5.13: Emergency Location ID

Co Mitel Service Node Manager

nitial Setup Number Anatysis elephony

Emergency Customer Group Emergency Location ID - Add

Emergency Location ID Teety| [Concel

Extension Number

BSSIDMAC Address 7} Emergency Location Id * 1011121000

™ ¥ Customer 1d e4¢-7777- 743166360886
¥ Callback number 5555533444
¥} Emergency Location Information 10 Main St, Ottawd build
Apply | | Cancel

Help

Hedp

Emergency Location

Usage: Use this screen to manage the
Emergency Location data.
Hotes:
This task is supported currently
only N US market

Figure 5.14: Emergency Location ID - Add - Result

o) Mitel Service Node Manager

nitial Setup Number Analysis Telephony System

Tools og

Emergency Customer Group Emergency Location ID - Add - Result
Emergency Location ID
Extension Number
BSSIDIMAC Address
s « Emergency Location ID

Property Value

Emergency Location Id 1011121000

Callback number 5555533444

Customer Id 93e5df2b-83e9-dedc-7777-74316e36eaeb

¥ Location 10 Main St, Ottawa building 2 2nd floor

Chonge This...| | Done

This Location ID now can be associated to a range of extension numbers.

Help

Select the Extension Number task to associate it to a range of extension numbers.
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Figure 5.15: Extension Number

o) Mitel Service Node Manager

nitial Setup Number Analysis Telephony System Tools

o

Emergency Customer Group Extension Number - Add Heln
Emergency Location ID Apply| | Cancel
Extension Number
BSSDMAC Address ) Emergency Location id: | 1011121000 v e
™ 7) Extension number 10000-10019 Help
Emergency Location
Usage: Use this sareen to manage the
Emergency Location data.
Notes:
This task is supported currently
only in US market
Apply | | Cancel

3. From the drop-down list, select the previously created Emergency Location Id and enter a range of
extension numbers (for example, extensions 10000 up to 10019) and click Apply to associate the
Location ID with this range of extension numbers.

Figure 5.16: Extension Number - Add -Result

o0 Mitel Service Node Manager

nitial Setup Number Analysis Telephony ¢ System Tools Logs

Emergency Cuslomer GroUp | Extension Number - Add - Result Help

Emergency Location ID

Extension Number

BSSIOMAC Address

LM » Emergency Location 1D
Property Value
Emergency Location Id 1011121000
Extension number 10000-10019

Change This... Dane

The Extension Number is successfully added.

MX-ONE Command Line Interface
Connect to MX-ONE via SSHv2 and initiate the Location ID using the MX-ONE Command Line Interface.

emergency location -i --location-id 1011121000 --customer-id
9ae5df2b-83e9-4ed4c-7777-74316e36eae6 —-callback-number 5555533444 --info '10 Main
St, Ottawa building 2 2nd floor'
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Figure 5.17: Emergency Location Id Data print
Emergency Location Id Data print

Location Id : 1011121000

Customer Id : 9ae5df2b-83e9-4e4c-7777-74316e36eaeb6
Callback Number : 5555533444

Info : 10 Main St, Ottawa building 2 2nd floor

This Location ID now can be associated with a range of extension numbers, for example extension
numbers 10000 to 10019.

To associate the Location ID with a range of extensions numbers, execute the following command:
emergency location -i --location-id 1011121000 --dir 10000..10019
Figure 5.18: Emergency Location Directory Data print

Emergency Location Directory Number print
Dir Location Id
10000 1011121000
10001 1011121000
10002 1011121000
10003 1011121000
10004 1011121000
10005 1011121000
10006 1011121000
10007 1011121000
10008 1011121000
10009 1011121000
10010 1011121000
16011 1011121000
10012 1011121000
10013 1011121000
10014 1011121000
10015 1011121000
10016 1011121000
10017 1011121000
10018 1011121000
10019 1011121000

Example 1: In this example, if the user makes an emergency call using one of the extensions configured
with the Location ID 1011121000, MX-ONE will add the Location ID 1011121000 in the E911-Location-ID
header in the SIP trunk connected to RedSky. The E911-Organization-ID and E911-Callback will also be
added in the SIP Invite to the RedSky, because these were defined individually for the Location ID.

* E911-Location-ID: 1011121000
+ E911-Organization-ID: 9ae5df2b-83e9-4e4c-7777-74316e36eaeb
« E911-Callback: 5555533444
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Initiate a Location ID and Associate it with a Service Node

LIM

1. In SNM, go to the Services> Emergency Location menu. Add the required information for the Emer-
gency Location Id task and click Apply.

Figure 5.19: Emergency Location ID

O Mitel | service Node Manager

nitial Setup Number Analysis Telephony System

Emerency Customer Group Emergency Location ID - Add Helo
Emergency Location ID

Apply | | Cancel
Extension Number
BSSOMAC Adaress D Emerouncy Locabon " [senvcemodeidicampus (N
L #) Customer Id e40-7777- 743168168086 Help
P Calback number 5555533599 Emergency Location
® Emergency Location Information 10 Main S1, Ottarwa build
Usage: Use this screen to manage the
Emergency Location data,
MNotes:
This task is supported currently
only in US market
Apply | Cancel

Figure 5.20: Emergency Location ID - Add - Result
o0 Mitel Service Node Manager

Initial Setup MNumber Analysis Telephony System Tools Logs

Emergency Customer Group Emergency Location ID - Add - Result

Emergency Location ID

Extension Number

Help

BSSIOVMAC Address
LM

« Emergency Location ID

Property Value

Emergency Location Id ServiceMode1blcampus1

Callback number 5555533599

Customer Id 9ae5di2b-83e9-4edc-7777-T4316e36eaeb

Emergency Location Information 10 Main St, Ottawa buillding 1 campus 1 1st floor

Change This... | | Done

This Location ID now can be associated to a Service Node.
2. Select the LIM task to associate with a Service Node.
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Figure 5.21: LIM

0 Mitel | Service Node Manager

Initial Setup Number Analysis Telephony Systerr Logs

Emergency Customer Group LIM - Add Help
Emeérgency Location ID Apply | [Cancal
Extension Number
BSSIDMAC Address ?) Emergency Location 1d: | ServicoNodelblcampusl v _
Emergency Location
Usage: Use this screen to manage the
Emergency Locabon data.
Notes:
Thes task 5 supported currently
only in US market
Apply | Cancel

3. From the drop-down list, select the previously created Emergency Location Id to be associated with
a Service Node number (for example, Service Node 1 (LIM 1)), and click Apply.

Figure 5.22: LIM - Add -Result

) Mitel | Service Node Manager

Initial Setup MNumber Analysis Telephony Ervice System Tools Logs

Emergency Customer Group LIM - Add - Result Help
Emergency Location ID .

Extension Number

BSSID/MAC Address

LM

« Emergency Location ID: Ser
Property Value
Emergency Location Id ServiceNode 1blcampus1
Lim number 1

Change This... Done

The LIM number is successfully added.

MX-ONE Command Line Interface
Connect to MX-ONE via SSHv2 and initiate the Location ID using the MX-ONE Command Line Interface.

emergency location -i --location-id ServiceNodelblcampusl —--customer-id
9ae5df2b-83e9-4e4c-7777-74316e36eaeb6 —--callback-number 5555533599 —--info '10 Main
St, Ottawa building 1 campus 1 1st floor'
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Figure 5.23: Service Node1

Location Id : ServiceNodelblcampus1
Customer Id : 9ae5df2b-83e9-4e4c-7777-74316e36eaeb

Callback Number : 5555533599
Info : 10 Main St, Ottawa building 1 campus 1 1st floor

This Location ID now can be associated to a Service Node.
To associate the Location ID to Service Node 1, execute the following command:
emergency location -i --location-id ServiceNodelblcampusl --1lim 1

Figure 5.24: Emergency Location LIM Data print

Emergency Location Lim Data print
Lim Location Id

1 ServiceNodelblcampusl

Example 1: In this example, all extensions in Service Node 1 will be associated with the Location ID Servi-
ceNode1b1campus1 if no other information is configured in the system.

If a user makes an emergency call using one of the extensions (that belongs to Service Node 1 the Loca-
tion), MX-ONE will add the Location ID ServiceNode1b1campus1 in the E911-Location-ID header in the
SIP trunk connected to RedSky. The E911-Organization-ID and E911-Callback will also be added in the
SIP Invite to the RedSky, because these were defined individually for the Location ID.

e E911-Location-ID: ServiceNode1b1campus1
+ E911-Organization-ID: 9ae5df2b-83e9-4e4c-7777-74316e36eaeb
« E911-Callback: 5555533599

NOTE: If Lim = O is used, all Service Nodes will use the same Location ID.

Traditional DECT Set up

Ensure that the DECT system is already set up and in place. The only change that is required is in the
dect rfp command as shown below.

dect rfp
In the dect rfp the location ID can be initiated.

Example 1:In this example, the user needs to add the location-id information on RFP 1 on Common Fixed
Part 3.

dect rfp -i --fpi 3 --rpn 1 --location-Id "1129111129"
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CHAPTER 6

MBG Setup

MBG SETUP

The integration between MX-ONE and RedSky requires an MBG. The MBG is set up as a proxy between
MX-ONE and RedSky. SIP trunks are set up in the MBG; one or two internal between MX-ONE and MBG
and two between MBG and RedSky Point of Presences.

For information about setting up these, see the SIP trunks in MBG, chapter SIP Trunking of MBG Instal-
lation and Maintenance Guide.

Figure 6.1: MBG Setup

. Profile Connection
Enabled Transport protocol TGP |
Name RedSky Remote trunk endpoint address
Remote trunk endpoint port 5060
I e
Authentication usermama | Roceive pipeling |~ v|
Authentication password | | Send pipeline ]
Confirm authentication password |
[ Protocol Media
PRACK support | Us® giobal setting v | Local streaming between trunk calls [
Options keepalives Never v| RTP address override bt
Options interval 60 |
Rewrite nost in PAI
Idie timeout (s) | 3600
r ide RTP security Icp-side RTP security
inbound [ SRTP or RTP v Inbound  (RTPonly v
outbound  [RTPonly ] Ououna  [RTPonly _v|
Preferrod cipher | AES_CM_128_HMAC_SHA1 32 v Prefemed cipher AES_CM_128_HMAC_SHA1_32 v
Note: If you modify your routing rules, you must save them before changing pages of navigating elsewhere, or those changes will be lost
Search Meat Previous
page 1ol Jumptopage | 1¥
Rulesperpege (10|
First Prev Next Last
Match Rule Primary Secondary Description
1[Request URI  w - MxOne Stockholm J— - Ondy oulgoing from ICP t+4+8
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RedSky Configuration Guidelines

To be able to use the RedSky portal, you must contact the RedSky team administrator and get your
credentials.

The examples in these guidelines assume that an administrator account is used for the setup.

For more information about the RedSky portal, read the appropriate RedSky document (The Horizon
Mobility® Administration Guide and Horizon Mobility®, User Guide), available under Manuals.

NOTE: Horizon Mobility® and MyE911® are registered trademarks of RedSky Technologies, Inc.
Figure 7.1: RedSky Portal
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Figure 7.2: Manuals
Manuals MX-ONE Design ~

Please click one of links below to view/download the manuals

Manual Name View Download
Administration Guide <] [ 3
EON User Guide & O
MyEST for macOS User Guide [ O
MyEST for Mobile User Guide & O
MyEST for Windows User Guide & O
Network Discovery Overview = s Y
Troubleshooting Guide @ O
User Guide [ O

Obtaining the Customer ID

To obtain the Customer ID, do the following:
1. In the RedSky Dashboard, go to IDs and Access Codes.

2. Enter the HELD Customer ID details, which must be added in the customer ID in MX-ONE emer-
gency location database.

Figure 7.3: IDs and Access Codes
IDs and Access Codes

Mame Value Copy/View

HELD Company ID &

HELD+ Secret Key ® §

(LIl I 221111 dd ]l 1)

Add a Building

In the RedSky setup, the system administrator needs to provide information about the enterprise environ-
ment.
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As stated in the RedSky documentation, every building houses Locations that have a common civic
address. For each civic address, create a building where a specific locations will need to be provisioned.
To add a building, do the following:

1. Go to Configuration menu.

2. Click Locations> Add Building.

3. Add a valid civic address and click SAVE.

There are two different forms for adding the civic address. These are:
o Default view
» Alternate address view

Default View

Figure 7.4: Default View - Add Building

Add Building

*Name

*Address

Alternate Address View

Supplemental Information

Override Organization Name B

SAVE
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Alternate Address View

Figure 7.5: Alternate Address View - Add Building

Add Building

‘Name

House Number House Number Extension

Prefix Direction

"atreet Name

Strest Tvpe Post Direction N

Cit State/Provinc -
C

Zip/Postal Code Country us -

Altermate Address View

Supplemental Information

Override Organization Name »

After the building is created, check whether the Geo-Coordinated is valid.
Figure 7.6: Geo-Coordinated Valid

* MX-ONE - Stockholm team Plano, TX 75024 | GEO-Coordinated Valid | a8

Add a Location

The location is defined to add the specific place in the building where the device is located.

The location will be used together with the information provided by MX-ONE in the SIP headers to identify
the device-specific location. The location could be a room, a suite, a cubic, and so on.

To add a location, click ADD LOCATION.
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As stated in the RedSky documentation, every building houses locations that have a common civic
address. For each civic address, create a building where a specific locations must be provisioned.

Figure 7.7: Add a Location

Locations
EXPAND ALL Search ADD BUILDING
Building Name Address Status Details
» MX-ONE - Stockholm team . Plano, TX 75024 GEO-Coordinated Valid =] )
Locations

ADD LOCATION

There are two different forms for adding the location; the phone number and the Alternate ID.

Phone Number

This setup is used when the device has a 10-digit phone number (DID). Add the required information and
click SAVE.

Figure 7.8: Phone Number

Add Location

@ |dentification Type: (@ PhoneNumper () Alternate ID
*Mame

Hotel Texas

Phone Mumbser
(464) 420-781D

Location Information

8th floor, suite 810 [

HTML Link URL

SAVE

39
10/15431-ANF90143 Uen B 2021-11-08



MYE911 CLIENT
CHAPTER 7 REDSKY CONFIGURATION GUIDELINES

The Alternate ID

The Alternate ID is used when the device does not have a 10-digit phone number (non-DID), but instead
just an extension or a similar type of user identifier. For example, the reception number used as a callback
number in a hotel.

Add the required information and click SAVE.
Figure 7.9: Alternate ID

i 5
Add Location CLOSE

@ /dentification Type: (O Phone Number (@) Alternate ID

*Mame

Hotel Texas

Alternate 1D
hetelream-810
(464) 422-7000 o

Locafion Informafion

8th floor, suite 810 0

HTML Link URL

n
i
<
m

MyE911 Client

RedSky offers a desktop client called MyE911 that is used by the end-users to set up their own location.
The user must be provisioned by the administrator in the RedSky portal.

The MyE911 client is recommended to be used together with Mitel SIP phones 6800 and 6900 series
phones when the phones are used in Teleworker mode and InAttend Client. Using the MyE911 client
gives the user a possibility to set the location when working at home, at the office, or any other place.

To set up a user, a valid email address is required.
In the RedSky portal, go to Users and then select ADD USER.
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Figure 7.10: Users

Users
==
Search
Email Phone First Last Current Location Last Access Time(User)
Number / Name Name
Device
User IDs

There are two different forms which to add a user; the phone number and the Alternate ID.

Phone Number

This setup is used when the device has a 10-digit phone number (DID). Add the required information and
click SAVE.

Figure 7.11: Add User

Add User CLOSE

*Email
First Name

Last Name

@ Identification Type: @ Phone Number () Device Userld ~ —————

*Phone Number

The Device User ID

The Device User ID is used when the user does not have a 10-digit phone number (non-DID), but instead
has an extension or similar type of user identifier.

After the user is set up, the user receives an email. It needs to download the MyE911 client and after that
set up the client.
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Figure 7.12: The Device User ID

Add User

*Email

First Name

Last Name

@ dentification Type: (O Phone Number (@) Device User ID

*Callback Number

*Device User ID

Device User IDs

No rows found
Figure 7.13: Users Civic Address
Users MX-ONE Design ~
Search
Email Phone First Last Current Location Last Access Time(User)

Number Name Name

/ Device

User IDs

¥ emmasmit Emma Smith . 07/06/2021 02:54:06 PM -
h@mitel-  422-0459 Y EMMA 'S HOUSE :
test.com
LOCATIONS DEVICE
Location Name Address Location Info
Emma "s House 960 e, CA 94085 House 1 .
Emma "s cottage 960 e, CA 94085 House 5 i
Mitel Office - Canada Comr Thornhill, ON Site 2, 3rd floor .
L3T"
Coffee Shop 536C {75024 table 2 .
. W
Page 1 of 1 25rows v

Redsky’s MyE911 client - InAttend Client

The RedSky’'s MyE911 Client is required to be used with InAttend Client, because it offers the InAttend
users the option of changing their location.

For an InAttend Client user to be created in the RedSky’s portal, a valid email address is required.
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In the RedSky portal, go to Users and then select Add User. Add the required information.

NOTE: InAttend Client requires the RAY BAUM emergency private queue function must be enabled or the
InAttend Client to be able to receive emergency callback calls. Refer to the InAttend documentation for
instructions on how to set it up.

NOTE: The RAY BAUM emergency private queue needs to be reached from outside by a full DID number
and it needs to present a full DID number to RedSky when an emergency call is placed. It can be achieved
by MX-ONE number conversion as by any other extension in the MX-ONE system.

Figure 7.14: Add User

Add User CLOSE

*Email

inattend-1@mitel-test-com

First Name

InAttend

ast Name

Consclel

@ deniification Type: @ Phone Number () Device UserD =~ ————

*Phone Number

(485) 686-701]

The System administrator needs to install and configure the MyE911 client in the InAttend’s computer.
When the setup is completed and InAttend Client users set up their own locations setup (the civic address
is entered) in the MyE911 client, and information in available the RedSky portal is shown as in the
following sample setup.

Figure 7.15: InAttend Client User Set up

Users MX-ONE Design ~
) ADD USER
earcn
Email Phone First Last Current Location Last Access Time(User)
Number Name Name
/ Device
User IDs
¥ inattend- (485) InAttend Consolel S 09/23/2021 053127 PM . -
1@mitel- 686-701 ¥ MITEL SWEDEN i

test.com

LOCATIONS

Location Name Address Location Info

Mitel Sweden 96O unnyvale, CA94085  Reception Floor 5 i
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Validate the Solution

After the setup is completed, make a call using a device connected in MX-ONE to the RedSky test number
933.

If the connectivity is correct, the call will be answered by an IVR.

Call History

In the RedSky portal, there is a Call History page under Monitoring. Verify that the test call is shown here.

Emergency Location Database Set up or A-number

The following example shows four calls in the Call History page for analysis.

When the setup is completed and the civic address is entered, the following information is available in the
RedSky portal.

Figure 8.1: Call History

Call History MX-ONE Design ~
Search
Call Time Organization Email Phone Number / Location Reason Details
Name ID
o7/a7/2021 MX-ONE Design __w +4684220700 Call is made to E \f: ~
47 0513:02 PM Ph b 7 933 test system
Call 4 ane humber cub97 Plano TX  destination, call
75024 routed to TEST
E—
O'?:D‘LI"%E'I MX-ONE Design 4684220700 Call is made to E ‘::
c ” 3 ¥ 05:01.05 PM v 933 test system
a _— cub97 Plano TX  destination, call
Alternate ID 7502 routed to TEST
1 ,07?0‘?;'%21 MX-ONE Design _'4684220'}'00 Call is made to a =
CaII 2 04:59:15 PM - 933 test system
Alternate ID- destination, call
routed to TEST
y 07/07/2021 MX-ONE Design device_home_46856 Call is made to g v
c " 1 — 04:38:28 PM ¥ 867360 e 933 test system
a Alternate ID— room 312Plano  destination, call
TX 75024 routed to TEST

The Customer ID setup is in MX-ONE of the default customer group.

10/15431-ANF90143 Uen B 2021-11-08
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Figure 8.2: Customer ID Set Up

oo Mitel Service Node Manager gged in About UserGuide SieMap  Logout

Initial Setup Mumber Analysis Telephony v System Tools Logs

Emergency Customer Group

Emergency Customer Group Shortcuts: | <Manage Shortcuts> v || Go...| Help

Emergency Location ID

Add
Extension Number
BSSIDIMAC Address 7) Enter Customer Id: | View
LM Maximum rows per page | 200 v

O Customer %, Customer Id Callback number

0 @ & X Defauk a277ec37-

Call 1 - Emergency Location Database Set up - MAC Address in MX-ONE and
Alternate ID in the RedSky Portal

Figure 8.3: Call 1

_y 07/07/2021 MX-ONE Design device_home_46856 Call is made to g v
C ” 1 — 043828 PM _—Y 867360 e 933 test system
d Alternate ID— room312Plano  destination, call
TX 75024 routed to TEST

In this example, the call has a valid civic address configured in the RedSky portal, set up using Alternate
ID.

In the MX-ONE, the Location ID is associated with the SIP Phone MAC address.
NOTE: The BSSID of an access point used together with Wi-Fi phones is also configured here.

Figure 8.4: BSSID or MAC Address Configuration

o0 Mitel Service Node Manager

Emergency Customer Goup | BSSID/MAC Address - View - device_home_46856867360 Help
Emergency Location ID - - AU
Extension Number
BSSIOMALC Address Property Value
Emargency Location Id  dence_homa_d6856867160
(L) BSSID/MAC Address 080003227
change This.. | [ Doee

In the RedSky portal, the Alternate ID is set up with device_home_ 46856867360.
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Figure 8.5: Edit Location

Edit Location

@ (dentification Type: () Phone Number (@) Alternate ID

"Name
[Teleworker phone

Alternate ID
demice theme_46856867360

(085) 686-7360 o
Location Information

campus 2 - room 312 Q

HTML Link URL

From the SIP Invite, the E911-Organization-ID and the E911-Location-ID are checked. The matching is
done via the E911-Location-ID header, and if there so as there is a match, the call is redirected to the
PSAP.

Figure 8.6: SIP Invite

SIP Invite

INVITE sip933@ - . _.128.222,user=phonetransport=TCP SIPf2.0
Via: SIP/20/UDP 1128.222:5060,branch=z9hG4bK489f 35644 df3.0i=e9b2c0f
Max-Forwards: 69
Contact: <sip:4856867360@ 128.222,did=d49.03447416>
To: <sip@33@ ... - 128.222.user=phonetransport=TCP=>
From: <sip:4856867360@ - 95118:5060:user=phone=tag=f41abas0
Call-1D: DLGCH_DBZQICMrPn4ZFTwiGIXsxBOwBLSOWGHS9Fw--
CSeq: 1 INVITE
Session-Expires: 1800
Min-SE: 90
Allow: INVITE, OPTIONS, BYE, ACK. CANCEL, INFO, REGISTER, REFER, PRACK,
SUBSCRIBE, NOTIFY, UPDATE
Content-Type: application/sdp
ca" 1 Supported: 100rel, timer )
) Userf-Agenr Aastra MX-ONE SNA7.3 Mitel Border GW{MBG/M
S~ TUG/4.13.0173-01)
Customer ID ~ Privacy: non
T p- | q " 3
- ESN-Organization-10: aZ77ec/- 2e54becd0
Alternate ID ————# _ E9ll-Location-1D: device_home_46856867360
Content-Length: 325
X-Origin: a5ns

v=0
0=Mx5IP 6982193934990610468 1IN IP4 195118 |
s=NSTREAMING

c=IN IP4 19518
=00
m=audio 20038 RTP/AVP 8 018101 v
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Figure 8.7: Call History Details

Call History Details e Call History Details

Location Name: - Teleworker phone
Call Time: 07/07/2021 0438:28 PM

Location Info: campus 2 - room 312
Organization Name: MX-ONE Design

Supplemental Info: Main Office
Email: -

Civic address Organization Name Override:
Address Line 1: 5360 . .
“ o defl nEd in Caller Display Name:
City: Plano S — RedSKy portal
— Call Source: 95m8
State/Province: TX )
= ELIN:

Zip/Postal: 75024

Device User ID:
Latitude: 33076511

Alternate ID: device_home_468s6867360 < WIX-ONE Location ID
Longitude: -26.810989

Calling Party:
Building Name: Mitel Texas

[ Callback Number: (085) 686-7360 | « Callback number

Location Name: Teleworker phone

Called Party: 933
Location Infe: campus 2 - room 312

Reason: Call is made to 933 test systemn destination, call routed to TEST
Supplemental Info: Main Office . -

Call 2 - Emergency Location Database Setup - Directory Number in MX-ONE
and Phone Number in the RedSky Portal

Figure 8.8: Call 2

Q710772021 MX-ONE Design '4684120700 Call is made to
—1 045915 PM 933 test system
Call 2 Alternate ID— destination, call

routed to TEST

In this example, the call does not have a valid civic address configured in the RedSky portal using Alter-
nate ID; instead the device is configured as a phone number.

In the MX-ONE, the Location ID 4684220700 is associated with the Directory number 20700.
Figure 8.9: Extension Number View

o0 Mitel | Service Node Manager

Initial Setup Number Analysis Telephony ™ System Tools Logs
Emergency Customer Gioup | Extension Number - View - 4684220700 Helo
Efperpency,L ocotion 10, Dane View 46856867899
Extension Number
BSSIDMAC Address Property Value

Emergency Location Id 4684220700
LM Extension number 20700

Change This... Done

In the RedSky portal, the Phone Number (the full DID number, a 10-digit dialable number) is set up.
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Figure 8.10: Edit Location

Edit Location

o Identification Type @ Fhone Number O Alternate 1D

“Hame

Sophia office

Phone Numbar

(468) 422-0700

Location Infermation

site 2 roorm 4 cub 97 o

HTML Link URL

From the SIP Invite, the E911-Organization-ID and the E911-Location-ID are checked. There is no match,
because Phone number is set up in the RedSky portal and MX-ONE is configured to send Alternate ID.
This call is therefore redirected to the National Call Center.

Figure 8.11: SIP Invite

SIP Invite

INVITE sip:933@ 128.222,user=phone;transport=TCP SIP/2.0
Via: SIP2.0/UDP 1128.2225060:branch=29hG4bK9%6a. 5daec3f3.0ii=e9b2c0f
Max-Forwards: 69
Contact: <sipi+4684220700@ 128 222:did=23a.d551f5c1=
To: <sip933@ 1128.222user=phonetransport=TCP>
From: <sip:+ 46842207006 . B5N8:5060user=phone=tag=6a4ea70b
Call-1D: DLGCH_OIMTWgQC I BBwgXKicCBX4jAyY.GHS9Fw--
CSeq: 1INVITE
Session-Expires: 1800
Min-SE: 90
Allow: INVITE, OPTIONS, BYE, ACK, CANCEL, INFO, REGISTER, REFER, PRACK,
SUBSCRIBE, NOTIFY, UPDATE
Content-Type: application/sdp
Ca ” 2 Supported: 100rel, timer

~— User-Agent: Aastra MX-ONE SNN73. Mitel Border GW[MBGM
Customer D TUG/413.0173-01)

Privacy: none

" |__P-Asserted-identity: <sip:+4684220700@ 95118>

Alternate D— ) -Organization-IU: a zes4bocdl
] :

oment-Lengin:
X-Origin: 9518
v=0

o=MxSIP 6982199290B149719451 IN IP4 a5n8

5=NSTREAMING

c=IN IP4 2508

=00

m=audio 20104 RTP/AVP 8 018 101 v
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Figure 8.12: Call History Details

Call History Details Call History Details

A ocation Name: -

Call Time: 07/07/2021 04:59:15 PM
Location Info:

Organization Name: MX-ONE Design
Supplemental Info:

Email:

Organization Name Override:
Address Line 1: - .

No match in Caller Display Name:
city: - Redsky portal as it
— . Call Source: a5smns8
— is setup as Phone
State/Province: -+ -
L number and not ELIN:

Zip/Postal: “ Alternate ID.

Device User ID:
Latitude:

| Awemate 10: 4eseazonoo }¢— MX-ONE Location ID

Longitude:

Calling Party:
Building Name:

Callback Number:
Location Name:

Called Party: 933
Location Info:

Reason: Call is made to 933 test systemn destination, call routed to TEST

Supplemental Info:

Call 3 - Emergency Location Database Set up - Directory Number in MX-ONE
and Alternate ID in the RedSky Portal

Figure 8.13: Call 3

I
4684220700 Callis made to E w
]| T 05:01:05 PM ¥ 933 test system
Call 3 _ cub97PlanoTX  destination, call
Alternate ID 75024 routed to TEST

In this example, the call has a valid civic address configured in the RedSky portal using Alternate ID.
In the MX-ONE, the Location ID 4684220700 is associated with the Directory number 20700.
Figure 8.14: Extension Number View

>0 Mitel Service Node Manager

Initial Setup Number Analysis Telephony TViCE System Tools Logs
Emergency Customer Group Extension Number - View - 4684220700 Help
ERemencylocationlt) Done View 46856867899
Extension Number
BSSIDMAC Address Property Valve
Emergency Location Id 4684220700
LM Extension number 20700

Change This... | | Done

In the RedSky portal, the Alternate ID is set up with 4684220700.
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Figure 8.15: Edit Location

CLOSE

Edit Location

@ Identification Type: (O Phone Number (@) Alternate ID

*Name

Sophia office

Alternate 1D

4842 20700

(468) 422-0700

Locafion Informafion o
site 2 room 4 cub 97 o

HTML Link URL

From the SIP Invite, the E911-Organization-ID and the E911-Location-ID are checked. Matching was
done via the E911-Location-ID header, and as there is a match, the call is redirected to the PSAP.

Figure 8.16: SIP Invite

SIP Invite

INVITE sip:933@ J128.222;user=phone;transport=TCP SIP/2.0

Via SIP/2.0/UDP 1128.222-:5060:branch=29hG4bKBT795.c0644b36.0/=e9b2c0f
Max-Forwards: 69

Contact: =sip:+4684220700@ 128.222.did=149 ff469a71>

To: <sip933@ 1128.222,user=phonetransport=TCP>

From: <sip:+4684220700& .. . .95118:5060,user=phone>;tag=12a77830
Call-1D: DLGCH_eDO.GjZwZjAsAVw]aj4UGH4KDRSYCHS9F w--

CSeq: 1INVITE

Session-Expires: 1800

Min-SE: 90

Allow: INVITE, OPTIONS, BYE, ACK, CANCEL. INFO, REGISTER, REFER, PRACK,
SUBSCRIBE, NOTIFY, UPDATE

Content-Type: application/sdp

Ca ” 3 Supported: 100rel, timer
-~ User-Agent: Aastra MX-ONE SN17.3. Mitel Border GW(MBG/M.
Customer ID TUG/413.0173-01)
e Privacy: none

g P-Asserted-ldentity: <sip:+46842207008 95118=>

o MTFoN-Or amzatlon-li;a%’af-... T T T 6]

Alternate ID | PO Tocation . 4684550700
tonfenf{engd H 31;
X-Origin: 9508

v=0

o=MxSIP 6982199758967224967 1IN IP4 asne

5=NSTREAMING

c=IN IP4 95n8

=00

m=audio 20146 RTR/AVP 8 018101 w
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Figure 8.17: Call History Details

Call History Details

Call History Details

ation Name: Sophia office -

Call Time: 07/07/2021 05:01:05 PM
Lecation Info: site 2 room 4 cub 97

Organization Name: MX-ONE Design
Supplemental Info: Main Office

Email:

<+ —
— . or » Name On
—_ Civic address ame
Address Line 1: 5360 . .
< T - d ef[ n ed In Caller Display Name:
City: Plano " RedSKy portal
== Call Source: 9518
State/Province: TX J— -
4 ELIN:

Zip/Postal: 75024
Device User ID:

Latitude: 33.076511

Alternate ID: 4684220700 <« MX-ONE Location ID
Longitude: -96.810989

Calling Party:
Building Name: Mitel Texas

Callback Number: (468) 422-0700 | Callback number

Location Name: Sophia office
Called Party: 933
Location Info: site 2 room 4 cub 97
Reason: Call is made to 933 test system destination, call routed to TEST

Supplemental Info: Main Office

Call 4 - A-number Set up in MX-ONE and Phone Number in the RedSky Portal

Figure 8.18: Call 4

07/07/2021 MX-ONE Design _w 4684220700 Call is made to =
47 0513:02 PM Ph ber - - 933 rest system
Ca" 4 - one number cub97 Plano TX  destination, call
75024 routed to TEST

In this example, the call has a valid civic address configured in the RedSky portal using the phone
number.

20700 is the extension number defined in MX-ONE. The number conversion in MX-ONE adds the 46842
to complete the full DID number (10-digit dialable number) when sending the call to RedSky. There is no
configuration in MX-ONE in the Emergency Location database for the extension number or directory
number 20700.

Figure 8.19: Extension Number

(b Mltel Service Node Manager Logged in as About User Guide Site Mag Logout
Initial Setup MNumber Analysis Telephony £ € Systemn Tools Logs
Emergency Cuslomer Group |  Extension Number shortcuts: [ <Manage Shotcuts> v [Go...| Heln
Emergency Location ID
Add
Extension Number
BSSIDMAC Address (@ Extension number: |20700 View
LM Maximum rows per page | 200 v
No data found
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In the RedSky portal, the Phone Number (the full DID number, (a 10-digit dialable number)) is setup.
NOTE: The phone number is used as the callback number.

Figure 8.20: Edit Location

Edit Location

@ Identification Type: (@ Phone Number (O Aternate ID
*Name

Sophia office

Phone Number

(468) 422-0700

Location Information

site 2 room 4 cub 97 n

HTML Link URL

g
5

Checking the SIP Invite, only the E911-Organization-ID is presented.

The match was done via the From header, so that if there is a match, this call would be redirected to the
PSAP.

Figure 8.21: SIP Invite

SIP Invite

INVITE sip:933@ 128.222,user=phonetransport=TCP SIP/2.0
Via: SIP/2.0/UDP 128.222:5060;branch=z9hG4bK7dfe.c5e0f0b.0;i=e9b2c0f
Call 4 Max-Forwards: 69

Contact: <sip:+4684220700@ 128.222,did=0af.e3236f34>
. He % N . = e

] 1=1CP>
A number ) From: <sip:+4684220700@ 95.118:5060,user=phone=>;tag=b9cc4b74 |
iq » all-1o: _EISW. XE. ) ac SOFW--
via “From” Header Cema ) INVITE
Session-Expires: 1800
Min-SE: 90

Allow: INVITE, OPTIONS, BYE, ACK, CANCEL, INFO, REGISTER, REFER, PRACK,
SUBSCRIBE, NOTIFY, UPDATE

Content-Type: application/sdp

Supported: 100rel, timer

User-Agent: Aastra MX-ONE SN/17.3_ . _ Mitel Border GW(MBG/M._ . __
CustomerID TUG/I0173.01)

E9N-Crganization-1D: a277ec37- se54becd0 |
TOMENCLENOUT, 520
X-Origin: 95118

v=0

0=MxSIP 6982202842752765435 1IN IP4 9518

s=NSTREAMING

c=IN IP4 9518

t=00

m=audio 20126 RTP/AVP 8 018101

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000 v

NOTE: This setup is also valid to ELIN, if the ELIN or CESID used by the customer is a valid full DID
number (10-digit dialable number).
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Figure 8.22: Call History Details

Call History Details Call History Details

Location Name: Sophia office
Call Time: 07/07/2021 05:13:02 PM
Location Info: site 2 room 4 cub 97
Organization Name: MX-ONE Design
Supplemental Info: Main Office
Email:

A — CI ViC a ddress Organization Name Override:
Address Line 1: 5360 . .
« - o dEfI ned In Caller Display Name:
City: Plano " RedSKy portal
== — Call Source: 95118
State/Province: TX
4 ELIN: (468) 422-0700
Zip/Postal: 75024
Device User ID:
Latitude: 33.076511
Alternate ID:
Longitude: -96.810989
Calling Party: + (468) 422-0700 <« A number
Building Name: Mitel Texas via “From” Header

Callback Number:
Location Name: Sophia office
Called Party: 933
Location Info: site 2 room 4 cub 97
Reason: Call is made to 933 test systermn destination, call routed to TEST
Supplemental Info: Main Office

MyE911 Client - InAttend Client Call

The following example shows an InAttend call in the Call History to analysis.
Figure 8.23: Call History

Call History MX-ONE Design ~
Search
Call Time Organization Email Phone Number/ Location Reason Details
Name ID
Ly 09/23/2021 MX-ONE Design  inattend- 485686701 960 Call is made to E @ |

Call 04:47:32 PM 1@mitel- ' Reception Floor 933 test system
» testcom y 55unnyvale CA  destination, call
A-number 94085 routed to TEST

Email address defined Civic address defined in

in RedSky’s portal MyE911 client

In the MX-ONE emergency location database, there is no specific configuration for the InAttend Client;
only the Customer ID is defined in the system, as shown in the previous item Emergency Location data-
base setup or A-number.

From the SIP Invite, the E911-Organization-ID is checked. The matching was done via A-Number in the
From header. As there is a match, the call is redirected to the PSAP.

67011 is the emergency private queue number sent by InAttend to MX-ONE. The number conversion in
MX-ONE appends 48568 to complete the full DID number when sending the call to RedSky.
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The full DID number 4856867011 is the A-number presented in the From header.
Figure 8.24: SIP Invite - From Header

- - CLOSE
SIP Invite

~

INVITE sip:933@1 128.222,user=phone;transport=TCP SIP/2.0

Via: SIP/2.0/UDP 128.222:5060;branch=29hG4bK4a28.c383f9al.0;i=50b16¢93
Max-Forwards: 69
Contact: <sip:4856867011@ = .128.222,did=d62.1e79d8f2>
A-Num b erint h e To: <sin:933@ 1128.222,user=phone;transport=TCP>
% From: <sip:485686701¢! 95118:5060;user=phone>;tag=bbdb2e62
" ” Call-IL: DLOCH_JUVUVmMSIZDEGNxclYHsgNjU.DQIgLn5S9Fw--
From Header CSeq: 1INVITE
Session-Expires: 1800
Min-SE: 90

Allow: INVITE, OPTIONS, BYE, ACK, CANCEL, INFO, REGISTER, REFER, PRACK,
SUBSCRIBE, NOTIFY, UPDATE
Content-Type: application/sdp
Supported: 100rel, timer
User};Agent: Aastra MX-ONE SN/17.3.3. Mitel Border GW(MBG/11.3.
TUG/414.0.21-01)
CustomerID - Privacy: none
- - iy <sig: 9o 118>
o ooy sl ect; 1
Content-Length: 303
X-Origin: 9518

v=0

0=SESTOCMGO1 7011140915054840M2 1IN IP4 9508

s=NSTREAMING

c=IN IP4 195118

t=00

m=audio 20098 RTR/AVP 8018101

a=rtpmap:8 PCMA/8000 v

The Call History details shows the information that the user added in InAttend Client.
Figure 8.25: Call History Details

Call History Details

Call Time: 09/23/2021 04:47:32 PM

Organization Name: MX-ONE Design

Email address defined
in RedSky’s portal

Email: inattend-1@mitel-testcom <«

Address Line 1: 960

—— Civic address
City: Sunnyvale < S— defined in

_——— MyE911client

State/Province: CA -

Zip/Postal: 94085

Latitude: 37.38335

Longitude: -122.004845

Building Name: ~
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Geolocation (Held) - MiCollab Desktop Client Call

The following example shows a HELD call in the Call History for analysis.
Figure 8.26: Call History

Call History MX-ONE Design ~
1
Call Time Organization Name Email Phone Number / Location Reason Details
(o]
09/21/2021 102727 PM MX-ONE Design A-number v 4856867360 " Tth Call is made to 933 test - .
Call W . ¥ floor - room 730 Planc  system destination, call 80 X
a Civic address defined in MiCollab Client TX 75024 routed to TEST

The following figure shows the MiCollab Client configured with the Emergency Location. The user has
defined the current address and made an emergency call.

Figure 8.27: Emergency Location

Q  Seach or Disl

<

Emergency Location

(P Home -
@ comcs Emergency Location 9 e
® cha

28 MiTeam

©  cahisory Current Location
4 Voicemail
(3 Meetings

Loy Cat
& Settings

© _
\ L) @@ % Prompt
In the MX-ONE emergency location database, there is no specific configuration for the MiCollab Client.

Only the Customer ID is defined in the system as shown in the previous item Emergency Location data-
base setup or A-number.

There is no setup in the RedSky portal. However, the Geolocation information (via HELD protocol)
contains the data to identify the location of the user.
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Figure 8.28: Call History Details

INVITE sip:933@1 128.222;,user=phone;transport=TCP SIP/2.0
Via: SIP/2.0/UDP " 128.222:5060;branch=z9hG4bKe342.c5a7lea.0;i=04ae5¢93
Max-Forwards: 69
Contact: <sip:4856867360@ 128.222,did=704.727ef197>
To: =sip933@ J128.222,user=phone;transport=TCP=>
From: "C " <sip4856867360@62.20.95.118:5060user=phone=;
tag=d439883c
Call-ID: DLGCH_dkFVKBI7Zgs)QQ0jawclHho3MBsePn59Fw--
CSeq: 1 INVITE
Session-Expires: 1800
Min-SE: 90
Allow: INVITE, OPTIONS, BYE, ACK, CANCEL, INFO, REGISTER, REFER, PRACK,
SUBSCRIBE, NOTIFY, UPDATE
Content-Type: application/sdp
Supported: 100rel, timer
User-Agent: Aastra MX-ONE SN/17.334 Mitel Border GW(MBG/11.3.
TUG/4.14.0.20-01)
Privacy: none
H P-Asserted-ldentity: <sip:4856867360@ .95.118>
GGO'OC&tIOﬂ e —»  Geolocation: <https./api.primelab.e9icloud.com/held-service/heldref
[FtokenV2=MTUzOTYTYTYtNZY4ZCO0ODUOLTKAOGYtNMZIMWQON)YSOG UyOjE2MzIZNI
companylD=a277ec37- >

CustomerID — Geolocation-Routing: ves
ontent-Length:

X-Origin: 958

v=0 -

The Call History details shows the information that the user added in MiCollab Client.
Figure 8.29: Call History Details

Call History Details

Organization Name: MX-ONE Design
Email:

Address Line 1: 5360 <

—— Civic address

il “ —— defined in
StatefProvince:™ MiCollab client
Zip/Postal: 75024 — -

Latitude: 33.076511

Longitude: -96.810989

Building Name:

Location Name ‘s Home

Location Info: 7th floor - room 730

Supplemental Info:

Organization Name Override:
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CHAPTER 9 ACRONYMS, ABBREVIATIONS, AND GLOSSARY

Acronyms, Abbreviations, and Glossary

BSSID: Basic Service Set Identification. MAC address of a Wireless access point (WAP).
CESID: Caller Emergency Service ldentification, equivalent to ELIN.

Customer ID: An identifier used by the NG911 service provider to unique identify a customer.
ELIN: Emergency Location Identification Number also known as CESID.

ERS: Emergency Routing Services.

Fixed Devices: Fixed device is a device that cannot be moved to another place in the enterprise without
assistance from a professional installer or network manager.

HELD: HELD protocol (HTTP-Enabled Location Delivery), refer to RFCs 5985 and 7840.

Integrated DECT: The TDM DECT solution used by MX-ONE, this requires an ELU-31 board. It is also
called Traditional DECT, legacy DECT or TDM DECT.

LIS: Location Information Server
LLDP-MED: Link Layer Discovery Protocol-Media Endpoint Discovery.
MBG: Mitel Border Gateway.

MLTS: Multi Line Telephone System. Equivalent to a PBX, but is the nomenclature used in the RAY
BAUM'’S Act.

NG911: Next Generation 911.

Non-fixed Devices: A non-fixed device is a device that the end-user can move from one endpoint to
another without assistance.

NANP: North American Numbering Plan (https:/en.wikipedia.org/wiki/North_American_Number-
ing_Plan).

PAI Header: P-Asserted-ldentity header.
PANI Header: P-Access-Network-Info header.
PoP: Point of Presence.

PSAP: Public Safety Answering Points

SBC: Session Border Controller

SBN: Survivable Branch Node.
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