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1 What's New

Link to online release notes
Version 5.2.31 (5.2 SP3)
Plugin Updates
The following changes have been made to Phone Manager plugin support:

e Added Hubspot plugin.
e Updated Zendesk plugin to support call history.

Night mode support added to Phone Manager Macros (requires Professional or Team Leader)

Phone Manager Outbound updates include:

e Improved Record Searching for Supervisors: Search for records using a combination of fields and call-
back times.

e Multi-Record Update: Apply disposition updates to a range of contacts through the website to help
improve campaign management.

o Update Records: Supervisors can now update fields for a record through the website, streamlining
administration changes.

e Disposition New Records: Supervisor can now disposition records which have not been dialed, allowing
them to be moved to new campaigns or marking them not to be dialed.

Version 5.2.28
6900 Phone Updates
The following updates have been made to the 6900 phone integration for the MiVoice Office 250:

e New Group Missed Calls softkey for displaying missed calls for a hunt group
o Update to the ACD End Wrap button to allow users to place themselves in Wrap Up when they are free

Link to 6900 Softkey Section

Version 5.2.23 (5.2 SP2)
6970 Conference Phone Support & 6900 Phone Updates

The 6970 conference phone is now supported on the MiVoice Office 250. Firmware for the phone is
now included. In addition, differential ring tones for external and hunt group calls is also supported and some
additional softkey features have been added.

e Priority Alerting Enabled

e Alert Auto Call Distribution (ACD)
e Alert External

e Alert Group (UCD)

e Voicemail Softkey

¢ Hold/Retrieve Softkey

e Redial Softkey
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Link to 6900 Configuration Section

["El New differential ring tones require MiVoice Office 250 release 6.3 SP5 or higher.

Salesforce Lightning Integration

A Phone Manager Salesforce Lightning Adapter is now available, providing dialling, call control and screen
popping from within the Salesforce UlI.

Link to Salesforce Adapter Documentation

Version 5.2.18
Call Routing Updates
The following update has been made to the call routing feature:

¢ New 'Dynamic' queued length option which varies the allowed queue length on a hunt group based on
the number of agents logged in.

Link to Call Routing Section

Version 5.2.17 (5.2 SP1)
Real-Time Reporting Updates
The following updates have been made to the Real-Time reporting features:

e Additional Ring Duration options can now be added to allow users more flexibility
e Ability to copy real-time views between users.
e Support for multiple views on a Wallboard licence

Link to Real-Time Reporting Section

Historical Reporting Updates
The following updates have been made to the Historical reporting features:

¢ Additional Ring Duration options can now be added to allow users more flexibility
e Introduction of Hunt Group Calls by Time templates

Link to Historical Reporting Section

Filtering Updates
The following updates have been made to filtering :

o New 'Call Times' option for filtering to provide the ability to filter out calls outside of working hours
e New Transfer To/Transfer From filter options
e Improvement to Duration filter options to provide more granularity.
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Link to Filtering Section

6900 Phone Updates
The following updates have been made to the 6900 phone integration for the MiVoice Office 250:

¢ New Transfer Inmediate softkey which prompts for a destination when selected
e Support for Pre-Dial mode when Conferencing and Transferring calls

e Support for Camp-On notifications for UCD hunt groups

o New 'Mute DTMF' configuration option

e Support for Station Messaging

o Updated operation of the Voicemail key

e New Enhanced BLF Context Menu for improved transfer support

e Support for Algo External Paging Units

e New 'User Guide' screen saver

In addition to the new features above, the disabled Link Layer Discovery Protocol option has been removed
from default configuration profiles and the Call Hold Reminder has been enabled by default.

Link to 6900 Section

MiVoice Office Call Recorder Updates

Wireshark is now included in the installation and NPCAP is used instead of WinPCAP for packet capture.

Link to Call Recording Section

frEI Due to functionality limitations and Microsoft's focus being on other browsers, support for IE is being
deprecated. This means we cannot guarantee that all functions will work in future versions of Application
Suite and recommend the use of one of the other fully supported browsers. Issues using IE will be looked
at on a best endeavours basis.

Version 5.2.3 (5.2 GA)
Station Monitor support for 6900 Phones as supervisor

When used with PBX version 6.3 SP3 or greater, it is now possible to use a 6900 phone as the supervisor for
Station Monitor, Barge In and Steal. A new 'Station Monitor' softkey has been added to the options for a
keymap, which is used to control this functionality.

Link to 6900 Softkey Features

Contact Directory Access for 6900 Phones

Server based Contact Directories can now be accessed from 6900 phones along with a user's personal Phone
Manager contacts. This feature is enabled by default on 6900 phones local to the server.

Link to 6900 Directory Section

User Based Call History for 6900 Phones
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Where 6900 phones have been assigned to a user, the call history is now provided by the server. This
provides the user with a single call history which shows calls made on any of their devices, whether they view it
through a 6900 phone, Phone Manager Desktop or Phone Manager Mobile. A user based call history also
means that any SIP Hot Desk users now have a call history which follows them wherever they log in.

Link to 6900 General Settings Section

Kuando Busylight Support

Phone Manager Desktop now has support for Kuando Busylight to display extension or agent status for co-
workers to see. Busylight support is available in Professional & Team Leader licences.

Link to Client Profiles Section

Version 5.1.24
6900 Keymap Editing Speed Improvements

The forms for editing and creating keymaps have been updated to provide a significant performance
improvement over previous releases.

Link to 6900 Softkey Section

Remote Forward Softkey for 6900

The remote forward softkey has been updated so that it can only be used if the local extension has been
configured as an Administrator phone on the telephone system.

Link to 6900 Softkey Section
Version 5.1.23

Historical Reporting Improvements
The following enhancements have been made to the features and user interface for historical reporting:

¢ Improvements to report caching

e Feedback while running a report

¢ Run (queue) multiple reports

o Add filters without leaving the Reports page

e New Line Usage default report with Max Busy Lines & % Peak Usage columns

Link to Call Reporting Section

Version 5.1.22
Record A Call Softkey for 6900

This new softkey provides the ability to use the Record-A-Call feature of the telephone system by utilising the
local conference feature of the phone.

Link to 6900 Softkey Section

Phone Manager Desktop Softphone Enhancements
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A new Client Profile option has been included to control Phone Manager client's usage of the SIP softphone. In
addition, Phone Manager now provides users with the option of using their SIP Hot Desk extension as a
softphone meaning users can easily switch between hot desking to a physical 6900 or running as a softphone,
all from a single extension number.

Link to Client Profile Section

Version 5.1.21
Remote Forward Softkey for 6900

This new softkey provides the ability for a user to remotely configure the manual forwarding on another
extension on the telephone system.

Link to 6900 Softkey Section
Version 5.1.20 (5.1 SP2)

6900 Updates

e 5.1.0.227 Firmware for 6900 Phones
o iDECT Headset Support
e SIP Allow Auto Answer disabled by default

Version 5.1.17
Real-Time Wallboard/Dashboard Updates
The following updates to the real-time reporting interfaces have been included:

e Hunt Group grid for dashboard
o Segmented Call data when filtering tiles by extension or hunt group

Operating System Updates

Support for Windows Server 2019 has been added with this release software.

Version 5.1.16
6900 Updates
A variety of 6900 updates have been added, this includes:

e 'Auto Resync Mode' & 'Auto Resync Time' added to default configuration
¢ Dial Plan now supports variable length extension numbers
e Self-Labelling Softkeys (BLF - Extension, BLF - Hunt Group, BLF - Trunk, Secondary Extension, Group
Pickup, Park)
Link to 6900 Softkey Section
Edit User Avatars via the Website

User avatars can now be added/edited through the website for users who are not running Phone Manager.
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Link to the Users Section

Version 5.1.15
6900 Softkey Updates
Changes to existing softkey types and additional softkey types have been introduced. This includes:

e Removal of the 'Intercom' softkey -> No longer required in conjunction with MiVO 250 6.3 SP2
¢ 'Ring Intercom Always' -> Used to toggle the Ring Intercom Always feature on the PBX

e 'Paging (Phone)' -> Updates to allow the parameter to be set to 'User Choice' and allow the page zone
to be selected when pressed.

Link to 6900 Softkey Section
Real-Time Alarm 6900 Handset Support
Real-Time alarms configured against wallboard or dashboard tiles can now be configured to send a tile alert to

one or more 6900 phones. This provides a temporary snap-shot visualization of the tile and an audible alert to
the user.

Link to the Real-Time Alarms Section
Fire TV Application Support

In preparation for the future release of the Fire TV Application for accessing Real-Time Wallboards, MiVoice
Office Application Suite has added support for linking and trusting a Fire TV application.

Link to TV Application Linking Section
Mobile Client CallKit Application Support

In preparation for the future release of Phone Manager Mobile Client with CallKit support, MiVoice Office
Application Suite has added support for the Apple VOIP notifications.

Version 5.1.14
Real-Time Alarm Email Support

Real-Time alarms configured against wallboard or dashboard tiles can now be configured to send an email
alert to one or more addresses.

Link to the Real-Time Alarms Section
6900 Auto Discovery Using Multicast DNS

With Multicast DNS enabled, the Auto Discovery feature can be used to enable out-of-the-box 6900 phones to
automatically find the MiVoice Office Application Suite server without the need to configure any DHCP options.

Link to 6900 Settings Section

Version 5.1.13
Improved 6900 Handset Softkey Support

Changes to existing softkey types and additional softkey types have been introduced. This includes:
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e 'Group Mailbox Softkey' -> Shows the message waiting status of a mailbox
¢ 'Transfer to Voicemail' -> Provides the ability to transfer a connected call straight to a specific mailbox
e 'Handsfree' -> Toggle the handsfree (intercom auto answer) status on a phone

e 'Secondary Extension' -> A new secondary extension softkey has been added to provide audible
notification on another extension/hunt group

¢ 'Hand Off' -> New dynamic extension express softkey to moving calls to other DEE devices.
Link to 6900 Softkey Section
Addition 6900 Handset Configuration Options

Additional options for how configurations are applied to phones has been provided. These provide flexibility to
override local settings, make them read-only to the user or just set default.

Link to 6900 Configuration Section
Improved Access to User Keymaps

To aid in 6900 handset deployment, engineers/administrators can now view and edit user's keymaps. Access
to user keymaps is provided through the Phones section.

Link to the 6900 Phones Section
Phone Manager Desktop Upgrade Notifications

Phone Manager Desktop will now notify end-users when a newer version has been installed on the server and
will provide the user with a download link. This feature is controlled via the user's Client Profile.

Link to Client Profiles Section
Recording Deletion

Some improvements to MiVoice Office Call Recorder have been made which allows users to delete calls/call
segments from the system, if they have the correct permission. To enable this feature a Recording Deletion
license is required.

Link to Recording Deletion Section

Version 5.1.11 (5.1 SP1)
Automated Softphone/6900 Credential Updates

To simplify the deployment of 6900 phones and Phone Manager softphones, MiVoice Office Application Suite
can now query SIP phone credentials from the telephone system* to simplify deployment.

* Requires 6.3 SP1 & CTGW 5.0.64
Link to the Softphone/6900 configuration section

Automated Teleworker Provisioning on MiVoice Border Gateway

To simplify the deployment of 6900 phones and Phone Manager softphones as teleworker phones, MCS has
been updated to use the MBG provisioning API.

Link to the Teleworker API configuration section
6900 Softkey Call State Options

Call state options are now available for softkeys to control when certain keys appear on the phone (idle,
ringing, connected etc).
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Link to Keymaps Section
6900 Softkey Additional Options
Some additional options have been added to the general settings section to provide the following features:

e The ability to display a user's message waiting count on a 'BLF User' softkey
e The ability to show a preview of chat messages in 6900 chat notifications

Link to 6900 Settings Section
Phone Manager Desktop Personal Wallboard

Phone Manager Toolbars can now be populated with personal ACD statistics when combined with an ACD
Reporting license.

Link to Phone Manager Personal Wallboard
Phone Manager Desktop Software Deployment Options
To help deploy Phone Manager Desktop to client computers, a new 'Software Deployment' section has been

introduced which allows client installations to be uploaded to the server and invitation emails sent out to users
for self-install of the product.

Link to Phone Manager Software Deployment
Call Routing Enhancements

The Call Routing feature can now be used to route incoming calls back to the agent who last handled a call
from the same caller ID. A new 'Route to Last Agent' type has been added to the existing routing rule options.

Link to Call Routing section
Automatic Agent Logout

To improve reporting statistics, rules can now be configured to automatically logs agents out of all or individual
hunt groups. This helps to avoid scenarios where agents forget to logout which can skew status statistics.

Link to Automatic Agent Logout section

Version 5.1.8 (5.1 GA)

This version of MiVoice Office Application Suite sees the introduction of 'Real-Time Reporting' services, Mitel
6900 Handset support, Call Routing, Calling Party Number Substitution and other updates to existing features.

[rEI If upgrading to 5.1 SP1, Phone Manager Desktop client software must also be upgraded if using the Call
Recording Pause/Resume integration.

MiVoice Office Real-Time Wallboard & Dashboard

View real-time call, DND* and ACD* statistics through the MiVoice Office Application Suite website. Users
have access to single statistic and ticker tape tiles in addition to media streaming.

* Licence permitting

Link to the Real-Time Reporting section

MiVoice Office Call Reporter Enhancements
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Historical reporting has been updated to include DND* and ACD* based columns/reports. Keep track of when
agents login/out and see how much time they spend wrap-up or do-not-disturb.

* Licence permitting

Link to the Call Reporter section
MiVoice Office Call Recorder Enhancements

Remote MINET IP extensions connecting through a MiVoice Border Gateway can now be recorded as long as
there is no more than one extension behind each remote IP Address.

Link to the Call Recorder section
Mitel 6900 Handset Support

MiVoice Office Application Suite now supports the Mitel 6900 series of SIP handsets in conjunction with the
MiVoice Office 250. MiVoice Office Application Suite acts as a configuration server to provide the handsets
with firmware, keymaps and configuration. The 6900 handsets are new premium handsets with colour screens.

Link to the Mitel 6900 Handset section
Calling Party Number Substitution

This new feature provides a dynamic way of changing the calling party number presented based on the
number being dialled. This feature works in conjunction with calls made through Phone Manager Desktop and
Phone Manager Outbound.

Link to the Calling Party Number Substitution section
Call Routing

This new feature provides dynamic call routing based on a database lookup, or fixed routing of calls queuing at
hunt groups.

Link to the Call Routing section
Phone Manager Desktop Updates

Phone Manager Desktop now includes support Group Chat, DSS/BLF & Park Toolbar Buttons.

For more information on Phone Manager Desktop enhancements, please refer to the Phone Manager User
Guide.

Campaign Manager Renamed to Phone Manager Outbound

Campaign Manager, the outbound progressive dialling solution for the MiVoice Office 250 has now been
renamed to Phone Manager Outbound.

Licensing Updates

The following new licenses have been created to support the new features available in MiVoice Office
Application Suite 5.1:

o DND Reporting -> System-wide licence

e ACD Reporting -> Per agent licence

e Call Router -> System-wide licence

e Calling Party Number Substitution -> System-wide licence

e Mitel 6900 Handset Standard -> Included with Phone Manager Outlook

e Mitel 6900 handset Enhanced -> Included with Phone Manager Professional & Team Leader
e External Data Sources -> System-wide license
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e Real-Time Wallboard -> Per user license
o Real-Time Dashboard -> Per user license

User Connections Screen

The connected clients screen has been renamed 'User Connections' and has been updated to provide
information on all user based connections, including Real-Time Wallboard/Dashboard Users and Mobile users.
In addition, a new 'Connected Devices' screen provides information on licence usage of the new Mitel
Handsets and ACD reporting licenses.

Refer to the User Connections or the Connected Devices section for more information.

Version 5.0

This version of MCS sees the introduction of MiVoice Office Call Reporter & MiVoice Office Call Recorder to
the solution as well as some enhancements to Phone Manager Desktop & Mobile Clients..

MiVoice Office Call Reporter

Provides historical call reporting and scheduling for all internal and external calls on the system. Each user
given permission can access reporting through the MCS website and run default reports or customise their
own. Reports and filters can be shared between users and then scheduled to be emailed. Reporting and
Scheduling are licensed features.

Link to the Call Reporting section

MiVoice Office Call Recorder

Provides the ability to record all or a subset of calls on the telephone system using a Record-A-Call or RTP/SIP
based port mirroring. All calls that are recorded are stored centrally on the server and can be played back by
users through the website or through Phone Manager Desktop.

Link to the Call Recording section

Phone Manager Updates

Phone Manager Desktop now includes support for initiating conferences from the Call Banner in addition to
toolbar button improvements and access for users to easily Push/Pull calls using the HandOff feature of the
telephone system, all from the Call Banner.

A new configuration option has been added to each user which allows the caller ID for any call they are on to
be hidden from other users' Phone Manager displays. Please review the Users section for more information.

For more information on Phone Manager Desktop enhancements, please refer to the Phone Manager User
Guide.

Licensing Updates

The system now supports voucher based licenses which means a known Site ID is no longer required when
ordering license updates, simply apply a purchased voucher to any MCS 5.0 or higher system. In addition, a
new concept of trial licenses has been introduced to allow customers to try features of the product before they
buy. Software assurance and support (SWAS) contract for the software are now visible on the license pages of
the website to keep users informed of the system's support status.

With this release of software, node based licensing has changed and additional licenses have been added for
the new reporting and recording features. Please review the License Overview section for more information.
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Refer to the Voucher License section and Trial License section for more information.

SQL Server and Operating System Support

On new installations SQL Server 2014 is now being installed (upgraded sites will continue to run on SQL 2008
R2). In addition, support for Windows Server 2016 has now been added including Hyper-V support on the
platform.

From release 5.0, Mitel Communication Service is supported on 64-bit operating systems only.

Refer to the Requirements section for more information.

Connected Clients Screen

A new screen has been introduced to the Phone Manager Desktop section which provides details on all
connected clients (Phone Manager, API and Call Recorder Clients). Information on the version of software the
client us running is provided along with IP address and user details.

Refer to the Connected Clients section for more information.

Version 4.3
This version of MCS sees the introduction of Mitel Phone Manager Mobile along with a number of
improvements to existing features of the solution.
Phone Manager Mobile

Phone Manager Mobile for iOS and Android provides access to Phone Manager features on the go. Features
include access to Contacts, Global Directories, Chat with other Phone Manager users and receive Voicemail,
Missed Call and Call Routing alerts. Phone Manager Mobile also has a Softphone capability.

Link to Phone Manager Mobile section

Presence Profiles

Presence Profiles are a new way of controlling DEE, Forwarding, DND and UCD status all from a single profile
change. Presence Profiles are a requirement for using the new Phone Manager Mobile application and are
enabled by default for users on new installations.

Link to Presence Profiles section

User Profile Updates

To improve the user's Phone Manager experience the MCS now downloads all Dynamic Extension Express
devices a user has assigned.

Link to User Profiles section

Version 4.2
This version of MCS sees the introduction of MiContact Centre Campaign Manager along with a number of
improvements to existing features of the solution.
Campaign Manager

Campaign Manager is a progressive dialling solution designed specifically for the MiVoice Office 250. Using
the Mitel Phone Manager Professional or Team Leader client as a front end, Campaign Manager automates
the process of making calls from a user's Mitel extension and provides centralised management and statistics
for supervisors.
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Link to MiContact Center Campaign Manager section

Telephone Profiles

The ability to add/edit/delete the telephone formats used by the Phone Manager plugins has been added to
provide flexibility to customise the searches for screen popping and/or call history entries based on a
customer's requirements.

Link to Telephone Profiles section

User Profile Updates

To improve the user's Phone Manager experience the MCS now offers the ability to store Hot Desk PIN and
Voicemail PIN numbers against a user's profile.

Link to User Profiles section

Common SMTP Configurations

To help with the setup of email support, configurations for common SMTP servers have been documented.
Link to Gmail SMTP example section

Link to Office365 SMTP example section
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1.1 Known Issues

DPAR/ID Area
MNO00537903 Phone
Manager

MNO00584795 Phone

Manager

MNO00661458 Phone

Manager

N/A Call Reporter

MIVO-937 Phone
Manager

Desktop

Description

Unable to change the order of
columns once added when
creating a call banner.

Crackling noise on SIP
Softphone when using G.711 A-
law

4-5 Second delay when
transferring calls with Phone
Manager Softphones

External Inbound Calls on Non-
SIP Trunks Cannot be Cleared
Using Dashboard

When using the Desktop
Softphone on a remote site you
may not be able to answer some
calls that come via another
device i.e. when there is a re-
invite sent from the MiVO-250

it was created as a 69xx SIP Device

Technical Manual

Notes/Work around

To work around this issue, simply
remove the column(s) and re-add in
the order you would like.

To work around this issue, change
Phone Manager Softphone SIP
Extensions to use Mu-law.

This has been reported on some sites
using A-Law. When experienced,
change to use Mu-Law.

When using the 'Clear Call' feature of
the Grid based tiles on an inbound
external call that is not on a SIP
based trunk, the call will not be
cleared and instead will end up ringing
at the attendant extension.

See KB S05206

In %appdata%, in the
usersettings.xml, change the
rewritesipcontact item to be true.
Make sure PM is not running when
you change the setting.

" Handsfree Intercom calls will not work if the SIP device was created on the PBX as a generic SIP device - only if

6900 Support for different ringtones on different call types is only available if the SIP device was created as a

69xx SIP Device, not a generic SIP device, and requires 6.3 SP5 or greater
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2 Introduction

About this Document

This document is designed for administrators who need to install or upgrade the Mitel Communication Service
application in association with Mitel MiVoice Office 250.

Introduction

Mitel Communication Service is a Microsoft Windows © software application that connects to the MiVoice
Office 250 PBX Open Architecture Interface (OAl) and, as well as providing various features, is the server for
the Phone Manager UC and CTI client software application.

The software maintains a Microsoft SQLO database and can be configured using a browser and automatically
maintains sync with the PBX as DB Programming changes are made.

The objective was to design a server application that is simple to install and configure and maintains a low cost
of ownership for the end user.

About Mitel Communication Service

The Mitel Communication Service is a server-based software application that provides the following features:

e Supports Phone Manager Desktop and Mobile UC clients

e Manages user's device status using Presence Profiles

e Provides dialler features through MiVoice Office Phone Manager Outbound

e Provides call logging and reporting features through MiVoice Office Call Reporter

e Provides call recording features through MiVoice Office Call Recorder

e Provides real-time call, DND & ACD statistics through MiVoice Office Real-Time Wallboard/Dashboard
e Acts as a configuration server for Mitel 6900 series handsets

e Group Messaging

e Agent Hot Desking

e Alarm Notification

The applications are specifically designed for the MiVoice Office 250 to improve desktop interaction with the
telephone system for the user.

Communication Service

The Communication Service runs as a combination of a website, a desktop administration tool, a SQL Server
database and seven windows services.

1. Website:
o Provides an administrative interface for configuring the application features and settings
o Provides status information and historical event tracking for the solution
2. Desktop Administration Tool:
o Provides a way to edit the SQL connection details
o Provides a way to check and perform manual DB updates
3. SQL Server:
o Stores all configuration information
o Stores historical call and Chat history for users

4. MCS Watchdog Service:
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o Controls automatic database updates post installation
o Controls the status of all other services

. MCS CTI Host Service:

o Proxies connections for Phone Manager Clients and the Logger Service to the MiVoice Office
250

o Implements Agent Hot Desking, Group Messaging & Alarm Notification features

MCS Logger Service:
o Logs all internal and external calls made by all devices on the system to the SQL database
o Handles the recording of telephone calls via RAC and IP/SIP Extension Side port mirroring.

MCS DB Service:
o Manages database archiving and database backups

MCS WCF Service:
o Provides configuration information from the database to all services and the website

MCS Gateway Service:
o Provides integration service support

MCS Campaign Manager Processor:
o Manages the imports, exports and reports for Phone Manager Outbound

MCS SIP Proxy

o Manages SIP registrations for Phone Manager Mobile Softphones
MCS Reporting

o Processes all reports run through the website or through schedules.

MCS Call Archiver
o Processes all call recording archive routines to local and network shares.

MCS Realtime
o Processes all call/DND/ACD in real-time to provide information to Wallboards & Dashboards

MCS Handset

o Interacts with Mitel 6900 Series handsets, handling firmware, BLF updates, keymap and
configuration profile updates and images.

fZ] Direct connections to the MCS SQL database are not supported. The database structure will change with
version upgrades. Customers accessing the database directly will not be supported.

Phone Manager Desktop

Mitel Phone Manager is a windows desktop client application that provides complete control of your MiVoice
Office 250 Extension. The application is designed to give users easy access to the core MiVoice Office
250 features and enhance them by providing:

Real-time status visibility of other users on the system

Control of personal presence including control of Dynamic Extension Express

Access to global and personal directories

Chat between Phone Manager users

Access to personal and group voicemail boxes

Integration to Microsoft Outlook and other third party applications

Access to call history

Softphone mode that allows Phone Manager to be an extension on the MiVoice Office 250 system
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Phone Manager is available in four different license levels; Standard*, Outlook, Professional & Team Leader.
Each licence level offers an increase in features over the previous level

& * Phone Manager Standard is not currently available to purchase

Phone Manager Mobile
Mitel Phone Manager Mobile for iOS and Android provides the following features:

e Snap-shot status visibility of other users on the system

e Control of personal presence including control of Dynamic Extension Express

e Access to global and personal directories

e Chat between Phone Manager users

e Access to call history

o Softphone mode that allows Phone Manager to be an extension on the MiVoice Office 250 system.

| ] Please refer to the Security Best Practices section for information on our best practice recommendations.

Licensing
The Communication Service is licensed via a software key. The key contains all licences required for the
server application and the Phone Manager Client applications.

To license the software an internet connection is required. The license can either be applied online through the
software or offline via file transfer if the server running the Communication Service does not have access to the
internet.

For more information please review the Initial Configuration section.

] Offline activations can be completed using a file transfer to the Mitel Communication Service website
www.mitelcommunicationservice.com
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2.1 Requirements

Overview

Technical Manual

The system requires specific information and requirements to be met for any installation. Read each of the sections

and ensure that the information requested is available prior to an installation.

System Requirements

PBX Supported Versions
Browser Requirements
Real-Time Client Requirements
Desktop Client Requirements
Network Configuration
Anti-Virus Recommendations
Email Details

Users & Business Units

10. Telephone Number Prefixes
11. PBX Integration

12. Backups

© N> hA DN~

©

System Requirements

The server(s) must meet the minimum requirements described here.

Operating Systems

Windows 10 Pro/Enterprise 64-bit

Windows Server 2012 R2 Standard/Datacenter 64-bit
Windows Server 2016 Standard/Datacenter 64-bit
Windows Server 2019 Standard/Datacenter 64-bit

| frEI From release 5.0, Mitel Communication Service is supported on 64-bit operating systems only.

[rEI Windows Server Core installations are not supported.

Windows Server Small Business/Foundation/Essential versions are not supported.

SQL Server Requirements

SQL Server 2014 is installed during a new installation of MiVoice Office Application Suite. During MiVoice
Office Application Suite upgrades, the version of SQL Server is not updated. The following versions of SQL are

supported for use with MiVoice Office Application Suite:

e SQL Server 2014
e SQL Server 2016

/v, From January 2020, SQL Server 2008 will no longer be supported by Microsoft and security updates will
not longer be provided. Any system using SQL Server 2008 should upgrade to a later version of SQL. The

following document provides instructions on performing an upgrade to SQL Server 2014
http://download.microsoft.com/download/3/8/E/38E85EDC-1D5E-4ED3-A106-
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87B125D42675/SQL_Server 2014 Express_Upgrade Guide.pdf

Hardware Requirements

The minimum required hardware is dependent on the call rate, the number of Phone Manager clients that will

be connected and the Application Suite features in use.

Select the size of system which will cover all of the systems limits.

System Limits
Small:

e 1,200 calls per hour
e 50 Phone Manager Desktop Clients

e 50 Phone Manager Mobile Clients (up to 5
softphone calls in progress)

e 50 Mitel 6900 SIP Handsets
e 8 Concurrent Call Recordings

e 2 Concurrent Real-Time
Wallboards/Dashboard

Medium:

e 2,400 calls per hour
e 100 Phone Manager Desktop Clients

e 100 Phone Manager Mobile Clients (up to
10 softphone calls in progress)

e 100 Mitel 6900 SIP Handsets
e 60 Concurrent Call Recordings

e 5 Concurrent Real-Time
Wallboards/Dashboard

e 4,200 calls per hour
e 500 Phone Manager Desktop Clients

e 250 Phone Manager Mobile Clients (up to
25 softphone calls in progress)

e 500 Mitel 6900 SIP Handsets
e 250 Concurrent Call Recordings

e 10 Concurrent Real-Time
Wallboards/Dashboard
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Hardware Requirements

CPU: 1 x Intel Core i3 dual core @ 3.3 GHz
RAM: 4GB

HDD: 100GB + 1GB for each million call
records

HDD: 1TB for each 175,000 hours of call
audio data (Only applies when using
MiVoice Office Call Recorder)

SQL Server: Express

CPU: 1 x Intel Xeon quad core @ 3.1 GHz
RAM: 8GB

HDD: 100GB + 1GB for each million call
records

HDD: 1TB for each 175,000 hours of call
audio data (Only applies when using
MiVoice Office Call Recorder)

SQL Server: Express
NIC: 1Gb

CPU: 2 x Intel Xeon quad core @ 3.1 GHz
RAM: 16GB

HDD: 100GB + 1GB for each million call
records

HDD: 1TB for each 175,000 hours of call
audio data (Only applies when using
MiVoice Office Call Recorder)

SQL Server: Full
NIC: 1Gb
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/v, If a Teamed NIC is present on the server do NOT use this for licensing, Licence the software against a
physical NIC's MAC address only.

Software Requirements
The following software is required to be installed:

e Microsoft .NET Framework 3.5 SP1
e Microsoft .NET Framework 4.5.2
¢ \Windows PowerShell 1.0

| [rEI The Mitel Communication Service can not be installed on a Domain controller or Small Business Server

Virtualization Environments

Mitel Communication Service is supported in a virtual environment. The supported environments are listed in
the table below.

Environment Supported?
VMWare vSphere ESXi v5.1 or greater @
Hyper-V 2012 R2 or greater @

@‘ To ensure maximum performance for SQL server in a virtual environment please ensure that each virtual
CPU is configured with a minimum of four cores per socket

Co-Hosting with Xarios Call Recorder

If the MCS is being installed on the same server as a Xarios Call Recorder, it is advisable to change the
following settings so that there are no clashes between the products:

Website Port

By default, both products will host their websites on port 80. To access the products individually, one of the
websites must be reconfigured within IIS to use a different port. The website can then be accessed by
appending the port to the URL:

http://[server_name]:81

/=, Be aware that the port will be reset to 80 after by any upgrade applied to the system.

Database Backup & Log Archive Directories

By default, both Xarios Call Recorder and MCS use the same folders for database backups and log archives.
Both of these locations need to be changed otherwise files will be overwritten.
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PBX Supported Versions

The following Mitel MiVoice Office 250 versions are currently supported:

e Call Processing Version 6.1.x
e Call Processing Version 6.2.x
e Call Processing Version 6.3.x

A, If Mitel 6900 Handsets are being supported, the Call Processing Version must be 6.3 SP2 or higher.
The following Multi-Node configuration is supported:

e Multiple MiVoice Office 250 nodes via the use of a Mitel CT Gateway(Version 5.0.64 or higher is required).
¢ Individual connections to multiple Mitel MiVoice Offices are not supported.
¢ Unique numbering plan across all nodes is required (this includes Trunk devices).

The following pre-requisites must be met on the telephone system:

e System OAI Call Control & 3rd Party Event enabled
e |P Based OAI Connection

The following requirements must be met if using desktop or mobile Phone Manager Softphones:
e CatF licenses are required for each connected softphone device.

The following requirements must be met if using Mitel 6900 Series Handsets:
e Cat F licenses are required for each connected 6900 handset.

The following requirements must be met if using the MCS Record-A-Call feature:

e SIP Voicemail licenses are required on the MiVO 250 to match the number of concurrent calls to be recorded
(Maximum of 8).

/i, MCS will not connect to CT Gateway Versions below 5.0.64. If it detects the version is lower than this it will fail to
start.

/& MCS does not support ACD member hunt groups, only ACD Agent hunt groups.

/i, Only one SIP voicemail can be configured by default on the telephone system. If you are using NuPoint
Messaging then the MCS will not be able to be added as a SIP Voicemail.

" If using Phone Manager Mobile Softphone then the relevant SIP extensions need to be configured to use G711

" If using Phone Manager Mobile Office Link features then an OfficeLink Assistant Extension needs creating on the
telephone system. Also, any user wanting to make use of the feature needs to have at least one external number
in their DEE configuration.

Browser Requirements

The system is managed and accessed through a web browser. The following web browsers are currently

supported.
Browser Version Plugins
Chrome 72 or greater

Page 30



Technical Manual

Mozilla Firefox 65 or greater

Microsoft Edge Current

Microsoft Internet 11 (not in compatibility Windows Media Player v10 for call recording
Explorer * view) playback

/&, * Microsoft Internet Explorer can be used to access the website, however performance for the Real-time
Dashboard can be slow. When using the Real-Time Dashboard, Chrome or Firefox browsers are
recommended.

Due to the listed functionality limitations and Microsoft's focus being on other browsers, support
for IE is being deprecated. This means we cannot guarantee that all functions will work in future
versions of Application Suite and recommend the use of one of the other fully supported
browsers. Issues using IE will be looked at on a best endeavours basis.

=1 If accessing the website from an iOS device using Safari, the normal redirect does not work. Instead, use
the following URL.: http://[ServerAddress]/Login.aspx">http://[ServerAddress]/Login.aspx

Real-Time Wallboard/Dashboard Requirements

To be able to access the Real-Time Wallboard/Dashboard client device needs to meet the following minimum
requirements. Please refer to the Browser Requirements section for further information.

PC Hardware Requirements

Intel Atom x5-Z8330 or better

Processor
M Minimum: 2GB RAM

emory Recommended: 4GB RAM or more

IPv4, 100Mb / 1Gb LAN
Network
. Minimum: 32GB free space

Hard Disk
Video Minimum: DirectX v9 compatibly graphics cards with 120MB RAM

|

Recommended:DirectX v9 compatibly graphics cards with 1024MB RAM

Tablet/Mobile Hardware Requirements

iPad 5 or higher
Tablet

. iPhone 5s or higher
Mobiles

Amazon FireTV Requirements

The table below outlines the requirements for using the application. In addition, the application requires a Real-
Time Wallboard licence from MiVoice Office Application Suite.

Area Minimum Requirement

MiVoice Office Application 5.1.22 or later

Page 31



MiVoice Office Application Suite - Technical Manual

Suite
Amazon Fire TV Fire TV Stick 4k Ultra HD (2018)
FireTV OS 6 or higher
Mains USB Power (TV USB port may not supply enough power)
Television Must meet FireTV requirements (HDMI input, 1080 resolution etc)
Network WiFi access is required or the optional Amazon Ethernet Adaptor for
Fire TV. Please refer to your specific FireTV manual for supported
configurations.

TCP Ports 8200/8204 are used to communicate to the MiVoice Office
Application Suite

@‘ The Real-Time Wallboard FireTV application has been optimised for a 1080 HD resolution.

["El If the Real-Time Wallboard seems to overlap the sides of the screen, perform a screen calibration in the
FireTV's settings:

Settings \ Display & Sound \ Display \ Calibrate Display
Phone Manager / Call Recorder Client Requirements
To be able to install and run Phone Manager the client computer needs to meet the following minimum

requirements. If installing into a multi user environment where multiple instances of the client will be running,
for example Microsoft Terminal Service, Citrix etc. then see the Multi User Computer Requirements section.

frEI The Call Recorder Client is embedded within the Phone Manager installation. It has the same
requirements as Phone Manager.

Operating Systems

e Windows 10 Pro/Enterprise 32-bit/64-bit
o Windows 2012 R2 Standard/Datacenter 64-bit
¢ Windows 2016 Standard/Datacenter 64-bit

[rEI Windows Server Core installations are not supported.
Windows Server Small Business/Foundation/Essential versions are not supported.

Hardware Requirements

Intel Core 2 Duo 1.8GHz or faster processor (or equivalent)

Processor
Minimum: 1GB RAM
Recommended: 2GB RAM or more

M

emory When Phone Manager is running it will use a minimum of 70MB of RAM per

client. (Terminal environments) - this can be significantly more depending on
configuration and number of devices and/or users on the system.
IPv4, 100Mb / 1Gb LAN

Network

. Minimum: 20GB free space
Hard Disk
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Minimum: DirectX v9 compatibly graphics cards with 120MB RAM

Video Recommended:DirectX v9 compatibly graphics cards with 1024MB RAM

Software Requirements
The following software is required to be installed.

e Microsoft .NET Framework 4.5.2

Multi Users & Virtual Desktop System Requirements

Phone Manager can be run in multi user and virtual desktop environments such as Microsoft Terminal/Remote
Desktop Services, Citrix XenApp or VMWare Virtual Desktop Infrastructure (VDI) with the following limitations:

e The 1st Party TAPI drivers is not supported
e Phone Manager Softphone is not supported

When deploying in these environments, the amount of memory, CPU usage and Video resource that Phone
Manager will use needs to be determined. As the resources required are dependent on configuration and the
number of devices and Users in the system, you must exercise your own due diligence in reviewing, planning,
implementing and testing a customer configuration.

There are options available on the Advanced tab in the Client Profiles section that can reduce the performance
requirements for Phone Manager.

Network Configuration

The MCS requires a 100Mb/1Gb LAN connection that has access to the telephone system. Phone Manager
clients will also need access to the MCS over the network. If the server is installed into a Microsoft Active
Directory environment then it should be added to the domain, ideally before the MCS software is configured.

/i, Custom Active Directory Group Policies can adversely affect the system and they should be tested before
going live.

To enable users to easily access the server with the website role a valid DNS entry should be created that can
then be used when browsing to the server, for example http://communicationserver.

The sections below provide information on all ports used by the system that may need to be opened on server
or network based firewalls. Which ports will depend on the features and system configuration.

For information on configuring remote connections through an MBG, please refer to the Engineering
Guidelines.
MiVoice Office Application - Host Server

Incoming Ports

The following ports need to be opened on the firewall of the server running the MiVoice Office
Application Suite:
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Application

Website access

Phone Manager
Desktop

Phone Manager
Mobile

MiVoice Office
Call Recorder

6900 Handset
Service

MiVoice Office Application Suite - Technical Manual

Description

Browser access to the MiVO App
Suite website for Configuration,
Reporting, Recording Access etc.
CTI Event Link

Client Sessions

Client Personal Wallboard Sessions
Broadcast location service

Client Sessions

Audio

SIP Audio

SIP Proxy

MiVoice Office 250 SIP (RAC Call

Recording)

MiVoice Office 250 Audio (RAC Call
Recording)

Live Streaming

Integration Services

Server Connections & 6900 Handset
Requests

6900 Handset Multicast DNS

6900 Handset Requests

6900 Handset Directory Requests
(LDAP)

6900 Syslog

Windows Time Server
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Source

Browser Access

Phone Manager
Desktop

Phone Manager
Desktop

Phone Manager
Desktop

Phone Manager
Desktop

Phone Manager
Mobile

Phone Manager
Mobile

MiVoice Office
250

Phone Manager
Mobile

MiVoice Office
250

MiVoice Office
250

Browser Access

Call Recorder
Client and Phone
Manager Desktop

6900 Series
Handsets

6900 Series
Handsets

6900 Series
Handsets

6900 Series
Handsets

6900 Series
Handsets

Windows Time
Server

Port

HTTP 80, HTTPS
443

TCP 2001

TCP 8187, 8186

TCP 8200, 8204

UDP 8184

TCP 8185

TCP 8190

UDP 20000-

20500

TCP 8196

UDP 5060

UDP 12000-

12100

TCP 8201
TCP 8188

HTTPS 8202,

HTTP 8203

UDP 5353

TFTP 69

TCP 8205

UDP 514

UDP 123



MiVoice Office
Real-Time
Wallboard /
Dashboard

Outgoing Ports

Data Link from client browser or from Browser
Amazon Fire TV application.

Access and
Amazon Fire TV

Technical Manual

TCP 8200, 8204

MiVoice Office Application Suite makes outgoing connections to the ports listed in the table below. The

local port used by the server when making these request will be random.

Application

Licensing

Phone Manager
Mobile

CTI Link

MiVoice Office
Call Recorder

6900 Handset
Service

Internal Use Ports

Description

License update and
activation requests
to the licensing
server.

SIP Audio

Push Notification
Service

CTI Link to Phone
System

MiVoice Office 250
SIP (RAC Call
Recording)

MiVoice Office 250
Audio (RAC Call
Recording)

Outgoing post to
handsets

Target

https://service.xarios.com

MiVoice Office 250

https://fcm.googleapis.com/fcm/send

sb://mcs-

default.servicebus.windows.net

MiVoice Office 250 / CT Gateway

MiVoice Office 250

MiVoice Office 250

6900 Series Handsets

Port

HTTPS 443

UDP 20000-
20500

TCP 5228, 5229,
5230, HTTPS 443

TCP 4000

UDP 5060

UDP 12000-
12100

HTTP 80

The following ports are used by internal services on the MiVoice Office Application. Traffic on these
ports will not leave the server.

Port/Protocol

TCP 8183
TCP 8189
TCP 8191
TCP 8197
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[rEI During the installation rules will be added to the in-built Windows Firewall for ports used by the
MCS services. When using the Record-A-Call or SIP/RTP recording, the IP address of the PBX
(Base server, PEC & PS1) may need to be added to the firewall allowed list to allow traffic into the
MCS.

Phone Manager Desktop Client

The table below outlines the network connections made by Phone Manager Desktop clients.

Description Target/Source Port

CTI Link MiVO App Suite Server TCP 2001

Client Sessions MiVO App Suite Server TCP 8187*, 8186*
Client Personal Wallboard Sessions MiVO App Suite Server TCP 8200, 8204
Integration Services MiVO App Suite Server TCP 8188*
Broadcast location service MiVO App Suite Server UDP 8184*

SIP Audio (Only required if using the integrated  MiVoice Office 250 UDP 20000-
softphone client) 20500

SIP Connection (Only required if using the MiVoice Office 250 TCP/UDP 5060

integrated softphone client)

£4 The SIP Audio/Connection ports are the default ports only and may have been updated on the
MiVoice Office 250.

él During Phone Manager Desktop client installation, rules for communication will automatically be
added to the Windows Firewall on the client computer.

£ Ports marked with a * also apply to the Call Recorder Client.

Phone Manager Mobile Client

The table below outlines the network connections made by Phone Manager Mobile clients.

Description Target/Source Port
Client Sessions MiVO App Suite Server TCP 8185
Audio MiVO App Suite Server TCP 8190

6900 Handsets

The table below outlines the network connections made by 6900 handsets.

Page 36



Description

Configuration Server Link

TFTP
Multicast DNS
LDAP

Time Server

Syslog
SIP Audio

SIP Connection

e Exclude the server logs

Anti-Virus Recommendations

Target/Source

MiVO App Suite Server

MiVO App Suite Server
MiVO App Suite Server
MiVO App Suite Server

Network or Internet Time
Server

MiVO App Suite Server
MiVoice Office 250

MiVoice Office 250

o %ProgramData%\Mitel\Mitel Communication Service\logs

o File extensions to exclude: *.log

e Microsoft IIS 7.0 Server

Technical Manual

Port

HTTPS 8202
HTTP 8203
TFTP 69
UDP 5353
TCP 8205
UDP 123

UDP 514

UDP 6004-
6603(HX)

UDP 6604-
7039(PEC)

TCP/UDP 5060

Anti-virus software can be installed onto the servers, but the following exclusions must be configured:

o Web Server log files should be excluded from scanning. By default, IIS logs are saved in

C:\inetpub\logs

e Disable real time / on demand scanning

e Microsoft SQL Server 2008 R2

o %ProgramFiles%\Microsoft SQL Server\MSSQL\Data (File extensions to exclude: *.mdf,*.Idf,

*.ndf, *.bak, *.tm)

o %ProgramFiles%\Microsoft SQL Server\MSSQL10_50.<Instance
Name>\MSSQL\Binn\SQLServr.exe

o %ProgramFiles%\Microsoft SQL Serve\MSSQL10_50.<Instance Name>\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

o %ProgramFiles%\Microsoft SQL Server\MSSQL10_50.<Instance

Name>\OLAP\Bin\MSMDSrv.exe
e Microsoft SQL Server 2014

o %ProgramFiles%\Microsoft SQL Server\MSSQL12.MCS\MSSQL\Data (File extensions to
exclude: *.mdf,*.Idf, *.ndf, *.bak, *.tm)

o %ProgramFiles%\Microsoft SQL Server\MSSQL12.MCS\MSSQL\Binn\SQLServr.exe

Page 37



MiVoice Office Application Suite - Technical Manual

For servers with the call recording role:

e Disable real time / on demand scanning

e Exclude the recording paths (default path shown)
o C:\Recordings (or D:\Recordings if there is a 'd' drive)
o Local <Archive Location>

| i} If a support issue is raised then the removal of the anti virus may be required to aid in any diagnostics.

Email Details

The system uses email as a key alert, notification and messaging system and needs to be configured correctly.
There are five main areas where email is used:

1. Internal Monitoring: There is an internal monitoring system that can report any potential problems or
issues when they occur and the system can also send out emails to alert the administrator about these
problems.

New account details, password reminders for users.
Phone Manager Mobile user invitations.

For sending reports out from the scheduler

For emailing call recordings

SAE S

/» Configuring email is a mandatory requirement and without this the system will not generate alerts until this
is made available.

See the Email & SMTP section for details.

Users & Business Units

The system uses the concept of Users to control security and access to the system and to assign a Phone
Manager licence class in the user's profile.

Each user can have multiple agent IDs and/or extensions associated to it. When a call is handled by this
agent/extension the "User" is tagged against this call.

Users can either be created manually, via Active Directory or automatically whenever a new agent
ID/extension is created on the PBX. User creation choice needs to be determined before installation to ensure
that all calls are tagged correctly.

See the Users and Business Units section for details.

Telephone Number Prefixes

When a call is logged the outside number (caller ID or dialled number) and the inbound direct dial number will
be logged against the call. The numbers that are logged may not contain all the digits expected or show extra
digits that are not required.

e For outbound calls the dialled number may contain LCR (least cost routing) or Automatic Route
Selection (ARS) digits if this is used by the customer

e For outbound calls the number may not have the local area code dialled if this was not dialled when the
call was made

e Forinbound calls the direct dial number may only contain the last 4 or 6 digits depending on how many
digits that the line provider sends
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See the Dial Plan section for more details.

PBX Integration

The solution integrates with the MiVoice Office 250 PBX system either directly or through a CT Gateway. The
solution monitors devices through the System OAI Protocol and logs all call information as well as acting as a
proxy for any Phone Manager clients.

See the Phone Systems section for details.

Backups

The system stores all of the information relating to the calls and the configuration of the system in a Microsoft
SQL Server database installed on the server with the Database role. The system will back up the database
every night to a user defined location. This needs to be set to a location that is NOT on the server itself.

If the database fails or becomes corrupted and this backup is available then the database can be easily
restored. If the database backup is not available then the call information may be permanently lost.

See the Database Maintenance section for details.

If using the call recording features of the solution then recorded calls need archiving separately from the
database. Please refer to the Call Archiving section for more information.
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2.2 Installation

Installing the Communication Service

There is a single installation package that contains all components of the Communication Service.

/. Do not install the Communication Service from a network share. Copy it to a local drive first to ensure any
prerequisites are installed correctly by the operating system.

] If a previous version of Communication Service is already installed the new version can be installed over
the top.

To install the Communication Service:

1. Run the setup file and follow the on screen instructions (As part of the install additional Microsoft
elements maybe installed. See software requirements for a detailed list).

&} If the setup prompts to restart during the process then allow the restart and re-run the installation
afterwards.

2. The first prompt will ask you to select the language preference. Select the country where the server is to
be located from the drop down menu and press 'OK..

3. If Microsoft SQL Server 2014 is not already installed, the setup will prompt to install. Follow the on
screen instructions.

] At this point please be patient, the installation of SQL Server can take over 30 minutes to complete.

4. Once the SQL installation has completed the installation of the Communication Service will
automatically start.

5. Accept the Licence Agreement and complete the User & Organization section.
6. On the 'Setup Type'screen select 'Complete’ and press 'Next' to continue installation.

frEl You may be presented with a confirmation form to indicate other applications need to be closed
before the setup can continue.

To configure Communication Service once the installer has finished two things will happen:

1. A web page will be displayed to guide you through the initial configuration process.
2. The Watchdog service will start automatically and will begin upgrading the database structure.

fZ] Before the initial configuration process can be started the Watchdog must have finished the database
update process. Please wait for this to be completed.

£ The default login details for the Communication Service are: engineer / TelephOny!

] If a site is being upgraded from a previous release of MCS, it will continue to use SQL Server 2008 R2.
There is no requirement to upgrade the version of SQL beyond 2008.
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2.3 After Installation

After the setup has been run the Watchdog service will start then upgrade the database to the current version and
start the relevant services automatically. This may take a few minutes to complete and once this has finished the
configuration website is automatically loaded at http://serveripaddress_host.

In addition to the configuration settings accessible via the website user interface the software installs an
administration application on the server called "MCS Admin Tool" with a desktop icon and when running, a system
tray icon to indicate the running state of the server and to provide two configuration options:

1. Setting the Server ID (the default is 1 and will not need to be changed unless additional servers to share the load
are installed)

2. Configuring which SQL server to use for the system. (the default is to use the SQL database installed with the
server locally but if required this can be changed to an external SQL database)

If required a manual database update can be performed by following the steps below:

1. Once you have a connection to the desktop on the server run the MCS Admin Tool. If this is not shown then
this can be opened via either the MCS Admin Tool shortcut on the desktop or from the Start Menu (Programs -
> Mitel -> Communication Service -> MCS Admin Tool). Using the mouse and hovering over the system tray
icon will display the status of the system. On a new installation there may be a red exclamation icon in the
bottom right hand corner to indicate that the system is not running and that a database update is required.

2. To open the configuration tool the icon can be double clicked on or right clicked and the Settings menu
selected. The main configuration tool will be displayed and if the tool detects that the Communication Service
database either does not exist (i.e. for new installs) or an earlier version (if been upgraded) then it will prompt
you to upgrade.

3. Click on Ok to continue and then use the Update button on the Database tab.

4. If this is an upgrade then ensure database backups have been performed and then click on Ok. This may take
a few minutes (or if there are high volumes of historical calls then it could take several hours) and the database
will then be upgraded to the current version.

5. When complete a confirmation message will be displayed.

6. If the upgrade fails check the error logs for details, the default location is here: %PROGRAMDATA%\Mite\Mitel
Communication Service\Logs\Admin\logs.

7. The configuration tool tray icon will then display the message below and the WCF Service will need to be
started before any further configuration can be performed.

8. To start the WCF service from the start menu, select Run (or press the Windows key + R) and enter
services.msc.

9. This will open the Microsoft Services snap tool. Find the service named Mitel MCS Watchdog Service and then
select Start from the menu toolbar.

10. Once this service has been started the rest of the configuration can be done from the website. The website can
be accessed using the default details of:
http://<serveripaddress_host> (U: engineer, P: TelephOny!)
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2.4 Administration Overview

The main administration section for the Mitel Communication Service is accessed through a website.

Browser Requirements

The system is managed and accessed through a web browser. The following web browsers are currently

supported.
Browser Version Plugins
Chrome 72 or greater
Mozilla Firefox 65 or greater
Microsoft Edge Current
Microsoft Internet 11 (not in compatibility Windows Media Player v10 for call recording
Explorer * view) playback

-

[=

* Microsoft Internet Explorer can be used to access the website, however performance for the Real-time
Dashboard can be slow. When using the Real-Time Dashboard, Chrome or Firefox browsers are
recommended.

Due to the listed functionality limitations and Microsoft's focus being on other browsers, support
for IE is being deprecated. This means we cannot guarantee that all functions will work in future
versions of Application Suite and recommend the use of one of the other fully supported
browsers. Issues using IE will be looked at on a best endeavours basis.

"

£ |f accessing the website from an iOS device using Safari, the normal redirect does not work. Instead, use
the following URL: http://[ServerAddress]/Login.aspx">http://[ServerAddress]/Login.aspx

Licence Agreement

When a user first logs in they will be prompted to accept the licence agreement before continuing. This has to
be done by each user that logs in.

] If the Accept and Decline buttons are not displayed then scroll down to the bottom of the licence
agreement.

Navigation

To navigate around the website there is a menu bar that is displayed at the top of the page which gives access
to all the features as shown.

| Z] Depending on the users access rights some of the menu options may not be visible.

| &) If you hover over the Mitel logo it will give you the version number of the product
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2.5 User Management and Security

Access to the website is controlled through user accounts configured on the system. In order to access any of the
features on the website you need to be logged in with a valid user account.

["El User accounts are an MCS concept that can be stand alone or linked to a Domain account. For more information
please refer to the Users section.

The system is pre-configured with two default user accounts for engineer access and supervisor access. The
engineer account has full access to the website to configure the system and create users. This restriction cannot be
changed. The supervisor account has limited rights but is able to perform basic management functions. The default
credentials with the username and passwords are shown below.

Username Password

Engineer TelephOny!

Supervisor M1t31!Superv!sor
Logging on

To logon to the website browse to the Website address of the Communication Service. The logon screen will
then be displayed as shown in the image below. Enter your username and password in the relevant boxes and
click on Logon.

[rEI When your user account is linked to a Domain account, Windows Integrated Logon can be used for the
MCS website. Refer to the website configuration for further information.

Forgotten Password

If a user has forgotten their password they can click on the Forgotten Password link in the top right hand corner
of the logon page. They are then able to enter their username or email address and the password will be
emailed to the address configured under their account.

My Settings
Each user that is logged in has access to change some of their details, including name, password email
address, and language options. This is accessed from the My Settings menu as shown. Once any changes

have been made click on Save to save the changes, this will also prompt to enter your password as an
additional security check. If you need to remove any changes that you have made click on the Reset button.
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2.6 Initial Configuration

Initial Configuration

The first time the MCS website is accessed it will guide the user through the Installation Wizard. The wizard
covers the following configuration options:

e Licensing

e User Creation

e PBX Configuration

e Dial Plans

e Call Recording (If licensed)
e Email

All of these configuration options can be changed at any point after the wizard has been completed, but we
always recommend using the wizard for initial setup.

Licensing

Mitel Communication Service needs to be licensed before it can be configured and be made operational.

To license a Mitel Communication Service you will need:

e Site ID and Serial number, this will be provided on the licence certificate for the software when
purchased.

e Reseller ID

The reseller ID is only requested when the licence being installed is a stock licence. It is requested so that the
licence is correctly registered to a reseller account on the Mitel Communication Service portal.

@" The reseller ID is the same as a reseller's Mitel SAP number. If you do not know your reseller ID, please
contact Mitel or visit www.mitelcommunicationservice.com for more information.

Online Activation

If the server MCS is installed on has an internet connection then the software will attempt to activate the
licence automatically. On the licensing screen you will be prompted for the following:

e Site ID & Serial Number
e Sijte name
¢ MAC Address

The licence will be linked to the MAC address of the server which you select. If the software has been installed
in a VMWare or Hyper-V environment, make sure the MAC address is static.

["El If the server that MCS is being installed on is using a proxy then the link to the licence server might be
blocked.
The licence server is accessed by MCS using HTTPS on port 443

Offline Activation

If the server the software is installed on does not have an internet connection then an offline activation will be
required. This involves entering the same information required by the online activation but instead of the
information being passed automatically to the licence server it is saved in a licence request file. This file

then needs uploading to the Mitel Communication Service licence portal
(www.mitelcommunicationservice.com). The file can be transferred to another server or PC that does have
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internet access. Once the licence request file has been processed on the portal a licence activation file will be
provided. This licence activation file needs to be loaded into the MCS website to complete activation.

Offline Activation Through Wizard

Select the 'Activate offline (no internet connection)' option at the top of the wizard's licence page
Select Serial number as the licence type
Enter the required information in the displayed fields

Following 'Step 1' by clicking the link to download the licence request file. Save the file and make a note
of the file name and location

5. Copy the file to a computer with an internet connection and browse to
http://mitelcommunicationservice.com/activate and upload the license request file.

6. Save the license activation file returned and copy it back to the server running MCS
7. Follow 'Step 3' and upload the license activation file to complete the activation of MCS

Hpod =~

Offline Activation Through License Page

On the Server License page press the 'Activate’ button
Select Site ID as the license type
Enter the required information in the displayed fields

Click the 'Download file for offline activation’ on the bottom right activation form. Save the file and make
a note of the file name and location

5. Copy the file to a computer with an internet connection and browse to
http://mitelcommunicationservice.com/activate and upload the license request file.

6. Save the license activation file returned and copy it back to the server running MCS

7. On the Server License page press the 'Process files' button and browse to the activation file to complete
the activation of MCS

Ao bd -~

/v, Ifa Teamed NIC is present on the server do NOT use this for licensing, License the software against a
physical
NIC's MAC address only.

Phone System Configuration

To operate the MCS you must have a System OAIl connection to the phone system. To aid in configuring this
connection the wizard will broadcast and will try and find any phone systems or CT Gateways on the local
network segment. This will appear in a box on the right hand side of the screen. If the broadcast finds a single
system or a CT Gateway it will pre populate the connection details on the left hand side.

Once the correct PBX configuration details have been entered, press the Next button to test the connection. If
the connection is successful the wizard will download the device configuration from the MiVoice Office 250.

For more information on the Phone System settings, please reference the Phone Systems section.

Dial Plans
The dial plans control how Phone Manager clients will initiate external calls on the MiVoice Office 250. The
wizard should pre-configure the Country selection and the Outside line so only the following fields should need
to be edited:

e DDI Prefix to Add
e Local area codes
e |ocal override codes

For more information on the dial plan settings, please reference the Dial Plan section.
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User Creation

Users are an integral part of the operation of the MCS. They are used for:

e Authenticating Phone Manager clients
e Giving engineers and supervisors access to the MCS website to make configuration changes
e Tracking calls made on the PBX for historical logging purposes

To ensure the system is as easy as possible to use and maintain the correct method for creating users needs
to be selected.

For more information please reference the Users section.
Email

Emailing is used when creating manual user accounts, inviting Mobile Client Users and when using the alarm
notification features.

For more information please reference the Email section.

Once you have completed the wizard the Mitel Communication Service should be operational.
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2.7 Best Security Practice

The overall security of the Mitel Communication Service deployment relies on the many installation factors, primarily
the security in place on the host operating system and network infrastructure.

The following sections outline recommendations for improving security of Mitel Communication Service installations.

/v, Securing the installation and ensuring only relevant users have access to the system is the responsibility of the
installer of the system.

Secure User Access

It is essential to secure access to both the host operating system and the MiVoice Office Application website to
ensure that only users that should be accessing the system, can access the system. In addition, any user
accounts created on the system should use the 'principle of least privilege', using the Roles & Profiles provided
to limit user access to only the features they require.

The system also has a number of 'Built-In' user accounts which provide a pre-determined level of access.
These include:

e engineer
e supervisor

The default passwords of these accounts should be changed after installation to restrict access to the system.

For more information on managing user accounts, please refer to the Users & Business Units section.

HTTPS Website Access

The MiVoice Office Application Suite Website provides users with access to the configuration settings for the
system as well as being the front end to the following features:

e Call Reporting
e Call Recording
e Real-Time Wallboard/Dashboard

By default, access to this website is through HTTP on port 80. To improve security for users logging into the
system, HTTPS should be enabled on the website and HTTP access should be disabled.

To enable HTTPS, a certificate must be uploaded to server and the IIS server (local web server) configuration
must be updated. For information on how to do this, please refer to the Enabling HTTPS section.

£ If the MiVoice Office Application Suite website is to be made available to users outside the Local Area
Network (LAN) through port forwarding, ensure that HTTPS is enabled and restrict access to specific
external IP addresses to increase security.

Secure Host Operating System

It is important that the operating system hosting the MiVoice Office Application Suite has security policies in
place to minimize the risk of any unauthorised access to data and/or features. The following security steps
should be taken on ALL host operating systems as a bare minimum:

¢ Implement an Anti-Virus Solution - Information on anti-virus exceptions can be found in the Anti-Virus
Requirements section.

¢ Implement a Firewall - Information on the network ports used by the solution can be found in
the Network Requirements section.

e Install OS Security Updates - OS security updates should be installed on a regular basis in a planned
maintenance window following patch management best practices.

e Disable Weak Ciphers & Protocols - Disable older TLS ciphers and other less secure protocols.
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e Require SMB message signing.
Following the steps above will make the system more secure and will reduce the risk of unauthorised access.
Enabling TLS 1.2 & Disabling Weak Ciphers & Protocols

Access to weaker ciphers/protocols needs to be done in the operating system registry in most instances.
Information on how to do this can be found in the following Microsoft articles:

e https://support.microsoft.com/en-us/help/245030/how-to-restrict-the-use-of-certain-cryptographic-
algorithms-and-protoc

e https://support.microsoft.com/en-gb/help/3140245/update-to-enable-tls-1-1-and-tls-1-2-as-a-default-
secure-protocols-in

Alternatively, the following free tool can be used - https://www.nartac.com/Products/IISCrypto

¢ Install ISSCrypto Tool
e Apply PCI 3.1 template
e Remove TLS 1.1 & Triple DES Cipher

Prior to disabling weak protocols/ciphers, ensure that TLS 1.2 is supported on both client and server systems.
The following list of pre-requisites need to be checked/implemented:

e Ensure SQL Server is running 2014 SP1 CUS5 or higher.
o Ensure .NET Framework 4.6 is installed on server and client operating systems.
e Enable the 'Force TLS 1.2' option within Phone Manager Desktop Client settings

Enabling TLS 1.2 on Phone Manager Desktop

Due to the version of the .NET Framework used by Phone Manager, it will not automatically use TLS 1.2 even
if it is available. Once TLS 1.2 is enabled on the server, enable the 'Force TLS 1.2' setting on each Phone
Manager Desktop client before disabling earlier versions of 1.2 on the server:

t Settings

comnecion [P

Gereral

Local Conmection Is the location of this PC static? o
Femote Connection Default Location
® Local Connection

Remate Connection

Force TLS 1.2

User Preferencas

Presence Profiles

Application Support

bacros
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[rEI The setting is in %programdata% localsettings.xml - in that .xml file you are looking for the following string:
<_securityProtocolType>0</_SECURITYPROTOCOLTYPE>

Add 3072 inside that string as below:
<_securityProtocolType>3072</_SECURITYPROTOCOLTYPE>

This will force TLS 1.2 for that client. Please note the client and server must be running a minimum of
.NET Framework 4.6 and the server must have TLS 1.2 support enabled

Require SMB signing

To prevent "man-in-the-middle" attacks that modify SMB packets in transit, the SMB protocol supports digital
signing of SMB packets. Refer to the following Microsoft articles for requiring SMB signing on Server and Client
os:

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/microsoft-network-
client-digitally-sign-communications-always

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/microsoft-network-
server-digitally-sign-communications-always

/v, This is not an exhaustive list and should be taken as a bare minimum of security precautions that should
be applied to the host operating system.

Email Configuration

If using the email based features of the solution (alerts, alarms, schedules etc) it is advisable to configure the
SMTP connection to the server to use both authentication and SSL/TLS.

Audit Personal Data

To comply with local data protection laws (such as GDPR), it is important to understand what personal data is
being stored within the solution and what it is being used for. There are several areas where personal data
could be stored within the MiVoice Office Application Suite system:

e Contact Directory - Custom data fields can be inputted along with telephone numbers and other contact
information

¢ Call Recordings - Personal data could be discussed on calls and stored in call recordings. Calls can
also be tagged with custom data and notes

e Call Reporting - Telephone numbers can contact/speed dial names are stored within the call history
system

e Phone Manager Outbound - Campaign data can contain personal information if imported in addition to
the contact information

In all cases where customer's or employee's personal data is stored in the system, the following guidelines
should be followed:

e The location and type of data stored should be documented
e Permission should be obtained from the person whose data it is

e Access to the data should be restricted to users who require it to perform the specific function the data
is stored for

For more information on GDPR, where data is stored within MiVoice Office Application Suite, please refer to
the GDPR section. For information relating to Mitel Phone Manager Outbound, please refer to the Phone
Manager Outbound Technical Manual.

Software Patch Management Policy
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It is necessary for the administrator to ensure that the MiVoice Office Application Suite is always updated and
equipped with all critical patches to guarantee the highest level of security. Information on the latest releases
available can be found here https://edocs.MitelAppSuite.com/appsuitelatest/#ReleaseNotes.html.

Mitel Product Security Policy

As part of Mitel’s ongoing commitment to customers and product excellence, Mitel maintains a dedicated
product security incident response program to handle the discovery of potential vulnerabilities and security
flaws in products. Mitel’s product security policy is published at www.mitel.com/mitel-product-security-policy.
Mitel Security Advisories

Public notices regarding moderate and high-risk product security vulnerabilities are published at
www.mitel.com/security-advisories.
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3 Call Analytics

MiVoice Office Application Suite provides an advanced call analytics platform in the form of 'MiVoice Office Call
Reporter'. This solution provides a range of tools to analyse the call experience of your customers and to monitor the
performance of staff, both historically and in real-time.

MiVoice Office Call Reporter stores as much information as it can about telephone calls, it tracks where calls have
routed to (including Call Routing Announcements/Auto Attendants) and stores DDI, contact information and internal
information such as agent IDs and account codes.

Historical Reporting vs Real-Time Reporting

There are two interfaces provided by the system to access call information:
Historical Reporting

The historical reporting interface (Reports option on the main menu) provides a way to view call data over a
specific period of time. This can be for the current day or over a large period of time like a week or month.
Historical reports are designed to be used to locate specific calls or to monitor customer experience/user
performance over time to ensure that service levels are being met.

Call data can be viewed as a list if searching for a specific telephone call or grouped together which allows call
traffic to be analysed in more detail.

Once configured, historical reports can be scheduled to be delivered via email or to a network share on a
regular basis.

] Calls only appear in the historical reports once complete.
For more information, please refer to the Historical Reporting section.
Real-Time Wallboard/Dashboard
The real-time interface provides a view of daily call data (including calls that are in progress) and allows

users/supervisors to track performance and customer experience as it is happening. Being able to track
performance in real-time allows immediate responses to be made to improve performance.

The real-time interface provides a range of tiles which can be customized and filtered as required. Alarms can
then be used to alert users to areas of analysis that need attention.

For more information, please refer to the Real-Time Reporting section.

Using Call Analytics

The historical and real-time elements of MiVoice Office Call Reporter allow analysis of many aspects of call
and status information. The sections below outline the most common reports and real-time tiles that can be
used to get started when analysing customer experience and user performance.

Analysing Customer Experience

Ensuring that customer enquiries are answered quickly and dealt with in a prompt manner is important to all
businesses. The following reports and statistic tiles will help to analyse how long your customers are waiting
and how long they spend on the phone to you.

& To improve customer experience reporting, Account Codes can be used to categorise calls so you can
see more easily what customers are calling about.

Reports

e Calls by DDI Report -> This shows call data grouped by the external number your customer dialled. The
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default columns show how many calls came in and details of both talk time and ring time (longest and
average).

o Call List -> Identify a specific customer's call and trace it through the telephone system.

e Unreturned Lost Calls -> Provides a list of callers into your business where the call was not answered
before the external caller hung up. Calls are removed from this list when they have been called or they
have called back in and have been answered.

Real-Time Statistics

e Longest Waiting (Active Call Statistics) -> Displays the longest time any call has been waiting

e Calls Ringing External In (Active Call Statistics) -> the total number of external inbound calls in the
ringing state.
e (Calls Lost (Call Totals) -> Displays many callers hung up before being answered

Z] Use Alarms on your statistics tiles to notify when customers have exceeded your predefined
threshold/SLAs

Analysing User Performance
It is important to monitor users within the business to ensure they are handling calls correctly. This can mean

answering calls in a timely manner but also not spending too much time with one customer at the expense of
another.

User performance can be analysed at extension or agent level.

| ] To analyse DND (do-not-disturb) activity, DND Reporting licence is required.

| ] To analyse ACD agent activity, ACD Reporting licences are required.
Reports

e Calls by Agent/Extension -> Look at call performance on a user level.
e Calls by Hunt Group -> Look at the service level, lost calls and performance at team level.
o DND Status by Agent/Extension -> Displays long have users been spending in do-not-disturb.

Real-Time Statistics

Agents Free -> Is there anyone available to take calls.

Avg Time Busy/Avg Talk Time -> What is the average amount of time spent on a call.

Avg Time Busy N/A -> What is the average time spent in wrap up.

Longest Time In DND for an Agent -> How long was the longest time an agent spent in do-not-disturb.

| & A Personal Wallboard toolbar can be used to help agents (increased licensing may be required).
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3.1 Reporting Concepts

Call Reporting Concepts

The following concepts apply to call reporting and have an effect on how call data can be analysed.
Internal & External Calls

All telephone calls that take place are logged for call reporting. This includes all external calls (calls involving a
trunk line) and internal calls (calls between internal extensions of the business).

When analysing call data, it is important to know that internal calls are included in some statistics and they can
skew figures if the wrong statistics are used.

For example, if looking at 'Calls Handled' for the telephone system, this would include all internal and external
calls. Additional fields are provided to break this number down for different call types:

e C(Calls External
e Calls Internal

Ensure that when choosing fields for reports and real-time tiles, the field containing the required information is
selected.

For more information on the fields available, please refer to the Statistics section.
Call Direction (Inbound & Outbound)

The direction indicates which party initiated the telephone call (which party dialled the number). All calls
modelled by the system have a direction but depending on the tile/report being run, the direction may not be
relevant.

External calls always have a direction no matter what tile or report is displayed the data.

Internal calls only have a direction when the tile/report is showing data which has been grouped by a device
(Agent ID, Extension, Hunt Group) on the telephone system. For more information, refer to the Report
Grouping section.

Transferred Calls

Transferred calls are connected calls which have been moved by the user to another device. This includes
calls transferred by any of the following methods:

e Announced/Blind Transfer
¢ Reverse Transfer/Pickup*

For example, if extension 1001 transfers a call to extension 1002, the call will be classed as Transferred Out
for extension 1001 and Transferred In for extension 1002.

Overflowed Calls

Overflowed calls are ringing calls which have moved from one device to another. This can be because the call
was deflected by the user or the call was moved automatically due to one of the following reasons:

e Manual or System Forward
e Hunt Group Recall Timer
e Reverse Transfer/Pickup*

For example, a call that rings extension 1001 and follows a 'Forward - No Answer' timer to extension 1002 will
appears as Overflowed Out against extension 1001 and Overflowed In against extension 1002.
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] * Calls reverse transferred from a hunt group are included in Calls Answered statistics not Overflowed Out
or Transferred Out statistics.

Call Segmentation

Call segmentation refers to how data about calls is modelled and stored for reporting. Understanding call
segmentation is an important step in being able to analyse call data correctly.

For more information on how call segmentation affects statistics, please refer to the Call
Segmentation and Call Segmentation & Analytics sections.

Grouping & Aggregated Data

On reports that show grouped data (Calls by Hunt Group etc) or on reports that show non-segmented data,
individual call segments are grouped and data from each segment is aggregated.

The Aggregated Data section provides information on how this data grouping affects the data displayed.
Lost Calls

A lost call is any external call that has not been answered. Lost call statistics can be added to real-time tiles
and historical reports. Lost call statistics differ slightly depending on whether segmented or non-segmented call
data is being used:

e Segmented: Any call where the last segment is not answered will be classed as a lost call, even if it has
been answered on a previous segment (internal calls are not included in lost call statistics).

e Non-segmented: Any call that has never been answered.

For example, if a call was answered at reception (extension 1000) and then transferred to a hunt group and
hung up before being answered would not class as a lost call on a Non-Segmented report (or unfiltered real-
time tile) but would show as a lost call against the hunt group on a Calls by Hunt Group report (or real-time

group grid).

Service Level Statistics
Service Level

The service level is a target of how quickly inbound calls should be answered. The service level statistic uses
the service level to display what percentage of calls were answered within the desired time. This can be
viewed in historical reports and real-time tiles.

When viewing the service level on an ungrouped real-time tile, the ring time used to calculate the service level
will be the ring time of the entire call. To remove the time spent by the caller in call routing announcements,
use the 'Reset call timers when a call rings this group' setting against hunt groups (make this change in

the Phone System configuration area).

When viewing the service level on a tile showing segmented data or a grouped report, the ring time used to
display the service level will be the ring time for that call segment. In this scenario, the 'Reset call timers when
a call rings this group' setting will have no effect.

Short Calls

Short calls are calls which are answered but have an extremely short call duration. This could be for a number
of reasons, but is mainly caused by people hanging up just as a call has been answered. To flag up these
types of calls, the 'Short Call Threshold' can be set. Once a call has been flagged as short, it can be removed
from reports using a filter to prevent it from skewing statistics.

Please refer to the Call Reporting Settings section for information on changing the Short Call Threshold.

Abandoned Calls
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These are calls that have not been answered and have an extremely short ring duration (default set to less
than 10 seconds). Calls that are classed as abandoned can be removed from service level calculations and all
historical reports so as not to skew statistics.

Please refer to the Call Reporting Settings section for information on changing the Abandoned Call Threshold

Correct Hunt Group Telephone System Configuration

MiVoice Office Call Reporter relies on the events from the telephone system to model exactly what happens to
each telephone call. In some circumstances the telephone system can be incorrectly programmed which in
turn will cause incorrect events or bad modelling of call data. The following configurations are examples of this
and should be avoided to ensure that reports show useful and correct information.

Recall Timer Clash

Each hunt group has three timers used to control what happens to calls. The 'Announcement’ & 'Overflow’
timers play messages to the callers as a welcome or to specify the callers place in the queue. The 'Recall’
timer controls when the call is overflowed to another hunt group or device on the telephone system.

Although it is possible to configure a hunt group in this way, it is not good practice because the caller will be cut
off half way through listening to a message. For this reason, ensure that the recall timer will not interrupt either
the announcement or overflow messages.

Recall Loops

The 'Recall' timer for the hunt group provides a way to move the call if everyone in the hunt group is busy. It is
possible (either directly or through a chain) to route a call back to a hunt group that it has already rung at.

If a call rings the same hunt group multiple times, when viewed on a report which groups by hunt groups it will
only appear as a single call with the combined call data (call durations and times) aggregated.

Although is it possible to configure the telephone system in this way, it is not good programming because
callers will lose their place in the queue to new calls ringing at the hunt group and will end up waiting longer to
be answered which completely defeats the point of the recall.

] The overflow timer will repeat so you will need to take this into consideration when you calculate the recall
timer.
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3.2 Call Segmentation

Call segmentation is the name given to how the system models telephone calls. The way calls are modelled affects
the call recording and call reporting areas of the solution. The following section explains how the system models calls
and what users need to be aware of when using different features within the solution.

The section below explains the difference between single and multi-segment calls. For information on how call
segmentation affects different aspects of the solution, please refer to the following sections:

e Call Segmentation & Recording
e Call Segmentation & Analytics

Single Segment Calls

A single segment telephone call is a call that involves only two devices on the telephone system. Valid devices
on the telephone system include:

¢ Internal Extensions

Trunks (for making external calls)

e Voicemail Applications (for announcements or leaving/retrieving voicemail messages)
Hunt Groups

The image below shows a single segment call between two internal extensions:

As soon as another device becomes involved in the call (e.g. through a conference or transfer), the call
becomes multi-segment.

Multiple Segment Calls

A multi-segment call is a telephone call that has involved three or more devices, either at the same time as a
conference or at different times when the call was transferred between devices.

The image below shows a multi-segment call:
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Incoming Call
Trunk 94001

Segment 3

Segment 2

1002

The call starts out as an external call between extension 1001 and an external caller through trunk 94001
(segment 1). Extension 1001 performs an announced transfer to extension 1002 (segment 2), once they have
finished introducing the caller, extension 1001 completes the transfer leaving the external caller connected to
extension 1002 (segment 3).

The call is modelled as three separate segments to ensure that all the information about the life of the call is
stored and it can be easily identified by searching for any device that interacted with the call.

The sections below outline how call segmentation works in some common call scenarios.

@‘ Each call scenario does not happen in isolation and can apply to a single call one or more times. For
example, a call can be transferred multiple times before being routed through a hunt group and then
conferenced.

Transferred Calls

Transferred calls occur any time a call is moved from one device from another. Calls can be transferred
between extensions or to other devices such as Call Routing Announcements (CRA) or hunt groups.
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Incoming Call
Trunk 94001

Segment 3

Segment 2

1002

Every time a call is transferred to a new device a new segment will be generated. A call that goes through
several announcements, gets answered by an attendant and then gets transferred to another extension will
have at least four segments.

Hunt Group Calls (Linear, Distributed, Balanced Call Count, Longest Idle)

Hunt groups are used to distribute calls between a number of users on the telephone system, ensuring that
calls are answered by someone who is available and has the skill set to handle the request.

When a hunt group is configured to ring one device at a time (using any of the modes listed above), the call will
be segmented each time it rings a new extension/agent within the group.

The image below shows a telephone call that has alerted hunt group 2001:

]
Hunt
Group
2000
Incoming Call

Trunk 94001

The call is presented to extension 1001, then extension 1002, then finally gets answered on extension 1003.
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This call consists of three segments.

Hunt Group Calls (All-Ring)

Hunt groups are used to distribute calls between a number of users on the telephone system, ensuring that
calls are answered by someone who is available and has the skill set to handle the request.

When a hunt group is configured to offer calls to all member extensions/agents at the same time (all-ring), only
a single segment will be created within the software.

The image below shows an example of a telephone call alerting a hunt group configured to ring all extensions:

|
Hunt '
Group ————Segment 1——
2000
Incoming Call
Trunk 94001

Even though the call has alerted three different extension (1001, 1002, 1003), it will only be modelled with a
single segment. the call segment will be logged against the extension which answers the call.

[rEI This is not best practice when trying to analyse individuals' performance.

Conference Calls

A conference call is a call that involves more than two devices at a time. When calls with more than two
devices are active, conference resources on the telephone system are used to merge the audio streams from
each device.

A new segment is created each time the number of devices in the conference changes.

Example call flow:

e Extension 1001 dials extension 1002 (segment 1)
e Extension 1001 press 5 then dials extension 1003 (segment 2)
e Extension 1001 connects the conference (segment 3)

Each time a new party is added or leaves the conference a new segment is created.

Trunk to Trunk Calls
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Trunk to trunk calls are calls between two trunks on the telephone system that do not involve any internal
extensions.

The image below shows a trunk to trunk call:

I
Incoming Call Outgoing Call
Trunk 94001 Trunk 94002
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3.3 Call Segmentation & Analytics

Segmentation & Historical Reporting

When viewing reports, it is important to understand how call segments will affect the data being displayed.
Some reports will count individual call segments while others will only count calls (refer to the Report
Templates section to see which reports show call segments and which show calls).

For example, a 'Calls By DDI' report will only count complete calls and will ignore call segments. This is
because the report is designed to show how many actual calls came in on a DDI. A 'Calls By Hunt Group'
report will count