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EN (English)

Mitel SIP-DECT base stations RFP 44/45/47/47RDC/48 — description of
operating system and voice encryption capabilities

Mitel RFP 44/45/47/47RDC/48 base stations uses software based on the Marvell Linux BSP 17 for
ARMADA 37xx, which is built around Linux kernel 4.4, and open source |libSRTP stack.

The operating system kernel-related software includes the following drivers:

Audio

Chip driver
DDR controller
DMA
Ethernet
GPIO

12C

LED

RTC
SD/MMC
SPI

Timers
UART
Watchdog
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SIP Signaling traffic protection: TLS ciphers
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AES128-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA256
AES256-GCM-SHA384 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(256) Mac=AEAD
AES256-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA256
DH-DSS-AES128-GCM-SHA256  TLSv1.2 Kx=DH/DSS Au=DH Enc=AESGCM(128) Mac=AEAD
DH-DSS-AES128-SHA256 TLSv1.2 Kx=DH/DSS Au=DH Enc=AES(128) Mac=SHA256
DH-DSS-AES256-GCM-SHA384  TLSv1.2 Kx=DH/DSS Au=DH Enc=AESGCM(256) Mac=AEAD
DH-DSS-AES256-SHA256 TLSv1.2 Kx=DH/DSS Au=DH Enc=AES(256) Mac=SHA256
DHE-DSS-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(128) Mac=AEAD
DHE-DSS-AES128-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AES(128) Mac=SHA256
DHE-DSS-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(256) Mac=AEAD
DHE-DSS-AES256-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AES(256) Mac=SHA256
DHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(128) Mac=AEAD
DHE-RSA-AES128-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AES(128) Mac=SHA256
DHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(256) Mac=AEAD
DHE-RSA-AES256-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AES(256) Mac=SHA256
DH-RSA-AES128-GCM-SHA256  TLSv1.2 Kx=DH/RSA Au=DH Enc=AESGCM(128) Mac=AEAD
DH-RSA-AES128-SHA256 TLSv1.2 Kx=DH/RSA Au=DH Enc=AES(128) Mac=SHA256
DH-RSA-AES256-GCM-SHA384  TLSv1.2 Kx=DH/RSA Au=DH Enc=AESGCM(256) Mac=AEAD
DH-RSA-AES256-SHA256 TLSv1.2 Kx=DH/RSA Au=DH Enc=AES(256) Mac=SHA256

LibSRPT package provides an implementation of the Secure Real-time Transport Protocol (SRTP),
the Universal Security Transform (UST), and a supporting cryptographic kernel. LibSRTP, the Open
Source Secure RTP library from Cisco Systems, Inc. RTP is the Real-time Transport Protocol, an
IETF standard for the transport of real-time data such as telephony, audio, and video, defined by
RFC 3550. Secure RTP (SRTP) is an RTP profile for providing confidentiality to RTP data and
authentication to the RTP header and payload. SRTP is an IETF Standard, defined in RFC 3711,
and was developed in the IETF Audio/Video Transport (AVT) Working Group
(https://github.com/cisco/libsrtp).

The libSRTP stack supports standard cryptographic functions for SRTP voice encryption for secure
communications:

- Encryption using AES CM 128 bit;

- Authentication using HMAC-SHA1 80 bit hash and 32 bit hash.

DECT Encryption:
- DECT Standard Cipher (DSC) as defined in ETSI EN 300 175-7; key length is 64 bit.
It is possible to deactivate DECT encryption in the OMM for the whole system or for a
portable device individually.
- DECT Standard Authentication Algorithm (DSAA) as defined in ETSI EN 300 175-7; key
length is 128 bit.
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Ba3sosble cTaHumu Mitel SIP-DECT RFP 44/45/47/47RDC/48 — onucaHue

RU (Pycckuit)

Ol'lepaLI,I/IOHHOPI CUCTEMbI C BO3MOMKHOCTEM LIJI/ICI)pOBaHMFI rosioca

Basosble ctaHumn Mitel RFP 44/45/47/47RDC/48 wvcnonb3yloT nporpammHoe obecneyeHue,
OCHOBaHHOE Ha aucTpubyTtmee onepaunoHHon cucteme Marvell Linux BSP 17.10 ana ARMADA

37xx, u agpe Linux 4.4, n cteka libSRTP ¢ OTKpbITbIM UCXOAHbBIM KOAO0M.

CBA3aHHOe C AOPOM OI'IepaLI,MOHHOﬁ CNCTeMbI NporpammHoe obecneyeHune BKAOYaET B cebs

cnepylowme gpansepobl:
- Ayavo

- OpaiiBep umna

- KoHTposinep DDR
- DMA

- Ethernet

- GPIO

-12C

- UHAUKaTopbl LED
- RTC

-SD / MMC

- SPI

- Talimepbl

- UART

- Watchdog

3awmTa curHanbHoro Tpaduka SIP: TLS ciphers
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DH-RSA-AES256-SHA256 TLSv1.2 Kx=DH/RSA Au=DH Enc=AES(256) Mac=SHA256

MporpammHubiii nakeT libSRPT obecneumBaeT peannsaumnto 6e3onacHoro TpaHCNoOpPTHOro
npoTokona peanbHoro sBpemeHn (SRTP), Universal Security Transform (UST) n nogaeprKky
KpunTtorpadpuueckoro agpa. LibSRTP - 6ubnamoteka RTP ¢ OTKpbITbIM UCXOAHbIM Kogom oT Cisco
Systems, Inc. RTP - 3To NnpoTOKOA TpaHCNOpPTa B peasibHOM BpemeHun, ctaHaapT IETF gna
nepenayn faHHbIX B peasibHOM BPEMEHU, TaKUX KaK TenedpoHma, aygmo n BUAEO,
onpeaeneHHblx B RFC 3550. besonacHbi npoTtokon RTP (SRTP) asnaetca RTP-npodunem ana
obecneyeHna KOHPUAEHUMANBHOCTU AaHHbIX RTP 1 ayteHTUdUMKaunm ana 3aronoska RTP n
nonesHomn Harpysku. SRTP - ato ctaHaapT IETF, onpegenenHbiii B RFC 3711 n pa3paboTaHHbIi B
Pabouei rpynne no ayano/snaeo TpaHcnopta (AVT) IETF (https://github.com/cisco/libsrtp).

Crek libSRTP noaaepuBaeT cTaHAApPTHbIE KpunTtorpadpuyeckme GyHKUUK A5 PpeYeBoro
wndpposaHma SRTP ana 6e3onacHol cBA3MK:

- WndposaHue c ncnonbsosaHnem AES CM 128 6ur;

- AyteHTMdMKauma ¢ nomoubto xewa HMAC-SHA1 80 6uT n 32-pa3pagHoro xawa.

LUndpposaHme DECT:

- CraHpapTHblt npoTtokon wudposaHua DECT Standard Cipher (DSC) onucaH B
ctaHgapTte ETSI EN 300 175-7; pAavHa  Kawoda  wudpoBaHusa 64 6ur.
Bo3morkHa oTKAtoueHune wudposaHua DECT yepes cuctemy ynpasneHna OMM gns
BCEM CUCTEMbI MU ANA OTAENbHbIX YCTPOUCTB.

- CraHpapTHbIt anroputm ayteHTMduKaumm DECT Standard Authentication Algorithm
(DSAA) onucaH B ctaHgapTe ETSI EN 300 175-7; anvHa Kntoya 128 6ur.



