About MiCollab

MiCollab is a software and hardware solution that allows you to
¢ install multiple Mitel applications on a single server, and
e manage the server and the installed applications from this web-based administrator portal.

MiCollab and the installed applications provide services (voice mail, for example) to the users on a Mitel
MiVoice Business, MiVoice Office 250, MiVoice Office 400, MiVoice 5000, or MiVoice MX-ONE communication
platforms. In addition, MiCollab provides users with a personal web-based end-user portal (MiCollab End User
Portal) that allows them to modify the settings of their installed applications.

Several configurations of MiCollab are supported. Refer to the MiCollab Engineering Guidelines for details
about these configurations. The server settings that you need to configure from this administrator portal depend
on your application requirements and your network configuration.
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About Mitel Standard Linux

Mitel® Standard Linux (MSL) is an operating system and software solution for single-site and branch-based
enterprises. Mitel Standard Linux supports a suite of managed services and applications delivered from the
license servers or available on CD. An MSL server can act either as an internet-facing server with firewall
capability (in server-gateway configuration) or as an internal server on the local area network (LAN) (in server-
only configuration).

In server-gateway configurations, the MSL server manages the end-user's connection to the Internet by routing
Internet data packets to and from the network (which allows all the computers on the network to share a single
Internet connection) and by providing security for the network, minimizing the risk of intrusion. When one of the
computers on the local network contacts the Internet, or is contacted by an outside machine on the Internet, the
MSL server not only routes that connection, but seamlessly interposes itself into the communication. This
prevents a direct connection from being established between an external computer on the Internet and a
computer on the local network, which significantly reduces the risk of intrusion onto the network.
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What's New in This Release

MSL Release 11.0

MSL Release 11.0 provides the following new features:

The server manager “Shutdown or Reconfigure” panel has been renamed to “Shutdown or reboot”. The
Reconfigure option in that panel has been removed.

The server manager “Web Server’ panel has a field for entering Subject Alternate Names (SANs) for the
server, when generating a Certificate Signing Request.

The server manager “Hostnames and addresses” panel does not comprise invalid host names section,
and the “Review configuration” panel does not comprise server names section such as mail.domain,
ftp.domain, www.domain, and so on.

When running MSL on EX platform, the option to restore from removable media or another running server
are not available.

MiCollab and MBG supports licensing through the Licenses & Services Application (SLS License Server).
The Mitel Licenses & Services Application manages the software licensing and entitiement of the
Software Assurance Program. After you obtain a ServicelLink ID or Serial ID from the SLS License
Server, the SLS uses your ServiceLink ID to provide you with access to licenses, software releases, and
upgrades.

To activate an SLS Serial ID the following connections must be allowed through any firewalls.
[1 FQDN: sync.sls.mitel.com, Current IP: 18.200.183.29 Port: 22 Protocol : SSH

[1 Customer must verify current IP before creating firewall rules as the IP address may be subject to
occasional change.

Supported Upgrade Methods : MSL 11.0 is available only as a 64-bit distribution. Migration from a 32-bit
to a 64-bit system requires a fresh software installation, either manually or using the new Remote Fresh
Install blade.

[l The application blade software is no longer downloaded from the AMC but the AMC still provides
software licensing. MSL 11.0 uses the Mitel Software Download Center, supported by a global
content distribution network to increase speed and reliability of downloads.

The following outbound connections must be allowed through your firewall:
License entitlement:
o register.mitel-amc.com 216.191.234.91 port 22
o sync.mitel-amc.com 216.191.234.91 port 22
Access token for content delivery network:
o swdlgw.mitel.com 99.81.17.20 port 443 (occurs during available blade software list update)
Content delivery network for blade software download:

o swdl.mitel.com port 443 (IP address based on location)

Note: For the Akamai FQDN swdl.mitel.com, the static IP address ranges cannot be guaranteed by
the Content Delivery Network. Thus, any firewall rules should allow the FQDN.

[l The following table outlines the supported upgrade methods:

Upgrading Upgrading To... Supported



Upgrade

from... Methods

Fresh Install from
CD/DVD/USB

10.x releases _ 11.0 (64-bit)

(32-bit or 64-bit) Remote Fresh
Install

9.x releases (32- : Fresh Install from

bit) 11.0 (64-bit) CD/DVD/USB

e Cloud Platform Support:
The following features are supported on the Azure platform:

o Hostname: The default hostname will be the lower case VM name. Any invalid hostname
characters, such as periods or underscores, will be translated to hyphens

o Networking: MSL supports auto-provisioning of network elements, such as NICs, public/private IP
addresses, gateways, routing and DNS

o On every reboot, which includes following a restore operation, the VM networking is analyzed and
auto-provisioned if any changes are detected.

o Supports auto-registration of the VM hostname in a private DNS zone linked to the virtual network
of the primary (first) NIC. Only the primary (first) private IP linked to the NIC is registered. So, if the
configuration console changes the hostname, the private DNS entry will be updated accordingly
when the reboot occurs.

o Supports custom data when creating a VM.

Note :Refer to Cloud Platform Support in the Mitel Standarc Linux Installatior and Maintenance Guide for
more information.

e Backup and Restore using AWS S3 buckets:

Now, backups to the network file server and restoration of the backed up files stored in the network File
Server can be processed using HTTPS through Amazon Web Services Simple Storage Service (that is,
AWS S3).

Note: Refer to Backup and Restore topics for more details.

For a list of new MiCollab functionality, see What's New in This Release on the Mitel Customer Documentation
site.
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Logging In

The Username and Password for the administrator portal are set from the server console during installation.
The MiCollab Installation and Maintenance Guide provides complete instructions.

Instructions for logging into the administrator portal are also provided below:

1.

Open your browser.

Note: The following browsers are supported: Microsoft Edge 20, Internet Explorer Release 10 or 11,
Google Chrome version 46 or higher, and Mozilla® Firefox® 41 or higher. Note that Flow Through
Provisioning and Reach Through functionality are only supported in Internet Explorer and Firefox
browsers.

Enter the following URL:
https://<Fully Qualified Domain Name of the MiCollab server>/server-manager

3. A security alert may appear. Click Yes to accept the security certificate.

6.

Enter your Username and Password and click Login.
e Default Username is "admin"
e Password is set during installation
The default timeout for a Server Manager session is two hours.

You will be prompted to change the password immediately on first login. Enter and verify the new
password and click Change Password .

Click OK to login to the Server Manager.

Click the Help link in the administrator portal for instructions about performing administration tasks and adding
users. When you add a new user, the system is configured to automatically send a Welcome e-mail to the
user's e-mail address. The Welcome e-mail provides the user with his or her account information and the URL
of the MiCollab End User Portal:

https://<Fully Qualified Domain Name of the MiCollab server>/portal

W[e1)=H For more information about the End User Portal, refer to the online help provided in the portal interface.
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About the Documentation Set

All Mitel product documentation is available at Mitel Online. You must be a registered user.

To access product and technical documentation on Mitel Online:

1.
2
3.
4

5.
6.

Go to www.mitel.com , and click Login.
Log in to Mitel Online.
Move your pointer over Products and then click Product Documentation .

In the top menu bar, point to Applications and Solutions and then click MiCollab Mitel Standard Linux

To view a document, click the document title.

To download a document, right-click on the name of the document, and click Save Target As.

Note: To view online help, ensure that Compatibility view is enabled for your browser. For example, to enable
compatibility view in Internet Explorer 10.0, click Tools, click Compatibility view settings, and enable Display
all websites in Compatibility view.

MSL Documentation

e MSL Installation and Administration Guide: provides platform requirements, software installation

instructions and maintenance and troubleshooting procedures

e Server Manager Online Help (this online help): provides the administrator with instructions for

configuring the MSL server

MiCollab Documentation

Installation and Maintenance Guide: provides platform requirements, software installation instructions
and maintenance and troubleshooting procedures.

Platform Integration Guide: provides instructions on how to configure the MiVoice Business, MiVoice
Office 250, MiVoice 5000, and MiVoice MX-ONE communication platforms to support the MiCollab
applications.

Engineering Guidelines: highlight specific areas of the product that you must consider before installation.
Use them to plan site installations.

Administrator Portal Online Help: (this online help) provides the administrator with instructions about
configuring the MiCollab server and maintaining the applications.

MiCollab End User Portal Online Help: provides end users with instructions about setting up and using
their MiCollab applications.

End-User Guides

¢ Messaging User Guide
e TUI Quick Reference Guide

e Competitive TUI Voice Mail User Guide

e Competitive TUI Quick Reference Guide


http://www.mitel.com

MBG (formerly Mitel Border Gateway)
e Remote Phone Configuration Guide
Speech Auto Attendant
e See the NuPoint UM User Guide

MiCollab Client

Engineering and Administrator Documentation

¢ MiCollab Client Advanced Engineering Guidelines : provides system requirements, configuration
information, network diagrams, virtualization information, performance recommendations, system
capacities.

e MiCollab Client Administrator Guide: includes PBX configuration information, Unified Communications
specifications and hardware configuration information, and configuration information for integrated
applications.

e MiCollab Client Administrator Online Help: provides a high-level overview of the provisioning process with
links to task-related instructions. The task-related instructions provide detailed descriptions for fields and
options.

End-user documentation

e MiCollab Client Quick Reference Guide: provides basic feature and usage information for the Desktop
Client, Web Portal, MAC Client, and Mobile Client.

¢ Online Help for supported clients: embedded in the user interfaces, the help systems describe the
interface elements, supported features, and provide task-related instructions

MiCollab Audio, Web and Video Conferencing (formerly Mitel Collaboration Advanced)

e Web Conferencing and Remote Support Installation Manual: provides installation instructions and
maintenance procedures.

¢ MiCollab Audio, Web and Video Conferencing User Guide: contains end user information and procedures
for Mitel Collaboration Advanced.

¢ MiCollab Audio, Web and Video Conferencing Online Help: provides administration and programming
procedures.

Application Management Center (AMC)

e See the online help in your AMC Account



Contacting Technical Support

Contact Mitel Technical Support if you require technical assistance. Before you call, check this Help system for
tips and solutions. If you are unable to find a solution, please have the following information ready when you
call:

o The MiCollab MSL software revision
o The nature of the problem
« What you were doing with the application when the problem occurred
« Troubleshooting results
For information about contacting Mitel Technical Support, access Mitel Online at http://www.mitel.com .
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Disclaimer, Trademarks, and Copyright

Disclaimer

The information contained in this document is believed to be accurate in all respects but is not warranted by

Mitel Networks™ Corporation (MITEL ®). The information is subject to change without notice and should not be
construed in any way as a commitment by Mitel or any of its affiliates or subsidiaries. Mitel and its affiliates and
subsidiaries assume no responsibility for any errors or omissions in this document. Revisions of this document
or new editions of it may be issued to incorporate such changes.

No part of this document can be reproduced or transmitted in any form or by any means - electronic or
mechanical - for any purpose without written permission from Mitel Networks Corporation.

Trademarks

The trademarks, service marks, logos and graphics (collectively "Trademarks") appearing on Mitel's Internet
sites or in its publications are registered and unregistered trademarks of Mitel Networks Corporation (MNC) or
its subsidiaries (collectively "Mitel") or others. Use of the Trademarks is prohibited without the express consent
from Mitel. Please contact our legal department at legal@mitel.com for additional information. For a list of the
worldwide Mitel Networks Corporation registered trademarks, please refer to the website:
http://www.mitel.com/trademarks.

Copyright

™ ® - Trademark of Mitel Networks Corporation
© Copyright 2021, Mitel Networks Corporation
All rights reserved
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Configure the Server Settings

Configure Server Date and Time
Configure Remote Access Settings
Install and Upgrade Applications
Install Blades

Grant Network Privileges

Configure Port Forwarding
Add Hostnames and Addresses

© N o o R DN =

Configure Email settings

9. Configure Internal DHCP server

10. Configure Proxy Settings

11. Manage Client Certificates

12. Install Web Server Certificate (optional)
13. Manage TLS Protocol

14. Configure PPTP Settings (Client-to-Server VPN)
15. Add ICPs

16. Change LDAP Directory Settings

17. Configure SNMP support

18. Manage Domains

19. Set System Information Access

20. Configure Traffic Shaping

21. Review Server Configuration

22. Configure MiCollab Settings

23. Set MiCollab Language

24. Run MiCollab Client Integration Wizard (if required)

25. Configure Flow Through Provisioning or Add or Edit Network Elements if Flow Through Provisioning is
not supported

26. Run the Reconcile Wizard (if required)

27. Configure IDS on MiCollab (optional)
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Administer the Applications

1. Provision Users and Services

2. Perform MiCollab Audio, Web and Video Conferencing Administration

3. Perform MBG Administration
or
Remote MBG Administration

Perform NuPoint UM Administration (includes Speech Auto Attendant)

Perform MiCollab Client Service Administration

Configure Vidyo Settings
Configure Service Info E-mail

N o &
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Maintain the Server

Configure MSL Web Services

View ServicelLink Status

View Log Files/Collect Log Files

View Event Logs

View System Information

Access System Monitoring Tools

Manage System User Accounts for Remote Access
Backup or Restore Server Data

Shutdown or Reconfigure Reboot
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Assign Local Administrator User

You can assign the "Local Administrator" login to a single system user who can then perform a subset of the
MiCollab administrative functions. Local Administrator permission allows adding/editing users, phones, and
services. The account name " local-admin” is created when MiCollab is installed. To assign a user to this
account, modify the existing information.

Two email pseudonyms are automatically created for the Local Administrator user: < firstname.lasthname> and <
firsthame_lastname>.

The Local Administrator will access the Administrator Portal in the same way as the System Administrator, but
will see a limited subset of administrative tasks.

To assign Local Administrator privileges:

1.
2.
3.

In the server manager menu, under Administration , click System users.
Click the Maodify link associated with the local-admin account.

Enter the name and address information for the Local Administrator user. (Note: Department information
is not linked to the "Department” field in the User Services and Provisioning application.)

Click Save.

Note: Newly-created accounts are locked until the password is entered/changed.

To set or reset the Local Administrator password:

1.
2.

3.
4.

In the server manager menu, under Administration, click System users.

Click the Reset password link associated with the local-admin account. Passwords must contain at least
one upper case letter, one lower case letter, one number, and one non-alphanumeric character, and be at
least 7 characters long.

Enter the new password and then confirm by entering again.
Click Save.

To lock the Local Administrator from account access:

1.
2.
3.

In the server manager menu, under Administration, click System users.
Click the Lock account link associated with the local-admin account.

Click Lock to confirm.

Note: A locked account is unable to log in or collect email. You can unlock the account by resetting the
password.

To view local-admin user's access logs:

1.
2.
3.

In the server manager menu, under Administration, click View log files.
In the Choose a log file to view list, select httpd/ admin_access_log .

In the Filter Pattern field, enter local-admin and then click Next. There may be multiple httpd/
admin_access_log.yyyymmddhhmmss files. The timestamp indicates the ending timestamp for the logs in
that file.
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View Licensing Information

The MiCollab administrator portal opens at the Licensing Information page, which displays details about user
licensing for your applications.

Unified Communications and Collaboration (UCC) Bundles

This table lists the installed UCC Licensing bundles.

Column Description

Bundle Lists the type of UCC licensed bundle; for example, UCC Entry Level for Enterprise
(V4.).Note that you can generate a report that identifies the UCC licensing bundle
assigned to each user.

User Licenses Displays the maximum number of licensed bundles that you can assign.

Currently used Displays the number of UCC bundles that you have assigned or attempted to assign.
When this total is greater than the number of Licenses, it is displayed in red to
indicate over provisioning. If required, you can purchase extra license bundles from
your Authorized Reseller.

Note: This table just shows the tally of the of the available licenses. To determine the licensing part numbers
that are being used use to achieve the current level of licensing, you must access the Application Management
Center and view the licenses that are assigned to the ULM.

Application User Totals

This table lists the installed applications and the user licensing information for each application. The totals in this
table include the user licenses in the available UCC License Bundles plus any "al la carte" licenses that you
may have purchased.

Column Description
Application Lists the installed applications.
User Licenses Displays the maximum number of licensed users that you can assign to each

application or service.

Currently Used Displays the number of licenses that you have assigned or attempted to assign. When
this total is greater than the User Licenses, it is displayed in red to indicate over
provisioning (also see Voice Mailbox Over Provisioning ). If required, you can purchase
extra licenses or uplifts from your Authorized Reseller.

Note: SIP phones appear in the Teleworker license count regardless of whether they
are registered to the ICP.

Effect of Adding or Removing UCC Licenses

When you add or remove a UCC Licensing bundle, the system updates the UCC Licensing totals. The
Application User Totals are also updated to reflect the change.

If you add/delete ... The following application user licenses (in use)




increase/decrease by one ...

UCC Basic License e UCC Basic (includes MiVoice Business user license)

e UCC Entry

e Multi-device user license
UCC Entry License
e NuPoint UM mailbox, Standard UM, and Advanced UM

e MiTeam Meetings license

e UCC Standard
e Multi-device user license

e NuPoint UM mailbox, Standard UM, and Advanced UM
license
e One Teleworker license

UCC Standard License ) ) )
e MiCollab Client deskphone, web client, and softphone or

mobile client
¢ Vidyo client license
e MiCollab Audio, Web and Video Conferencing license

e MiTeam Meetings license

e UCC Premium
e Multi-device user license

e NuPoint UM mailbox, Standard UM, and Advanced UM
license

e MiCollab Audio, Web and Video Conferencing license
Premium UCCLicense e Three Teleworker licenses

e MiCollab Client deskphone, web client, softphone, and
mobile client

¢ Vidyo client license
e MiTeam Classic license

e MiTeam Meetings license

NuPoint UM mailbox (when "al la carte"

NuPoint licenses are available) * NuPoint UM mailbox

NuPoint UM mailbox (when "al la carte" e UCC Entry (or Standard, or Premium depending on

NuPoint licenses are not available but availability)
UCC license bundles are) o NuPoint mailbox

Voice Mailbox Over Provisioning

You are allowed to restore a database to a destination system even though the database may contain more
voice mailboxes that the system licensing can support. Over provisioning of voice mailboxes is allowed in order
to give you time to purchase additional licenses from the Applications Management Center (AMC). If the system
is in an over provisioned state:

e A warning message appears in the Users and Services application that indicates that you need to



purchase additional NuPoint UM user licenses.

e You cannot add new voice mailboxes if the current mailbox count has reached the system NuPoint UM
user licensed limit or if the system is in an over provisioned state. You will also be unable to add
mailboxes from the NuPoint UM telephone user interface.

e You cannot log into the NuPoint UM web console.
e You cannot log into the MiCollab Audio, Web and Video Conferencing administration application.

e You can log into the NuPoint UM Telephone User Interface (TUI), but you will be unable to access the
administrative options.

To return the NuPoint UM application to its normal state, purchase additional licenses or delete the extra
mailboxes. You must reduce the number of mailboxes to be equal to, or lower than, the number of available
licenses.
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Install Blades
This panel shows the currently installed Blades along with their version numbers.
Software application blades can be installed in one of three ways:

e From a CD/DVD-ROM or USB device by logging into the server console as the admin user (except for
MiCollab )

e From a CD/DVD-ROM through the server manager Blades panel

¢ Via the Mitel software download center (swdigw.mitel.com) and content distribution network
(swdl.mitel.com).

To obtain the software entitlements for your server ARID any firewalls must allow outgoing ssh connections on
port 22:

o to the Mitel Applications Management Center (AMC), blades.mitel-amc.com with static IP:
216.191.234.91.

o to the SLS licensing server, sync.sls.mitel.com, Current IP: 18.200.183.29.

To obtain download access tokens from the Mitel software download center, any firewalls must allow https
connections on port 443 to swdlgw.mitel.com, which has static IP: 99.81.17.20.

Note: Verify the IP address for swdlgw.mitel.com with a DNS lookup before adding it to any firewall rules as the
server IP may change over time.

To download software from the content delivery network, https connection on port 443 to swdl.mitel.com must
be allowed. Static IP addresses cannot be guaranteed by the content delivery network therefore any firewall
rules must allow access to the FQDN. The CDN IP addresses may change depending on which location in the
world the download is taking place to ensure the fastest speed as possible for that geolocation.

Software blades allow applications and services to run on the server.

You can download and install the blade in a single step, or you can download it for installation at a later time.
The first option ties up your computer for a short period of time. The second option, which is known as
“caching,” enables you to initiate the download and then use your computer for other purposes.

To install Blades from the server:

1. Under ServiceLink , click Blades .

2. Click Update List to retrieve the latest list of available blades from the Mitel software download center.
3. Scroll through the list and locate the blade for the feature that you are adding to the system.
4

Do one of the following:

o To install a new blade immediately, click the Install link beside it.

o To download a blade for installation at a later time, click the Cache link beside it. Complete the
installation process by clicking the Install link.

Installing a blade creates new menu items in the navigation menu to allow you to administer the blade.

Note: For MiVoice Business Virtual or MiVoice Business - ISS, install the ServiceLink blade first and
then install the MiVoice Business blade. For a MiVoice Business system deployed on an EX controller,
install the ServiceLink blade first, followed by Blade-ExPlatform and the MiVoice Business blade.

5. After you install a blade, launch the associated online help from the application blade. The online help
provides information on how to program and use the blade.

Note: To install blades from CD/DVD-ROMs, insert the CD/DVD-ROM and click Update List.



View ServicelLink Status

This panel provides updated ServicelLink status information for this server. Status information is downloaded
from the license server to the server as part of the synchronization protocol.

You must activate ServiceLink before you can view status information .
Online Activation

To activate ServiceLink online:
1. Obtain an Application Record ID (or service account ID) from your authorized reseller.
2. Under ServiceLink , click Status.
3. Enter your Application Record ID (also called Service account ID).
4. If the Internet is accessed via a proxy, enter:
e Address of proxy

o If AMC is used, the proxy server must be configured to forward TCP packets on the incoming port
to the AMC address (sync.mitel-amc.com) on port 22.

o If SLS is being used, enter the proxy address as sync.sls.mitel.com . This field is mandatory in
case of SLS.

e TCP port used to connect to proxy

5. Click Activate to synchronize with license server and activate ServicelLink .

Following successful activation, MSL periodically reconnects to the license server (every 24 hours by default)
via a secure, encrypted connection to synchronize ServicelLink status information. License expiration dates and
any service entitlement changes made to your license server account are updated at this time.

Offline Activation

The following procedure describes how to perform offline activation from the server manager using a
maintenance PC.

If your MSL server has a USB drive, you may also perform offline activation from the server console. Refer to
the MSL Installation and Maintenance Guide for instructions.

Note: When an offline system is upgraded to MSL 10.0, it will receive a Major alarm indicating that the AMC
synchronization process has failed. To disable auto-synchronization and prevent further alarms, re-do the
Offline Activation procedure. The original alarm can then be cleared manually.

To activate ServiceLink offline with AMC:

Obtain an Application Record ID (or service account ID) from your authorized reseller.
In the server manager of the maintenance PC, under ServicelLink , click Status.
Enter your Application Record ID (also called Service account ID).

Select Enable offline license generation .

Click Activate to request an offline licensing file.

The Operation status report page is displayed. Click Download license request file.

S L B

In the file download dialog, click Save and save the zip file to a portable storage medium on the



maintenance PC.
8. Remove the portable storage device and go to an Internet-connected PC.
9. On the Internet-connected PC, extract the contents of the zip file to a temporary folder.

10. Open the folder and double-click the sync.bat file to execute handshake and synchronization with the
AMC.

Synchronization occurs with the AMC and the sync.bat file creates a license.zip file containing license
files from the AMC. (If you receive a security warning during this process, click Run.)

11. Save the license.zip file to the portable storage device.

12. Remove the storage device from the Internet-connected PC and return to the maintenance PC. Insert the
storage device in the maintenance PC.

13. In the server manager of the maintenance PC, under ServiceLink , click Status.
14. Beside Upload license file, click Browse .

15. In the file upload dialog, browse to the license.zip file that was created by executing the sync.bat file,
then click Save to select the file to be uploaded.

16. Click Upload license file to install the synchronized license key file and activate the purchased options.

To activate ServiceLink offline with SLS:

Obtain an Application Record ID (or service account ID) from your authorized reseller.
In the server manager of the maintenance PC, under ServiceLink , click Status.

Enter your Application Record ID (also called Service account ID).

Select Enable offline license generation .

Click Activate to request an offline licensing file.

The Operation status report page is displayed. Click Download license request file.
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In the file download dialog, click Save and save the zip file to a portable storage device on the
maintenance PC.

8. Remove the portable storage device and go to an Internet-connected PC.

9. Access the license server through Mitel MiAccess portal.

10. Click Licenses & Services option from the left menu, License Server home page opens.
11. Use the Search product/ end customer option and find your system.

12. In the Licenses & Service home page, click Upload request from the left menu. Browse to locate the
zip file downloaded in Step 6, and upload offline license request, and click Upload Request.

13. Scroll to the bottom of the page to download and save latest license zip file. Save the license.zip file in a
portable storage device.

14. Remove the storage device from the Internet-connected PC and return to the maintenance PC.
15. Insert the storage device in the maintenance PC.

16. Log into the server manager of the maintenance PC.

17. In the server manager of the maintenance PC, under ServiceLink , click Status.

18. Click Sync to generate an offline license request. The Upload license file and Download licensing
refresh file buttons are displayed.

19. Beside Upload license file, click Browse.



20. In the file upload dialog, browse to the license.zip file on your PC and upload the latest license zip file
containing the licenses to the server manager. Click Save to select the file to be uploaded.

21. Click Upload license file to install the synchronized license key file and activate the purchased licenses.

Manual Synchronization

Although the system automatically synchronizes with the license server on a periodic basis (every 24 hours by
default), you can force an immediate synchronization at any time. This is useful to check the network connection
between MSL and the license server, attempt to clear major alarms that are generated if the automatic sync
process fails, or to obtain up-to-date ServiceLink configuration information from the license server. This
procedure can be performed on systems that have been activated either online or offline.

To manually synchronize with the license server:
1. Under ServiceLink , click Status.
2. Click the Sync button.

Deactivation

If the system hardware has been changed or replaced, you will need to deactivate your ServiceLink account,
reset your Hardware ID, re-enter your Application Record ID and then reactivate your ServiceLink account. Use
the MSL server manager to complete all steps with the exception of resetting your Hardware ID, which must be
done on the licence server.

To deactivate ServicelLink:
1. Under ServiceLink, click Status.
2. Click the here link to access the deactivation screen.

3. Click Deactivate .

Note: Following deactivation, you must reset your hardware ID on the licence server and then reactivate your
ServiceLink account using either the online or offline method.



MSL Web Services

Mitel Standard Linux includes a Representational state transfer (REST) API that provides a secure web services
framework using the OAuth 1.0 protocol. This "Web Services" interface is intended to support the features and
functions currently available in the traditional Mitel administrative interfaces.

In its initial release, the Web Services interface supports MiCloud Management Portal (MMP) management
integration. MiCloud Management Portal (MMP) is a web-based customer provisioning application that employs
the Multi-instance MiVoice Business to deliver multi-customer communications services for service providers.
Hosted from the data center, MiCloud Management Portal (MMP) is intended as the primary management tool
for customers and end-users to access and modify services.

By default, the Web Services panel includes a single registered web services client for MiCloud Management
Portal (MMP). Do not change this configuration in any way. Do not modify the existing consumer information or
tokens, and do not attempt to add a new consumer.

The administrator can create a new web services consumer. A consumer is a vendor of a particular web
services client. The credentials entered are used in the client to begin the OAuth authentication process.

You can use the Web Services panel to enable/disable the interface. To enable/disable the MSL Web Services
interface:

1. Under Administration , click Web services .

2. Under Manage web service availability, click Start to enable or Stop to disable the web services
interface.

Note: The expired consumer tokens must be manually renewed from the Web Services interface. Periodically
check the Approved tokens table to Modify, Renew, or Revoke the tokens that are representing an approved
client for the web service.
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Backup Server Data

There are two main methods for backing up system data (including all server configuration data, application
configuration data, user settings, messages, and greetings):

e Server Manager Backup (to backup data to a local workstation, an Amazon S3 storage bucket or a
network file server that supports SFTP or SMB/CIF)

e Server Console Perform Backup (to backup to a USB device or to a network file server)

If you are planning to restore a pre-existing MiCollab 1.1 backup, we recommend that you verify the file
beforehand.

Notes:

e If your MiCollab system is integrated with a directory service, ideally you should back up both the
MiCollab database and the directory server database at the same time.

e You can use different filenames for backup files, but the flename must not contain spaces and the file
extension must be .tgz. (Note: All backup files of systems prior to Release 9.0 will be titled
"smeserver.tgz".)

e The content of the system's /root directory will be included in the backup. To minimize the backup size,
delete any temporary unwanted files that administrators might have created during system support
activities. Do not delete the content of hidden files and directories such as /root/.ssh and /root/.bash*
which are required for proper server functionality.

e The backup file does not include OAuth 1.0 data. Accordingly, if you have implemented Google Apps
integration with OAuth 1.0, you must re-enter the data after performing a restore procedure. (Note that
OAuth 2.0 data is included in the backup file.)

e To ensure that MiCollab has consistent Network Element (ICP) information, you must use one of these
backup procedures. Restoring backups made from inside the individual applications may cause incorrect
Network Element data to be presented to the MiCollab server.

e To restore the data, you must transfer the backup file to a storage medium (CD/DVD or USB storage
device).

e If MiCollab is deployed in LAN only mode with Teleworker running remotely on an MBG server in the
DMZ, you should back up both the MiCollab server database and the MBG server database at the same
time.

e You cannot restore a MiCollab database backup to a Virtual MiCollab Release 2.1 deployment. For
Virtual MiCollab Release 2.1 deployments you must use VMware tools to perform backups and restores.
See the MiCollab Installation and Maintenance Guide for instructions. However, it is recommended that
you continue to take scheduled MiCollab database backups from a Virtual MiCollab Release 2.1
deployment, because MiCollab database restores are supported in MiCollab Release 2.2 and later.

Server Manager "Backup"

Backup to Desktop

Use this procedure to save your system backup to a file or device on your desktop computer or maintenance
PC if your MiCollab system has only one application installed .

A "Backup to desktop" saves all of the data to a single, large compressed file and is therefore limited by the file
system and browser of the client operating system. For example, if you are backing up data to a Windows client
that uses the FAT32 file system (the default for many older versions of Windows), you are limited to a maximum
file size of 4 GB; newer Windows operating systems that use the NTFS file system have a much larger capacity.
If the backup file exceeds the maximum file size of the client operating system, it cannot be properly restored.



For this reason, we recommend that you use the Verify Backup File option in the MSL server console to ensure
the backup was successful.

1.
2.
3.

Under Administration , click Backup .
Select the Backup to desktop option.
Click Perform . MSL prepares the system for backup.

The "Operation status report” is displayed with the estimated backup size, along with the "Backup
Encryption" option.

(Optional) To encrypt the backup file, enter an Encryption Password , and then re-enter it. To create a
strong password, use a mix of characters, numbers and symbols, plus both upper and lower case
characters. The encrypted backup file is identifiable with an .aes256 extension.

Note: You will be prompted to enter the password when you restore from backup. If you fail to remember
the password, you will not be able to restore the data contained in the backup file.

Click Download Backup File.
When prompted to Open or Save, click Save.
In the file download window that appears:

e Name the file and then select the location where the file will be saved. Note the backup filename
must not contain spaces; otherwise, you will get an error when you attempt to restore it.

e Click Save. After saving, you can copy the backup file to a CD/DVD or USB storage device, if
required. The backup file is identifiable by its extension, either .tgz (unencrypted) or .aes256
(encrypted).

Schedule Backups to Network File Server

Use this option to

perform immediate system backups to a Network File Server

schedule daily, weekly, or monthly system backups to a Network File Server

Use this option if your system has more than one application installed.

Note:

You can only have one backup scheduled on the server. To cancel an existing backup schedule, select
Disabled and then click Save.

If you are backing up to an MSL server, configure it to accept access from the backup server. See
Configure Network Privileges for details.

Three file-sharing protocols are supported:
o SMBI/CIFS
o Secure File Transfer Protocol (SFTP)

o HTTPS to an AWS S3 (storage bucket)

To perform a backup to a network file server:

1.

2
3.
4

Under Administration , click Backup .
From the Select an action list, click Configure network backup .
Click Perform .

. The Network Backups page is displayed .



5. From the Backup Destination Type drop-down list, select the type of network backup.

¢ If you select SMBI/CIFS , then specify the following details.

Field
IP Address
Username
Password

Domain or Workgroup Name

Sharename
(Optional) Sub Directory

Maximum number of backup files
to keep

Description
IP address of the network file server where you have stored the database
User name to use when connecting to the network file server.
Password to use when connecting to the network file server.

Domain or workgroup name. Sets the SMB domain of the user name. If th
the server's NetBIOS name, then instead of the domain SAM, the server's
(SAM ) is used for authentication.

The file-share name. The shared folder must have permissions set to "Full

Name of the sub-folder where you have stored the database backup file. T
Sharename.

Select the maximum number of backup files to keep (1-999) on the server.
reaches this maximum count, the earliest version is deleted.

e If you select SFTP, then specify the following details.

Note: If you are backing up to an MSL server, enter the IP address and the user name and
password of the "root" user and leave the remaining fields blank.

Field
IP Address
Username
Password

(Optional) Sub Directory

Maximum number of backup files
to keep

Description
IP address of the network file server.
User name to use when connecting to the network file server.

Password to use when connecting to the network file server.
Name of the sub-folder in which to store the backup files. The sub-director
system accessed through the SFTP protocol.

Select the maximum number of backup files to keep (1-999) on the server.
reaches this maximum count, the earliest version is deleted.

e If you select AWS 83, then specify the following details.

Field
AWS Access Key ID

AWS Access Key
AWS S3 Region
AWS S3 Bucket Name

(Optional) Sub Directory

(Optional) IAM Role ARN

(Optional) Maximum number of

Description

To enable programmatic calls to AWS, you must provide your AWS acces:
the Key ID and Secret Access Key. Enter your access key ID here.

The secret access key portion of your AWS access key credential set.
The AWS region used to access your storage bucket. Stored objects (bacl
Your storage bucket name.

The sub directory (also known as an object prefix) will be prepended to the
bucket.

The Amazon Resource Name (ARN) of an AWS Identity and Access Manz:
configured storage bucket. Example: arn:aws:iam::827611302152:role/Back

Select the maximum number of backup files to keep (1-999) on the server.



backup files to keep reaches this maximum count, the earliest version is deleted.

Note: AWS requires that all incoming requests are cryptographically signed. The "signature"
includes a date/time stamp. Therefore, you must ensure that your PC's date and time are correctly
set. If you do not do this,AWS rejects the request if the date/time in the signature is too far off of the
date/time recognized by the AWS service. The PC displays 403-forbidden error status if the
date/time is more than 15 minutes off the correct time.

6. (Optional) To encrypt the backup file, enter an Encryption Password , and then re-enter it. To create a
strong password, use a mix of characters, numbers, and symbols, plus both upper and lower case
characters.

Note: You will be prompted to enter the password when you restore from backup. If you fail to remember
the password, you will not be able to restore the data contained in the backup file.

7. Click the Save button to validate your server configuration . If validation is successful the Backup Now
button will appear.

8. Click the Backup Now button to perform an immediate backup.

The backup file is saved to the network file server. The file is identifiable by its extension, either .tgz (not
encrypted) or .aes256 (encrypted).

To perform an immediate backup:

1. Click Backup Now.
To schedule backups to a network file server:

1. Under Administration , click Backup .

2. From the Select an action list, click Configure network backup .
3. Click Perform.
4

Select the frequency with which you want to perform backups. Backup file names will include timestamps,
for example:
mslserver_<hostname>_yyyy-mm-dd_hh-mm.tgz).

e For Daily backups, select a time of day (hour, minute, AM/PM)
e For Weekly backups, select a time of day, and day of the week
e For Monthly backups, select a time of day, and day of month

e To disable regularly scheduled backups, click Never.

5. Click Save.
Server Console "Perform Backup"

To access the Server Console :
1. On the Putty client screen, enter the IP address of the PPC Server Manager.

2. Enter the login ID and password. It is the same as the credentials the user enters in the browser version
of Server Manager.

You can save your system backup to a USB storage device (such as a memory stick or hard drive) or to a



network file server that supports SFTP (typically a Linux server, including MSL) or SMB/CIF (typically a
Windows server). Any USB storage device that is formatted as FAT32 (DOS), EXT3 (Linux), or NTFS (Windows
and Linux) is compatible.

The backup file size limit via USB or network backup is set by the destination file system: 4 GB for a FAT32, 2
TB (terabyte or trillion bytes) for NTFS, and 16 GB to 16 TB for ext3 (depending on file system block size). The
current MSL ext3 block size is 4096 bytes which allows file sizes of 2TB.

Optionally, you can encrypt the backup file if you are saving it to a USB device from the server console. This
option is not available if you are saving the backup file to a network file server from the server console.

1
2
3.
4

. Select a destination for the backup file:

. Access the server console.

Log in as "admin".

From the console, select the option to Perform backup .

e Backup to a USB device.

e Backup to a network file server.

Backing up to a USB Device

1.
2.
3.

Select Backup to a USB device.
At the prompt, insert the USB device (if not already in place) and click Next.

When prompted, enter a filename for the backup file (default is ' mslserver') and click Next. Note the
backup filename must not contain spaces; otherwise, you will get an error when you attempt to restore it.
The file extension, either .tgz (unencrypted) or .aes256 (encrypted), is automatically added.

(Optional) To encrypt the backup file, enter an encryption password, and then re-enter it. To create a
strong password, use a mix of characters, numbers and symbols, plus both upper and lower case
characters. Click Next.

Note: You will be prompted to enter the password when you restore from backup. If you fail to remember
the password, you will not be able to restore the data contained in the backup file.

MSL displays an estimate of the size of your backup. Click Proceed .
When the backup is complete, remove the USB device at the prompt. Click Continue .

Re-mount the USB and verify that the backup was performed successfully using the Verify Backup Data
procedure.

Backing up to a Network File Server

Note: If you are backing up to an MSL server, enter its IP address and the username/password of the "root"

user

1.

2
3.
4

. Leave the remaining fields blank.

Select Backup to a network file server.
Enter the IP address of the file server where the backup will be stored.
Enter the domain or workgroup name of the server. (For example, mitel.com.)

Enter the name of the shared folder where the backup file will be stored. (For example, "Backups".) The
shared folder must have permissions set to "Full Control".

Enter an Optional Sub Directory for the backup file. The specified directory must exist in the share
folder. The field accepts multi-level directories; for example"MAS/Sept/backups". If you leave this field
blank, the system stores the file in the root directory of the specified network share.



6. Enter the username to use when connecting to the backup server.
7. Enter the password to use when connecting to the backup server.

8. Click Next. A progress bar indicates backup status. When the backup is complete, file verification is
performed automatically.

Verify Backup Data

When backing up to a USB device or when using a pre-existing backup file, it is important to verify the file
before starting a restore procedure. If your backup file c