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Introduction 1

This chapter contains the following sections:

*  General Introduction to AD LDS in MiVoice MX-ONE 6.x
* About this guide

* Requirements

»  Steps for Getting Started with AD LDS

1.1 General Introduction to AD LDS in MiVoice MX-ONE 6.x

Active Directory Lightweight Directory Services (AD LDS) role, is formerly known as Active Directory
Application Mode (ADAM). Any user can provide directory services for directory-enabled applications
without incurring the overhead of domains and forests and the requirements of a single schema throughout
a forest.

It is a Lightweight Directory Access Protocol (LDAP) directory service that provides data storage and
retrieval support for directory-enabled applications, without the dependencies that are required for the
Active Directory Domain Services (AD DS). You can run multiple instances of AD LDS concurrently on a
single computer, with an independently managed schema for each AD LDS instance.

1.2  About this guide

This guide describes the processes for setting up AD LDS and getting it running. You can use the
procedures in this guide to configure AD LDS on servers that are running the Windows Server® 2012
operating system.

1.3 Requirements

Before you start using the procedures in this guide, do the following:

1. Check the availability of at least one test computer on which you can install AD LDS.
2. Log on to Windows Server 2008 with an administrator account.

1.4  Steps for Getting Started with AD LDS

The following sections provide step-by-step instructions for setting up AD LDS. These sections provide
both graphical user interface (GUI) and command-line methods for configuration setup of AD LDS.
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. Enabling AD LDS in Windows Server

. Creating AD LDS Instance

. Restarting the AD LDS Instance

. Creating an Admin User in AD LDS

. Checking User authentication

. Adding Attributes to UserProxyFull Class

. Editing UserProxyFull Object Class as User Object class

. Modifying MS-AdamSyncConf File

. Synchronizing Users from Active Directory to AD LDS Instance

. Checking Synchronized Users in ADLDS

. Enabling LDAPS (SSL) for AD LDS

. Using AD LDS as a User repository in Provisioning Manager (PM) Application
. Uninstalling of AD LDS Instance and AD LDS Roles from Server
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e Note:

To maximize your chances of successfully completing the objectives of this guide, it is important that
you follow the steps in this guide in the order in which they are presented.



Prerequisite 2

This chapter contains the following sections:

* Enabling AD LDS in Windows Server

* Creating AD LDS Instance

*  Creating the Custom LDF File to suit for AD LDS Setup

* Restarting the AD LDS Instance

*  Creating an Admin User in AD LDS

*  Checking User Authentication

* Adding Attributes to UserProxyFull Class

« Editing Object (UserProxyFull) Class as User Object Class

*  Modifying MS-AdamSyncConf File

e Synchronizing Users from Active Directory to AD LDS Instance
*  Checking Synchronized Users in AD LDS

* Enabling LDAPS (SSL) for AD LDS in Window Server

* Using AD LDS as a User Repository in PM Application

» Enabling SSL for PM Application

* Enabling AD Authentication in PM Located Server

* Uninstalling AD LDS Instance and AD LDS Roles from Server

AD LDS server should be a part of Active Directory Domain, so that users can login into AD LDS server using
their respective User IDs and Passwords from active directory. User display name and User ID must be same in
Active Directory created for all users.

2.1 Enabling AD LDS in Windows Server

If any of the organization wants to use AD LDS as a proxy to AD Server, then they can follow this
document to enable AD LDS as a proxy server.

To enable AD LDS in Window Server, do the following:

1. Click Start, and then click Server Manager. You can do this from Task Bar or from Start/
Administrative Tools menu.
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2. Select the Server Manager> Add Roles and Features. Click Next. The following screen appears.

DESTINATION SERVER

Before you begin WIS o

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the p ling p! isites have been close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

<previous | [ Net> | | nstal | [ Cancel |

3. Choose Role-based or feature-based installation. Click Next.

. » DESTINATION SERVER
Select installation type WIN-ISQION3LKT2.mxone local

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | [ Next> | | insal
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4. Select Idapstest server from the server pool. Click Next

DESTINATION SERVER

Select destination server WIN-SQONILKT2 mecmatocal

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[<Prwious|| Next > | | Install || Cancel

5. Mark Active Directory Lightweight Directory Services from the list of roles and click Next.

DESTINATION SERVER

Select server roles [T

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection - ; A Active Directory Lightweight
[ Active Directory Certificate Services i 1y Services (AD LDS) provides
[ Active Directory Domain Services a store for application-specific data,
Features [ Active Directory Federation Services for directory-enabled applications
AD LDS Active Directory Lightweight Director (X o R e

. . of Active Directory Domain Services.
Confirmation [ Active Directory Rights Management Multiple instances of AD LDS can

[] Application Server eist on a single servey, ench of
0] DHCP Server which can have its own schema.
[J DNs server

[ Fax Server

[m] File and Storage Services (1 of 12 installed)
[ Hyperv

[[] Network Policy and Access Services

[ Print and Document Services

[ Remote Access

[] Remote Desktop Services

=

v

< Previous | | Next» [ insta | [ Cancel
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6. From the list of features, choose nothing — just click Next

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

AD LDS

Confirmation

Select one or more features to install on the selected server.

Features

.NET Framewo Features (1 of 3 inst

[m] .NET Framework 4.5 Features (2 of 7 installed)
b [] Background Intelligent Transfer Service (BITS)

[w] BitLocker Drive Encryption (Installed)
[ BitLocker Network Unlock
[[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Direct Play

[¥] Enhanced Storage (Installed)
[] Failover Clustering

[] Group Policy Management
[[] 1S Hostable Web Core

[] Ink and Handwriting Services

— . - -

Prerequisite

DESTINATION SERVER
WIN-ISQION3LKT2 mxone.local

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.
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7. click Next.

DESTINATION SERVER

Active Directory Lightweight Directory Services (AD LDS)  wwsasnsuczmoneioc

Before You Begin Organizations that have applications which require a directory for storing application data can use
Active Directory Lightweight Directory Services (AD LDS) as the data store. AD LDS runs as a non-
operating-system service, and, as such, it does not require deployment on a domain controller. Running
Sarver Selection as a non-operating-system service allows multiple instances of AD LDS to run concurrently on a single
server, and each instance can be configured independently for servicing multiple applications.

Installation Type

Server Roles

Faatures Things to note:

— * After installing AD LDS, instances of AD LDS can be created by launching the AD LDS Setup Wizard

Confirmation from the Advanced Tools section of the AD LDS home page.

* Before removing the AD LDS role, you must use Programs and Features in Control Panel to remove
all previously installed AD LDS instances.

<Previous | | Net> | | nsal || Cancel
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8. Click Install to start installation.

: = = = DESTINATION SERVER
Confirm installation selections WIN-SQUN3LKT2 mecmaoca
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

Rol been selected automatically. If you do not want to install these optional features, click Previous to clear
Soa s their check boxes.

Features sl
AD LDS Active Directory Lightweight Directory Services
_ Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

AD LDS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous | Next > Install | | Cancel
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Prerequisite

9. Once installation is complete, click Close.

(=

Add Roles and Features Wizard

. ) DESTINATION SERVER
Insta |Iat|Oﬂ pf Og ress WIN-ISQION3LKT2.mxone Jocal

View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-I5QI9N3LK72.mxone.local.

Active Directory Lightweight Directory Services
To create a new AD LDS instance on this server, run the Active Directory Lightweight Directory

Services Setup Wizard. For more information, see http://go.microsoft.com/fwlink/?Linkld=224861.
Run the Active Directory Lightweight Directory Services Setup Wizard

.NET Framework 3.5 Features

NET Framework 3.5 (includes .NET 2.0 and 3.0)
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

AD LDS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel
10

0 Note:

AD LDS Role is successfully set up. Create a new AD LDS Instance as “Instance1” using the
wizard.
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11. Click the Run the Active Directory Lightweight Directory Services Setup Wizard shown in the
above screen. And then click Close.

ol Active Directory Lightweight Directory Services Setup Wizard -

Welcome to the Active Directory
Lightweight Directory Services
Setup Wizard

A

-
j This wizard helps you install Microsoft Active Directory
Lightweight Directory Services (AD LDS).

AD LDS is a powerful directory service that is easy to install
and deploy. It provides a dedicated data store for
applications, and can be configured and managed

independently.
To continue, click Next.

cBack [ Nem> | | Cancel | | Hebp |

o Note:

This entire procedure implemented and documented based on Windows 2012 edition.

2.2 Creating AD LDS Instance

1. Open Server Manager.
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2. In the Console tree, select Roles> select Active Directory Lightweight Directory Services from
Roles Summary section.

Select server roles

Before You Begin
Installation Type

Server Selection

Features
AD LDS

Confirmation

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services
[ Active Directory Domain Services
[] Active Directory Federation Services

Active Directory Lightweight Directory Services

[ Active Directory Rights Management Services
[J Application Server

[] DHCP Server

[] DNS Server

[J Fax Server

> [B] File and Storage Services (1 of 12 installed)

[ Hyper-v

[J Network Policy and Access Services
[] Print and Document Services

[ Remote Access

[[] Remote Desktop Services

|>

Next >

DESTINATION SERVER
WIN-ISQION3LKT2 mxone local

Description

Active Directory Lightweight
Directory Services (AD LDS) provides
a store for application-specific data,
for directory-enabled applications
that do not require the infrastructure
of Active Directory Domain Services.
Multiple instances of AD LDS can
exist on a single server, each of
which can have its own schema.

[ instal Cancel

3. Click Next> Next...until the AD LDS Role is successfully setup. Refer the step 10 and 11 of Enabling
AD LDS in Windows Server.

4. Select A unique instance displayed in the Setup Options. Click Next.p

Setup Options

An AD LDS instance is created each time AD LDS is installed.

You can create a unique instance, or you can install a replica of an existing instance.

Select the type of instance you want to install.

(@) Aunique instance
This option automatically creates a new instance of AD LDS that uses the default

corfiguration and schema partitions. The new instance will not be able to replicate
with exdsting instances.

() Areplica of an existing instance
This option creates a new instance of AD LDS that uses the i
schema partitions replicated from another instance of AD LDS. You can also select
the application partitions to replicate.
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5. Enter the Instance name and Description. Click Next.

The instance name is used to diferentizte this instance of AD LDS from other AD %_/
LDS instances on this computer.

Type a name forthis instance. The name should reflect the use for which this instance
of AD LDS is intended.

Instance name:
|

Example: Addressbook 1
Description:

|AD LDS instance

The AD LDS service name is created when the instance name is combined with the
product name. It will be displayed in the list of Windows services, together with the
description you enter.

AD LDS service display name:  instancel
AD LDS service name: ADAM_instance

[ <o | et

6. Enter the LDAP port number and LDAPS SSL port number that should be accessed from other
applications to AD LDS; Or,

7. Click Next and continue with default ports.
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Ports

0 Note:

If you are installing AD LDS in the same server where Active Directory is installed, then it changes
the port series from 50000. Otherwise, it gives default LDAP/s port such as 389, 636.

Computers will connect to this instance of AD LDS using specific ports on all of the ‘l ‘
IP addresses associated with this computer.

The ports displayed below are the first available for this computer. To change these
ports, type the new port numbers in the text boxes below.

If you plan to install Active Directory Domain Services on this computer, do not use 389
for the LDAP port or 636 for the SSL port because Active Directory Domain Services
uses these port numbers. Instead, use available port numbers from the following range:
1025-65535.

LDAP port number:
o |

SSL port number:
[30001 |

8. Select Yes, create and application directory partition and enter the Partition name. Click Next.

Application Directory Partition
An application directory partition stores application-specific data.

y

Do you wart to create an application directory partition for this instance of AD LDS?
(O No, do not create an application directory partition

Select this option if the application that you plan to install creates an application directory

upon installation, or if you plan to create one later.
(®) Yes, create an application directory partition

Select this option ff the application that you plan to install does not create an application
wa&ﬂbmpmhdﬂdimﬁvﬂdpu_tﬁmmhwdﬂﬂﬂdnmﬂmdm

not already exist in this instance. Example distinguished name:
CN=Partition 1,DC=Woodgrove, DC=COM

Partition name:

DC=wbmusersadidsdomain dc=com|

[<Back ||
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9. Using the default values for storage location of ADLDS files. Click Next.

You can specify a location for each type of file associated with this instance of AD Q/
LDS.

Specify the locations to store files associated with AD LDS.

C:\Program Files\Microsoft ADAM\instance 1\data

10. Choose Network service account for running the AD LDS Service.

AD LDS perfoms operations using the pemissions associated with the account Q/

you select.

Set up AD LDS to perform operations using the pemmissions associated with the following
account.

AD LDS has the pemissions of the default Windows service account.

() This account:
AD LDS service has the pemissions of the selected account.

User name: ‘ [ 54 v ‘ B Browse...

Eaezszu,.-.,.md: ‘ ‘

|_<Bsck || New> || Cancel || Hep |
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11. You will receive a prompt warning about data replication. Since you are using a single LDAP Server,

click Yes.

You have selected a system service account for this Active Directory
Lightweight Directory Services instance, Because this computer is not a
member of a domain, this instance will not be able to replicate data
with AD LDS instance on other computers while using this service

account.

Do you want to continue?

12. Select the below 3 LDF files from the Importing LDIF Files window.

Fle Locations

You can specify a location for each type of file associated with this instance of AD %
LDS.

Specify the locations to store files associated with AD LDS.

Data files:

C:\Program Files\Microsoft ADAM\instance1\data | I Browse... l
Data recovery files:

C:\Program Files\Microsoft ADAM\instance 1\data | I Browse... l

| <k || MNee> || Concel || Hep |

a. MS-InetOrgPerson.LDF
b. MS-User.LDF
c. MS-UserProxyFull.LDF
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13. Verify that all the selections are right and then Click Next to confirm Installation.

Ready to Install .
The AD LDS Setup Wizard is ready to install AD LDS with the following
configuration.

Selections:
Install a unique instance of AD LDS. N

Instance name: instance 1

Computers will connect to this instance of AD LDS using the following ports:
LDAP port: 50000

SSL port: 50001

AD LDS replication will use Negotiate authentication.
Store AD LDS data files in the following location: v

To change your selections, click Back. Toinstall AD LDS, click Next.

Installing AD LDS Q’
The AD LDS Setup Wizard is installing AD LDS.
instaling AD LDS...

[

Please wait while the wizard completes the following steps.
v Copied files
Importing LDIF file MS-ADAM-Upgrade-2 Idf ..

<Back | Next

W

| [Cmea ] | Heb |
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14. Once the instance is setup successfully, click Finish.
Active Directory Lightweight Directory Services Setup Wizard -

Completing the Active Directory
Lightweight Directory Services
Setup Wizard

-
r: ‘Il
- You have successfully completed the Active Directory
Lightweight Directory Services Setup Wizard.

v©| r Manage Tools  View  Help

i# Dashboard
i Local Server

i Al Servers Server Name D ' Severity Source

WIN-ISQION3LKT2 1161 Emor  ADAM [instancel] General ADAM (inst

i§l ADDs

WIN-ISQION3LKT2 1463 Warning ADAM [instance1] General ADAM (inst
&' AD LDS WIN-ISQION3LKT2 614 Warning ADAM finstance1] ISAM ADAM (inst]
= H
em DNS WIN-I5QION3LKT2 2886 Warning ADAM [instance] LDAP ADAM (inst =
& File and Storage Services b WIN-ISQION3LK72 1463 Warning ADAM [instance1] General ADAM (inst]
fo s WIN-ISQION3LKT2 614 Warning ADAM [instance1] ISAM ADAM (inst
< (] >
SERVICES
All services TASKS v
v @~ ~
+ Add crite

Start Type,

WIN-15QIONSLR72 _instance! ADAM instance1 Running Automatic

i e e 7]
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2.3 Creating the Custom LDF File to suit for AD LDS Setup

1. Open Command Prompt and then Go to C: \ W ndows\ ADAM

) Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96881]
(c)> 2813 Microsoft Corporation. All rights reserved.

:N\UsersNAdministrator2cd c:\Windows“\ADAM
:N\Windows\NADAM>ADSchemafAnalyzer.exe
NHindowsNADAMD

2. Execute ADSchemaAnalyzer.exe that displays a new window AD DS / LDS Schema Analyzer.

-] AD DS/LDS Schema Analyzer =E

File Schema Tools

3. In Schema Analyzer window, go to File Menu and then select Load Target Schema.

] AD DS/LDS Schema Analyzer [ = |0 W=

File | Schema Tools

Load target schema CtrteT

Bxit
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4. In Load Target Schemadialog box, provide the following details:

. Server|[:port]: [Give IP address of Active Directory Server]:[Active Directory port]
. Username: [Username to connect to Active Directory]

. Password: [Password of above username of Active Directory]

. Domain: [Domain of Active Directory which contains above user]

Load target schema -0 -

Server[porf] [10.211.159.143

o 0 T o

Username Iadrninistrator

Password |

Domain [rocone]
Bind type ¢ Secure  Simple

Server type

* Auto

" AD DSILDS

" Generic (subschemaSubentry)

Load LDIF ok | Cancell

0 Note:

If you do not provide port number after server IP/DNS Name, it takes default LDAP port that is
389.

5. Click Ok.

6. AD DS/LDS Schema Analyzer screen shows the following folder structure. Once it is connected to
Active Directory Server.

L] AD DS/LDS Schema Analyzer |- o=

7. Go to File Menu and then select Load base schema.

72 st 264 casss, B propety st

i, AD DS/LDS Schema Analyzer M=l E3

File Schema Tools

Lnad Farask schema Chrl+T |

Load base schema...  Chtrl+B I
redue LULE T, _LrFL
Exit
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8. The Load base schema dialog box appears to enter the following details:

a. Server[:Port]: [Give IP address of AD LDS]:[AD LDS port]

b. Username: [Administrator Username of the local server]

c. Password: [Password of Administrator]

d. Domain: [Domain of Active Directory which contains above user]

| | AD DS/LDS Schema Analyzer - 0o X
File Schema Tools
[_] Classes

] Atribut -
L Atrbutes Load base schema -|O

(_1 Property sets

Server[:port]  |10.211.159.143.50000|

Username |adm|nlstrator

Password |

Domain |mxone
Bind type & Secure ( Simple

Server type

* Auto

" AD DSILDS

" Generic (subschemaSubentry)

Load LDIF Cancel

IValidating schema... ~

9. Click Ok.
10. Go to Schema Menu and then select Mark all non-present elements as included.

L] 'AD DS/LDS Schema Ansyzer

11. Click Ok.
12. Go to File Menu and then select Create LDIF file.

D DS/LDS Schema Analyzer =l

13. In the File Dialog box provide the path of LDIF file to store.

14. By default, it shows C: \ W ndows\ ADAM Pat h.

15. Enter name of the file and click Save.

16. Open Command Prompt and then Go to C: \ W ndows\ Syst enB2.
17. Execute the following 3 commands as mentioned below:

e ldifde -i -u -f [Path of LDIF File which is created by using Schena
Anal yzer] -s [IP address of AD LDS]:[Port of AD LDS] -b [Admi nistrator
Username of the local server ] [Donain of Active Directory which contains
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above user] [Password of Administrator] -j . -c "cn=Configuration, dc=X"
#confi gurati onNam ngCont ext

For example,

Idifde -i -u -f c:\w ndows\adam ADLDSSyncProxy3_ 129.1df -s
192. 168. 26. 129: 50000 -b admi ni strator pnsnndomai n XXOXXXXXXXXXXX -j . -¢C

"cn=Confi guration, dc=X" #confi gurati onNani ngCont ext

Administrator: Command Prompt \;‘E-

icrosoft Windows [Uersion 6.3_96H81
(c) 2013 Microsoft Corporation. All rights reserved.

\UsersSAdministrator?cd c:\Windows\System32
\Users\Systemn3d2>1difde —-i —u —Ff c:"\Windows \ADAMNADLDSSyncProxy3_143.1df B
10.211.15%.143:50008 -b administrator CETIMAEE ZECEIETE -j - —c “'cn=Configuratio

~dc=k" HconfigurationNamingContext
onnecting to "10.211.15%2.143:560060"

Logging in as "administrator" in domain “mxone" using SSPI
Importing directory from file “e:“\Windows“ADAMMADLDESyncProxy3d_143.14f"

Loading entries...

« ldifde -i -f c:\w ndows\adam M5- AdanSyncMet adata. |l df -s [IP address of AD
LDS]:[Port of AD LDS] -b [Adm nistrator Usernane of the local server ]
[ Domain of Active Directory which contains above user] [Password of
Admi ni strator] -c CN=Configuration, DC=X #Confi gur ati onNam ngCont ext

For example,l di fde -i -f c:\w ndows\ adam M5- AdanSyncMet adata. | df -s
192. 168. 26. 129: 50000 -b adm ni strator pnsnndomai N XXOKXXXXXXXXX - ¢

CN=Confi gur ati on, DC=X #Confi gur ati onNam ngCont ext

o] Administrator: Command Prompt \;‘E-

icrosoft Windows [Uersion 6.3.96081]
(c> 2813 Microsoft Corporation. All rights reserved.

NUsers\Administrator>ldifde —-i —f c:\Windows\ADAM\MS-AdamSyncMetadata.LDF -s 1
.211.159.143:500080 -b administrator DRI CECEIET ¢ CN=Conf iguration,DC=K #C

onf igurationNamingContext
onnecting to "10.211.159.143:560608"

Logging in as "administrator" in domain “mxone" using SSPI

entries modified successfully.

he command has completed successfully

* |ldifde -i -f c:\w ndows\adam M5- adanschemaw2k8.1df -s [IP address of AD
LDS]:[Port of AD LDS] -b [Adm nistrator Usernanme of the local server ]
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[ Domai n of Active Directory which contains above user] [Password of
Admi ni strator] -c CN=Confi guration, DC=X#Confi gur ati onNam ngCont ext

For example,l di fde -i -f c:\w ndows\adam M5- adanschemaw2k8. | df -s
192. 168. 26. 129: 50000 -b adm ni strator pnsnndomai n XXOXXXXXXXXX - ¢
CN=Conf i gur ati on, DC=X#Conf i gur at i onNani ngCont ext

NUsers\Administrator>cd c:\Windows\System32

:\Windows\System32>1difde —-i —f c:\Windows“\ADAM\MS-AdamSyncMetadata.LDF -s 18.2
11.159.143:58880 -b administrator mxone MitelP123 -c¢ CN=Configuration,DC=K HConf
igurationNamingContext

onnecting to "10.211.15%9.143:568888"

Logging in as "“administrator' in domain "mxone"' using SSPI
Importing directory from file “c:\Windows“ADAM\MS—-AdamSyncMetadata.LDF"
|

1288 entries modified successfully.

he command has completed successfully

:sWindows\System32 >

Restarting the AD LDS Instance

1. Select Server Manager > Roles > Active Directory Lightweight Directory Services.
2. Check for System Services section that is displayed in the right side pane.

il ADDs
& DN
B8 File and Storage Services b
fous

[~ [o N

Server Manager

cs

SERVICES

+ Add crite

<M copy c c
WIN-ISQION3LK72 instancel 'ADAM instance1 Running Automatic

=B EL iy

E e [l I 0

Prerequisite

3. Select the AD LDS Instance Name and right click on the AD LDS instance, select Restart/Stop — Start.

2.5

Creating an Admin User in AD LDS

1. Select Server Manager > Roles > Active Directory Lightweight Directory Services.
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2. Select ADSI Edit shown in the right side pane, under the Advance Tools section.

L a1

3. In ADSI Edit window, go to Action Menu, select Connect to... option, or right click on ADSI Edit in the

left side pane.

4. The Connection Settings window appears to fill the below details.

Connection Settings -

Name: | Default naming context |

Path: | LDAP://10.211.159.143:50000/DC =wbmusersadidsdomain, dc=c|

Connection Point
(®) Select or type a Distinguished Name or Naming Context:

[ DC =wbmusersadldsdomain,dc=com v ‘

(O Select a well known Naming Context:

[Default naming context v ‘

Computer
(®) Select or type a domain or server: (Server | Domain [:port])

[10.211.155.143:50000 v]
() Default (Domain or server that you logged in to)
[|Use sSL-based Encryption

l OK l l Cancel

5. Enter Name to identify this AD LDS Instance.

6. In the Connection Point section, Select or type Distinguished Name or Naming Context and enter the

Partition Name in AD LDS instance.

7. In the Computer section, Select or type a domain or server: (Server | Domain[:Port]) and enter the

server IP of AD LDS and port details.
8. Click OK. The following ADSI Edit window appears.

o

ADSI Edit

m

ile  Action View Help

T ICIERCEE

_I:I-

2 ADSI Edit Name Class
5 ADLDS Proxy Sync [10.211.159.143:50000]
5 Default naming context [10.211.159.143:50000]
4 ﬂ Default naming context [10.211.159.98:389]
| DC=pmsnm,DC=com

9. Right click on Partition/ Distinguished Name > select New > Object.

Distinguished Name
1 DC=pmsnm,DC=com domainDNS DC=pmsnm,DC=com

Actions
Default.. ~

More ... »
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10. In ADSI Edit window, you can expand the right side pane to check Name and Distinguished Name.
11. In Create Object window > select container from the class list provided below.

zZ ADSI Edit =o)X
File Action View Help
e E] XEe= B Create Object -
2 ADSIEdit edName | Actions
5 AD LDS Proxy Sync [10.211.159.143; . hek DC=pmst - N
5 Default naming context [10.211.159) E-e s ,DC=prmsnm DC=pm...
4 7 Default naming context [10.211.159 — - stersDC=prr More... »
4 [ DC=pmsnm,DC=com dassStore in Controllers|
“| OU=Abhishek computer = | SecurityPrin
“ CN=Builtin (Cmntack Y
k DC=pmsnm
u| CN:Comp‘uters country ndFound,DC=
“ OU=Domain Controllers device .
. o dfsConfiguration ged Service A/
“ CN=ForeignSecurityPrincip: prleeicon
: jomain Quotas,DC=g|
“| OU=Karthik domainPolicy
7 CN=LostAndFound frendyCountry prm Data,DC=)
| CN=Managed Service Acco faiop v . DC=pmsnm,
“ CN=NTDS Quotas New,DC=pm:
" CN=Program Data OU,DC=pmsr]
7| OU=Satish ,DC=pmsnm,
| OU=SatishNew In,DC=pmsnn
| OU=SatishOU gk | Next> | [ Cancal | [ Hep | [IC=pmsnm.D(
7 OU=Sunny Devices,DC=p
7 CN=System [T CN=Users container CN=Users,DC=pmsnm,|

12. Click Next. The Create Object window appears to add value.
13. Enter name of the container in the Value box. For example, ADLDSAdminUsers and click Next.

Create Object

Attrbute: o

Syntax: Unicode String

Description: Common-Name

Value: ADLDSAdminUsers|

[ < Back ” Next > || Cancel II Help

14. Click Finish.

15. Right-click on the newly created container which is added under the Partition Name and select New >

Object.

§ AD LDS Proxy Sync [10.211.159.143:50000]
5 Default naming context [10.211.159.143:50000]
4 7 Default naming context [10.211.159.98:389]

4[] DC=pmsnm,DC=com
7| OU=Abhishek
] CN=Builtin
7 CN=Computers
7| OU=Domain Controllers

7 CN=ForeignSecurityPrincipals

There are no items to show in this

- OU=Karthik Move
CN=LostAndFound| | New Connection from Here

3 Cl ged Serv

] CN=NTDS Quotas New [ Object..

| CN=Program Data View ,

| OU=Satish

7 OU=SatishNew Delete

7 OU=SatishOU Rename

7 OU=Sunny Refresh

1 CN=System Export List...

| OU=test

| CN=TPM Devices Properties
CN=Users Help

_| CN=ADLDSAdminUsers
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16. In the Create Object window, select user from the list of Class items displayed. Click Next.

Select a dass:

rRASAdministrationConnectionPoint ~
rRASAdministrationDictionary

samServer

secret

serviceAdministrationPoint

serviceClass

serviceConnectionPoint

servicelnstance

storage

trustedDomain

volume

17. Enter a username (for example, adldsadmin) in the Value box.

Value: adldsadmin|

| <gsck || Met> || Cancel | | Hep |

18. Click Next ? click Finish.

19. Expand newly created container and right click on the newly created user. The following window
appears to Reset Password.

] CN=adldsadmin

Move

New Connection from Here
Reset Password...

New »
Delete

Rename

Refresh

Properties

Help
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20. Select Reset Password. The following window appears to assign a new password for user.

_mw I: I I

Confirm password: I“m“ﬂ

The account must log off and then log on again for the change to take
effect.

21. Enter the New password and Confirm password. Click OK.
22. Right click on the newly created user and select Properties.

5] CN=adidsagaic —=dldsadmin, CN=4

Move
New Connection from Here
Reset Password...

New »

Delete
Rename
Refresh

Properties

Help
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23. Right click on the newly created user properties dialog, select displayName and double click on it. The
following String Attribute Editor appears.

CN=adldsadmin Properties 7| X
Jstinguisk

Attribute Edtor | Securty N=adlds:

facsimileTelephoneN... <not set>
flags <not set> “

<| mn >

24. Enter the same username while resetting the password.
25. Select distinguishedName ? double click on it to copy the distinguishedName value.

26. Click OK.

destinationindicator <not set>

displayName adldsadmin D
! displayNamePrintable  <not set>

; distinguishedN N in CN=ADLDSAdminUsers, DC+

" ok | (oo ] [ B [ ]
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27. In the same attribute editor Select msDS-UserAccountDisabled and double click on it. The following
Boolean Attribute Editor window appears.

CN=adldsadmin Properties ? X

Attribute Editor

Attributes

Attribute Value A~
msDS-HABSeniorityln... <not set>
msDS-PhoneticComp... <not set>
msDS-PhoneticDepar... <not set>

msDS-PhoneticDispla... < . .
msDS-PhoneticFrstN. <rl Boolean Attribute Editor -
msDS-PhoneticLastN... <n| ) .

msDS-PrimaryComputer < Attribute: msDS-UserAccount Disabled
msDS-Site-Affinity <« Value:

msDS-SourceObjectDN < () True

msDS-SupportedEncr... <« & False

msDS-SyncServerld <~

msDS-UserAccountDi... TH L

msDS-UserDortExpir... < I oK ‘ I Cancel
ms-DS-UserEncrypte...  <n|

< m S I I T

28. Select False and click OK.
29. Click Apply > OK.

30. Expand the newly created partition name and CN=Roles. Right click on CN=Administrators?Properties
to view the Attribute Editor.

Z ADSI Edit Name Cl| Actions
5 ADLDS Proxy Sync [10.211.159.143:50000] -
“a Dc_w:::u::;[d‘dsdomm d(_mm] There are no items to show in this || CN=Administrators B
"3 CN-LostAndFound e More Actions »
7 CN=NTDS Quotas
4[] CN=Roles
“ CN=Adm—
3 CN=Read  Move
< CN=Userr  New Connection from Here
47 CN=ADLDSA| New »
9 CN=adid!
5 Defaultnamingconf  View *
5 Defaultnaming conl  pelete

i Defauttnamingcont o

Refresh
Export List...
Properties

Help
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31. In the Attribute Editor, select member and click Edit.

Attribute Editor
Attributes:

Attribute Value ~
isCriticalSystemObject TRUE

labeled URI <not set>

|astKknownParent <not set>

legacyExchangeDN <not set>

managedBy <not set> =

CN=Administrators CN=Roles, CN=Corfigurati

memberlid <not set>

msDS-AzApplicationD ... <not set>

msDS-AzBizRule <not set>

msDS-AzBizRulelang... <not set>
msDS-AzGenencData  <not set>
msDS-AzLastimporte... <not set>
msDS-AzLDAPQuery  <not set>
mS-DS-ConsistencyC... <not set> v

<| m ] >

ok ] [ Cancel [ ovi

32. Click Add DN button > Enter DN of user created above (for example,
CN=adldsadmin,CN=ADLDSAdminUsers,DC=wbmusersadldsdomain,DC=com) ? click OK.

Multi-valued Distinguished Name With Security Principal Editor

Attribute: member
Yalues:
Mame | Zonkainer | Distinguished Mame § 510
Adriniskr akors Hza115066-A5FE-401E-BTEF-D95398C436,..  CH=nAdministrators, Ch=FRoles, M. ..

Add Distinguished Name (DN} | x|

Enter a distinguished name {OM) For an object,

I v M=adldsadmin, CH=ADLDSAdminUsers, DC=whmus:

K Cancel

Add Windows Account.., | Rermoye |

Add DI, . |

Ok | Cancel |

33. Click OK > click Apply > click OK.
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2.6  Checking User Authentication

1. On the Start Menu, click Run. The following Run program window appears.

= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you,

W

2. Type Idp.exe (Label Distribution Protocol) in the Run box and click OK to open Ldp.exe window.
3. In LDP window, Go to Connection and click Connect.

Connection | Browse View Options Utilities Help

Connect...

Bind... Ctrl+B
Disconnect

New Ctrl+N
Save

Save As

Exit

4. Enter the IP Server address and Port number of AD LDS Instance and click OK.

l[10.211.159. 143
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5. Go to Connection and click Bind. The following Bind window appears.

Bind -

User: | adldsadmin |
Password: | sessccees |
Domain: mxonedomain

Bind type

(_) Bind as currently logged on user
() Bind with credentials

(®) Simple bind

(O Advanced (DIGEST)

1arypt traffic after bind

im

|Cance4 H oK I

6. To connect and bind the server that hosts the forest root domain of your AD DS environment. Enter the
following details:

. User: [username which is created above]

. Password: [Password of the above user]

. Domain: By default, remains in deactivate mode
. Bind Type: [select Simple bind]

. Click OK.

® Q 0 T o

9 Note:

The user must be an authenticated user as mentioned in the above screen.

f. An example of successful authentication is given below.

res = Idap_simple_hind_sild, 'adidsadmin’, sunavailable=); i v.3
Authenticated az; 'C=adldsadmin, CR=ADLDEAdminUzers DC=whmuserzadidsdomain, DC=cam'.
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2.7 Adding Attributes to UserProxyFull Class

1. On the Start Menu, type FMC, and then click OK. The following Console window appears.

File Action View Favorites Window Help

«= == 8=

| Console Root Name Ikﬁom
There e v temstoshowntsvies, || CoSOlR ORI |

More Actions »

2. Go to File menu > click Add/Remove Snap-in.

File | Action View Favorites Window
New Ctrl+N
Open... Ctrl+0
Save Ctrl+S

| Add/RemoveSnap-in..  CtrsM
Options...
1 adsiedit
2 lusrmgr

Exit

W

Prerequisite
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3. Select Active Directory Schema, click Add and then click OK.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in ' I Console Root

&) Active Directory Domains a... [ Active Directory Schema
[ Active Directory Sites and ...
] Active Directory Users and...
' ActiveX Control

?ADSI Edit Move Down
Auﬂ'\orizaﬁon Manager
5 Certificate Templates
¥ Certificates

s Certification Authority
."-CormonentServices
& Computer Management

ﬁ&e&aﬁﬂmaﬂam—urr

Description:
View and edit the Active Directory Schema

Move Up

4. Right click on Active Directory Schema and select Change Active Directory Domain Controller.

Eile Action View Favorites Window Help
e 7@ G

| Console Root H Name
3 Active Directory Sc e

| Change Active Directory Domain Controller...

Connect to Schema Operations Master

Operations Master...

Permissions...

Reload the Schema

View .
New Window from Here

New Taskpad View...

Refresh

Export List...

Help

5. Select This Domain Controller or AD LDS instance.

Current Directory Server:
WIN-5QISN3LK72 mxone Jocal
Changeto:
O Any writable Domain Controller
(® This Domain Controller or AD LDS instance
Look in this domain: mone Jocal v
Name Site DC Type DC Version = Status

<Type a Directory Server name[:port] here>|
WIN-I5QISN3LK72 mxone local Default-First-Site-Name ~ GC Windows... Unavailable
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6. Enter IP Address of the AD LDS Instance with port number and click outside of the highlighted edit
area. The Status column value changes to Online.

Change to:
O Any writable Domain Controller
(® This Domain Cortroller or AD LDS instance

Look in this domain: [mxone.local v |

10.211.159.143:50000)

Name Site DC Type DC Version Status ‘

(®) This Domain Controller or AD LDS instance

Look in this domain: lrnxone.local
Name Site DC Type DC Version Status
10.211.159.143:50000 Online

7. Select this entry (that is, anywhere outside from the edit section) > click OK > click Yes.
8. Expand Classes to select the required attributes displayed in the Classes list.

[ﬁ Console1 - [Console Root\/
File Action View Favorites Window Help

oo 2E oo l.

| Console Root Name
4 g Active Directory Schema = || | | Classes
4 [ Classes | Attributes
912 account
912 aCSPolicy

=12 aCSResourceLimi
972 aCSSubnet

12 addressBookCon'
97 addressTemplate

9. Select userProxyFull from the Classes list and right click on it to select Properties.

S
ol sul:uSchema %"?T?:??Teﬂner
.'[: syncEnginesu Wiew 3

52 syncEnginedu  Mew Windaw Fram Here !
o3 top ress
.-[: FPaStack Mew Taskpad Yisw, ..

S tpaxannLink Refrash

Ll
51 bransportStacl YT

.I: trustedDaomair Hage

B bypelibrary Propetties

S user

Help
|7 userpricsiz

B wesstack EuserSMIMECertiFicatt

12 xz5Ra00Link, 1" x500uniqueldertifier
_ S w400Link, EmsDS-PrincipalName

[ Attributes w | | =" abjectsid
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10. Go to Attributes tab and check for the sAMAcountName attribute. If sAMAcountName attribute is not
available, then click Add button to include it to the Schema Object list.
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11. Select sAMAccountName > click OK > click Apply > click OK.

userProxyFull Properties mi

Select Schema Object -

Select a schema object:

pcNsCodeset A _
pcNsEntryFlags “
pcNsGroup

mpcNsintefacelD

mcNsObiject!D

mpcNsPriorty
pcNsProfile Entry

ncNs TransferSyntax
sﬂMAccou.rlNane

sAMAccount Type
samDomainUpdates
schedule
schemaHagsEx
schemalDGUID
schemalnfo
schemallpdate
schemaVersion
scopeFlaas

script Path
sDRightsEffective
searchFlags v

In the same way, you can check and add the below attributes:

* objectSID

* sn

* department

* location

* whenChanged

» telephoneNumber

+ wWWHomePage

» description

» physicalDeliveryOfficeName
s url

» streetAddress

» postOfficeBox

* I[Locality-Name]

e st

+ postalCode

* c[Country-Name]

» profilePath

+ scriptPath

o title

s company

» facsimileTelephoneNumber
» otherFacsimileTelephoneNumber

Prerequisite
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12

msExchAssistantName
roomNumber

ipPhone

objectClass
objectCategory
lastAgedChange

Restart AD LDS Instance when all the required attributes are added and checked.
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2.8 Editing Object (UserProxyFull) Class as User Object
Class

1. In the ADSI Edit Console tree, click ADSI Edit node and then click the Action menu. Select Connect
to. The Connection Settings dialog box appears.

ADLDDSSynchPoxy 1Schema

LDAP://10.211.159. 143:50000/Schema

Connection Point
() Select or type a Distinguished Name or Naming Context:

(®) Select a well known Naming Context:
Schema

Computer
(®) Select or type a domain or server: (Server | Domain [:port])

10.211.159.143:50000

() Default (Domain or server that you logged in to)
[ ]use ssL-based Encryption

Advanced...

2. In Connection Point section, click Select a well known Naming Context radio button.

3. In Computer section, select or type a domain or server: (Server | Domain [:port]) of AD LDS
Instance.

4. Select Schema from the drop-down list.
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5. Expand Schema from left side pane > expand CN=Shema,CN=Configuration, CN={XXXXXXX}.

File Action View Help

o 27 XE G

2’ ADSI Edit
4 i Default naming context [10.211.159.98:389]
b || DC=pmsnm,DC=com
4 i ADLDDSSynchPoxy15chema [10.211.159.143:50000]
b | CN=Schema,CN=Configuration, CN={9F809790-2BBA|

6. Select CN=User, and then right-click on it and select Properties.

] CN=UPN-Suffixes |
] CN= -

] CN=U ove

] CN=U New Connection from Here

[] CN=U New b
[] CN=U '

O en=y | View S
[ CN=U Delete

g E:=ﬂ Rename

9 CN=U s

.j CN=U . Export List...

.:I CN:Ul Properties

\:'I CN=u |

7 CN=u Help
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7. Select IDAPDisplayName and double click on it to modify the selected attribute value.

Value A
D:(0A:CR:ab721a53-1e%-11d0-9819-00aal

<not set>
<not set>
<not set>
<not set>
<not set>
<not set>
<not set>

audio; carLicense; department Number; displz
. <not set>
. <not set>
<not set>
CN=Class-Schema ,CN=5Schema CN=Configu .,
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8. Change value to userADLDS (this is just a dummy name), then click Apply, and click OK.

9. In the same way, you can change the IDAPDisplayName value of user-Proxy-Full to user. Once the
changed attribute value is applied, you must restart AD LDS Instance.

| CN:USE['PHI"ICIPN'NHITIE ||
|| CN=User-Proxy-Full.

= CN:User-Sharj Move

[7] CN=User-Shar

[ CN=User-SMIM
[ ] CN=User-Work .
[ ] CN=userClass View »
[ 7] CN=userPKCS1 '
[ ] CN=USN-Chan
7 CN=USN-Creat  Rename

New Connection from Here

New »

Delete

] CN=USN-DSA- Refresh
7] CN=USN-Inters Export List...
] CN=USN-Last- :

I CN=USN-Sourdl___"roperties
[ ] CN=Valid-Acce Help
™ CN-Vendnr —r
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Prerequisite

2.9 Modifying MS-AdamSyncConf File

1. Go to C: \ W ndows\ ADAM Di r ect ory in windows. Copy and Paste MS-AdamSyncConf.xml file.

Rename the newly created file (for example, MS-AdamSyncConf_Document.xml).

7] ADLDSSyncProxy_143 2/13/20196:14 AM  LDF File 1,895KB
% This PC a Idif.err 2/13/20196:09 AM  ERRFile 1KB
I g Desktop | LDF file 2/12/20196:25AM  LDF File 2KB
3 J‘_l Documents u WBMSync 2/6/2019 2:15PM Text Document 2KB
2 j Downloads @ MS-AdamSyncConf_Doc 1/8/2019 2:27 PM XML Document 3KB
'3 ﬂ Music k_] MS-AdamSyncConf1 1/8/2019 2:26 PM Text Document 3KB
4 ﬁ Pictures A ADLDSSyncProxy5_143 1/8/2019 1:20 PM LDF File 3KB
3 j Videos @ adammsg.dlil 1/8/2019 7:30 AM Application extens... 4KB
b E Local Disk (C:) || adamntds.dit 1/8/2019 7:30 AM DIT File 4,112KB
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2. Open the file in Edit mode (using Notepad) and modify below fields.

<source-ad-name>Domain Name of Active Directory</source-ad-name>
<source-ad-partition>Partition Name of Active Directory</source-ad-partition>
<source-ad-account>[user name of Active Directory Admin]</source-ad-account>
<account-domain>[Above Username Account Domain]</account-domain>
<target-dn>[DN/Partition in AD LDS]</target-dn>

<base-dn>[DN of users from which we want to synchronize from Active Directory]</base-dn>
For Example:

<source-ad-name>pmsnmdomain.com</source-ad-name>
<source-ad-partition>dc=pmsnmdomain,dc=com</source-ad-partition>
<source-ad-account>administrator</source-ad-account>
<account-domain>pmsnmdomain</account-domain>
<target-dn>DC=wbmusersadldsdomain,dc=com</target-dn>

<base-dn>0U=WBMUSers,DC=pmsnmdomain,DC=com</base-dn>
3. Save the modified file.

2.10 Synchronizing Users from Active Directory to AD LDS
Instance

1. Open Command Prompt. Go to C: \ W ndows\ ADAM
2. Execute the following 2 commands as mentioned below.

a. adanmsync.exe /install [AD LDS Instance |IP:Port] [Ms ADAMSyncConf.xm File
Nane] /passpronpt

For example: adansync. exe /install 192.168.26.129: 53986 Ms-
AdanSyncConf Docuent. xm /passpronpt
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0 Note:

To synchronize users from Active Directory to AD LDS Instance, you must run the
Adamsync.exe utility.

Enter the password of Active Directory user which is mentioned in the XML file.

C:\Windows\ADAM>adamsunc .exe <install 192.168.26.129:50008 MS—AdanSyncConf_Docum
ent . ML ~spassprompt
Please enter password:

Done .

G- Windows~ADAM>_

b. adamsync. exe /sync [AD LDS Instance I P:Port] "[DN Partition Name of AD
LDS]" /log [Log File Nane]

For example: adansync. exe /sync 192. 168. 26. 129: 53986
" DC=wbnuser sadl dsdomai n, dc=cont /| og WBMSync. | og

ADA radamszync.exe szync 172.168_26.129:58000 "DC=ubmuzerzadldsdomain,

JEMS ync . log

o Note:

WBMSync.log contains the user synchronization information from Active Directory to AD LDS.
If any issues occurred while synchronization, it gets recorded in this log. All the users get
synchronized from the Container to AD LDS except their passwords. So, you need to wait until
the user synchronization process is completed.

2.11  Checking Synchronized Users in AD LDS

. Open Server Manager > expand Roles > select Active Directory Lightweight Directory Services.
. In Advanced Tools section, select ADSI Edit that is displayed in the right side pane.
. In ADSI Edit window, go to Action menu and select Connect to, then provide the below details.

. In Connection Point section, click Select or Type Distinguished Name or Naming Context and
enter Partition Name.

5. In Computer section, click Select or type domain or server: (Server | Domain [:Port]) of AD LDS
Instance.

H ON =
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6. (Enter the IP address of AD LDS server with port number, for example: 192.168.26.129:50000).

File  Action “iew Help

& |5 IXE o= | HE

2 ADSI Edit
=] f] ADLDSSyncProsyUsers [192, 168,26, 129:50000]
= [ DC=wbmusersadidsdamain, dc=com
| CN=ADLDSA&dminlsers
| CN=LostandFound
| CN=NTDS Quatas
| CN=Rales
= | OU=WEM_USers
| CM=Bisht.Meema
7 CM=LN'3. Testl's
| CM=Prasad.Sham
| CMN=Rajk.Dev

2U=35ubwWEMUsers

7. All the Active Directory Users of that particular container and sub-containers gets synchronized and
visible under the ADSI Edit Console tree.

2.12 Enabling LDAPS (SSL) for AD LDS in Window Server

1. Create a separate directory in the user location in the system.
2. Create a file adlds_request.inf (file name can be anything with .inf extension).
3. Copy the below highlighted content in that file and change the required value in pink color.

o Note:

Remember that “;” is a comment in this file.

4. Execute the below command in directory to create a certificate request.certreq -new <.inf file
nane> <certificate request file name>

An example of the command is mentioned below.

c:“\Certificates“ADLDS_Certs“ADLDS_Keystore_ DirXcertreq —new Certificate_request_details.inf ADLDE_Regquest_file.req
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5. A new file is created in the same directory.

snCertificates~ADLDS_Certs“ADLDS_Kewstore_Dir>dir
Uolume in drive C has no lahel.
Uolume Serial Mumber iz FACHA-320A

Directory of c:Certificates“~ADLDS_Certs“ADLDS_Keystore_Dir

ii-11-2816 ©65:48 AM <DIR> .
1112816 ©B5:-48 AM <DIR> -
11.-11-2816 @5:468 AM 1.388 ADLDS_Request_file.req
Hi-11-2816 82:19 AH 7?63 Certificate request_details.inf
2 File<s> 2,143 hytes
2 Dirdsd 6.052,.823,.0848 hytes free

wnCertificates~ADLDS _Certs~ADLDS_Keystore_ Dird

6. Share the file with Certificate Authority to provide the signed certificate.
7. Copy the file in the same directory (with preferred extension of .cer / .crt).

For example, the sample AD LDS Server Signed Certificate (in this pmsnmdomain.com is

root certificate), which is certificate of Issuer who has issued certificate to AD LDS Instance.
Adldsserver.pmsnmdomain.com — is the Signed Certificate of AD LDS Instance.

Cettificate

"General | Detals  Certification Path |

Certification path

.| pmsnmdomain.com

prasnrndanain. cam

Certificate status:

This certificate is OF,

Learn more about certification paths

8. Once you receive the signed certificate from Certificate Authority. Type the below mentioned
command.certreq -accept <received signed certificate file nane>

An example of the command is mentioned below.

c:wCertificates~ADLDS_Certs“ADLDE_Keystore_ Dir>certreq —accept ADLDE_Cert_Response.cer

] \e rt i ic ates\ﬂL_ePts\H L_He ystm‘e_:’u‘)

9. Open Command Prompt and Run as Administrator.
10. In the command prompt, execute mmc command that opens a new mmc window.
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11. In the mmc window, go to File and select Add/Remove Snap-in option.

= Consolel - [Console Root]

¥

File #Action Wiew Fawvorites  Window  Help

é Mews CEEl+HR
—  Open... Chrl+0 —
- Save Chrl+5 —
Save As...

Add/Remove Snap-in. .. kI
Opkions...

12. In the Add or Remove Snap Ins window, select Certificates from the left side pane and click on Add
button.

13. Select Computer Account and click Next. Select Local Computer. Click Finish and then click OK.

Thiz =nap-in will always manage certificates for:
™ My uszer account
™ Service account

¥ Computer account

14. Extract Certificates > Personal > Certificates from the left side pane. All the certificates get listed in
the right side pane.

= Consolel - [Console Root' Certificd

E File  Action “iew Favorites W

& |>m B8|q=|H
| Console Root
= E Certificates {Local Computer)
= [ Personal
| Certificates
| Trusted Rook Certification Aok

15. Open the Signed certificate which you have received from Certificate Authority.
16. Once the certificate is opened, go to Details tab and click on Copy to File button.
17. Click Next and select Yes, export the private key option.

Do wiou wank to export Ehe private key with the certificate?
% ves, expork the private key

™ mo, do not export the privake key
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18. Click Next.

" 0 T 0 Y 0 T 1 e

*' Personal Information Exchange - PECS #12 L PFX)

™ Include all certificates in the certification path if possible
[ Delete the private key if the export is successful

[ Export all extended properties
U . T DU (U (- JUNICY SR TR TN S F T )
19. Enter your password (double time) to assign to the Keystore and click Next.

20. Save the .pfx file in the system in the same location where certificate request is created for easy
identification.

21. Click Next and click Finish.
22. In the same mmc window, open File menu and select Add/Remove Snap-In option
23. Select Certificates and click Add.

Add or Remove Snap-ins E

‘Yo can sebact snap-ins For this console from those available on your computer and configure the selectad set of snap-ins. For
extensible snap-ins, you can configure which extensions are snabled,

fvailabbe cnap-ins: Selected snap-ins:

Snapein | Vendor ] [] Consobe Raot Edk Extensions... |
@8 Active Directory Do...  Microsoft Cor,.. _

A Active Directory Sch...  Micrasoft Cor... REmaVE I
i Active Directory Site,.. Microsoft Cor...

] Active Directory Use... Microsoft Cor,.. G Step2 W U |
" Ak ; ficrosoft Cor

At

_rasoft Cor,.. Add >

Microsaft Cor,..
Microsoft Cor,,.
s mohority  Microsoft Cor...
0. Component Services  Micrasoft Cor,..
{4 Computer Managem... Microsoft Cor...
oo/Details Templates Ed... Microsoft Cor,..
B pevice Manager Micraosoft Cor,.. ;I

Description:
The Certificates snap-in allows vou to brovsa the conkents of the certificate stores For yourself, & service, or & computer.

ox|can-:ad|

24. Select Service Account.

Certificates snap-in

Thiz =nap-in will always manage certificates for:

™ My uzer account

| % Sepvice account
Computer account
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25. Select Local Computer, click Next.

Select Computer x

Select the computer pau want thiz snap-in ko manage.

— Thi -jf 1 £ MAanage:
' Local computer: |[the computer this consale is running on)

™ Another computer; I Brawse, .. |

[ allow the selected computer ta be changed when launching from the command line. This
only applies if you save the conzole.

26. Select the Service Name / AD LDS Instance Name.

Certificates snap-in E |

Select a gervice account to manage on the local computer.
1

Service account:

Active Directary Certificate Services
Active Directory Domain Services
Achive Lhrectary \Web Seraces
ADLDSProwySunc]

|»

Annlication Frosience

Application Host Helper Service

Application |dentity

Application Infarmation

Application Layer Gateway Service

Application M anagement

A5P MET State Service

Backaround Inteligent Transfer Service

Baze Filtering Engine

Certificate Propagation ;I

¢ Back I Finizh I Cancel |

27. Click Finish and then click OK. The following Add or Remove Snap-ins window appears.

Add or Remove Snap-ins

You can seleck snap-ins for this consaole From those available on your computer and configure the selected set
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins; Selected snap-ins:
Snap-in | Yendor | - | Consale Roat
-j;.ﬁ.ctive Direckary Do..,  Microsaoft Car, ., B Certificates - Service (ADLDSPr
:17: Active Direckory Sch...  Microsaft Car, . |
Bﬂp;.ﬁ.ctive Direckory Sike... Microsoft Cor...

: fctive Directory Use...  Microsoft Cor...
= Ackiver Contral Microsoft Cor. .. .
2 ADSI Edit Microsaft Cor,..

.ﬁ.uthnrizatinn Manager Microsoft Cor.., Add = | |

28. In mmc Certificates window, expand Certificates — Service (AD LDS Instance Name) on Local
Computer. Add the AD LDS Signed Certificate in AD LDS Instance Name/Personal section.
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29. Click Next > Browse. Select the key store that you have created in previous step (file extension is .pfx)
in File browser.

30. Click Next. Enter the password of key store (entered while creating .pfx file).
31. Click Next > Next > Finish.

F= Consolel - [Console Root,Certificates - Service (ADLDSProxrySyncl) on Local Computer' ADAM_ADLD

Filz  Action Wiew Favorites  Window  Help

A EIEREEN =

| Consals Rook Object Type
= H Certificates - Service (ADLDSProxySyncl) on Local Computer | Certificates
Bl A0 _ADLOSP clYPersogs
°| ADAM_ADLDSProxySynciiTrust  Find Certificates. . |
= ADAM_ADLDSProscy Synel {Enter All Tasks Find Certificates. .. |
| ADAM_ADLDSProxySync i Interr
~| ADAM_ADLDSProxySyncliTrust  Wisw » |
| ADAM_ADLDSProcySyncliUntry Mews Window From Here -
“| ADAM_ADLDSProsySync i Third: : Advanced Operations ¥ |
“| ADAM_ADLDSProxySynct|Trust  Mew Taskpad View...
Refresh
Export List. ..
Help

Once it is added, certificate is available as shown below.

P Conagle) - [Conssle Root' Certificates - Servioe (A DSProwySyncl ) on Locsl Compater, ADAS_ADLDSProwy Sy | Personal’ Certificates

& Fle  Adion Wew Favortes  Wirdow  Help

o mola = Hlm

Corvicks Root T P Is
= - AL DrPran { Lol Coepater ol sddzeereer prranardomain. com adldsizsuer 1fafamy Server Buthenticstion,  <MNone>
= ALY B DrsPr cory Sy 1 Per sonal

Carti b
ADAM ADLCAProorySne 1 Tngsted oot Certification Authorks

32. In the same way, add the AD LDS certificate’s Root certificate (for example, pmsnmdomain.com) in
AD LDS Instance Name/Trusted Root Certificate Authorities.

33. Add the AD LDS certificate’s Root certificate in AD LDS Instance Name/Trusted Publishers.

34. Add the other end certificate (for example, Provisioning Manager application certificate) in AD LDS
Instance Name/Trusted People. An example is shown below.

= Consolel - [Console Root]

File  Action “iew Favorites Window  Help

e&= == | H
5 Marne
=l Cettificates - Service (ADLDSProxySyncl) on Lacal Campuker ;aCertiFicate:

| ADAM_ADLDSProxySynicl\Persanal

| ADAM_ADLDSProxySyncl|Trusted Rook Certification Authoritie
| ADAM_ADLDSProxySyncl\Enterprise Trusk

| ADAM_ADLDSProxySyncl\Intermediake Certification Authoritie
| ADAM_ADLDSProxySyncl|Trusted Publishers

| ADAM_ADLDSPraxySyncliUntrusted Certificates

| ADAM_ADLDSProxySyncl| Third-Party Roaot Certification Authc
| ADAM_ADLDSProxySyncl|Trusted People

F EHEEFEFFE

35. Add the ownership to the added certificates to Network Service.
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36. Go to C: \ Progr anDat a\ M crosof t\ Cr ypt o\ RSA\ Machi neKeys.
37. Right click on each certificate where Lock like icon appears on the files.

MachineKeys

% )v| - Computer - Local Disk (C:) = ProgramData = Microsoft = Crypto = RSA = MachineKeys

organize v  Includeinlibrary «  Sharewith +  Mew folder

¢ Favorites Name Date modified - Type Size:
B Deskiop | SdzBceThesb4fFafShST 1 secc0SA3d_7393c5h4-1644-4afd-591F-207b3dF 31 20c 11/5j20165:12 &M System file 3K
_ll Downloads ] FraabS38e2fc2458ab1 1343deede941 _7393c5h4-1344-4aFd-991F-207b3dF31 2be 10§21/2016 6:43 M System File ZKB
= Recent Places 4] 55530477621 4d0e2beb0debeachaf6e2_7393c5h4- 1844-4afd-991F-207b3dF 31 2be 10j13/2016 B57FM System Fils 2KB
] 16602041901 e4a 1 FSFFE3c085e650796_T393c5b4-1844-4afd-991F -207b3dF 31 2be S{L5i20L6 1106 M System Fle 3KE

~ Libraries

38. Open Properties and go to Security tab. Click Edit and then click Add. Enter Network Service.

Permissions for 5d28c67h4ab4ffalsb571eecc405f03d

= Select Users, Computers, Service Accounts, or Groups [ 7] ]
General Seeuily | Detais | Previous Versions Secuiy | J + .

Select this object ype:
Object name:  C:\ProgramD ata\Microsoft\Cryptat RS ANM achinek. Object name:  C:YProgramD ataiMicrosoft\CryptatRSA

IUsers Groups, of Built-in security principals Dh|ect Types
Group or user names: Group or user names:

From this localiggimm—mr——wr=
82 5YSTEM - 8 5YSTEM . [FsipropmenEERmencer “networ services here ,
82, Adinistrators (WIPROPMSNMAdmiristrators) 82, Administrators (I PROPMSNMAdministiators)

Enter the W
m NETWORK SERVICE] _Chesk Naes |
_ e |

To change pemissions, click Edit Edit -

= [ o |
[ Advanced 0K Cancel
Peimissions for SYSTEM Allow Deny - —I/’;I

T
o
&

Permissions for SYSTEM Allows
Full contrel v = KB
Madiy v Full conrol o = 3KB
FRead & executs < Meodily u) 4¥B
Fiead & execute a
Read v 4KB
wite v Read 0o
Special pemmissions Wil o . e
4KB
Learn about access control and permissions:
For special pemissions or advanced seffings.  Advanced 4B
click Advanced. ok | - | Apply | 2xm
Leam about accsss control and parmissions AFTIET ST T e 2B

39. Enter the Network Service and select Users, Computer, and Service Accounts or Groups window.
40. Give Read, Read & Execute permission > click OK > OK.

. Permissions for 5d28c67b4ab4ffaf5b571eecc405f03d .. r

Security I

Object name:  C:\ProgramD ataMicrosofthCreptos BS54 achinek. L

Gr-:uup ar User name:s:

P BT T X W b
raTem

Add... | Remove |

Permizzions for HETWORE
SERVICE Aflane Dety L
Full cortral O O = L
b odify a O |
“Fead & evecute O
Read [vl O i
Wrike O O - 4
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41. In the same way, provide permissions to all certificates for Network Service user. When you give the
permissions, all the Lock icons get disappeared.

. MachineKeys

~ Computer ~ Local Disk (Ci) - ProgramData = Microsoft = Crypto ~ RSA ~ Machinekeys

G0:

Organize *  Includein lbrary *  Sharewith +  Mew folder

U7 Favorbes Marme Date modified ~ Type Size
P Deskiop %] 5d28c6 7b4ab4FFaFSbS 71 eecc4DSF03d_739305b4-1844-4aFd-991F-207b3dF 31 2be 11/9(2016 5112 4M  System file Ik
_& Downloads %] fraabSaBe2f0c24568ab 11 343de92941_7393c5h4-1844-4af d-991F-207b3dF31 2be 10/21{2016 6:43FM  System file 2KB
il Recent Places %) SE5a047 7621 4002heb0dehrach 4t _7390c504-1044-4afd-991F-207hadF a1 2be 10/13(2016 857 FM System file 2kB
. %] 1660204 1901042 L FSFFS3cIE5EE50796_739305b4-1844-4afd-991F-207b3dF 312be Bi18/2016 1:06 AM  System fils 3K
42. Restart AD LDS Instance. Test LDAPS for AD LDS by using the below command from PM installed

server.

openssl s_client -connect |PAddress of AD LDS: LDAPS port

For example:

openssl s_client -connect 192.168. 26.129: 53994

2.13 Using AD LDS as a User Repository in PM Application

To Import Users into PM, do the following:

1. Login to PM application.
2. Select System menu > select Data Management sub menu > select Active Directory.

<« C' [ 192.168.26.191/mp/eemmMenu.do

> Mitel | Provisioning Manager

Users Services Administrators Logs Own Settings

Location Subsystem Data Management Options Email Server Configuration Wize

compare wilh SUDSYStem | pctjve Directory Server - Change
Backup & Restore Apply
Scheduling

Active Directory Server eSO [IEERLETE]

General Settings
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3. Enter the following fields details.

SEEIa  Configure Domains

General Settings

@ 1P Address: + < [192.168.26.129
@ Port : 4 [53986

(@) User Mame: x <! [adidsadmin
(@ Password: ¥ 4 [ranennnnn

(# Confirm Password: p I —

Notification
(7} Email Address:

Rules
(7) Create Default Password: i
(7 Automatically Remove Users: o
(?) Scan for Removed Users Interval [m]: 30
Extension Handling
(7 Extension/Mailbox Handling: Try assign otherwise create new extension/mailbox ¥
(%) Extensicn Number Length: 5

Mailbox Handling
Mo OneBox Server subsystem is available.Please initiate through Add Subsystem task.
| Add OneBox Server |

(?) UDF Mapping: Edit. ..

=

Remove Active Directory Server Configuration

| Remove Configuration |

For example,

» IP Address: [IP address of AD LDS Instance located server]

* Port: [Normal LDAP port of AD LDS]

» User Name: [administrative user created in AD LDS in “Step V"]

» Password: [Password of above administrative user]

» Confirm Password: [Type the same password as entered in “Password” field]
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4. Click on Apply. Authentication is Successful is displayed.

' Change operation successful

Server

Property Value

General Settings

IP Address 192.168.20.129
Fort 53986

User Name adldsadmin
Rules

Create Default Password Yes
Automatically Remove Users Yes

Scan for Removed Users Interval [m] 30
Extension Handling

Extension Number Length 5
Mailbox Handling
Create Mailbox Yes

Configure Domains
Mo property set

Done

5. Click Done.
6. Go to Configure Domains tab and click Add.

Domain Configuration - Add

Apply | | Cancel

(@ Search Domains: *
(@ Description:

(@) Select Location : Mitel *
(@) Select parent department for AD deparments : Mitel
Extension Templates

Apply Cancel

Add the following details.

» Search Domains: [The Domain which is created at AD LDS Side After Step X]

For example, OU=WBMUSers,DC=wbmusersadldsdomain,DC=com
7. Click Apply and then click Done.

8. Configure the AD LDS Instance details as mentioned below.

Configuration of AD LDS - User Guide



Prerequisite

9. Click Apply and then click Done.

Configure Domains

Create

Search Domains

OU=WEBMUSers,DC=wbmusersadldsdomain,DC=com

Description

10. Go to Configure Domains tab and click on Synchronization icon [5th icon from left side].
11. Go to Users menu and select User. Once, the synchronization completed.

el Services Administrators System Logs Own Settings
€l Departments UDF Mapping Unlock

() Enter User Name(s), Extension Number, Department:

(@ Imported from: Active Directory (AD) ~

View

Maximum rows per page | 200 v
% UserId <% Last Name

First Name % Extension / Telephony System

12. Enter “*” in Enter User Name(s), Extension Number, and Department field.

13. Select Active Directory (AD) in Imported from drop-down list.

Department(s)

&g Import from % | Customer

14. Select View to view the list of users who are synchronized from AD LDS.

2.14 Enabling SSL for PM Application

1. For the AD Authentication, Description refer to the file number 718/1557-ANF 901 15, Section 4 of the
CPI Document.

2. Place the certificates of PM at AD LDS side as mentioned in step XII.

2.15 Enabling AD Authentication in PM Located Server

For the AD Authentication, Description refer to the file number 18/17557-ANF 901 15, Section 4.4 of the
CPI Document.

To do this, do as follows:

1. Leave the Principal DN Suffix field empty.
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2. Enter LDAPS port of AD LDS in the port field.
3. Except this everything is same as we do for Active Directory.

4. After this configuration, restart of PM application and try to login with the synchronized users from AD
LDS.

2.16 Uninstalling AD LDS Instance and AD LDS Roles from
Server

To uninstall AD LDS Instance from the system, do the following:

1. Go to Control Panel and select Programs and Features.

I All Control Panel Tkems
. o

ST @ = Control Panel - &ll Control Panel Ttems -

Adjust your computer's settings

P Action Cenker Administrative Tools @ AukoPlay L3 Color Management

& Date and Time '@ Defaulk Programs g Device Manager 5 Devices and Printers
'@' Ease of Access Center Folder Options A Fonts Internet Options
| £ Java (32-bit) £ Keybaoard ¥ Mouse B
B personalization || Phone and Modem ‘a Pawer Options ﬂ Programs and Features
®: RemoteApp and Desktop Connections % Sound @ Synic Center B4 System
| Text bo Speech [ Troubleshosting 33_', User Accounts H ‘windows Card3pace
ﬂ Windows Firewall £ Windows Update

2. Select the AD LDS Instance Name > select Uninstall.

-]

Programs and Features

Q ;lv ’ﬁ ~ Control Panel = &l Control Panel Items = Proarams and Features

onkrol Panel Home Uninstall or change a program

view installed updates To uninstall a program, select it from the lisk and then click Uninstall, Change, or Repair,
'?:.‘ Turn Windows Features on or off

Organize ¥  Uninstall
Instal a program from the network — —

|Nam =
[ YT

|£]3ava(T) 6 Update 45 oracle 1j1/2016 98.0MB 6.0.450
| £]3ava(Tm) SE Development kit & Update 45 oracle 1j1/2016 124 MB  1.6.0.450

ML EES

i

3. Remove AD LDS Roles from server.
4. Open Server Manager and select Remove Roles. Click Next button in the opened new dialog window.

[E. Server Manager

File  Action View Help

@9 |7[=

k Terver Manager (WIN-KNHRUMKHBLIC)

Features
3 Disgnostics ;:  view the health of the roles installed on your server and add or remove roles and festures.
i} Configuration 5 d
@ [ storsge

~! Roles Summary [H roles summary Help

) Roles: 6 of 17 installed i Add Roles
5= Remove Roles
Active Directory Certificate Services

(@) Active Directory Domain Services
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I
[{Remove Roles Wizard X

E_ ~  Remove Server Roles
=]

Before You Begin To remove one of more installed roles From this server, clear their check boxes.

Raoles: Description:

T Active Directory Certificate Services
Active Directe tifical 5 oCtlve SIPectoly Lertilicale oBrvIces
AD C5) is used to create certification
Active Directory Domain Services

Corfirmation

Frogress - L authorities and related role services
Results Ay e AL e that allow you to issue and manage
Active Directory Lightweight Directory Services certificates usedin a variety of

Active Directory Rights Management Services (fot Intalled) applications.
Application Server (Mot Inskalled)
DHCP Server (Mob Installed)

6. Click Next and then click Remove in the next dialog windows.
7. Click Close when it is removed successfully.
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