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Introduction 1

This chapter contains the following sections:

 References

This document describes services and events supported by the CSTA Phase Il interface in MiVoice MX-ONE.
This document is not an exhaustive description of the CSTA protocol and should be treated as additional to the
ECMA269 document.

MX-ONE supports the XML protocol for the services of ECMA269 as defined in ECMA323. The CSTA XML
documents can be transported over a TCP or TLS session to the MX-ONE, or over a SIP session (uaCSTA —
user agent CSTA) as explained in TR/87.

Application Session Services (ECMA-354) are supported.

MX-ONE supports monitoring of calls, devices and trunks (external lines) however there is no requirement to
start a monitor before a service request can be made.

All types of external lines can be monitored but only the snapshot device service is supported and then only on
CAS (TLP30), ISDN, H323, and SIP trunks.

1.1 References

1. ECMA-269 Services for CSTA Phase |l

2. ECMA-323 XML Protocol for CSTA Phase llI

3. TR/82 Scenarios for Computer Supported Telecommunications Applications (CSTA) Phase Il
4. TR/87 Using CSTA for SIP Phone User Agents (uaCSTA)

5. ECMA-354 Application Session Services (Authentication)
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Configuration 2

This chapter contains the following sections:

» CSTA Settings
*  CSTA_Authentication Settings
* Redundancy

Each service node in a MX-ONE system can be configured to have a two CSTA interface, one with TLS active
and one without TLS.

Each interface is independent, there is no load balancing or redundancy between different interfaces.

When the interface is configured the port to use can be chosen and there are several options that control some
parts of the behavior. Each client connected to the configured interface inherits these configuration options.

Refer to the MX-ONE CPI for more information on how to configure the MX-ONE.

2.1

CSTA Settings

Parameters that is shared by all clients, set with csta command.The following parameters are shared with
all application connection to MX-ONE.

Heartbeat Support

» If this is enabled a periodic systemStatus is sent to the client, if no systemStatusResponse is
received then the connection is closed.

Application Session Services (Authentication)

» The criteria for the authentication of CSTA applications must be configured, i.e. which parameters to
check. Application Identity, password, and duration timer are included.

Bypass of personal number

*  When a deflect is requested should personal number of the deflect-to device be bypassed. This
option is possible to control via private data in the deflect request which takes higher priority than the
configuration option.

Permit diversion after deflection

*  When a deflect is requested should diversion at the deflect-to device allowed. This option is possible
to control via private data in the deflect request which takes higher priority than the configuration
option.

Replace dialed number with deflected-to number

*  When a deflect is requested should the dialed number be replaced. This can be used to control
which voicemail box the caller will enter. This option is possible to control via private data in the
deflect request which takes higher priority than the configuration option.

Connection view type
* Local or Fixed connection view. This controls how conference and transfer events are reported, see
(1]

Send encryption keys in private event
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Configuration

» + In the private event reporting media streams encryption keys should be included. The encryption
keys can be used by voice recorders to decode captured media streams.

* Type of interface
* + Isthis an ECMA323 or uaCSTA interface. Both types can be configured on the same service node.
+ UseTLS

* + Should TLS (Transport Layer Security) be used on the connection. Currently only supported for an
ECMAS323 interface.

» Diversion category override

* + When SetForwarding is ordered from the client should the category of the extension that forwarding
is being ordered for be checked. This allows, for example, an InAttend operator to set forwarding on
an extension that would be no allowed to do it themselves.

* Application authentication
» If CSTA application is required to send application ID and Password when connecting to the system.

e Note:

If set to No, the application can still supply application ID and Password. It is just not mandatory to do
so. It is recommended that security is activated for the system.

2.2 CSTA_Authentication Settings

These settings include parameters that are shared by all clients using default user; or by application clients
set with cst a_aut hent i cati on command.

These parameters are relevant when an application uses the Application Session Services to connect to
MX-ONE. The parameters define characteristics that will be valid for all registered users.

A default user is always available for application that does not use Application Session Services to connect
to MX-ONE. All default users share the same default user characteristics.

When you key in the cst a_aut henti cati on - ¢ command, a private event is sent with a current value
of the TSS bool to the application.

The parameters are:

» Send name in call controlling event

» + Name is sent in 'switching function representation’, N<DN>NM in the deviceldentifier field.
*  Number presentation restriction override category
* No number restriction override

* Override external A-Party number restriction

* + Override A-Party number restriction.

* Override all number restriction.
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+ Terminal Selection Service, TSS, allowed to handle multiplicity

* True, TSS can handle multiplicity.
» False, TSS is not allowed to handle multiplicity.
¢ Terminal Selection Service, TSS, convert number

This parameter defines how numbers are presented to application, for application display purpose.

» True, TSS request must be sent with number in international number type, +xxxx. Event and
responses will be converted to international number type +xxxx.

» False, TSS request must be sent with number in private unknown number type. Number must
match what is received from the public destination and include all digits needed to route back to that
destination.

+ Simplified TSS, only possible to call to remote device

This parameter defines how remote extension shall function together with TSS service 'user defined
number'.

* Yes, TSS 'user define remote' service, remote extension will work as 'ECF’, that is call to remote
extension will be distributed to remote device. Call from device will not work as remote extension.

* No, TSS 'user define remote' service will create a true remote extension, calls to and from remote
device is possible.

2.3 Redundancy

The application can build redundancy by connecting to two (or more) Service Nodes and start monitoring
needed devices on both connections. MX-ONE will send event on both (all) connections. The application
can ignore the duplicated events from the extra links.



Identifier Definitions 3

This chapter contains the following sections:

*  Device ID

« CallD

»  ConnectionID

*  Monitor Cross Reference ID

3.1 Device ID
MX-ONE uses device identifier formats defined in section 10 of [2].

3.1.1 Dialable Digits

The dialable digits format is used to identify phone numbers. MX-ONE supports the digits 0-9, “*”, “#” and
H+l.'.

To aid in readability, the digit string may contain the following visual separators: “-”, “(“, and “)".

3.1.2 Switching Function Representation

The Switching function representation format is used to identify internal extensions when multi-terminal
devices are in use. This allows for identification of the specific device. With the optional parameter, it is also
used when session shall report users name.

This is a string containing between 2 and 64 characters.
MX-ONE uses the following format: N<DN!SA>NM
Where

* N identifies that Device Identifier uses the Switching Function Representation format.
* <> are angle brackets encompassing the number and sub-address.

» DN is the extension number of the user.

* lis a separator between number and sub-address.

» SA is the sub-address which is used to identify the specific terminal. This is an integer between 1 and 9.
When sub address is no available is ''SA' omitted.

* NM represents the name of the person associated with the device. The name string may contain any
character. Configuration determines if name string is sent in call controlling events. In some responses
or other event, NM represents the device name. See more in Learning About Registered Terminals on
page 74.
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3.1.3 Device Number

MX-ONE uses this format in external calls to identify the used trunk line to represent trunks. The identifier
is the trunk line identity which is a 10-digit string consisting of route, server and trunk line number. Route
63, Server 1, trunk line number 9 will look like this 0630010009.

3.1.4 URI Representation

MX-ONE supports URI representation using the tel scheme. It is only used when a monitor start request
is received in this format from the client. The first monitor start request received controls whether URI
representation is used for that session.

3.2 CalllD

MX-ONE uses a 24-digit string as CalllD.

3.3 ConnectionlD

The ConnectionID is comprised of the CalllD and devicelD described in previous sections.

3.4 Monitor Cross Reference ID

The monitor cross reference identifier (monitorCrossRefID) is used to uniquely identify the monitor. It is
included in the in the positive response to a Monitor Start request and included as a parameter in all events
for that monitor. MX-ONE will use a numeric value in the range 0 — 4294967295.

Monitor Stop releases the monitor cross reference identifier, after a short time out, can same monitor cross
reference identifier be reused for next Monitor Start.



MX-ONE Definitions 4

This chapter contains the following sections:

*  Named Device Types

*  Type of Device

e CSTA SubType of Device

* CSTA Phone SubType of Device
* Long and Short Number

4.1 Named Device Types

MX-ONE uses the following values as defined in [1]:

e Line
- Station
*  Other

4.2 Type of Device

This parameter is included within private data in some responses and events to more clearly specify the
type of device.

The possible values are:

* acdGroup

* analogExtension

» ctiGroup

» dectExtension

» digitalExtensionAdditionalDirectoryNumber
» digitalExtension

* genericExtension

» ipExtension

* multiTerminalExtension

*  pbxGroup
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0 Note:

The list above affects external applications, so change and update it with care. (Coordinate with
application responsible).

4.3 CSTA SubType of Device

This parameter is included within private data in some responses and events to specify the level of support
for CSTA services that can be expected.

The possible values are:

* noSupportForCstaCallControl
* multipleLineAccess

» singleLineAccess
 virtualSipExtension

4.4 CSTA Phone SubType of Device

This parameter is included within private data in some response and events to specify terminal type of the
generic extension. When terminal report the vendor id, '6867i' will that be presented.

The other possible values are:

+ H323Extension

+ RemoteExtension
» Sip-cordlessPhone
» Sip-remotePhone

» Sip-softPhone

* Sip-videoPhone

4.5 Long and Short Number

When using customer groups and long and short number, Monitor Start always done on the long number,
complete and unique number. SIP terminals can log on with either long or short number. Recording
equipment need to know the log on number to be able to record the conversation. Therefore, the log on
number is sent as private data in event.

Log on number information is sent in Monitor Start Response, Get Logical Device Information Response,
and in Back in Service Event.



Supported CSTA Services and Events 5

This chapter contains the following sections:

»  Capability Exchange Services

»  System Services

*  Monitoring Services

*  Snapshot Services

» Call Control Services and Events

» Call Associated Features

*  Physical Device Features

* Logical Device Features

* Device Maintenance Events

* Vendor Specific Extensions Services & Events

The used parameters and expected values in the services and events supported by MX-ONE are described
here. For further detail regarding each section see [1].

Not all services are supported for all device types.

5.1  Capability Exchange Services

51.1 Services

51.1.1 Get CSTA Features

The Get CSTA Features service obtains the list of supported services and events.

Service Request

No parameters are expected.

Positive Acknowledgment

Table 1: Positive acknowledgment

Parameter Type Description
supportedServices Bitmap List of the supported services.
supportedEvents Bitmap List of the supported events.
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Supported CSTA Services and Events

Negative Acknowledgment

Standard error codes as described in [1].

9.1.1.2 Get Logical Device Information

The Get Logical Device Information service is used to obtain the current set of characteristics/capabilities
associated with the logical element of a given device.

Service Request

Table 2: Service request

Parameter Type Description

Device DevicelD The device being queried.

Positive Acknowledgment

Table 3: Positive acknowledgment

Parameter Type Description

deviceCategory Enumerated Group when ACD, CTI or PBX group,
Station otherwise.

groupDeviceAttributes Bitmap Only one bit is set. Parameter is sent
when deviceCategory is Group. For

ACD and CTI groups ACD attribute is
true. For PBX groups Hunt attribute is

true.
namedDeviceTypes Enumerated See Named Device Types.
hasPhysicalElement Boolean For non-generic extensions always

true. For generic extensions set to
true when at least one terminal is
logged on. False in all other cases.

acdModels Bitmap Visible ACD-related Devices is true,
Non-Visible ACD-related Devices is
false.

appearanceAddressable Boolean False — appearances are not

addressable
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Supported CSTA Services and Events

appearanceType Enumerated Selected-Standard

otherPhysicalDeviceList List of DevicelDs Present when device being queried is
a multi-terminal device. Contains a list
of the currently logged on terminals
presented in Switching Function
Representation.

NM in this context contains model
name of device.

Device list is sorted. Desk phone first,
SIP second. Making SIP desk phone

on top.
transAndConfSetup Bitmap All bits are set to true.
privateData CSTAPrivateData This includes:

+ typeOfDevice

+ cstaSubTypeOfDevice
+ deviceModelName

* ipAddress

* logOnNumber

For more information, see the Type of
Device section.

Negative Acknowledgment

Standard error codes as described in [1].

9.1.1.3 Get Physical Device Information

The Get Physical Device Information service is used to obtain the current set of characteristics/capabilities
associated with the physical element of a given device.

Service Request

Table 4: Service request

Parameter Type Description

Device DevicelD The device being queried.
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Supported CSTA Services and Events

Positive Acknowledgment

Table 5: Positive acknowledgment

Parameter Type Description

deviceCategory Enumerated Station

namedDeviceTypes Enumerated See Named Device Types.

hasLogicalElement Boolean True

deviceModelName Characters Where the model of physical device
is known it is provided here. For
example if the device is a Mitel SIP
phone the model number is provided.
See CSTA Phone SubType of Device.

Negative Acknowledgment

Standard error codes as described in [1].

Only supported on devices that have a physical element. If the device does not have a physical element
e.g. a generic extension with no logged-on terminals, or a group the error requestincompatibleWithDevice
is used.

5.1.1.4 Get Switching Function Devices

The Get Switching Function Devices service is used to fetch the device categories for the given device.

Service Request

Table 6: Service request

Parameter Type Description

Device DevicelD The device being queried — this
parameter is mandatory in MX-ONE.

Positive Acknowledgment

This service follows the multi-step Acknowledgment model. A positive response means one of more
Switching Function Devices services will follow.

Table 7: Positive acknowledgment

Parameter Type Description

3/15519-ANF 901 43 Uen M
MX-ONE API, CSTA Ill - INTERFACE DESCRIPTION




Supported CSTA Services and Events

serviceCrossReflD ServiceCrossReflD

Negative Acknowledgment

Standard error codes as described in [1].

5.1.1.5

The identifier used to associate this request
to subsequent Switching Function Devices
services.

Switching Function Devices

The Switching Function Devices service is used to provide a list of devices as a result of the Get Switching
Function Devices service.

Table 8: Service request

Parameter

Type

Description

serviceCrossReflD ServiceCrossRefID

Identifier used to associate this request with the
Get Switching Function Devices request.

segmentID

Value

MX-ONE currently sends all devices in one
segment, so value is 1.

lastSegment

Boolean

MX-ONE currently sends all devices in one
segment, so always true.

devicelList

List of Structures

Positive Acknowledgment

List of device identifiers for the queried device.
Device list is sorted. Desk phone first, SIP
second. Making SIP desk phone on top.User
name is replaced by deviceModelName in this
context.

There is no positive acknowledgment associated with this service request.

Negative Acknowledgment

This request is sent by MX-ONE and therefore MX-ONE does not send any acknowledgments.

5.1.1.6

Get Switching Function Capabilities

The Get Switching Function Capabilities service is used by the computing function to obtain the current set
of capabilities for the entire switching function.
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e Note:

Supported CSTA Services and Events

Positive acknowledgment does not include all mandatory parameters. Only, stated parameters are

sent.

Service Request

No parameters are expected.

Positive Acknowledgment

Table 9: Positive acknowledgment

Parameter

Type

Description

switchingSubDomainName

Character (64)

Specifies the name of switching subdomain
which distinguishes it from other switching
subdomains.

Format: station id:MX-ONE version
Example, Master SN:7.3.1.0.13

Read it like Version: 7.3 SP1 HFO RC13

manufacturerName

Negative Acknowledgment

Character (64)

Standard error codes as described in [1].

5.2 System Services

521 Services

5.2.1.1 Request System Status

Specifies the name of the manufacturer of the
switching sub-domain.

The Request System Status service is used to obtain (i.e. query) the system status of its peer function.
MX-ONE does not send this request but supports receiving it.
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Supported CSTA Services and Events

Service Request

No parameters are expected.

Positive Acknowledgment

Table 10: Positive acknowledgment

Parameter Type Description

systemStatus Enumerated )
Normal Operating under normal conditions.
partiallyDisabled Server/LIM(s) isolated, blocked.
overloadlmminen Load regulation reports Yellow level.

Some traffic is blocked.

overloadReached Load regulation reports Red level.

All traffic is blocked.

Negative Acknowledgment

Standard error codes as described in [1].

5.2.1.2 System Status

The System Status service is used to report own status to its peer function. MX-ONE uses this service as a
heartbeat mechanism if set by configuration.

Service Request

Table 11: Service request

Parameter Enumerated )
systemStatus Normal Operating under normal
conditions.
partiallyDisabled Server/LIM(s) isolated, blocked.

3/15519-ANF 901 43 Uen M
MX-ONE API, CSTA IIl - INTERFACE DESCRIPTION




Supported CSTA Services and Events

overloadlmminen

Load regulation reports Yellow
level.

Some traffic is blocked.

overloadReached

Positive Acknowledgment

Load regulation reports Red
level.

All traffic is blocked.

No parameters are sent or expected. If heartbeat mechanism is set by configuration and no response is

received. Session will be closed. Application deemed not available.

Negative Acknowledgment

Standard error codes as described in [1].

5.3 Monitoring Services

5.3.1 Services

5.3.1.1 Change Monitor Filter

The Change Monitor Filter service is used to modify the events that are filtered out (not sent) for an existing

monitor.

Service Request

Table 12: Service request

Parameter

Type

Description

crossRefldentifier

MonitorCrossReflD

The monitor for which to change the filter.

requestedFilterList

Positive Acknowledgment

MonitorFilter

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].
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Supported CSTA Services and Events

5.3.1.2 Monitor Start

The Monitor Start service initiates event reports (otherwise known as events) for a call, device, or for one
or more calls involving a device.

The server starts a monitor, allocates a Monitor Cross Reference Identifier that uniquely identifies the
monitor, and then positively acknowledges the request.

MX-ONE supports monitoring of calls, devices and trunks (external lines); however, there is no requirement
to start a monitor before a service request can be made.

These event reports stop when the monitor is removed. The monitor can be removed by a service request
(Monitor Stop) or it can automatically be removed by MX-ONE.

Once the monitor is terminated, the monitor cross reference ID is no longer valid.

0 Note:

That MX-ONE will always respond with monitorExistingCalls set to false. Indicates event reports will
not be provided for calls that are at the device at the time of the acknowledgment. And, the event will
come at the next action. To get current status, use Snapshot device request.

Service Request

Table 13: Service request

Parameter Type Description
monitorObject Choice Structure Specifies the call or device to be
monitored.

call (ConnectionID)

device (DevicelD)

monitorType Enumerated Specifies the requested monitor (call
or device)

requestedFilterList MonitorFilter The monitor filter to be used.

privateData CSTAPrivateData Device in switching function
representation. See Vendor Specific
Extensions.
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Supported CSTA Services and Events

Positive Acknowledgment

Table 14: Positive acknowledgment

Parameter Type Description

crossRefldentifier MonitorCrossRefID The cross-reference identifier for this
monitor. This value is unique within
this session.

monitorExistingCalls Boolean MX-ONE will always send false.

Indicates event reports will not
be provided for calls that are
at the device at the time of the
acknowledgment.

privateData CSTAPrivateData Type of device, log on number if valid
for this type of device, type of phone
subtype.

Included for device monitors that are
not on trunk devices. See Vendor
Specific Extensions.

Negative Acknowledgment

Standard error codes as described in [1].

5.3.1.3 Monitor Stop

The Monitor Stop service is used to cancel a previously initiated Monitor Start service.

MX-ONE uses this service to indicate it can no longer provide information for monitors on calls that have
ended (call monitoring) and if an extension with a device monitor is removed by configuration.

Service Request

Table 15: Service request

Parameter Type Description

crossRefldentifier MonitorCrossReflD The cross reference identifier for the monit
or to be removed.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

3/15519-ANF 901 43 Uen M
MX-ONE API, CSTA Ill - INTERFACE DESCRIPTION




Supported CSTA Services and Events

Negative Acknowledgment

Standard error codes as described in [1].

5.4 Snapshot Services

541 Services

5.4.1.1 Snapshot Call

The Snapshot Call service provides information about the devices participating in a specified call. The
information provided includes device identifiers, their connections in the call, and local connection states of
the devices in the call as well as call related information.

Service Request

Table 16: Service request

Parameter Type Description

snapshotObject ConnectionID The call to be snapshot. CalllD only con
nectionID is allowed.

Positive Acknowledgment

Table 17: Positive acknowledgment

Parameter Type Description
snapshotData List of Structures Information for each endpoint in the call.
callingDevice CallingDevicelD Specifies the calling device, not valid in t

raffic cases with multiple parties, conferen
celintrusion/... or after such events.

calledDevice CalledDevicelD Specifies the called device, not valid in tr
affic cases with multiple parties, conferenc
efintrusion/... or after such events.

correlatorData CorrelatorData The correlator data associated with the
call.

Negative Acknowledgment

Standard error codes as described in [1].

9.4.1.2 Snapshot Device

The Snapshot Device service provides information about calls associated with a given device. The
information provided identifies each call the device is participating in and the local connection state of the
device in that call.
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A group with no logged-on members, or no members and queue full is reported as blocked. A group with
available members or queue position is reported with state null.

Service Request

Table 18: Service request

Parameter Type Description
snapshotObject DevicelD The device to be snapshot.
privateData CSTAPrivateData

Device in switching function
representation. See Vendor Specific

Extensions.
Positive Acknowledgment
Table 19: Positive acknowledgment
Parameter Type Description
snapshotData List of Structures Information for each call at a device.

Negative Acknowledgment

Standard error codes as described in [1].

5.5 Call Control Services and Events

55.1 Services

5.5.1.1 Accept Call

The Accept Call service causes an offered call to transit from the offered mode to the Ringing or Entering
Distribution mode of the alerting state.

Service Request

Table 20: Service request

Parameter Type Description

callToBeAccepted ConnectionlD The connection to be accepted.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.
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Negative Acknowledgment

Standard error codes as described in [1].

551.2 Alternate Call

The Alternate Call service places an existing active call on hold and then retrieves a previously held call.
This service is also used to place an active call on hold and then connect to an alerting or queued call at
the same device (i.e., to answer a call-waiting call).

Service Request

Table 21: Service request

Parameter Type Description

heldCall ConnectionID The held connection at the alternating d
evice.

activeCall ConnectionID The active connection at the alternating
device.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

551.3 Answer Call

The Answer Call service connects an alerting, queued, or initiated call.

The service is only supported for devices where it is possible for the MX-ONE to either answer the call or
order the terminal to answer the call.

Service Request

Table 22: Service request

Parameter Type Description

callToBeAnswered ConnectionIlD The connection to be answered.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].
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5514 Call Back Call-Related

The Call Back Call-Related service allows a client to request that the calling device retry the call to the
called device when the called device is in an appropriate state to accept the call.

Service Request

Table 23: Service request

Parameter Type Description

callbackConnection ConnectionID The connection at the calling device

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

5.5.1.5 Camp on Call

The Camp on Call service allows the client to queue a call for a device (that typically is busy) until that
device becomes available.

Service Request

Table 24: Service request

Parameter Type Description

camponConnection ConnectionID The connection at the calling device

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

55.1.6 Clear Call

The Clear Call service releases all devices from an existing call. In the case of a conference call, this
results in all devices in the conference call being released from the call.

MX-ONE does not support Clear Call in failed state.
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Service Request

Table 25: Service request

Parameter Type Description

callToBeCleared ConnectionID The connection to be cleared

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

551.7 Clear Connection

The Clear Connection service releases a specific device from a call. In the case of a two-party call, this
may result in the call being torn down. In the case of a conference call, this results in the specific party
being removed from the conference.

The Connection ID provided in the request is released.

Service Request

Table 26: Service request

Parameter Type Description

connectionToBeCleared ConnectionIlD The connection to be cleared

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

551.8 Conference Call

The Conference Call service provides a conference of an existing held call and another active call at a
conferencing device.

The two calls are merged into a single call and the two connections at the conferencing device are
resolved into a single connection. The Connection IDs formerly associated with the conferenced
connections are released and a new Connection ID for the resulting connection is created.
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Table 27: Service request

Supported CSTA Services and Events

Parameter Type Description
heldCall ConnectionlD The held connection.
activeCall ConnectionID The active connection.

Positive Acknowledgment

Table 28: Positive acknowledgment

Parameter

Type

Description

conferenceCall

Negative Acknowledgment

ConnectionID

Standard error codes as described in [1].

5.5.1.9

Consultation Call

The resulting connection to the
new call. This is the CalllD of the
conference and the DevicelD of the
conferencing device.

The Consultation Call service places an existing active call at a device on hold and initiates a new call from

the same device.

Service Request

Table 29: Service request

Parameter

Type

Description

existingCall

ConnectionID

The active connection.

consultedDevice

DevicelD

The device to be consulted.

privateData
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Positive Acknowledgment

Table 30: Positive acknowledgment

Parameter Type

Description

initiatedCall ConnectionID

Negative Acknowledgment

Standard error codes as described in [1].

55.1.10 Deflect Call

The initial connection to the new call.
This is the CalllD of the new call and
the DevicelD of the consulting device.

The Deflect Call service allows the client to divert a call to another destination.

MX-ONE does not support deflect to multiple devices.

Service Request

Table 31: Service request

Parameter Type Description
callToBeDiverted ConnectionlD The connection to be diverted
newDestination DevicelD The device to which the call is to be
diverted.
. . How to handle possible queue position,
privateData CSTAPrivateData maintain queue position, ringtone.
See Vendor Specific Extensions.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

5.5.1.11 Dial Digits

The Dial Digits service allows the computing function to perform a dialing sequence that is associated with
a call that has already been initiated (i.e., has manually gone off-hook).
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Table 32: Service request

Supported CSTA Services and Events

Parameter

Type

Description

diallingConnection

ConnectionID

The connection, which is dialing the
digits.

diallingSequence

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

DevicelD

Standard error codes as described in [1].

5.5.1.12 Directed Pickup Call

The string of digits to be dialled. MX-
ONE only supports the diallable digits
DevicelD format.

The Directed Pickup Call service moves a specified call and connects it at a new specified destination.

This results in the connection being diverted to a new destination inside the MX-ONE.

The service is only supported for devices where it is possible for the MX-ONE to either answer the call or
order the terminal to answer the call.

Service Request

Table 33: Service request

Parameter

Type

Description

callToBePickedUp

ConnectionID

The connection to be picked up.

requestingDevice

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

DevicelD

Standard error codes as described in [1].
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5.5.1.13 Group Pickup Call

The Group Pickup Call service request picks up a call that is a member of a pickup group in MX-ONE. This
results in the connection being diverted to a new destination inside the MX-ONE.

The difference between this service and the Directed Pickup Call service is that Directed Pickup Call
service specifies the actual connection to be picked up whereby the Group Pickup Call service does not.

The service is only supported for devices where it is possible for the MX-ONE to either answer the call or
order the terminal to answer the call.

Device with a parked call can not request Group Pickup Call.

Service Request

Table 34: Service request

Parameter type description
newDestination DevicelD The device to pick up the call.
pickGroup DevicelD Specifies the pick group.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

5.5.1.14 Hold Call

The Hold Call service places a connected connection on hold.

Service Request

Table 35: Service request

Parameter Type Description

callToBeHeld ConnectionID The connection to be held.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.
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Negative Acknowledgment

Standard error codes as described in [1].

55.1.15 Intrude Call

Supported CSTA Services and Events

The Intrude Call service adds the calling device to a call at a busy called device. The result will be that the
calling device is actively participating in the called device’s existing call.

The Connection IDs formerly associated with the calls are released and a new Connection ID for the

resulting connection is created. An intrude conference is created.

Service Request

Table 36: Service request

Parameter Type

Description

intrude ConnectionID

Positive Acknowledgment

Table 37: Positive acknowledgment

The connection of the calling device.

Parameter type

description

conferenceCall ConnectionID

Negative Acknowledgment

Standard error codes as described in [1].

55.1.16 Make Call

The CalllD of the resulting call and the
DevicelD of the intruding device.

The Make Call service allows the computing function to set up a call between a calling device and a called

device.

Service Request

Table 38: Service request

Parameter Type

Description

callingDevice DevicelD

The calling device.
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calledDirectoryNumber DevicelD The called device.

privateData CSTAPrivateData Bypass active diversion. See Vendor
Specific Extensions.

Positive Acknowledgment

Table 39: Positive acknowledgment

Parameter Type Description

callingDevice ConnectionID The connection to the new call.

Negative Acknowledgment

Standard error codes as described in [1].

55.1.17 Reconnect Call

The Reconnect Call service will clear a specified connection at the reconnecting device and retrieve a
specified held connection at the same device.

Service Request

Table 40: Service request

Parameter Type Description

activeCall ConnectionID The connection to be cleared.

heldCall ConnectionID The held connection which will be
retrieved.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

55.1.18 Retrieve Call

The Retrieve Call service connects a specified held connection.
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Service Request

Table 41: Service request

Supported CSTA Services and Events

Parameter

Type

Description

callToBeRetrieved

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

ConnectionID

Standard error codes as described in [1].

5.5.1.19 Single Step Transfer Call

The connection to be retrieved.

The Single Step Transfer Call service transfers an existing connection at a device to another device.

This device doing the transfer does not have to place the existing call on hold before issuing the Single

Step Transfer Call service.

Service Request

Table 42: Service request

Parameter Type Description
activeCall ConnectionlD The connection to be transferred.
transferredTo DevicelD The device to which the call is to be

Positive Acknowledgment

Table 43: Positive acknowledgment

transferred to.

Parameter

Type

Description

transferredCall

Negative Acknowledgment

ConnectionID

Standard error codes as described in [1].
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55.1.20 Transfer call

The Transfer Call service transfers a call held at a device to an active call at the same device. The held
and active calls at the transferring device shall be merged into a new call. Also, the Connections of the held
and active calls at the transferring device shall become Null and their ConnectionIDs shall be released (i.e.,
the transferring device is no longer involved with the call).

Service Request

Table 44: Service request

Parameter Type Description
heldCall ConnectionID The held connection.
activeCall ConnectionID The active connection.

Positive Acknowledgment

Table 45: Positive acknowledge

Parameter Type Description

transferredCall ConnectionID The connectionlD of the transferred to
device in the resulting call.

Negative Acknowledgment

Standard error codes as described in [1].

55.2 Events

There is a configurable option to add username to the device Id. When name is added, device id is sent
in Switching Function Representation. Name is sent in type ‘SubjectDevicelD', 'CallingDevicelD' and
‘CalledDevicelD'.

Name will only be added when number is available and is not restricted. When name is not available, no
name or text added; number is sent as normal. When name is restricted 'Anonymous' will be sent as name.

Configurable option to set number presentation restriction override. When device has number restriction
set can this category override this restriction and show the number anyway.

55.2.1 Call Cleared

This event indicates that a call is cleared and no longer exists. The Call Cleared event is only provided for
calls that are being call-type monitored.

3/15519-ANF 901 43 Uen M
MX-ONE API, CSTA IIl - INTERFACE DESCRIPTION




Event Parameters

Table 46: Event parameters

Supported CSTA Services and Events

Parameter

Type

Description

monitorCrossReflD

MonitorCrossReflD

Associates the event to existing
monitor.

clearedCall

ConnectionID

The connectionlD of the cleared call.
This is a CalllD only connectionID.

correlatorData

CorrelatorData

The correlator data associated with
the call.

Cause

Event Causes

EventCause

The cause will always be Normal Clearing.

5.5.2.2

Conferenced

The reason for the event.

The Conferenced event indicates that the conferencing device has conferenced itself or another device
with an existing call and that no devices have been removed from the resulting call.

Event Parameters

Table 47: Event parameters

Parameter

Type

Description

monitorCrossRefID

MonitorCrossReflD

Associates the event to existing
monitor.

primaryOldCalll

ConnectionID

The connectionID of the primary call.

secondaryOldCalll

ConnectionID

The connectionlD of the secondary
call. Always present when fixed view
is used. If local view is used included
when there are two known calls at
the monitored device before the
conference is created.
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conferencingDevice SubjectDevicelD The conferencing device.
addedParty SubjectDevicelD The added device.
conferenceConnections ConnectionList Information about each device/

ConnectionID in the resulting
conference call.

localConnectionInfo LocalConnectionState Local connection state of the device
associated with the monitor cross
reference ID. Only included for device

monitors.

correlatorData CorrelatorData The correlator data associated with
the call.

Cause EventCause The reason for the event.

Event Causes
The default cause is Conference; other possible value is:

e Override

55.2.3 Connection Cleared

The Connection Cleared event indicates that a single device has disconnected or dropped out of a call.

Event Parameters

Table 48: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

droppedConnection ConnectionID The connectionID of the device that

was dropped from the call.

releasingDevice SubjectDevicelD The device that dropped from the call.
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localConnectionInfo LocalConnectionState Local connection state of the device
associated with the monitor cross
reference ID.

For the clearing device null.
For other devices, unaffected.

Only included for device monitors.

correlatorData CorrelatorData The correlator data associated with
the call.
Cause EventCause The reason for the event.

Event Causes

The default cause is Normal Clearing; other possible values are:

« Call Back
» Multiple Alerting
» Call Not Answered

MX-ONE will send multiple alerting in event when user has feature forking active on the number.
Regardless if there are more terminals active or not.

5524 Delivered

The Delivered event indicates that a call is being presented to a device in either the Ringing or Entering
Distribution modes of the alerting state.

Event Parameters

Table 49: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

Connection ConnectionID The connectionlD of the device that is
alerting.

alertingDevice SubjectDevicelD The device that is alerting.
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callingDevice

CallingDevicelD

The calling device.

calledDevice

CalledDevicelD

The originally called device.

lastRedirectionDevice

RedirectionDevicelD

The previously known redirected from

device.

localConnectionInfo

LocalConnectionState

Local connection state of the device
associated with the monitor cross

reference ID.

For the alerting device Alerting.

For other devices, unaffected.

Only included for device monitors.

correlatorData

CorrelatorData

The correlator data associated with

the call.

cause

EventCause

The reason for the event.

associatedCallingDevice

AssociatedCallingDevicelD

The trunk identity if the call is an
incoming external call.

associatedCalledDevice

Event Causes

AssociatedCalledDevicelD

The default cause is New Call; other possible values are:

» Call Back

e Call Forward—Immediate

» Call Forward—Busy

e Call Forward—No Answer

» Distributed

» Multiple Alerting

* Recall

* Redirected

» Single Step Transfer

The trunk identity if the call is an
outgoing external call.
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MX-ONE will send multiple alerting in event when user has feature forking active on the number.
Regardless if there are more terminals active or not.

5.5.2.5

Diverted

The Diverted event indicates that a call has been diverted from a device and that the call is no longer

present at the device.

Common situations that generate this event include:

» A call leaves a device due to diversion on no answer.

* A call leaves an ACD/Hunt group device to be delivered to a member.
» Adivert (Deflect, Pick, etc.) is successfully invoked.

Event Parameters

Table 50: Event parameters

Parameter

Type

Description

monitorCrossRefID

MonitorCrossReflD

Associates the event to existing
monitor.

connection

ConnectionID

The connection that was diverted.

divertingDevice

SubjectDevicelD

The device from which the call was
diverted.

newDestination

SubjectDevicelD

The device to which the call was
diverted.

callingDevice

CallingDevicelD

The device remaining in the call with
the new destination device.

calledDevice

CalledDevicelD

The originally called device.

lastRedirectionDevice

RedirectionDevicelD

The previously known redirected from
device.
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localConnectionInfo LocalConnectionState Local connection state of the device
associated with the monitor cross
reference ID.

For the diverting device null.
For other devices, unaffected.

Only included for device monitors.

correlatorData CorrelatorData The correlator data associated with
the call.

Cause EventCause The reason for the event.

associatedCallingDevice AssociatedCallingDevicelD The trunk identity if the call is an

incoming external call.

associatedCalledDevice AssociatedCalledDevicelD The trunk identity if the call is an
outgoing external call.

Event Causes

The default cause is Normal; other possible values are:

+ Call Pickup

+ Call Forward—Immediate
» Call Forward—Busy

+ Call Forward—No Answer
» Distributed

+ Redirected

» Single Step Transfer

55.2.6 Established

The Established event indicates that a call has been answered at a device or that a call has been
connected to a device.

Event Parameters

Table 51: Event Parameters

Parameter Type Description
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monitorCrossRefID

MonitorCrossReflD

Associates the event to existing
monitor.

establishedConnection

ConnectionID

The connection that was connected.

answeringDevice

SubjectDevicelD

The device the connected to the call.

callingDevice

CallingDevicelD

The calling device.

calledDevice

CalledDevicelD

The originally called device.

lastRedirectionDevice

RedirectionDevicelD

The previously known redirected from
device.

localConnectionInfo

LocalConnectionState

Local connection state of the device
associated with the monitor cross
reference ID.

For the answering device connected.

For other devices, unaffected (never
null).

Only included for device monitors.

correlatorData

CorrelatorData

The correlator data associated with
the call.

cause

EventCause

The reason for the event.

associatedCallingDevice

AssociatedCallingDevicelD

The trunk identity if the call is an
incoming external call.

associatedCalledDevice

Event Causes

AssociatedCalledDevicelD

The default cause is Normal; other possible values are:

+ Call Pickup
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* Call Forward—Immediate
» Call Forward—Busy

e Call Forward—No Answer

* Distributed
 New Call

55.2.7 Failed

The Failed event indicates that a call cannot be completed, or a connection has entered the Fail state.

Failed event with cause busy will be sent to both calling and called device. Called busy device is the failing
device. A connection cleared event is sent immediately for the failing device.

Event Parameters

Table 52: Event parameters

Parameter

Type

Description

monitorCrossReflD

MonitorCrossReflD

Associates the event to existing
monitor.

failedConnection

ConnectionID

The connection that failed.

failingDevice

SubjectDevicelD

The device that failed.

callingDevice

CallingDevicelD

The calling device.

calledDevice

CalledDevicelD

The originally called device.

lastRedirectionDevice

RedirectionDevicelD

The previously known redirected from
device.

localConnectionInfo

LocalConnectionState

Local connection state of the device
associated with the monitor cross
reference ID.

For the failing device fail.
For other devices, unaffected.

Only included for device monitors.
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correlatorData

CorrelatorData

The correlator data associated with
the call.

cause

EventCause

The reason for the event.

associatedCallingDevice

AssociatedCallingDevicelD

The trunk identity if the call is an
incoming external call.

associatedCalledDevice

Event Causes

AssociatedCalledDevicelD

The default cause is Normal; other possible values are:

» Blocked

* Busy

* Do Not Disturb

* Network Congestion

* Not Supported Bearer Service

* Invalid Account Code

* Destination Out of Order
* Lockout

* Call Not Answered

* Invalid Number Format

*  Number Unallocated

5.5.2.8 Held

The Held event indicates that a call has been placed on hold.

Event Parameters

Table 53: Event parameters

The trunk identity if the call is an
outgoing external call.

Parameter

Type

Description

monitorCrossRefID

MonitorCrossReflD

Associates the event to existing
monitor.

heldConnection

ConnectionID

The connection at which the hold was
activated.
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holdingDevice SubjectDevicelD The device at which the hold was
activated.
localConnectionInfo LocalConnectionState Local connection state of the device

associated with the monitor cross
reference ID.

For the holding device Hold.
For other devices, unaffected.

Only included for device monitors.

correlatorData CorrelatorData The correlator data associated with
the call.
cause EventCause The reason for the event.

Event Causes

The cause will always be Normal.

55.2.9 Network Reached

The Network Reached event indicates that a call has reached a Network Interface Device (e.g. trunk).

Event Parameters

Table 54: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossRefID Associates the event to existing
monitor.

outboundConnection ConnectionID The connection associated with the
outgoing call.

networklnterfaceUsed SubjectDevicelD The selected network device (trunk).

callingDevice CallingDevicelD The calling device.
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calledDevice CalledDevicelD The originally called device.

lastRedirectionDevice RedirectionDevicelD The previously known redirected from
device.

localConnectioninfo LocalConnectionState Local connection state of the device

associated with the monitor cross
reference ID.

For the networking interface device
Connected.

For other devices, unaffected.

Only included for device monitors.

correlatorData CorrelatorData The correlator data associated with
the call.

cause EventCause The reason for the event.

associatedCallingDevice AssociatedCallingDevicelD The trunk identity if the call is an

incoming external call.

Event Causes

The cause will always be Normal.

55.2.10 Offered

The Offered event indicates that the connection is in the Offered mode of the Alerting state. This indicates
that a call is in a pre-delivery state.

In this pre-delivery state, the opportunity exists to issue one of a set of supported services (e.g. Accept
Call, Clear Connection (“reject”), Deflect Call) to accept or reject the call.

Event Parameters

Table 55: Event parameters

Parameter Type Description
monitorCrossReflD MonitorCrossRefID Associates the event to existing
monitor.
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offeredConnection

ConnectionID

The connection that is alerting.

offeredDevice

SubjectDevicelD

The device that is alerting.

callingDevice

CallingDevicelD

The calling device.

calledDevice

CalledDevicelD

The originally called device.

lastRedirectionDevice

RedirectionDevicelD

The previously known redirected from
device.

localConnectionInfo

LocalConnectionState

Local connection state of the device
associated with the monitor cross
reference ID.

For the alerting device Alerting.
For other devices, unaffected.

Only included for device monitors.

correlatorData

CorrelatorData

The correlator data associated with
the call.

cause

EventCause

The reason for the event.

associatedCallingDevice

AssociatedCallingDevicelD

The trunk identity if the call is an
incoming external call.

associatedCalledDevice

Event Causes

AssociatedCalledDevicelD

The default cause is Normal; other possible values are:

+ Call Forward—Immediate
» Call Forward—Busy

» Call Forward—No Answer
* New Call

* Recall

The trunk identity if the call is an
outgoing external call.
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* Redirected
» Single Step Transfer

5.5.2.11  Originated

The Originated event indicates that a call is being attempted from a device.

Event Parameters

Table 56: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

originatedConnection ConnectionID The connection at which the call
originated.

callingDevice CallingDevicelD The calling device.

calledDevice CalledDevicelD The originally called device.

originatingDevice DevicelD The originating device.

localConnectioninfo LocalConnectionState Local connection state of the device

associated with the monitor cross
reference ID.

For the device making the call
Connected.

Only included for device monitors.

correlatorData CorrelatorData The correlator data associated with
the call.

cause EventCause The reason for the event.

associatedCallingDevice AssociatedCallingDevicelD The trunk identity if the call is an

incoming external call.
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associatedCalledDevice AssociatedCalledDevicelD

Event Causes
The default cause is New Call; other possible value is:

» Call Back

5.5.2.12 Queued

The Queued event indicates that a call has been queued.

Event Parameters

Table 57: Event parameters

The trunk identity if the call is an
outgoing external call.

Parameter Type

Description

monitorCrossRefID MonitorCrossReflD

Associates the event to existing
monitor.

queuedconnection ConnectionlD

The queued connection.

queue SubjectDevicelD

The queue device.

callingDevice CallingDevicelD

The calling device.

calledDevice CalledDevicelD

The originally called device.

lastRedirectionDevice RedirectionDevicelD

The previously known redirected from
device.

localConnectionInfo LocalConnectionState

Local connection state of the device
associated with the monitor cross
reference ID.

For the queue device Queued.
For other devices, unaffected.

Only included for device monitors.
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correlatorData CorrelatorData The correlator data associated with
the call.

cause EventCause The reason for the event.

associatedCallingDevice AssociatedCallingDevicelD The trunk identity if the call is an

incoming external call.

associatedCalledDevice AssociatedCalledDevicelD The trunk identity if the call is an
outgoing external call.

Event Causes
The default cause is Normal; other possible values are:

+ Call Forward—Immediate
» Call Forward—Busy

» Call Forward—No Answer
* No Available Agents

» Redirected

55.2.13 Retrieved

The Retrieved event indicates that a previously held call has been retrieved.

Event Parameters

Table 58: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

retrievedConnection ConnectionlD The connection at which hold was
deactivated.

retrievingDevice SubjectDevicelD The device at which the hold was
activated.
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localConnectionInfo LocalConnectionState Local connection state of the device
associated with the monitor cross
reference ID.

For the retrieving device Connected.
For other devices, unaffected.

Only included for device monitors.

correlatorData CorrelatorData The correlator data associated with
the call.
cause EventCause The reason for the event.

Event Causes

The cause will always be Normal.

55.2.14 Service Initiated

The Service Initiated event indicates that a telephony service has been initiated at a monitored device. MX-
ONE typically generates this event when “dial-tone” is being provided.

Event Parameters

Table 59: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

initiatedConnection ConnectionID The connection at which the service
was initiated.

initiatingDevice SubjectDevicelD The initiating device.

localConnectionInfo LocalConnectionState Local connection state of the device
associated with the monitor cross
reference ID.
Only included for device monitors.
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correlatorData CorrelatorData The correlator data associated with
the call.

cause EventCause The reason for the event.

associatedCallingDevice AssociatedCallingDevicelD The trunk identity if the call is an
incoming external call.

Event Causes
The default cause is New Call; other possible value is:

e Call Back

55.2.15 Transferred

The Transferred event indicates that an existing call has been transferred to another device and the
transferring device has been dropped from the call.

Event Parameters

Table 60: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

primaryOldCalll ConnectionID The connectionlD of the primary call.

secondaryOldCalll ConnectionID The connectionlD of the secondary

call. Always present when fixed-view
is used. If local-view is used included
when there are two known calls at the
monitored device before the transfer.

transferringDevice SubjectDevicelD The device that transfers the call.
transferredToDevice SubjectDevicelD Transferred to device.
transferredConnections ConnectionList Information about each device/

ConnectionID in the resulting
transferred call.
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localConnectionInfo LocalConnectionState Local connection state of the device
associated with the monitor cross
reference ID. Only included for device

monitors.

correlatorData CorrelatorData The correlator data associated with
the call.

cause EventCause The reason for the event.

Event Causes
The default cause is Normal; other possible values are:

» Transfer
* Network Signal
» Path Replacement

5.6 Call Associated Features

5.6.1 Services

56.1.1 Associate Data

The Associate Data service associate information (correlator data, account code or authorization code)
with a specified call.

MX-ONE only supports adding one piece of information in each request.
MX-ONE does not support removal of correlator data, but existing correlator data can be overwritten.

MX-ONE only support digits '0, 1, 2, 3, 4, 5, 6, 7, 8, 9' in accountCode and authCode. In correlatorData,
these characters '0, 1, 2, 3,4, 5,6, 7, 8,9, *, #, A, B' supported.

Service Request

Table 61: Service request

Parameter Type Description
existingCall ConnectionID The call with which to associate the
information.

3/15519-ANF 901 43 Uen M
MX-ONE API, CSTA IIl - INTERFACE DESCRIPTION




Supported CSTA Services and Events

accountCode Accountinfo The account code to associate with
the call.
authCode AuthCode The authorization code to allow the

call.

correlatorData

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

CorrelatorData

Standard error codes as described in [1].

5.6.1.2 Generate Digits

The correlator data to associate with
the call.

The Generate Digits service causes a series of digits to be sent on behalf of a connection in a call.

Service Request

Table 62: Service request

Parameter

Type

Description

connectionToSendDigits

ConnectionID

The connection of the device which is
generating the digits.

charactersToSend

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Characters (64)

Standard error codes as described in [1].
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56.2 Events
5.6.2.1

Call Information

The Call Information event indicates that call associated information has been updated for a call.

MX-ONE sends this event when account code or correlator data has been changed.

Event Parameters

Table 63: Event parameters

Parameter

Type

Description

monitorCrossReflD

MonitorCrossReflD

Associates the event to existing
monitor.

connection ConnectionlD The connection of the device
responsible for associating the
information with the call.

device SubjectDevicelD The device responsible for

associating the information with the
call.

accountinfo

Accountinfo

The account code associated with the
call.

correlatorData

5.6.2.2

CorrelatorData

Digits Generated

The correlator data associated with
the call.

The Digits Generated event indicates that DTMF digits have been generated at a device.

Event Parameters

Table 64: Event parameters

Parameter

Type

Description

monitorCrossRefID

MonitorCrossReflD

Associates the event to existing
monitor.
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connection ConnectionID The connection of the device.

digitGeneratedList Characters(64) The digits generated.

5.7 Physical Device Features

571 Services

5.7.1.1 Get Message Waiting Indicator

The Get Message Waiting Indicator service provides the message waiting feature status at a specified
device.

Service Request

Table 65: Service request

Parameter Type Description

device DevicelD The device.

Positive Acknowledgment

Table 66: Positive acknowledgment

Parameter Type Description

messageWaitingOn Boolean False — message waiting off.

True — message waiting on.

Negative Acknowledgment

Standard error codes as described in [1].

5.7.1.2 Set Message Waiting Indicator

The Set Message Waiting Indicator service allows a computing function to control the status of the
message waiting feature at a specified device. The message waiting feature is typically used to notify a
user (typically via a dedicated lamp on a phone device) when messages are available.
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Service Request

Table 67: Service request

Parameter Type Description
device DevicelD The device.
messageWaitingOn Boolean False — message waiting off.

True — message waiting on.

deviceForMessage DevicelD The device where the message is
waiting.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

5.7.2 Events
5.7.2.1 Message Waiting

The Message Waiting event indicates that the message waiting status has been changed for a device.

Event Parameters

Table 68: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

targetDevice SubjectDevicelD The device where the message

waiting status has changed.

messageWaitingOn Boolean False — message waiting off.

True — message waiting on.
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5.8 Logical Device Features

5.8.1 Services

5.8.1.1 Get Agent State

The Get Agent State service provides the agent state at a specified device. All parameters are mandatory
in the request.

MX-ONE supports Agent Log On to a PBX Hunt group (Explicit/One Step Model).

Service Request

Table 69: Service request

Parameter Name Type Description
device DevicelD Group member
acdGroup DevicelD Group number

Positive Acknowledgment

Table 70: Positive acknowledgment

Parameter Name Type Description

agentStateList List of structures This parameter specifies a list of
agent identifiers, and hunt groups for
a given device.

* agentID - Indicates the devicelD.
* loggedOnState - Indicates the
logged on state of the agent.

» agentinfo List of Structures - A
specific device may be associated
with one or more agent states.
The following components are
associated with each device state:

* acdGroup
* agentState

Supported agent states are Agent Busy, Agent Not Ready, Null, and Agent Ready.
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Negative Acknowledgment

Standard error codes as described in [1].

58.1.2 Cancel Call Back

The Cancel Call Back service allows the computing function to cancel a previous (or all) Call Back feature
at a device.

Service Request

Table 71: Service request

Parameter Type Description

originatingDevice DevicelD The device which initiated the call
back.

targetDevice DevicelD The devicelD of the target.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

58.1.3 Get Do Not Disturb

The Get Do Not Disturb service provides the do not disturb feature status at a specified device.

Service Request

Table 72: Service request

Parameter Type Description

device DevicelD The device.

Positive Acknowledgment

Table 73: Positive acknowledgment

Parameter Type Description

doNotDisturbOn Boolean False — Do not disturb is not active.

True — Do not disturb is active.
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Negative Acknowledgment

Standard error codes as described in [1].

5.8.1.4 Get Forwarding

The Get Forwarding service provides the forwarding feature status at a specified device. The status
returned may consist of one or more forwarding types that are active at the specified device based on user
defined conditions. Private data describes how the service will be presented on own idle display and on
calling party display.

Possible values are:

» noNotification. No forwarding information is visible on display.
+ notificationWithServiceOnly. Information that the device is forwarded.
» notificationWithServiceAndToUserNumber. Information that the call is forwarded with forward to number.

Service Request

Table 74: Service request

Parameter Type Description

device DevicelD The device.

Positive Acknowledgment

Service restriction information is sent in the response, ICS information may also be included when it is
valid.

Table 75: Positive acknowledgment

Parameter Type Description

forwardList List of Structures One structure per forwarding type.
MX-ONE supports forwardimmediate,
forwardNoAns and forwardBusy.

privateData CSTAPrivateData Service restriction information and
when valid ICS information.

See Vendor Specific Extensions.

Negative Acknowledgment

Standard error codes as described in [1].
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5.8.1.5 Set Agent State

The Set Agent State service requests a new agent state for a specified device. In the case where a Hunt
group member is involved with a call, the transition to the requested state may or may not occur until the
current connection transitions to the null state. All parameters are mandatory in the request.

Service Request

Table 76: Service request

Parameter Name Type Description

device DevicelD Group member

requestedAgentState Enumerated Only logged on and logged off is
supported.

group DevicelD Group number

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

58.1.6 Set Do Not Disturb

The Set Do Not Disturb service controls the DND feature at a specified device. Active DND is stored in
semi-permanent data.

Service Request

Table 77: Service request

Parameter Type Description
device DevicelD The device.
doNotDisturbOn Boolean False — Do not disturb is not active.

True — Do not disturb is active.
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Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

5.8.1.7 Set Forwarding

Active Forwarding data is stored in semi-permanent data.

The Set Forwarding service allows control of the forwarding feature for a specified device. This service
allows only one user-specified setting (forwarding type/forward-destination combination) to be changed per
service invocation.

MX-ONE only supports the forwardDN parameter when the service is forwardimmediate, forwardBusy, and
forwardNoAns.

MX-ONE supports ICS diversion, set as forwardlmmediate with private data, forwardDn is not supported.
Diversion destination is configured in MX-ONE. A CSTA application can override the device COS with
another COS set on the CSTA link. For more information, see the Diversion category override section
under CSTA Settings.

A CSTA application can override the device COS with another COS set on the CSTA link, see CSTA
Settings on page 2 - Diversion category override.

A service restriction category can be set at activation of each forwarding type. This is set in private data
and possible values are:

* noNotification - No forwarding information is visible on display.
+ notificationWithServiceOnly - Information that the device is forwarded.

« notificationWithServiceAndToUserNumber - Information that the call is forwarded with forward to
number (Default Value).

When Set Forwarding is used to deactivate forwarding all MX-ONE immediate diversions are removed,
including Follow-me, ECF and ICS. By using private data in Set Forwarding request, the user can remove
FME/ECF or ICS.

Service Request

Parameter Type Description

device DevicelD The device.

forwardingType Enumerated MX-ONE supports forwardimmediate,
forwardNoAns and forwardBusy.
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activateForward Boolean False — Deactivate forwarding.

True — Activate forwarding.

forwardDN DevicelD The device to which calls should be
forwarded.

privateData CSTAPrivateData Set request — Service restriction
category.

Remove request — Immediate
forwarding type to be removed.

See Vendor Specific Extensions.

Positive Acknowledgment

The positive acknowledgment does not contain any parameters.

Negative Acknowledgment

Standard error codes as described in [1].

5.8.2 Events
5.8.2.1 Agent Busy

The Agent Busy event indicates that an agent has entered the Busy state. In this state the agent is
involved with an existing Hunt group call at a device, even if that call is on hold at the device. Calls directly
to group members will not cause this transition.

Event Parameters

Table 78: Event parameters

Parameter Type Description

monitorCrossRefID MonitorCrossReflD Associates the event to an
established monitor.

agentDevice SubjectDevicelD Indicates the device at which the
agent entered the Agent Busy state

acdGroup DevicelD Indicates the hunt group
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cause EventCause Indicates a reason for the event.

5.8.2.2 Agent Logged Off

The Agent Logged Off event indicates that an agent has logged off a hunt group.

Event Parameters

Table 79: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to an
established monitor.

agentDevice SubjectDevicelD Indicates the device that has logged
off from the group.

acdGroup DevicelD Indicates the hunt group that the
device has logged off from

cause EventCause Indicates the reason for the event.

5.8.2.3 Agent Logged On

The Agent Logged On event indicates that an agent has logged on an ACD group or a Hunt group.

Event Parameters

Table 80: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to an
established monitor.

agentDevice SubjectDevicelD Indicates the device that has logged
on to the group

acdGroup DevicelD Indicates the hunt group that the
device has logged on to
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cause EventCause Indicates the reason for the event.

5.8.24 Agent Not Ready

The Agent Not Ready event indicates that an agent has entered the Agent Not Ready state. In this state,
an agent is logged on at a particular device to a hunt group but is not prepared to handle calls that the
group distributes. While in this state, an agent may receive calls that are not group calls.

Typical examples of when this event may be generated are:

+ Busy with a call to another hunt group
» Call directly from/to the device

Event Parameters

Table 81: Event parameters

Parameter Type Description

monitorCrossRefID MonitorCrossReflD Associates the event to an
established monitor.

agentDevice SubjectDevicelD Indicates the device that has entered
the Agent Not Ready state.

acdGroup DevicelD Indicates the hunt group that the
device has logged on to.

cause EventCause Indicates the reason for the event.

Supported event cause are normal and forced transition.

5.8.2.5 Agent Ready

The Agent Ready event indicates that an agent has entered the Agent Ready state. In this state, an agent
is logged on at a particular device to a hunt group and is prepared to handle calls that the group distributes.
While in this state, an agent may receive calls that are not group calls.

Event Parameters

Table 82: Event parameters

Parameter Type Description
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monitorCrossRefID

MonitorCrossReflD

Associates the event to an
established monitor.

agentDevice SubjectDevicelD Indicates the device that has entered
the Agent Ready state.

acdGroup DevicelD Indicates the hunt group that the
device has logged on to.

cause EventCause Indicates the reason for the event.

58.2.6 Do Not Disturb

The Do Not Disturb event indicates that the do not disturb feature has been changed for a device.

Event Parameters

Table 83: Event parameters

Parameter

Type

Description

monitorCrossReflD

MonitorCrossReflD

Associates the event to existing
monitor.

device SubjectDevicelD The device where Do Not Disturb
(DND) was changed.
doNotDisturbOn Boolean False — Do not disturb is not active.

5.8.2.7 Forwarding

True — Do not disturb is active.

The Forwarding event indicates that the forwarding feature has been changed for a device.

Event Parameters

Service restriction information is sent in the response, ICS information may be included when it is valid.

Table 84: Event parameters

Parameter

Type

Description
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monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.
device SubjectDevicelD The device where forwarding status

was changed.

forwardingType Enumerated The type of forwarding. MX-ONE
supports forwardimmediate,
forwardNoAns and forwardBusy.

forwardStatus Boolean False — The forwarding type is not
active.

True — The forwarding type is active.

forwardTo DevicelD The device to which calls are
forwarded.
privateData CSTAPrivateData Service restriction information and

when valid ICS information.

See Vendor Specific Extensions.

5.9 Device Maintenance Events

5.9.1 Events
5.9.1.1 Back in Service

The back in service event indicates that the device has been returned to service and is operating normally.

Event Parameters

Table 85: Event parameters

Parameter Type Description
monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.
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device SubjectDevicelD The device that is back in service.

privateData CSTAPrivateData Includes:

+ typeOfDevice

» cstaSubTypeOfDevice
+ deviceModelName

* ipAddress

*  logOnNumber

See Vendor Specific Extensions.

5.9.1.2 Device Capabilities Changed

The Device Capabilities Changed event indicates that device level information has changed.

MX-ONE uses this event to indicate when a monitor is started on a multi-terminal device and the number of
logged on terminals changes.

Event Parameters

Table 86: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

device SubjectDevicelD The device whose information has
changed.

cause EventCause The reason for the event.

privateData CSTAPrivateData Device list. See Vendor Specific
Extensions.

Device list is sorted. Desk phone
first, SIP second. Making SIP desk
phone on top.User name is replaced
by deviceModelName in this context.

Event Causes

The cause will always be Normal.
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5.9.1.3

Out of Service

The Out of Service event indicates that the device has been taken out of service and can no longer accept
calls and some categories of CSTA service requests (Call Control services, for example).

Event Parameters

Table 87: Event parameters

Parameter

Type

Description

monitorCrossReflD

MonitorCrossReflD

Associates the event to existing
monitor.

device

SubjectDevicelD

The device that is out of service.

cause

Event Causes

The cause will always be Normal.

5.9.14

EventCause

Partially in Service

The reason for the event.

The Partially in service event indicates that the device is not fully back in service but not completely out of
service. The event is used for groups only. ACD and Hunt group, when all members are busy, but there is
at least one available queue position. CTl group, when there is at least one available queue position.

Event Parameters

Table 88: Event parameters

Parameter

Type

Description

monitorCrossReflD

MonitorCrossReflD

Associates the event to existing
monitor.

device SubjectDevicelD The device (group) that is partially
back in service.
cause EventCause The reason for the event.

Event Causes

The cause will always be Normal.
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5.10 Vendor Specific Extensions Services & Events

5.10.1  Services
5.10.1.1  Escape

The Escape service is used by an implementation to send a non-standardized feature.

The Escape Service is used to change and fetch the active personal number list (all supported extension
types) and free on second (digital extensions only).

It allows user to control and fetch status of the flexible public CLI service (generic extension only). Allows
to set if it exists a common public number, number set with ext ensi on_opt i on command, group
number, or that user number which must be restricted as users calling line identity when calling to a public
destination.

It allows to control and fetch status of terminal selection service (forked terminals only). Allows selecting
which forked device shall alert and enables selecting the remote extension's remote number from a list of
predefined numbers. Selecting one user-defined remote number. Selecting the remote number is possible
when a remote extension exists). The selected remote number is stored as semi-permanent data.

Get Services

» Get flexible public calling line identity
* Get personal number, list number.
» Get terminal selection service data.

Set Services

» Set flexible public calling line identity
» Set personal number, list number.
» Set terminal selection data

Service Request

Table 89: Service request

Parameter Type Description

privateData CSTAPrivateData See Vendor Specific Extensions.

Positive Acknowledgment

Table 90: Positive acknowledgment

Parameter Type Description
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privateData CSTAPrivateData See Vendor Specific Extensions.

All get service is returning data in the positive response. Set user defined number request send data in the
positive response, number added in international format or unknown private depending on configuration.

Negative Acknowledgment

Standard error codes as described in [1].
Possible, Flexible CLI set request, error message:

» OperationErrors, generic
» OperationErrors, invalidDevicelD
* OperationErrors, atLeastOneConditionalParameterNotProvided

Possible, terminal selection service set request, error message:

» OperationErrors, generic

» OperationErrors, serviceNotSupported. Rejected due to configuration
» OperationErrors, invalidDevicelD

» OperationErrors, valueOutOfRange. Number already exists

510.2 Events
5.10.2.1 Private Event

The Private Event is used by an implementation to send unsolicited, non-standardized event information
using the CSTA protocol.

The private event is used to report changes in active personal number or free on second (digital extensions
only).

The private event is used to report changes in the flexible public calling line identity.

The private event is used to report media stream information for IP extension and SIP trunks. The
information can also include encryption keys to enable decryption of a media stream if required.

The private event is used to report changes in terminal selection service.

The Private events are sent to all devices in a call pickup group that has activated PGM functionality,
(pickup group monitoring).
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Table 91: Event parameters

Parameter Type Description

monitorCrossReflD MonitorCrossReflD Associates the event to existing
monitor.

PrivateData CSTAPrivateData See Vendor Specific Extensions.




Application Session Services 6

This chapter contains the following sections:

e Services

»  Stop Application Session Service

* Reset Application Session Timer Service
*  Application Session Terminated Service

Application Session services (according to ECMA-354) are used to authenticate, i.e. validate the permission of
the CSTA application to connect to the ASP 113’s CSTA Phase 3 interface.

The Application Session Services are supported via the XML protocol.

6.1 Services

6.1.1 Start Application Session Service

The Start Application Session service is used to initiate an application session between an application and
a server. A globally unique identifier, called a sessionlID, is returned in the positive service response that
identifies the application session. Once an application session is established, the server must maintain
information associated with the application session. When the application session is terminated, the
application context information is cleared.

The application session exists until:

» ltis stopped by using a Stop Application Session service.

» The session is abnormally terminated by the server as indicated by the Application Session Terminated
service (e.g., due to the session timer expiry).

6.1.1.1 Service Request

Table 92: Service request

Parameter Type Description
applicationInfo Sequence ApplicationID, identifies the application.
applicationSpecificlnfo Sequence Contains the SessionLoginInfo.

sessionLoginlnformation

Character string

Password. See Vendor Specific
Extensions.

requestedProtocolVersion

List of character strings

Application protocol version(s) that the
application wishes to use for the applicati
on association.
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requestedSessionDuration (Option | Integer value Length of time in seconds that the appli

al)

cation session should be maintained.

The sessionDuration timer can be periodically refreshed via the Reset Application Session Timer service.
If the requestedSessionDuration is not provided the server will choose a default sessionDuration value, set
with command. At timer expire of the session duration, timer is the session terminated.

6.1.1.2

Positive Acknowledgment

Table 93: Positive acknowledgment

Parameter Type Description

sessionld Character string Unique session identifier.

actualProtocolVersion Character string Session protocol version used by
the application.

actualSessionDuration Integer value Length of time (in seconds) that
the application session will be
maintained by the server.

6.1.1.3

Negative Acknowledgment

Table 94: Negative acknowledge

Parameter

Type Description

errorCode

String Standard error codes as described in [5].

Figure 1: Start Application Session example

<?xml version="1.0" encoding="utf-8" 7>

<StartApplicationSession xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

<applicationlnfo>
<application|D>MiCollab001</applicationl >
<applicationSpecificinfo>
<Sessionl.ogininfo. xmins:xsd=http://mwww.w3.orq/2001/ XML Schema

<password>TJRvgo07sDxlvmt</password>
</Sessianlogininfo>

</applicationdpecificinio>
</applicationlnfo>
<requestedProocolVersions™

<protocolVersion>http:/fwww.ecma-international.org/standards/ecma-323/csta/ed6</protocolVersion>
</requestedProtocolVersions>
<requestedSessionDuration>300</requestedSessionDuration>

<[StartApplicationSession>

xmins="http://mww.ecma-international.org/standards/ecma-354/appl_session">

xmins="http://www.aastra.com/sn/schemas/csta">
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6.2 Stop Application Session Service

If the server does not recognize the sessi onl Din the service request, it shall provide a negative service
response with the error code i nval i dSessi onl D.

6.2.1 Service Request

The Stop Application Session service is used by the application to terminate an existing application
session.

Table 95: Service request

Parameter Type Description

sessionlID Character string Specifies the globally unique identifier
associated with the application session
that is being stopped.

sessionEndReason Character string Specifies the reason that the application
session is being stopped.

6.2.1.1 Positive Acknowledgment

Table 96: Positive acknowledgment

Parameter Type Description

None -- Does not contain any parameter.

6.2.1.2 Negative Acknowledgment

Table 97: Negative acknowledgment

Parameter Type Description

errorCode Character string Standard error codes as described in [5].

6.3 Reset Application Session Timer Service

The Reset Application Session Timer service is used by the application to reset the duration that an
existing application session should be maintained. That is ask session server to maintain the session
little longer. If the requestedSessionDuration is not provided, the server will use a default sessionDuration
value, set with command.
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6.3.1 Service Request

The Reset Application Session Timer Service is used by the application to extend the duration the session
shall be kept active.

Table 98: Service request

Parameter Type Description

sessionlD Character string Unique identifier associated with the
application session that is being reset.

requestedSessionDuration | Integer value The length of time (in seconds) that
(Optional) the application requests that the server
maintain the application session.

sessionLoglnfo Character string Password. See Vendor Specific
Extensions.

6.3.1.1 Positive Acknowledgment

Table 99: Positive acknowledgment

Parameter Type Description

actualSessionDuration | Integer value Length of time (in seconds) that the
application session will be maintained by
the server.

6.3.1.2 Negative Acknowledgment

Table 100: Negative acknowledgment

Parameter Type Description

errorCode Character string Standard error codes as specified in [5]

6.4 Application Session Terminated Service

The Application Session Terminated service is sent by a server when the server has terminated an
application session.

When the server terminates an application session, it clears all the application context information
associated with the application session.
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6.4.1 Service Request

Table 101: Service request

Parameter

Type

Description

sessionlD

Character string

Unique identifier associated with
the application session that is being
terminated.

sessionTermReason

6.4.1.1 Service Acknowledgment

Character string

There is no acknowledge to this request.

Reason that the application session has
been terminated, as described in [5].
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This chapter contains the following sections:

» Learning About Registered Terminals
*  Monitoring

» Changes in Registered Terminals

* Services

For MX-ONE multi-terminal extensions most services require use of the switching function representation device
identifier format which specifies the used terminal, rather than just the number. There is minimal support for
using the number in the dialable digits format.

7.1 Learning About Registered Terminals

The registered terminals of a multi-terminal user are not static, this can change at any time so there are
several methods to learn about the current registered terminals, and to know when anything changes.

To learn about whether this is a multi-terminal extension there are two methods. By starting a

monitor as the MonitorStartResponse contains the type of device in private data or by using the
GetLogicalDevicelnformation request. The GetLogicalDevicelnformationResponse contains the type of
device in private data.

Once this is known, the application has two methods to know about the currently registered terminals

for that user, and the sub-address for each one. By using the GetSwitchingFunctionDevices request and
waiting for the asynchronous SwitchingFunctionDevices event which contains a device list. By using

the GetLogicalDevicelnformation request, issued for a multi-terminal extension and there are registered
terminals, then the GetLogicalDevicelnformationResponse will have the hasPhysicalElement set to true
and otherPhysicalDeviceList will contain a list of the terminals in Switching Function Representation format
like described earlier but with some additional information.

In GetLogicalDevicelnformationResponse and in otherPhysicalDeviceList uses the format:N<DN!SA/
EXT>NM

Where

* N identifies that Device Identifier uses the Switching Function Representation format.

» < >are angle brackets encompassing the number and sub-address.

» DNis the extension number of the user.

» lis a separator between number and sub-address.

» SAis the sub-address which is used to identify the specific terminal. This is an integer between 1 and 9.

» [represents the start of a physical element extension. This is only present if the physical identifier is
present.

» EXTis the physical identifier (MAC address) of the device if this is available.
* NMis a text label indicating the device model name; for example, 6863i, Dect, Remote, and so on.
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It is possible with a single GetLogicalDevicelnfomation request to learn whether this is a multi-terminal
extension and get a list of the registered terminals.

Figure 2: Multi-terminal

<Pxml versmn—“1 0" encodlnq—"utl 8"
lesponse xmins=http.//www.ecma-international.org/standards/ecma-323/cstaled5>
stwm@a&mmmatlonﬂdgumﬁmmw
<pamedDeviceIypes~>station</pamedDevice Lypes>
<hasPhysicalClement>true</hasPhysicalElement>
<acdModels>
<visibleACDRelatiedDevices>true</visibleACDRelaiedDevices>
<ponVisibleACDRelatedDevices=false</nonVisibleACDRelated Devices>
</agdModels>
<appearanceAddressable>false</appearanceAddressable>
<appeaancelype~seleciedtandard</appearancelype>
<gtherPhysicalDevicelist>
<devicelD>N&It;10420!1 &gt;Remote</devicelD>
<devicelD>N&It; 10420'2&qt:NBC42502</deyvicelD>
<devigelD>N&It; 10420!3/00085D3F234 3&qt;6865i</deyicel D>
</otherPhysicalDevicel.ist>
<Lmu5&ud@ant§&m>
>true</consultationCall>
<holdCaIIMakeCa||>true*=fholdCallMakeCall>
<alternateCall>true</alterateCall>
<pwoCallsintold>true</twoCallsinHold>
<woCallsinConngcted>true</twoCallalnConnected>
</transAndConfSetup>
<extensions>
<privateData>

<prwate>

<ipnvate> o
</privateRata>

*:.-‘extenm ons>

7.2  Monitoring

7.2.1 Monitoring the Number

This method is not recommended.

This is when just the number of the extension is monitored. In this case events for all registered terminals
will be sent on the same cross reference identifier with no way for an application to know which terminal is
reporting which event.

For example, when someone calls to a multi-terminal extension the application will receive up to 4 identical
delivered events.
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[.2.2 Monitoring the Number with Switching Function
Representation

In this case the monitor is started using just the number of the extension but in the monitor start request
private data is included that indicates the switching function representation identifier format should be
used.

Figure 3: Monitor start

<?xml version="1.0" encoding="utf-8" 7>
<MonitarStart xmins="http://www.ecma-international.org/standards/ecma-323/csta/ed5">
<monitorQbiect>
<deviceObiect>10420</deyiceObiect>
</menitorQbiect>
<menitorLype>device</maonitorLype>
<extensions=>
<privateData>
<private>
<menitorStarPrivateData, xmlns="http://www.aastra.com/sn/schemas/csta">
<multiTerminalUseSFReprDevicel D>true</multiTerminalUseSFReprDevicel D>
</monitorStartPrivateData>

</private>

<f >
<fextensionslf|

</MonitorStart=

All events for the multi-terminal extension will be sent on the same cross reference identifier but the
application will be able to identify the specific terminal the event is being reported for as the device
identifier will include the sub-address.

Figure 4: Events
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<?xml version="1.0" encoding="utf-8"?>
<DeliveredEvent xmlns="http://www.ecma-international.org/standards/ecma-323/csta/ed5">
<monitorCrossReflD>2</monitorCrossReflD>
<connection>
<calllD>000001502033823010012747</calliD>
<devicelD>N&It;6792312&gt;</devicelD>
</connection>
<alertingDevice>
<deviceldentifier>N&It;67923!2&gt;</deviceldentifier>
</alertingDevice>
<callingDevice>
<deviceldentifier typeOfNumber="dialingNumber">+19725550199</deviceldentifier:
</callingDevice>
<calledDevice>
<deviceldentifier typeOfNumber="dialingNumber">67923</deviceldentifier>
</calledDevice>
<lastRedirectionDevice>
<notSpecified/>
</lastRedirectionDevice>
<localConnectioninfo>alerting</localConnectioninfo>
<cause>multipleAlerting</cause>
<associatedCallingDevice>
<deviceldentifier typeOfNumber="deviceNumber">0010010001</deviceldentifier>
</associatedCallingDevice>
</DeliveredEvent>

7.2.3 Monitoring the Terminal

The application can just monitor a specific sub-address (terminal) for the user by using the switching
function representation device identifier in the start monitor request. When this is done, only events for the
specific terminal will be sent on the cross-reference identifier. When using customer data and have long
and short number, this method is the only way to get the log on number.

When terminal logs off, monitor will get an out of service event. When it logs on again, it might get an
another sub-address, where no event is sent as sub-address and not monitored.

7.3 Changes in Registered Terminals

7.3.1 Out of Service Event

When a terminal logs off and the monitor is for the specific sub-address (see Monitoring the Terminal on
page 77) then you will receive this event. If the number is monitored this event is only sent when the last
terminal logs off.
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e Note:

If you are trying to re-establish CSTA connection on the ASC side after CSTA service restart on MX-
ONE, you also need to restart CSTA service on the ASC server.

7.3.2 Back in Service Event

When a terminal log in a back-in-service event will be received. If a monitor is started for that specific sub-
address, then the event will include data about that terminal will be received in private data. If the monitor
is on just the number, then only the type of device (multiTerminalExtension) is included.

If a terminal logs off and logs back in a new sub-address will be assigned. This may or may not be the
same as the device had previously.

7.3.3 Device Capabilities Changed Event

When a multi-terminal extension is monitored just by using the number (see Monitoring the Number on
page 75 or Monitoring the Number with Switching Function Representation on page 76) then this

event is sent whenever there is a change in the registered terminals and contains a list of the registered
terminals.

Figure 5: Device capability change event

<7xml version="1.0" encoding="utf-8"7>
<DeviceCapsChangedbvent xmins="http://www.ecma-international.org/standards/ecma-323/csta/edd” >
<monitarCrossReflD>0</monitarCrossReflD>
<device>
<deviceldentifier typeQiNumber="dialingNumber">10420</deviceldentifier>
</device>
<gause>normal</cause>
<extensions>
<privaielata=
<private>
<deviceCapsGhanqgedEventPrivateRata xmins="http://www.aastra.com/sn/schemas/csia"™>
<deyicelist>
<devi >NE&It; 10420'2&gt:Remate</deyvicel D>
<devicelD>N&It; 10420!3/00085D3F2343&qt;6865i</devicel D>
</devicel ist>
</deviceCapsCGhangedEventPrivateLata>
</private>
</privateData>
</extensions>

</DeviceCapsChangedEvent>
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7.4 Services

Most services for multi-terminal extensions require use of the switching function representation device
identifier format including the sub-address with a few exceptions, mainly for services that are handled in
the MX-ONE at a user level.

» Set/Get Forwarding

» Set/Get Do Not Disturb

+  Set/Get Message Waiting

» Set Display

» Snapshot Device — when executed on the user is will report all calls on all devices
* Monitor Device — this is explained above

» Get Switching Function Devices

* Get Logical Device Information

* Get Physical Device Information

» Set/Get private Active Personal Number List
» Set/Get private Terminal Selection Service

+ Set/Get Flexible Public CLI

+ Set/Get Agent State
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This chapter contains the following sections:

* Private Data on CSTA Services and Events

*  Back in Service Information

» Escape Services and Private Event

*  Private Data in CSTA Session Application Services

Private data is used by MX-ONE in several places to allow extra information to be conveyed about the requested
service, or the event being reported.

MX-ONE also uses Escape services and Private event to support services and events not defined by [1].

The schema used by MX-ONE is defined in an xsd schema, see Appendix A.

8.1 Private Data on CSTA Services and Events

8.1.1 Services

The following services requests or responses include private data.

* Consultation Call

» Deflect Call

* Get Forwarding Response

* Get Logical Device Information Response
» Get Physical Device Information
+  Make Call

* Monitor Start

* Monitor Start Response

+ Set Forwarding

» Snapshot Device

» Switching Function Devices

8.1.1.1 Deflect Information

Deflect with maintain queue/maintain queue with ringtone is only allowed for ACD/CTI groups and in
following cases.

» Deflect to IVR, voice mail equipment, connected over public trunk
» Deflect to free extension

» Deflect to group with available members

» Deflect to free forked extension
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» Services that can be executed on a call deflected with maintain queue/maintain queue with ringtone .
* Individual or group call pickup

8.1.2 Get Logical Device Information Response

For all types of devices, type of device and csta subtype of device are sent as private data. For logged on
IP/SIP extension, its IP address is included in the private data. For SIP extension, that is logged on, is the
terminal log on number included in the private data.

IP address and terminal log on number is used by recording applications.

8.1.3 Monitor Start Response Information

For all types of devices, type of device and csta subtype of device are sent as private data. For generic
extension is also phone subtype sent. For logged on IP/SIP extension, its IP address is included in the
private data. For SIP extension, that is logged on, is the terminal log on number included in the private
data.

IP address and terminal log on number is used by recording applications.

8.1.4 Events

The following events include private data.

» Back in Service
» Device Capabilities Changed
* Forwarding

8.2 Back in Service Information

For all types of devices is type of device and csta subtype of device sent as private data. For logged on
IP/SIP extension, its IP address is included in the private data. For SIP extension, that is logged on, is the
terminal log on number included in the private data.

IP address and terminal log on number is used by recording applications.

8.3 Escape Services and Private Event

8.3.1 Services

The Escape Service is used to change and fetch the active personal number list (all supported extension
types) and free on second (digital extensions only).
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The Escape Services can be used to change and get the terminal selection service, TSS, data (forked user
only).

Escape Service Flexible Public CLI can set the user calling line identity to another number than own
number (generic extension only). The number can be a defined common public number, a number defined
with ext ensi on_opt i on command, a CTI group number, a group hunt number user is a member of, or
user number can be set to restricted.

An example of a request to set a group hunt number as the users flexible public calling line identity.

Figure 6: Group hunt number flexible public calling line identity

<?zmnl wersion="1.0" encoding="utf-8"7:
<Ezcape zmlns zsd="http  “www w3 org- 2001 -EHLSchemna" mmlns z=i1="http: - swyvw. w3 org- 2001-¥HLSchena-in=stance"
=nlns="http: ~“wuw. ecma—-international org/standards/ecmna—-323 cstaseds” >
{privateDatas
<{private:
<ezcapePrivatelata zmlns:zsd="http: www w3 org 2001 -E{HLSchema"
Znlns:xsi="http: “www. vl org 2001 -E¥HLSchema—instance"”
Enlns=="http: /s www aastra.com sn-schemnas csta":
¢setCallinglineldentityDatas
<devicelD>10400</devicelD>
¢<zelectCallinglineldentityvictivesrtrued selectCallinglineldentityictive:
¢zelectCallinglineldentityOrder»groups selectCallinglineldentityOrder >
<groupfumber typelfHumber="dialingHumber" mediaClas=s="notEKnown":890< groupHunber:
< =etCallinglineldentityDatas
<~ escapePrivatelata>
{Aprivate’
</privateData>
< Ezcape

An example of a response to get request users flexible public calling line identity.

Figure 7: Users flexible public calling line identity

<?zml wersion="1.0" encoding="utf-8"73
<EscapeResponse zmlns="http: “www. ecmna—international org-standards-ecma—323-/csta-edb"
#zmlns zed="http: ““yvw. w3 org-2001-EHLSchema"
Znlns: gsi="http:“www.wd org-2001-EHLSchema—instance" >
{extensions}
¢<privateData>
{private>
¢<escapeResponsePrivateData zmlns="http:/ wwv.aastra com sn-schemas /csta>
¢getCallinglineldentityDataResponse:
coverridingHumnberindHamne »
tactiverfalsec /active>
<devicelD>
¢notKnowns »
</devicelD:>
< overridingNunberindNamne >
¢selectedPublicCallinglineldentity>
{activeltrue< /active>
<devicelD:
¢deviceldentifier»Nélt; 886&gt  HuntGroup HX-ONE< deviceldentifiexr>
«/devicelD:>
¢ zelectedPublicCallinglineldentity:
¢publicCallinglineldentityli=st>
<commonPubl icHumnber typeOfNumber="dialingHunber">10000</commonPublicHunber>
<groupHuntNumnberList >
¢deviceldentifier»Nélt; 886&gt  HuntGroup HX-ONE< deviceldentifier>
¢deviceldentifier»N&lt; 88% gt Test department MI-ONE<- deviceldentifiexr:
¢deviceldentifier>N&lt  887&gt  CascadeGroup ME-ONE</deviceldentifier:
<sgroupHuntHunbesxrlist »
¢<spublicCallinglineldentitylist>
¢ getCallinglineldentityDataResponse»
¢/escapeResponsePrivatelata>
</privater
(/privateData>

Escape service TSS request can change (how a forked user's terminals shall alert) only one specific
terminal or all terminals shall alert.
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Escape service TSS request can select the remote number that shall alert from a list (for forked remote
extension only). The selected remote number is stored as semi-permanent data. The list contains
predefined remote numbers in MX-ONE including one user-defined remote number, user-defined number
is only included when simplified TSS is set to 'NO'. The configuration can set whether the number will

be presented in international number type (+xxxx), or in private unknown number type in events and
responses.

A user can use the escape service TSS request to set and remove one remote number. This will be added
first in the list of selectable numbers. Added user defined number must be entered in private unknown
number type, destination code + public number.

TSS multiplicity function can be enabled and disabled by configuration.

An example of a request to select that one terminal shall alert and that a specified remote terminal shall be
called.

Figure 8: Private request to set terminal selection service

<Escape =mlns: xsd="http: www.vwd crg/2001-XHLSchena"
Emlns msi="http: " www.w3.org /2001 EMLSchena-instance"
Enlns="http: swww.ecma-international .org-/standards-ecma-323-cstasedb” >
<privateData>
{private’
<escapePrivateData zmlns="http:/~vww aastra.com sn-schemas csta">
¢setTerminalSelectionServiceDatas
¢«devicelD>68002¢< deviesID>
¢<selectRemoteExtensiondction>changeToPredef inedHunber</selectRenoteExtensionAction>
¢selectedRemoteExtension typeOfHunber="dialingHumber" mediaClass="notKnown">+460407301¢ selectedRenoteExtensions
¢<devicedlertList>
<devicelID mediaClass="notKnown"»Né&lt:68002!14gt; <~ devicelD>
¢<sdevicedlertlist:
«/setTerninalSelectionServiceData>
</escapePrivateDatas
</privates
</privateData>
</Escape:]

8.3.2 Events

The private event is used to report changes in active personal number or free on second (digital extensions
only).

The private event report changes to the users flexible public CLI data.

An example of a flexible public CLI event.

Figure 9: Flexible public CLI event
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¢?Eml ver=sion="1.0" encoding="utf{-8"7>
¢{PrivateEvent =mlns="http:/“www. ecma—international org-/standards-ecma-323/csta eds"
zmlns:xsd="http: “www. w3 org 2001 -KMLSchemna"
znlns ®si="http:/swww.w3. org-2001-¥LSchena—instance" »
¢<monitorCrossRef ID>4</monitorCrossRef ID>
{privateData>
{private>
<privateEventPrivateData =mlns="http: - www.aastra. con/sn schemnas- csta">
<callinglineldentityEventData>
<overridingNunberindName >
tactiverfalsed/active’
<devicelD>
¢notKnown >
</devicelD>
¢ /overridingHumnberindName>
¢selectedPublicCallinglineldentity:
{activertrue<dsactive:
<dewvicelD:>
<deviceldentifier>Nélt ; 886égt . HuntGroup ME-ONE< deviceldentifier>
</devicelD>
¢/selectedPublicCallinglineldentity
{scallinglineldentityEventData>
¢/privateEventPrivateData:
<s/privater
(s/privateDatas
¢/PrivateEvent >

It is also used to report media stream information for IP extension and SIP trunks. The information can also
include encryption keys to enable decryption of a media stream if required.

An example of a media stream event is below.

Figure 10: Private event

<?xml version="1.0" encoding="utf-8"?>
<PrivateEvent xmins="http://www.ecma-international.org/standards/ecma-323/csta/ed5">
<monitorCrossReflD>0</monitorCrossReflD>
<privateData>
<private>
<privateEventPrivateData xmlns="http://www.aastra.com/sn/schemas/csta">
<mediaStreaminformationData>
<calliD>000000000011115080010003</calliD>
<cryptoSuite>AES_CM_128_HMAC_SHA1_80</cryptoSuite>
<direction>sendrecv</direction>
<mediaType>audio</mediaType>
<thisEndPoint>
<mediaAddress>
<ipV4Address>10.16.15.123</ipvV4Address>
<port>3000</port>
</mediaAddress>
<masterKey>YGBFVWN9fEA/TCI4a0VcQDVTWIiwsaCooWURJe1Rz</masterKey>
</thisEndPoint>
<otherEndPoint>
<mediaAddress>
<ipV4Address>10.16.15.120</ipV4Address>
<port>3000</port>
</mediaAddress>
<masterKey>TiRybyE3fCVfRnFON1k+Qmg8VEohU2ZDNGE7a3FG</masterKey>
<fotherEndPoint>
<sipCallld>c77fff08e94920a8</sipCallld>
</mediaStreamInformationData>
</privateEventPrivateData>
</private>
</privateData>
</PrivateEvent>

The private event reports the new status in Terminal Selection Service data.
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An example of a Terminal Selection Service event.

Figure 11: Private event terminal selection service

¢PrivateEvent =mlns="http: - wwyw ecma-international. org/standards ecma-323/csta edt”
=mln=s:wsd="http:/7wwv. w3 org /2001-EMI1Schemna"
mlns: ®si="http:/7www. w3 org- 2001 ¥MLSchema-instance">
¢monitorCrossRef ID>0< /monitorCrossRefID>
{privateData>
<private>
<privateEventPrivateData>
<terminalSelectionServiceEventDatar
¢remoteExtensionslist >
¢<deviceldentifier typeQfNumber="dialingHumber">+460401101</deviceldentifier:
{dewviceldentifier typeOfNumber="dialingHumber">+460401201</deviceldentifier>
¢deviceldentifier typeQfNumber="dialingNumber">+460407301< deviceldentifier>
<s/remoteExtensionsList >
¢selectedRemoteExtension»
¢deviceldentifier typeQfNumber="dialingNumnber">+460401101< deviceldentifier:
¢</selectedRencteExtension:
¢AlertingDevice>
<devicelD>Nélt 68002128gt DBEC425024alert</devicelD:>
<devicelD>Hé&lt 6800211&gt RemoteExtension#alert< devicelD>
¢devicelD»Né&lt 680021 3-00085D32E2F4&gt ;6737 idalert < devicelD:>
< /AlertingDevice>
</terminalSelectionServiceEventDatas
< privateEventPrivateData>
¢/private>
{/privateData>
</PrivateEvent>

It can report changes in status of a call pickup group. Event is only sent to members that have a PGM,
Pickup Group Monitor, and key programmed at the device.

An example of a Pickup Group Monitoring event is shown below notifying the user that 10701 is calling
10402.

Figure 12: Private event call to call pickup group

<PrivateEvent zmlns="http:.  wyw.ecma—international .org-/standards/ecma-323-/csta edt"
zmlns:xsd="http:“www.w3 . org /2001/{HLSchema"
Zmlns: ®si="http: /swww. w3 org/2001-XHLSchena—instance" >
<monitorCrossRefID>d</monitorCrossRefID>
<privateData>
{private>
<privateEventPrivateData>
<groupCallPickupDelivered>
<connection>
<calllID>000000673007115541230017</calllD>
<devicelD>10401</devicelD:>
¢/connection>
<alertingDevice>
¢deviceldentifier>Nélt;104024gt ; Easy M4ES< deviceldentifier:
<s/alertingDevice>
<callingDevice:>
¢deviceldentifier>HNélt:10410&gt GV Panther<s/deviceldentifier>
¢</callingDevice>
<calledDevice:
<deviceldentifier>Nélt;10402&gt Easy M4ES</deviceldentifier>
¢/calledDevice:>
<notificationDelayTime>0< /notificationDelayTine>
<notificationVisibleTine>30</notificationVisibleTine>
<displayOption»0</displayOption>
</groupCallPickupDelivered:>
</privateEventPrivateData>
</private’
</privateData>
</PrivateEvent:>
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8.4 Private Data in CSTA Session Application Services

8.4.1 Services Containing Private Data

The following service requests or responses include private (proprietary) data:

» Start application session
» Reset application session timer



Supported Services by Device 9

This table shows which of the CSTA services described in this document are supported by the various MX-
ONE devices that can be controlled by CSTA. Any CSTA services not referenced should be considered as not
supported.

Table 102: Supported services by device

Mitel SI
Service P Desk P gILHER Group H323 RXN CXN DTS ATS Trunk
hone

Get Logical

. Yes Yes Yes Yes Yes Yes Yes Yes No
Device
Information
Get Physical

. Yes Yes Yes Yes Yes Yes Yes Yes No
Device
Information
Get S.W'tChmg Yes Yes Yes Yes Yes Yes Yes Yes No
Function Devices
'C:)i?tzr:ge Monitor Yes Yes Yes Yes Yes Yes Yes Yes Yes
Monitor Start Yes Yes Yes Yes Yes Yes Yes Yes Yes
Monitor Stop Yes Yes Yes Yes Yes Yes Yes Yes Yes
Snapshot Device | Yes Yes Yes Yes Yes Yes Yes Yes 1)
Accept Call 2) 2) No 2) 2) 2) 2) 2) No
Alternate Call Yes Yes No Yes Yes Yes Yes Yes No
Answer Call Yes 3) No Yes No No Yes No No

3/15519-ANF 901 43 Uen M
MX-ONE API, CSTA Ill - INTERFACE DESCRIPTION




Supported Services by Device

gZ:LtB;Ck Call- Yes Yes No Yes Yes Yes Yes Yes No
Camp On Call Yes Yes No Yes Yes Yes Yes Yes No
Clear Connection | Yes Yes 4) Yes Yes Yes Yes Yes No
Conference Call Yes Yes No Yes Yes Yes Yes Yes No
Consultation Call | Yes 3) No Yes Yes Yes Yes Yes No
Deflect Call Yes Yes 4) Yes Yes Yes Yes Yes No
Dial Digits Yes No No No No No No Yes No
ggﬁCted Pickup Yes No No Yes 6) Yes Yes 6) No
Group Pickup Call | Yes No No Yes 6) Yes Yes 6) No
Hold Call Yes 3) No Yes Yes Yes Yes Yes No
Intrude Call Yes Yes No Yes Yes Yes Yes Yes No
Make Call Yes 3) No Yes Yes Yes Yes Yes No
Reconnect Call Yes Yes No Yes Yes Yes Yes Yes No
Retrieve Call Yes 3) No Yes Yes Yes Yes Yes No
.Srigglsefesrtgr;” Yes Yes No Yes Yes Yes Yes Yes No
Transfer Call Yes Yes No Yes Yes Yes Yes Yes No
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Associate Data Yes Yes 4) Yes Yes Yes Yes Yes No
Generate Digits Yes Yes No Yes Yes Yes Yes Yes No
Get Message

Waiting Indicator Yes Yes No Yes Yes Yes Yes Yes No
Set Message

Waiting Indicator Yes ") No Yes ") ") ") 7 No
Set Display Yes 7) No 7) 8) 7) 7) 8) No
Cancel Call Back | Yes Yes No Yes Yes Yes Yes Yes No
Get Do Not

Disturb Yes Yes No Yes Yes Yes Yes Yes No
Get Forwarding Yes Yes No Yes Yes Yes Yes Yes No
Set Do Not

Disturb Yes Yes No Yes Yes Yes Yes Yes No
Set Forwarding Yes Yes 9) Yes Yes Yes Yes Yes No
Escape 3) 3) No 3) 3) 3) 3) 3) No

1) Not supported on all trunk types.

2) In conjunction with configuration on the extension.

3) Functionality for SIP endpoint varies depending on the terminal. Where possible the service is supported.
4) Only supported on ACD/CTI groups.

5) See description of service for supported devices.

It allows user to control and fetch status of the flexible public CLI service. Allows to set if it exists a common
public number, number set with ext ensi on_opt i on command, group number, or that user number which must
be restricted as users calling line identity when calling to an external part (only supported by generic extension).

6) Extension must be in register state (off hook).
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7) Service will be accepted, characteristics of the connected terminal control whether there is any indication on
the device.

8) Service will be accepted, nothing with be shown on the device.

9) It is ‘Yes’ in case of 'follow me and external follow me'; ‘No’ in case of message diversion, direct diversion,
diversion on busy, and for diversion on no reply.



Limitations 10

There are some configurations which are not supported in the CSTA Phase Il interface. Monitoring, or the
requested service may not be rejected however the event reporting or service will not be handled correctly.

. Digital extensions represented on an MDN key on another device.
. Extensions with shared call appearance (SCA).

. Customer group, multi-tenant configurations.

. MX-ONE operators and call origin groups are not supported.

. There is an extra limitation for digital extensions with additional directory number keys (ADN). Monitoring of
these devices is supported but not if transfer or conference is executed with one call on the ODN and the
second on the ADN.

6. The Session Application Services do not support white-listing or black-listing of application IP addresses.

a b WON =
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Appendix A, XML Schema File MX-ONE
Private Data

11

This chapter contains the following sections:

+  MX-ONE-CSTA-PRIVATE-DATA.XSD

11.1 MX-ONE-CSTA-PRIVATE-DATA.XSD

<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="htt p://wwmw. w3. or g/ 2001/ XM_Schema"
t ar get Nanespace="htt p: // ww. aastra. com sn/ schemas/ cst a"
el ement For mDef aul t ="qual i fi ed" version="3. 3. 5"><?ezd- net adat a
name="uui d" val ue="f 6e9a030- 8902- 11ee- a432- 0242da05c2d4" ?><?ezd- net adat a
nane="val i dati on-err-nsg" val ue=""?><?ezd- net adat a nane="char - count"
val ue="3694" ?><?ezd- nmet adat a nane="I| ock- owner" val ue="""?><?ezd- net adat a
nane="nor mal i zed- checksun' val ue="04629595f 88e0587a3ac2f 49b357478e" ?
><?ezd- net adat a nanme="is-valid" val ue=""?><?ezd-net adata nane="dit a-
cl ass" val ue=""?><?ezd-net adata nane="title" val ue=""?><?ezd-
nmet adat a nane="__docunent _owner" val ue="al mas. t abassum@itel . cont ?
><?ezd- net adat a nane="num open-conment s" val ue="0"?><?ezd- net adat a
nane="__docunent |inks_| ast_processed_rev" val ue="-1"?><?ezd-
nmet adat a nanme="__| ast _nodi fi ed_revi sion" val ue="-1"?><?ezd-
nmet adat a nanme="__has_broken_I| i nks" val ue="fal se" ?><?ezd- net adat a
nane="di t a- domai ns" val ue="""?><?ezd- net adat a nanme="checksunt
val ue="e70f 77991010e7496a5422del6e72c41" ?><?ezd- net adat a nanme="cont ent -
type" val ue=""?><?ezd- net adat a nane="word-count" val ue="7"?><?ezd- net adat a

nane="__checksumdirty" val ue="fal se"?><?ezd- net adat a name="docunent -val i d-
md-field" val ue=""7?><?ezd- net adat a nane="stat us" val ue="i n_progress" ?><?
ezd- net adata nanme="__last_nodi fi ed_by" val ue="al mas. tabassum@ritel .cont ?><?

ezd- met adat a nanme="uui d* val ue="f 6f 14150- 8902- 11ee- a432- 0242da05c2d4" ?><?
ezd- nmet adat a nanme="owner" val ue="al nas. t abassum@ni t el . cont' ?><?ezd- net adat a
name="cr eat ed" val ue="1700635632101" ?><?ezd- met adat a nane="I ast - nodi fi ed"
val ue="1700640023755" ?>
<xs:annot ati on>
<xs:docunent ati on>Private data schema for MX- ONE</ xs: document ati on>
</ xs:annot at i on>
<xs: conpl exType nane="crypto">
<XS: sequence>
<xs: el ement nane="key" type="nx1l:encryptionKey"/>
<xs:el ement nane="lifeTi me" type="xs:positivelnteger"” m nCccurs="0"/>
<xs:el ement nane="nki" type="xs:positivelnteger" m nQccurs="0"/>
<xs: el ement nane="nki Lengt h" type="xs: positivelnteger" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:si npl eType nane="cryptoSuite">
<xs:restriction base="xs:string">
<xs:enuneration val ue="NO CRYPTO'/ >
<xs:enuneration val ue="AES CM 128 HVAC SHA1 80"/ >
<xs:enuneration val ue="AES CM 128 HVAC SHA1l 32"/ >
<xs:enuneration value="F8 128 HVAC SHA1 80"/ >
<xs:enuneration val ue="AES CM 128"/ >
<xs:enuneration val ue="AES 192 CM HVAC SHA1 80"/ >
<xs:enuneration val ue="AES 192 CM HVAC SHA1 32"/ >
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<XS:enuner ati
<XS:enunerati
<XS:enunerati
<XS:enunerati
<XS:enunerati
<XS:enunerati
<XS:enuneration
<XS:enuneration
</xs:restriction>
</ xs: si npl eType>
<xs:si npl eType nane=

on
on
on
on
on
on

Appendix A, XML Schema File MX-ONE Private Data

val ue="AES_256_CM HVAC SHA1_80"
val ue="AES 256_CM HVAC SHA1_ 32"
val ue="AEAD AES 128 GCM'/ >

val ue=" AEAD_AES 256_CCM'/ >

val ue="AEAD_AES 128 GCM 8"/ >
val ue=" AEAD AES 256 _GCM 8"/ >
val ue="AEAD _AES 128 GCM 12"/ >
val ue="AEAD_AES 256_GCM 12"/ >

/>
/>

"def | ect SubSer vi ce" >

<xs:restriction base="xs:string">

<!l -- noSubServic
->
<XS:enuneration
<XS:enuneration
<XS:enuneration
<XS:enuneration
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane=

e is the default value if subservice is not received
val ue="noSubServi ce"/ >

val ue="nmi nt ai nedQueue"/ >

val ue="mai nt ai nedQueueW t hRi ngt one"/ >

val ue="reacti vat eQueue"/ >

"direction">

<xs:restriction base="xs:string">

<XS:enuneration
<XS:enuneration
<XS:enuneration
<XS:enuneration

val ue="sendrecv"/>
val ue="sendonl y"/ >
val ue="recvonl y"/ >
val ue="inactive"/>

</xs:restriction>
</ xs: si npl eType>
<xs:si npl eType nane="encrypti onKey">
<xs:restriction base="xs: base64Bi nary"/ >
</ xs: si npl eType>
<xs: conpl exType nane="encrypti onKeyDat a" >
<XS: sequence>
<xs: el ement nane="encryptedCal|" type="xs:bool ean"/>
<xs:el ement nane="callI D" type="xs:string"/>
<xs: el ement nane="I| ocal Key" type="nx1l:encrypti onKey" m nCccurs="0"/>
<xs: el ement nane="renot eKey" type="nx1l:encryptionKey" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="endPoi nt" >
<XS: sequence>
<xs: el ement nane="nmedi aAddress" type="nx1l:i pAddress" m nCccurs="0"/>
<xs:el enment nane="port" type="nx1l:port" m nCccurs="0"/>
<xs: el ement nane="crypto" type="nx1l:crypto" mi nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="freeOnSecondSt at us" >
<XS: sequence>
<xs: el ement nane="freeOnSecondActive" type="xs:bool ean"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="get Cal | i ngLi nel denti t yDat aRequest " >
<XS: sequence>
<xs: el ement nane="devicel D' type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="get FreeOnSecond" >
<XS: sequence>
<xs: el ement nane="devicel D' type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="get Ter ni nal Sel ecti onServi ceDat a" >
<XS: sequence>
<xs: el ement nane="devi cel D' type="xs:string"/>
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</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="get Per sonal Nunber" >
<XS: sequence>
<xs: el ement nane="devicel D' type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType name="notificationDel ayTi me">
<xs:restriction base="xs:integer">
<xs: m nl ncl usi ve val ue="0"/>
<xs: maxl ncl usi ve val ue="60"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType name="notificationVisibleTi ne">
<xs:restriction base="xs:integer">
<xs: m nl ncl usi ve val ue="0"/>
<xs: maxl ncl usi ve val ue="180"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nanme="showCal | i ngNunber" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="showNone"/ >
<xs:enuneration val ue="showCal | i ngNunber "/ >
<xs:enuneration val ue="showCal | edNunber"/ >
<xs:enuneration val ue="showAl |l "/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nane="gr oupCal | Pi ckupd ear Dat a" >
<xs:annot ati on>
<xs:docunent ati on/ >
</ xs: annot ati on>
<Xs:sequence>
<xs: el ement nane="dr oppedConnection" type="csta: Connectionl D'/ >
<xs: el ement nane="r el easi ngDevi ce" type="csta: DevicelD'/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="groupCal | Pi ckupDel i ver edDat a" >
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<XS: sequence>
<xs: el ement nane="connection" type="csta: Connectionl D'/ >
<xs: el ement nane="al erti ngDevi ce" type="csta: DevicelD'/>
<xs: el ement nane="cal |l i ngDevi ce" type="csta: Devicel D'/>
<xs: el ement nane="cal | edDevi ce" type="csta: Devicel D'/ >
<xs: el ement nane="notificati onDel ayTi ne"
type="nx1l: notificationDel ayTi ne"/>
<xs: el ement nane="notificationVisibl eTi ne"
type="nx1l: notificationVisibleTinme"/>
<xs: el ement nane="showCal | i ngNunber" type="nx1: showCal | i ngNunber" />
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType nane="i csDi ver si onReasonCode" >
<xs:restriction base="xs:integer">
<xs: m nl ncl usi ve val ue="0"/>
<xs: maxl ncl usi ve val ue="9"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si npl eType nane="di ver si onTypes" >
<xs:restriction base="xs:string">
<xs:enuneration value="alll mredi ate"/>
<xs:enuneration val ue="i csl mmedi at eDi versi on"/>
<xs:enuneration val ue="di versi onl medi ate"/>
</xs:restriction>
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</ xs: si npl eType>
<xs: si npl eType nane="serviceRestriction">
<xs:restriction base="xs:string">
<xs:enuneration val ue="noNotification"/>
<xs:enuneration val ue="notificati onWthServiceOnly"/>
<xs:enuneration value="notificati onWthServi ceAndToUser Nunber"/ >
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="i pV4Addr ess" >
<xs:restriction base="xs:string">
<xs:pattern value="((25[0-5]]|2[0-4][0-9]|2[0-9][0-9]|[1-9][0-9]]
[0-9])\.){3}(25[0-5]|2[0-4][0-9]|1[0-9][0-9]|[1-9]1[0-9]|[0-9])"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="i pV6Addr ess" >
<xs:restriction base="xs:string">
<xs:pattern value="([A-Fa-f0-9]{0,4}:){2, 7}[A-Fa-f0-9]{1,4}"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nane="i pAddress" >
<xs: choi ce>
<xs: el ement nane="i pV4Address" type="nx1:i pV4Address"/>
<xs: el ement nane="i pV6Address" type="nx1l:ipV6Address"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nane="nedi aStreamn nf or mati onDat a" >
<XS: sequence>
<xs: el ement nane="cal |l I D" type="xs:string"/>
<xs: el ement nane="cryptoSuite" type="nxl:cryptoSuite"/>
<xs: el ement nane="direction" type="nxl:direction"/>
<xs: el ement nane="nedi aType" type="nx1l: medi aType" m nCccurs="0"/>
<xs: el ement nane="t hi sendPoi nt" type="nx1l: endPoint" mni nCccurs="0"/>
<xs: el ement nane="ot her EndPoi nt" type="nx1l: endPoint" m nCccurs="0"/>
<xs: el ement nane="sipCallld" type="xs:string" mnCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType nane="nedi aType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="audi 0"/ >
<xs:enuneration val ue="vi deo"/ >
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nanme="per sonal Nunber Li st ">
<xs:restriction base="xs:integer">
<xs: m nlncl usi ve val ue="1"/>
<xs: maxl ncl usi ve val ue="10"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nane="per sonal Nunber St at us" >
<Xs:sequence>
<xs: el ement nane="personal Nunber Acti ve" type="xs: bool ean"/>
<xs: el ement nane="personal NunberList" type="nx1l: personal NunberlList"
m nOccur s="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType name="port">
<xs:restriction base="xs: unsi gnedShort"/>
</ xs: si npl eType>
<xs: conpl exType name="r et ur nDat eOr Ti me" >
<xs: choi ce>
<xs:el ement nane="returnDate" type="nx1l:returnDate"/>
<xs: el enment nane="returnTi ne" type="nxl:returnTine"/>
</ xs: choi ce>
</ xs: conpl exType>
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<xs: si npl eType name="r et ur nDat e" >
<xs:annot at i on>
<xs: documnent at i on>MVDD</ xs: docunent at i on>
</ xs: annot at i on>
<xs:restriction base="xs:string">
<xs:pattern val ue="\d{4}"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="returnTi ne" >
<Xs: annot at i on>
<xs: docunent at i on>HHMWK/ xs: docunent at i on>
</ xs: annot ati on>
<xs:restriction base="xs:string">
<xs:pattern val ue="\d{4}"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType name="set FreeOnSecond" >
<XS: sequence>
<xs: el ement nane="devi cel D' type="xs:string"/>
<xs: el ement nane="freeOnSecondSt at us" type="mnx1l: freeOnSecondSt atus"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="gr oupHunt Nunber Li st" >
<xs:annot ati on>
<xs:docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
<xs: el ement nane="deviceldentifier" type="csta:DevicelD' nmi nCccurs="0"
maxQccur s=" unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="ext ensi onOpti onNunber Li st" >
<xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<XS: sequence>
<xs: el ement nane="deviceldentifier" type="csta: Devicel D' mi nQccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="overri di ngNunber AndNane" >
<XS: sequence>
<xs: el ement nane="active" type="xs:bool ean"/>
<xs: el ement nane="devi cel D' type="xs:string" m nCccurs="1"
maxCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="publicCallingLi nel dentityList">
<Xs:sequence>
<xs: el ement nane="conmonPubl i cNunber" type="csta: Devi cel D'
nm nCccur s="0" maxQccurs="1"/>
<xs: el ement nane="ext ensi onOpt i onNunber Li st"
type="nx1l: ext ensi onOpti onNunberLi st” m nCccurs="0" maxCccurs="1"/>
<xs: el ement nane="groupHunt Number Li st" type="nx1: groupHunt Nunber Li st"
nm nCccur s="0" maxQccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="sel ect edPubl i cCal | i ngLi nel dentity">
<XS: sequence>
<xs: el ement nane="active" type="xs:bool ean"/>
<xs: el ement nane="sel ect edPublicCallingLi neldentity"
type="csta: Devi cel D' m nCccurs="1" maxQccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
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<xs: conpl exType nane="cal | i ngLi nel dentityData">
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
<xs: el ement nane="overri di ngNunber AndNane"
type="nx1: overri di ngNunber AndNane" ni nCccurs="1" maxCccurs="1"/>
<xs: el ement nane="sel ect edPubli cCal | i ngLi nel dentity"
type="nx1l: sel ect edPubl i cCal | i ngLi neldentity" m nCccurs="1" nmaxCccurs="1"/>
<xs: el ement nane="publicCallingLineldentityList"
type="nx1: publicCal | i ngLineldentityList" m nCccurs="1" maxCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType nane="sel ect Cal | i ngLi nel dentityOrder">
<xs:restriction base="xs:string">
<xs:enuneration val ue="comonPublic"/>
<xs:enuneration val ue="extensi onOpti on"/>
<xs:enuneration val ue="group"/>
<xs:enuneration value="restricted"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nane="set Cal | i ngLi nel denti tyDat a" >
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<Xs:sequence>
<xs: el ement nane="devi cel D' type="xs:string" m nCccurs="1"
maxQccurs="1"/>
<xs: el ement nane="sel ect Cal | i ngLi nel dentityActive" type="xs:bool ean"
m nOccur s="1" maxCccurs="1"/>
<xs: el ement nane="sel ect Cal | i ngLi nel dentityOrder"
type="nx1l: sel ect Cal | i ngLi nel dentityOrder" m nCccurs="1" nmaxQccurs="1"/>
<xs: el ement nane="groupNunber" type="csta: Devicel D' nmi nCccurs="0"
maxQccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType nanme="sel ect Renot eExt ensi onActi on">
<xs:restriction base="xs:string">
<xs: enuneration val ue="noChangeToSel ect edRenbt eExt ensi on"/ >
<xs: enuneration val ue="changeToPr edefi nedNunber"/ >
<xs:enumnerati on val ue="changeToUser Def i nedNunber "/ >
<xs:enuneration val ue="renoveUser Def i nedNunber "/ >
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nane="devi ceAl ertList">
<XS: sequence>
<xs: el ement nane="devi cel D' type="csta: Devicel D' m nCccurs="0"
maxQccur s=" unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="r enot eExt ensi onsLi st">
<Xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<Xs:sequence>
<xs: el ement nane="deviceldentifier" type="csta:DevicelD' ninCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="set Ter ni nal Sel ecti onServi ceDat a" >
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
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<xs: el enent nane="devi cel D' type="xs:string" m nQccurs="1"
maxCccurs="1"/>
<xs: el ement nane="sel ect Renot eExt ensi onActi on"
type="nx1: sel ect Renpt eExt ensi onActi on" m nCccurs="1" naxCQccurs="1"/>
<xs: el ement nane="sel ect edRenpt eExt ensi on" type="csta: Devi cel D'
m nOccur s="1" maxCccurs="1"/>
<xs: el ement nane="devi ceAl ertList" type="nx1l:deviceAlertlList"
nm nCccurs="1" maxQccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="t erni nal Sel ecti onServi ceDat a">
<xs:annot ati on>
<xs:docunent ati on/ >
</ xs:annot at i on>
<XS: sequence>
<xs: el ement nane="r enot eExt ensi onsLi st"
type="nx1l: renot eExt ensi onsLi st” m nCccurs="1" maxCccurs="1"/>
<xs: el ement nane="sel ect edRenot eExt ensi on" type="cst a: Devi cel D'
nm nCccurs="1" maxQccurs="1"/>
<xs: el ement nane="Al ertingDevice" type="nx1:deviceAl ertlList"
m nCccurs="1" maxQccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="t ssSet User Def i nedNunber ResponseDat a" >
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
<xs: el ement nane="defi nedUser Nunber" type="csta: Devi cel D"
m nOccur s="1" maxCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="set Per sonal Nunber" >
<XS: sequence>
<xs: el ement nane="devicel D' type="xs:string"/>
<xs: el ement nane="personal Nunber St at us"
type="nx1: per sonal Nunber St at us"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="sessi onCat egor yEvent Dat a" >
<XS: sequence>
<xs:el ement nane="allowMultiplicitylnTSS" type="xs:bool ean"/>
<xs: el ement nane="nunber Conversi onl nNTSS" type="xs: bool ean"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType nane="t ypeC Devi ce" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="acdG oup"/>
<xs:enuneration val ue="anal ogExt ensi on"/ >
<xs:enuneration value="cal |l Oigi nG oup"/>
<xs:enuneration val ue="cti Group"/>
<xs:enuneration val ue="dect Ext ensi on"/ >
<xs:enuneration val ue="di gi t al Ext ensi onAddi ti onal Di r ect or yNunber"/>
<xs:enuneration val ue="di gi t al Ext ensi on"/>
<xs:enuneration val ue="generi cExt ensi on"/>
<xs:enuneration val ue="i pExtensi on"/>
<xs:enuneration val ue="nul ti Ter m nal Ext ensi on"/>
<xs: enuneration val ue="operator"/>
<xs:enuneration val ue="pbxG oup"/>
<xs:enuneration val ue="r enot eExt ensi on"/ >
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="cst aSubTypeCf Devi ce" >
<xs:restriction base="xs:string">
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<xs:enuneration val ue="noSupport For Cst aCal | Control "/ >
<xs:enuneration value="nmnul tipl eLi neAccess"/>
<xs: enuneration val ue="singl eLi neAccess"/>
<xs: enuneration val ue="virtual Si pExt ensi on"/ >
</xs:restriction>
</ xs: si npl eType>
<l-- Service requests and responses -->
<xs: el ement nane="consul tationCall Privat eData">
<xs: conpl exType>
<Xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<Xs:sequence>
<xs: el ement nane="bypassDi versi on" type="xs: bool ean"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="defl ect Cal | Pri vat eData">
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
<xs: el ement nane="defl ect SubServi ce" type="nx1:defl ect SubServi ce"
nm nCccurs="0"/>
<xs: el ement nane="al | owDi versi onDuri ngDefl ect" type="xs: bool ean"
m nCccurs="0"/>
<xs: el ement nane="repl aceDi al | edNunber" type="xs: bool ean"
m nOccur s="0"/>
<xs: el ement nane="bypassPer sonal Nunber" type="xs: bool ean"
nm nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="escapePri vat eDat a">
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<xs: choi ce>
<xs: el ement nane="get Cal | i ngLi nel denti tyData"
type="nx1l: get Cal | i ngLi nel denti t yDat aRequest "/ >
<xs: el ement nane="get FreeOnSecond" type="nx1l: get FreeOnSecond"/>
<xs: el ement nane="get Per sonal Nunber" type="nx1: get Per sonal Nunber"/
>
<xs: el ement nane="get Ter m nal Sel ecti onSer vi ceDat a"
type="nx1l: get Ter mi nal Sel ecti onServi ceData"/>
<xs: el ement nane="set Cal | i ngLi nel dentit yDat a"
type="nx1: set Cal | i ngLi nel dentityData"/>
<xs: el ement nane="set FreeOnSecond" type="nx1l: set FreeOnSecond"/>
<xs: el ement nane="set Per sonal Nunber" type="nx1: set Per sonal Nunber"/
>
<xs: el ement nane="set Ter m nal Sel ecti onSer vi ceDat a"
type="nx1l: set Ter mi nal Sel ecti onServi ceData"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="escapeResponsePri vat eDat a" >
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs:annot at i on>
<xs: choi ce>
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<xs: el ement nane="get Cal | i ngLi nel denti t yDat aResponse"
t ype="nx1: cal | i ngLi nel denti tyData"/>
<xs: el ement nane="get Fr eeOnSecondResponse"
type="nx1l: freeOnSecondSt at us"/ >
<xs: el ement nane="get Term nal Sel ecti onSer vi ceDat aResponse”
type="nx1l:term nal Sel ecti onServi ceData"/>
<xs: el ement nane="get Per sonal Nunber Response"
type="nx1: per sonal Nunber St at us"/ >
<xs: el ement nane="set Ter m nal Sel ecti onSer vi ceDat aResponse"
type="nx1l: t ssSet User Def i nedNunber ResponseDat a"/ >
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="get Forwar di ngResponsePri vat eDat a" >
<xs: conpl exType>
<Xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<xs: choi ce>
<Xs:sequence>
<xs: el enent nane="i csDi ver si onReasonCode"
type="nx1:icsDi ver si onReasonCode"/ >
<xs: el ement nane="icsDi versi onReasonStri ng" type="xs:string"
m nOccur s="0"/ >
<xs: el ement nane="returnDateO Ti ne" type="nx1:returnbDateO Ti ne"
nm nCccurs="0"/>
<xs: el enent nane="servi ceRestricti onNoAnswer"
type="nx1l: serviceRestriction"/>
<xs: el ement nane="servi ceRestricti onOnBusy"
type="nx1l: serviceRestriction"/>
</ xs: sequence>
<Xs:sequence>
<xs: el ement nane="serviceRestrictionl medi at e"
type="nx1l: serviceRestriction"/>
<xs: el ement nane="servi ceRestricti onNoAnswer"
type="nx1l: serviceRestriction"/>
<xs: el ement nane="servi ceRestricti onOnBusy"
type="nx1l: serviceRestriction"/>
</ xs: sequence>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="get Logi cal Devi cel nf or mat i onResponsePri vat eDat a" >
<xs: conpl exType>
<xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<XS: sequence>
<xs: el ement nane="typeC Devi ce" type="nxl:typeOf Device"/>
<xs: el ement nane="cst aSubTypeCf Devi ce"
type="nx1l: cst aSubTypeCOf Devi ce" m nCccurs="0"/>
<xs: el ement nane="devi ceMbdel Nane" type="xs:string" m nCccurs="0"/>
<xs: el ement nane="i pAddress"” type="nx1l:ipAddress” m nCccurs="0"/>
<xs: el ement nane="| ogOnNunber" type="csta: Subj ect Devi cel D"
nm nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="nmakeCal | Pri vat eDat a" >
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
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<xs: el ement nane="bypassDi versi on" type="xs: bool ean"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="nonitorStartPrivateDat a">
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
<xs: el ement nane="nmnul ti Ter m nal UseSFRepr Devi cel D' type="xs: bool ean”
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="nonitor St art ResponsePri vat eDat a" >
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<XS: sequence>
<xs: el ement nane="typeC Devi ce" type="nxl:typeO Device"/>
<xs: el ement nane="cstaSubTypeC Devi ce"
type="nx1l: cst aSubTypeCf Devi ce” m nCccurs="0"/>
<xs: el ement nane="devi ceMbdel Nanme" type="xs:string" mi nCccurs="0"/>
<xs: el ement nane="i pAddress" type="nx1l:ipAddress" m nCccurs="0"/>
<xs: el ement nane="| ogOnNunber" type="csta: Subj ect Devi cel D"
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="set Forwar di ngPri vat eDat a" >
<xs: conpl exType>
<xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<xs: choi ce>
<Xs:sequence>
<xs: el enent nane="i csDi ver si onReasonCode"
type="nx1:icsDi ver si onReasonCode"/ >
<xs: el ement nane="returnDateO Ti ne" type="nx1l:returnbDateO Tine"
m nCccurs="0"/>
</ xs: sequence>
<xs: el ement nane="di versi onType" type="nx1l:diversionTypes"/>
<xs: el ement nane="servi ceRestriction" type="nxl:serviceRestriction"/

</ xs: choi ce>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="snapshot Devi cePri vat eDat a" >
<xs: conpl exType>
<xs: annot ati on>
<xs:docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
<xs: el ement nane="nmnul ti Ter ni nal UseSFRepr Devi cel D' type="xs: bool ean"
m nCccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<l-- BEvents -->
<xs: el ement nane="backl nServi ceEvent Pri vat eDat a" >
<xs: conpl exType>
<xs: annot ati on>
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<xs: docunent ati on/ >
</ xs:annot at i on>

<XS: sequence>
<xs: el ement nane="typeC Devi ce" type="nxl:typeO Device"/>
<xs: el ement nane="cstaSubTypeC Devi ce"

type="nx1l: cst aSubTypeCf Devi ce” m nCccurs="0"/>

<xs: el ement nane="devi ceMbdel Nanme" type="xs:string" mi nCccurs="0"/>
<xs: el ement nane="i pAddress" type="nx1l:ipAddress" m nCccurs="0"/>

<xs: el ement nane="| ogOnNunber" type="csta: Subj ect Devi cel D"
m nCccurs="0"/>

</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="devi ceCapsChangedEvent Pri vat eDat a" >
<xs: conpl exType>
<Xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XsS:sequence>
<xs: el ement nane="devi ceList" ni nQccurs="0">
<xs: conpl exType>
<XS: sequence>
<xs: el ement nane="devicel D' type="xs:string" m nCccurs="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="f orwardi ngEvent Pri vat eDat a" >
<xs: conpl exType>
<xs: annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<xs: choi ce>
<XsS:sequence>
<xs: el ement nane="i csDi ver si onReasonCode"
type="nx1:icsDi ver si onReasonCode"/ >
<xs: el ement nane="i csDi versi onReasonStri ng" type="xs:string"
m nOccur s="0"/ >
<xs: el ement nane="returnDateO Ti ne" type="nx1:returnbDateO Ti nme"
m nCccur s="0"/ >
</ xs: sequence>
<XS: sequence>
<xs: el ement nane="servi ceRestriction"
type="nx1l: serviceRestriction"/>
</ xs: sequence>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="privat eEvent Pri vat eDat a" >
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<XS: sequence>
<xs: choi ce>
<xs: el ement nane="cal | i ngLi nel dentityEvent Dat a"
type="nx1: cal |l i ngLi nel dentityData"/>
<xs: el ement nane="encryptionKeyData" type="nx1:encryptionKeyData"/
>

<xs: el ement nane="freeOnSecondDat a" type="nx1l:freeOnSecondSt at us"/
>
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<xs: el ement nane="groupCal | Pi ckupCl ear Dat a"
type="nx1: groupCal | Pi ckupC ear Dat a"/ >
<xs: el ement nane="groupCal | Pi ckupDel i ver edDat a"
type="nx1: groupCal | Pi ckupDel i ver edDat a"/ >
<xs: el ement nane="nmedi aStreanl nf or mati onDat a"
type="nx1: medi aStr eam nf or mati onDat a"/ >
<xs: el ement nane="per sonal Nunber Dat a"
type="nx1: per sonal Nunber St at us"/ >
<xs: el ement nane="sessi onCat egor yEvent Dat a"
t ype="nx1l: sessi onCat egor yEvent Dat a"/ >
<xs: el ement nane="term nal Sel ecti onServi ceEvent Dat a"
type="nx1l:term nal Sel ecti onServi ceData"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="Sessi onLogi nl nf 0" >
<xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on/ >
</ xs: annot at i on>
<XS: sequence>
<xs: el ement nane="password" type="xs:string"” mnCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: schema>



M 't [“ Copyright 2023, Mitel Networks Corporation. All Rights Reserved. The Mitel word and logo are trademarks of
00 I e mitel.com Mitel Networks Corporation, including itself and subsidiaries and authorized entities. Any reference to third party
Powering connections trademarks are for reference only and Mitel makes no representation of ownership of these marks.



	Contents
	Introduction
	References

	Configuration
	CSTA Settings
	CSTA_Authentication Settings
	Redundancy

	Identifier Definitions
	Device ID
	Dialable Digits
	Switching Function Representation
	Device Number
	URI Representation

	CallID
	ConnectionID
	Monitor Cross Reference ID

	MX-ONE Definitions
	Named Device Types
	Type of Device
	CSTA SubType of Device
	CSTA Phone SubType of Device
	Long and Short Number

	Supported CSTA Services and Events
	Capability Exchange Services
	Services
	Get CSTA Features
	Get Logical Device Information
	Get Physical Device Information
	Get Switching Function Devices
	Switching Function Devices
	Get Switching Function Capabilities


	System Services
	Services
	Request System Status
	System Status


	Monitoring Services
	Services
	Change Monitor Filter
	Monitor Start
	Monitor Stop


	Snapshot Services
	Services
	Snapshot Call
	Snapshot Device


	Call Control Services and Events
	Services
	Accept Call
	Alternate Call
	Answer Call
	Call Back Call-Related
	Camp on Call
	Clear Call
	Clear Connection
	Conference Call
	Consultation Call
	Deflect Call
	Dial Digits
	Directed Pickup Call
	Group Pickup Call
	Hold Call
	Intrude Call
	Make Call
	Reconnect Call
	Retrieve Call
	Single Step Transfer Call
	Transfer call

	Events
	Call Cleared
	Conferenced
	Connection Cleared
	Delivered
	Diverted
	Established
	Failed
	Held
	Network Reached
	Offered
	Originated
	Queued
	Retrieved
	Service Initiated
	Transferred


	Call Associated Features
	Services
	Associate Data
	Generate Digits

	Events
	Call Information
	Digits Generated


	Physical Device Features
	Services
	Get Message Waiting Indicator
	Set Message Waiting Indicator

	Events
	Message Waiting


	Logical Device Features
	Services
	Get Agent State
	Cancel Call Back
	Get Do Not Disturb
	Get Forwarding
	Set Agent State
	Set Do Not Disturb
	Set Forwarding

	Events
	Agent Busy
	Agent Logged Off
	Agent Logged On
	Agent Not Ready
	Agent Ready
	Do Not Disturb
	Forwarding


	Device Maintenance Events
	Events
	Back in Service
	Device Capabilities Changed
	Out of Service
	Partially in Service


	Vendor Specific Extensions Services & Events
	Services
	Escape

	Events
	Private Event



	Application Session Services
	Services
	Start Application Session Service
	Service Request
	Positive Acknowledgment
	Negative Acknowledgment


	Stop Application Session Service
	Service Request
	Positive Acknowledgment
	Negative Acknowledgment


	Reset Application Session Timer Service
	Service Request
	Positive Acknowledgment
	Negative Acknowledgment


	Application Session Terminated Service
	Service Request
	Service Acknowledgment



	Multi-terminal
	Learning About Registered Terminals
	Monitoring
	Monitoring the Number
	Monitoring the Number with Switching Function Representation
	Monitoring the Terminal

	Changes in Registered Terminals
	Out of Service Event
	Back in Service Event
	Device Capabilities Changed Event

	Services

	Vendor Specific Extensions
	Private Data on CSTA Services and Events
	Services
	Deflect Information

	Get Logical Device Information Response
	Monitor Start Response Information
	Events

	Back in Service Information
	Escape Services and Private Event
	Services
	Events

	Private Data in CSTA Session Application Services
	Services Containing Private Data


	Supported Services by Device
	Limitations
	Appendix A, XML Schema File MX-ONE Private Data
	MX-ONE-CSTA-PRIVATE-DATA.XSD


