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Introduction 1

This chapter contains the following sections:

» Installation Scenarios
* Installation Using mxone_maintenance Script

This document describes the installation and configuration procedure of MX-ONE
Provisioning Manager (PM). There are different installation scenarios for MX-ONE
Provisioning Manager available. It can either be installed as a standalone application, or
together with a MX-ONE Service Node on one of the included servers.

1.1 Installation Scenarios

There are two installation scenarios to consider:
» Coexistence with MX-ONE Service Node Manager (SNM).

This applies when MX-ONE Provisioning Manager is installed on LIM1 (server 1) in a
single or multiple server installation.

e Standalone

This applies when MX-ONE Provisioning Manager is installed on any other server,
including a MX-ONE Service Node that is not LIM1 (server 1).

In case MX-ONE Provisioning Manager shall co-exist on the same server as e.g. LIM2
(MX-ONE Service Node 2), the Service Node software must have been installed prior to
MX-ONE Provisioning Manager.

1.2 Installation Using mxone maintenance Script

It is recommended to install MX-ONE Provisioning Manager on a server that is part of the
MX-ONE. Either it could be a server installed as Standalone Management Server, or on
any of the LIM's.

The MX-ONE Provisioning Manager install binary is distributed with the MX-ONE
package on the master LIM, and can easily be installed on selected server through
the MX-ONE Maintenance Utility. Log-in as user mxone_admin, and run the sudo
-H /opt/ mxone_i nstal | / bi n/ nxone_mai nt enance command and select
addon_software and follow the instructions on screen.
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When another server than the master server is selected as target machine for the
installation, the software will first be downloaded from the master server with the function

rsync. To avoid interference with any possible live traffic, the bandwidth in this process is
limited to 10 Mbit/s.



Prerequisites 2

This chapter contains the following sections:

» StandAlone Installation
e Coexistence Installations on Server 1

The prerequisites depends on the installation type.

2.1 StandAlone Installation

The Operating System (OS) SLES12 needs to be installed and configured on the
customer's server.

For information on how to install SLES12, see the installation instruction for INSTALLING
AND CONFIGURING MIVOICE MX-ONE.

Follow the instructions during the installation. When running net _set up command,
choose to configure the server for Other Server.

2.2 Coexistence Installations on Server 1

The MX-ONE Service Node software must be installed. MX-ONE Provisioning Manager
must have the same software version (for example, 7.0 SP0) as MX-ONE Service Node
Manager and the MX-ONE Service Node.

For more information, see INSTALLING AND CONFIGURING MIVOICE MX-ONE.
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Considerations 3

When MX-ONE Provisioning Manager or MX-ONE Service Node Manager is installed a
software package for configuration of the web server is also installed.

This configuration package provides a command — webserver confi g — thatis used to
configure the protocol (HTTP/HTTPS) the web server shall run. When HTTPS is chosen, it will
also handle certificate management.

It is important to be aware that when MX-ONE Provisioning Manager and MX-ONE Service
Node Manager co-exist on the same server, it is always the web server configuration that
rules. That is, it is not possible to run one application in HTTP and the other in HTTPS on the
same server.

When the web server is configured for HTTPS, it will do a redirect (302) to HTTPS on any call
to HTTP.

If it is configured for HTTP, it will not reply on calls to HTTPS.
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Security 4

Provisioning Manager can run in HTTP and HTTPS. By default, the system is configured in
HTTPS and TLS 1.3.

Provisioning Manager and Service Node Manager support both RSA and ECDSA digital
signature algorithms. However, the ECDSA key is not available when a Self-Signed certificate
is created.

For information about how to generate a Certificate Signing Request (CSR), see Generating
a Certificate Signing Request on page 29 - how to generate a Certificate Signing Request,
which has to be used by Provisioning Manager and Service Node Manager.
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Preparations 5

This chapter contains the following sections:

* Obtaining a Digital Certificate

Before starting the installation, some preparations, described in this chapter, needs to be
done.

5.1  Obtaining a Digital Certificate

MX-ONE Provisioning Manager can be configured to use either standard HTTP or
HTTPS. With HTTPS, it is necessary to configure a private key and a digital certificate,
to be used in the system. The digital certificate can either be generated as a self-signed
certificate after the installation or bought from a commercial certificate supplier.

In both cases the certificate is applied by using the webser ver _confi g command and
then chooses to modify web server protocol + HTTPS.
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Installation 6

1. To start the installation of MX-ONE Provisioning Manager, log-in as user mxone_admin.

2. Run the command sudo -H /opt/ nxone_i nstal |/ bi n/ nkone_nai nt enance,
select the option addon_software, and follow the instructions on screen.

3. During the installation, a number of dialogue boxes will appear on the screen. Select Yes in
each of these dialog boxes to continue the installation, or select No to exit the installation.

. Wait until the software is installed.

. Follow the on-screen instructions.

. Enter first name, last name, and user id for the System Setup Admin.
. Enter a password for the System Setup Admin.

. Confirm the password.

. Enter Main Department Name, Main Department Location, and Main Location
Description.

© 00 NO O h

6 Note:

These settings can be changed later.

10. Enter a password that needs to be associated with the certificate.

11. Reconfirm the password.

12. Enter a valid IP address or FQDN details for the certificate generation.
13. Select a bit size for the certificate (2048 or 4098)

14. Select a digest bit size for the certificate (SHA256 or SHA384 or SHA512). A popup screen
appears showing the certificate generation is completed.

0 Note:

The RSA self-sign certificate is valid for 60 days only. The user needs to change the
certificate manually after 60 days.

15. Select Yes to do a restart or select No to restart the system later.

16. To configure protocol (HTTP/HTTPS + certificate), run the webser ver _confi g command
when the installation is completed.
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Accessing MX-ONE Provisioning 7
Manager

If MX-ONE Provisioning Manager and MX-ONE Service Node Manager coexist on the same
server, the default application to be accessed on the web server root is MX-ONE Provisioning
Manager.

Pm can be accessed by only IP or <IP>/mp and <IP>/pm
Example, 192.168.100.50 or 192.168.100.50/mp or 192.168.100.50/pm

MX-ONE Service Node Manager can be accessed by adding “/mts” or “/snm” or “/wbm”
at the end of the address, for example, 192.168.100.50/mts or 192.168.100.50/wbm or
192.168.100.50/snm

To overcome security issues and to prevent unauthorized access, the IP address or FQDN
on which PM/SNM is addressed has to be added as trusted IPs. This is achieved using

the option available in Webseal IP management, webserver_config command or sudo
mxone_maintenance >webmanagement. For example; if in a redundancy setup,an alias IP is
configured, this also must be added as a trusted IP or the server's FQDN on which the PM is
reached. If the WebSEAL IP is not configured when trying to access Provisioning Manager
and Service Node Manager, an error message will be displayed to the user, for example; '404
- Not Found'.
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MX-ONE Provisioning Manager Start 8
and Stop

MX-ONE Provisioning Manager is running as an application under Jboss web server. To start/
stop/restart the MX-ONE Provisioning Manager it is effectively the Jboss service that must be
started/stopped/restarted. When this is done, other applications running under Jboss will also
be affected. This concerns MX-ONE Service Node Manager and CSTAPhaselll.

To restart the web server (Jboss) run the webser ver _confi g command and select Re-start
webserver.

To check the status, start or stop Jboss, run the following commands:
1.systentt| status nxone_j boss. service

2.systenct! start nxone_j boss. service
3.systentt| stop nxone_j boss. service
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Upgrade 9

When you run the installation file, it will automatically detect if there is an earlier version of
MX-ONE Provisioning Manager installed and perform an upgrade. If the installation file is the
same as the installed version, the installation/upgrade will stop.

Before starting the upgrade:

1. Go to the Scheduling task in MX-ONE Provisioning Manager and print all scheduled
events. The scheduled events will not be kept during upgrade since the stored commands
may not work any longer in the upgraded version.

2. Before performing an upgrade, create a backup of current database from a linux shell.

* Run the np_confi g command and select Database backup. Press Enter.

* When finished, copy the latest file from directory / var/ opt/ eri _np_confi g to a safe
storage. The dump files are named mpManagerPostgresDump.<date+time>-<rpm-
version>.

This measure is only as a precaution in case something fails during the upgrade. In
normal circumstances the data will automatically be restored.

6 Note:

When PM and SNM are running on the same server, this backup should be done
before upgrading the MX-ONE Service Node.

3. Log out from the MX-ONE Provisioning Manager Graphical User Interface before
performing an upgrade.

Run the installation file as described in Installation on page 7 and follow the on-screen
instructions.

9/1531-ANF 901 15 Uen J 2023-01-04

Installing MX-ONE Provisioning Manager - Installation Instructions




Migrating 5.x or 6.x Manager 10
Provisioning Data to 7.x PM

For more information, refer to the MiVoice MX-ONE U pgrading or Updating MX-ONE 7. X -
Installation Instruction guide.
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Migrating from D.N.A. to MX-ONE 11
Provisioning Manager

This chapter contains the following sections:

Migration Scenarios

Migrating from D.N.A. to MX-ONE Provisioning Manager
Migrating from D.N.A. to MX-ONE PM in Environments
Migrating to MX-ONE PM from Environments

Backing Up Data in CMG

Important Post-Migration Considerations

D.N.A. is not supported in MX-ONE 7.x. Migrating from D.N.A. to MX-ONE Provisioning
Manager means that user and department data in MX-ONE, and the management of this
data, is transferred from D.N.A. to MX-ONE Provisioning Manager.

11.1  Migration Scenarios

A migration is performed according to one of following scenarios:

» Migration from D.N.A. directly to MX-ONE Provisioning Manager, as described in
Migrating from D.N.A. to MX-ONE Provisioning Manager. This scenario is used for
environments where CMG is not included.

* Migration from D.N.A. to an environment including both MX-ONE Provisioning
Manager and CMG, as described in Migrating from D.N.A. to MX-ONE PM in
Environments including CMG.

* Migration from an environment including D.N.A’'s EMG (extension management) and
CMG (user management) to an environment including MX-ONE Provisioning Manager
and CMG.

11.2 Migrating from D.N.A. to MX-ONE Provisioning

Manager
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Migrating from D.N.A. to MX-ONE Provisioning Manager

6 Note:

This migration scenario does not apply for environments including both MX-ONE
Provisioning Manager and CMG.

Migration from D.N.A to MX-ONE Provisioning Manager comprises the following steps:

1. Exporting user and department data from D.N.A.

2. Backing up data in MX-ONE Provisioning Manager

3. Importing D.N.A. data to MX-ONE Provisioning Manager

4. Backing up data in MX-ONE Provisioning Manager (now including D.N.A. data).

11.2.1  Exporting User and Department Data in D.N.A.

The following D.N.A. data is required when migrating from D.N.A. to MX-ONE
Provisioning Manager:

* User data

* Department data

* A definition (.def) file, defining the user data structure in D.N.A.

» A definition (.def) file, defining the department data structure in D.N.A.

0 Note:

Department names in MX-ONE Provisioning Manager must not contain the following
characters: ", *, ?,\, <>, ' and,

Departments containing any of there characters must be renamed before exporting data
from D.N.A.

Follow the steps below to export data from D.N.A:

1. On the D.N.A. server, open the export.exe application. The application is normally
found in the DNA_S\ DMG\ BI Nfolder.

2. Click Application and then Export.

3. In the Export Data Status dialog, select Person File and Department File and set
the file names as desired. Unselect the other export options.
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Migrating from D.N.A. to MX-ONE Provisioning Manager

4. Click Apply.
5. Exit the application.

6. On the D.N.A. server, open the DNA_S\ DMa BI N folder and move the following files to
a USB memory or similar:

» user.def
* user.txt
* dept.def
* dept.txt

11.2.2 Backing Up Data in MX-ONE Provisioning Manager

Before D.N.A. data is imported to MX-ONE Provisioning Manager, a data backup must
be performed in MX-ONE Provisioning Manager by following the steps below:

1. In MX-ONE Provisioning Manager, go to the Backup & Restore task on the System
tab.

2. Click Backup.

11.2.3  Importing D.N.A. Data in MX-ONE Provisioning
Manager

After backing up data in MX-ONE Provisioning Manager, D.N.A data can be imported.
Follow the steps below to import D.N.A. data:

. In MX-ONE Provisioning Manager, go to the Import task on the System tab.
. Click Import....

. Select D.N.A. and click Next.

. Select Department.

. In the Definition File [.def] field of the Department section, specify the dept.def file
created during the export in D.N.A.

6. In the Data File [.txt] field of the Department section, specify the dept.txt file created
during the export in D.N.A.

7. Click Next and then Apply.
. Click Import....

9. Select D.N.A. and click Next.
10. Select User.

11. In the Definition File [.def] field of the User section, specify the user.def file created
during the export in D.N.A.

a b ODN =

(o]
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Migrating from D.N.A. to MX-ONE Provisioning Manager

12. In the Data File [.txt] field of the User section, specify the user.txt file created during
the export in D.N.A.

13. Click Next and then Apply.

The exported D.N.A. users and departments are now available in MX-ONE
Provisioning Manager.

14. Perform a data backup in MX-ONE Provisioning Manager according toBacking Up
Data in MX-ONE Provisioning Manager on page 14.

11.3 Migrating from D.N.A. to MX-ONE PM in Environments

Migration from D.N.A to MX-ONE Provisioning Manager in environments including both
MX-ONE Provisioning Manager and CMG comprises the following steps:

1. Exporting user and department data from D.N.A.

2. Importing D.N.A. data to CMG.

3. Backing up data in MX-ONE Provisioning Manager.

4. Adding CMG as a subsystem in MX-ONE Provisioning Manager.

5. Verifying that the root department in MX-ONE Provisioning Manager corresponds to
the root department in CMG.

6. Importing CMG data in MX-ONE Provisioning Manager.
7. Backing up data in MX-ONE Provisioning Manager.

11.3.1  Exporting User and Department Data from D.N.A.

The following D.N.A. data is required when migrating from D.N.A. to MX-ONE
Provisioning Manager and CMG:

* User data

* Department data

* A definition (.def) file, defining the user data structure in D.N.A.

+ A definition (.def) file, defining the department data structure in D.N.A.

6 Note:

Department names in MX-ONE Provisioning Manager must not contain the following
characters: ", *, ?,\, <>, ', and ,
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Migrating from D.N.A. to MX-ONE Provisioning Manager

Departments containing any of there characters must be renamed before exporting data
from D.N.A.

For information on how to export data from D.N.A., see Exporting User and Department
Data in D.N.A. on page 12

11.3.2 Importing D.N.A. Data to CMG

When migrating D.N.A. data in an environment including MX-ONE Provisioning Manager
and CMG, data must be imported in each system separately. MX-ONE Provisioning
Manager contains functionality for importing CMG data, and it is recommended that
D.N.A. data is imported to CMG first. By then importing the CMG data (now also
containing D.N.A. data, if following this procedure) to MX-ONE Provisioning Manager, the
CMG and MX-ONE Provisioning Manager databases will be identical (a prerequisite for
environments using MX-ONE Provisioning Manager and CMG). For information on how
to import D.N.A. data to CMG, see CMG General Installation Guide.

0 Note:

After import, verify that the D.N.A. data is available in CMG.

11.3.3 Downloading and Installing the CMG Export Registry
File

Before exporting data from CMG, a registry file defining how to format CMG data so
that it can be imported to MX-ONE Provisioning Manager must be installed on the CMG
server. Follow the steps below to download the file using MX-ONE Provisioning Manager:

1. In MX-ONE Provisioning Manager, go to the Data Management task on the System
tab and click Import....

2. In the Import Source section, select CMG and click Next.

Click in the = Download Registry File [.reg] section and save the file to a USB
memory or similar. The file name is CMG_export_setup.reg.

4. On the CMG server, create a backup of the registry. For information on how to back up
a registry, refer to Microsoft’s documentation.

5. Move the CMG_export_setup.reg file to the CMG server and install it by double-
clicking it.
6. After successful installation of the registry file, delete the file.
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11.3.4  Exporting Data from CMG

The CMG application Spman is used for exporting data from CMG. The application
extracts user data from the CMG database and stores it to an ASCII file with one row
per user. The registry on the CMG server (updated in the previous chapter) defines the
following parameters for the file:

* File name

» Data format

+ Extracted fields
+ Selected users
» Sort order

0 Note:

Do not change any settings or the order of the settings in the export setup registry
file, otherwise the import of the extracted data will fail.

Follow the steps below to export data from CMG:
1. Click Start, Programs, Mitel and then Spman.

2. Select Export_MP.
3. On the Edit tab, select Enabled and click Save.
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6 Note:

On this tab, the registry settings installed earlier are displayed. The settings are
installed as HKEY _LOCAL_MACHINE\SOFTW ARE\Netwise\Nice<dbid>\Programs
\EXPORT _MP.

Figure 1: Edit tab

[= Server: EUAZ DBID: 01 : - =10] x|
File Command 2
Program
Program path |export exe S
Parameters I"" EXPORT_MP
o | New
Wait ] R
Max restarts |EI Delete
Start order IEI
Enabled v E
Desktop I Provious
State JRinning Next
Start time .
Errors
~ Additional parameters
Group MName Value
|C-:nnfig ﬂ lFEIeSpec MPE xport. txt a
| Status | Em |}
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4. On the Status tab, initiate the export by clicking Start.

Figure 2: Status tab

Server: EUA2 DBID: 01 . 1o} xj
File Command 2

Database |Ericsson ;_I
Proaram | Start time | Trace Emors | State
BROADCAST 0 0  Disabled dio
CMGYoiceSry 0 0  Disabled
CmagWoiceSync 0 0  Disabled
CTR 0 0 Disabled
DBTOPBX 0804031517 0 0 Rumning
DELIR 08-04-0315:17 0 0 Running
EXPDELTA B 0 Disbed . Trace
EXPDELTALDIF 0 0 Disabled Pafesh
EXPORT 0 0 Notwnning
08-05-06 11:09 0 Exit
FLASH 08-04-03 15:17 0 1  RBunning
FLEXSIM 0 0 Disabled
FUTURE 08-04-0315:17 0 0 Running
IMPORT 0 0 Disabled
WROBTIDE 0 0 Dissbed
IMPORTORG 0 0 Disabled
IRCTONOTES 0 0  Disabled -

ﬁatus 1 Edit J

5. After approximately one minute, the state of EXPORT_MP changes from Running
to Not running, indicating that the export is finished. If state is not changed
automatically, click Command and Refresh.

Normally, the export is only performed once. If it is necessary to redo the export, repeat
the export procedure, starting from step 5 above.

The exported file MPExport.txt is stored in the CMG log directory, usually C: \ Ni ceSer v
\'l og.
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Migrating from D.N.A. to MX-ONE Provisioning Manager

6 Note:

It is not recommended to import more than 500 users at a time in MX-ONE
Provisioning Manager. If the exported file contains more than 500 users, divide it into
multiple files with a maximum of 500 users in each file.

11.3.5 Backing Up Data in MX-ONE Provisioning Manager

Before CMG data (also containing D.N.A. data, if following this procedure) can be
imported to MX-ONE Provisioning Manager, a data backup must be performed by
following the steps below:

1. In MX-ONE Provisioning Manager, go to the Backup and Restore task on the
System tab.

2. Click Backup.

11.3.6  Adding CMG as a Subsystem in MX-ONE
Provisioning Manager

In environments comprising MX-ONE Provisioning Manager and CMG, MX-ONE
Provisioning Manager is the single point of entry for managing user and extension data.
To achieve this, CMG must be added as a subsytem in MX-ONE Provisioning Manager.
This means that changes performed to a user in MX-ONE Provisioning Manager
automatically applies to the user’s settings in CMG.

Follow the steps below to add CMG as a subsystem in MX-ONE Provisioning Manager:

1. In Provisioning Manager, go to the Subsystem task on the System tab and click Add.

2. In the Subsystem Type field, select CMG Server and specify the settings of the CMG
server.

11.3.7  Creating Locations for CMG Customer Groups in
MX-ONE PM

There must be a location created in MX-ONE Provisioning Manager for each CMG
customer group. If a CMG customer group is not mapped to a location, a new location for
the CMG customer group is created in MX-ONE Provisioning Manager during the import.
Follow the steps below for each customer group in CMG:
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1. In MX-ONE Provisioning Manager, go to the Location task on the System tab and
click Add.

2. In the Location Name field, specify a name for the location.

3. In the CMG Customer Group field, specify the customer group in CMG to which the
location will correspond.

4. Click Add.

11.3.8  Importing CMG Data in MX-ONE Provisioning
Manager

When CMG is added as a subsystem in MX-ONE Provisioning Manager and locations
that corresponds to the customer groups in CMG are created, CMG data can be
imported to MX-ONE Provisioning Manager.

The CMG data does not include user ID fields. If a misc field contains the user ID you
can map that field during import. If not, the exported CMG data can be manually edited
and user ID data can be entered into one of the unused misc fields to be mapped during
the import.

Follow the steps below to import CMG data:

1. In MX-ONE Provisioning Manager, go to System tab and Data Management tab.
Then select task Import.

2. Click Import....

3. Select CMG and click Next.

4. In the Data File [.txt] field, select the MPExport.txt file created during the CMG
export procedure.

5. If the user data in CMG contains a misc field defining a mailbox number, this data
can be mapped to the MX-ONE Provisioning Manager mailbox settings. To import the
mailbox data, select Import Mailbox Info.

6. Click Next.

7. In the Map imported UDF(s) to MX-ONE Provisioning Manager UDF(s) section,
specify how to map the adaptable fields in CMG (found below the Keywords section
on the Main Form tab in CMG Directory Manager) with the User Defined Fields (UDFs)
in MX-ONE Provisioning Manager.
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0 Note:

« If importing mailbox info was selected in the previous step, do the mailbox
mapping.
 If a misc field holds the user ID, do the user ID mapping.

8. Click Next.

9. In the Map imported PBX ID(s) to Subsystem(s) section, specify how to map PBX
IDs in CMG with subsystems in MX-ONE Provisioning Manager.

10. Click Apply.
11. On the Result page, click Done.
12. Verify that the imported CMG data is available in MX-ONE Provisioning Manager.

13. Perform a data backup in MX-ONE Provisioning Manager according to Backing Up
Data in MX-ONE Provisioning Manager on page 20.

e Note:

See Important Post-Migration Considerations on page 23on page 16 for
important information on how to manage user data in environments including MX-
ONE Provisioning Manager and CMG.

11.4 Migrating to MX-ONE PM from Environments

Migration to MX-ONE Provisioning Manager from environments using D.N.A.’s Extension
Manager (EMG) for extension management and CMG for user management follows the
procedure described with the following exceptions:

» The procedure starts at Downloading and Installing the CMG Export Registry File on
page 15

+ The CMG data referred to in Backing Up Data in MX-ONE Provisioning Manager on
page 17 does already include D.N.A. data since user data is already.
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6 Note:

See Important Post-Migration Considerations on page 19 for important information
on how to manage user data in environments including MX-ONE Provisioning
Manager and CMG.

11.5 Backing Up Data in CMG

Data backup in CMG is performed automatically, on a daily basis. To be able to restore
CMG data in case of a failed import of D.N.A. data, it is recommended that the most
recent backup is located and made available before importing data from D.N.A.

For information on how to access and restore data backup files in CMG, see CMG
General Installation Guide.

11.6 Important Post-Migration Considerations

After the migration of CMG and D.N.A. data, MX-ONE Provisioning Manager is the
single point of entry for user and extension management in MX-ONE. When changing
user and extension data in MX-ONE Provisioning Manager, the corresponding data

in CMG is automatically updated accordingly. Changing user data in CMG will cause
unsynchronized databases.

Import from CMG to MX-ONE Provisioning Manager should only be performed once,
during the migration. If MX-ONE Provisioning Manager is used correctly (that is, the
application is used for all user management in MX-ONE), there will be no need for
additional imports of CMG data.

For more information on user and extension data in MX-ONE Provisioning Manager and
its subsystems, see MX-ONE Provisioning Manager, Description.



Post Installation 12

Figure 3: Post-Installation menu
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Provisioning Manager.
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To access the post install menu, log in as mxone_admin and enter the following command:
sudo np_config
Select one of the options:

- Database check, to verify some basic but important settings in the database
+ Database backup, to create a backup of the database
+ Database restore, to choose from a list of backups and restore it to the database

+ MX-ONE Provisioning Manager Re-install, to re-install current version of MX-ONE
Provisioning Manager and then choose from a backup list which data to restore

* Unlock user, to unlock a user specified by user id
+ Set user password, to set a new password for an existing user specified by user id

» View user privileges, to list the subset of privileges that is assigned to a user specified by
userid

Additional configuration (common for the system) can be found through the command
(webser ver _confi g); Run as root.
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To uninstall MX-ONE Provisioning Manager, login as mxone_admin and run the following
command:

sudo np_uni nst al |
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Log Files 14

Log files are created automatically and can be found in directory / var/ | og/ nkone_pni
eri_np.

Installation/Upgrade:

* mp_install.log
* mx-one_pm_rpm_<version>-<release>.log

Un-installation:

* mp_uninstall.log
* mx-one_pm_rpm_<version>-<release>.log

Additional information can be found in log files for Webserver Configuration (directory / var /
| og/ nkone/ webser ver):

* webserver_config.log
+ application_log.log

Runtime information can be found in directory / opt / j boss/ st andal one/ | og:

+ server.log
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Fault Recovery 15

If the installation is unsuccessful, see Fault Handling for a solution.
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Increasing Heap Memory Size in Jboss 16
Configuration File

Follow the steps below for increasing the heap memory size in Jboss configuration:

1. Login to Provisioning Manager server with root user credentials.
2. Goto path: cd /opt/j boss/ bi n/

3. Edit standalone.conffile and change the options Xms512m and Xmx512m to the desired
values. In the example below, options are changed to 2048m

JAVA OPTS="-Xms2048m -Xmx2048m -XX:MaxPermSize=256m -
Djava.net.preferlPv4Stack=false -Djava.net.preferlPv6Addresses=true"

JAVA OPTS="$JAVA_ OPTS -Djboss.modules.system.pkgs=$JBOSS MOD-
ULES SYSTEM_PKGS -Djava.awt.headless=true"

JAVA OPTS="$JAVA_ OPTS -Djboss.modules.policy-permissions=true"

JAVA OPTS="$JAVA_ OPTS -Djboss.as.management.blocking.timeout=600"
4. Save the changes.
5. Restart PM server.

0 Note:

For restarting PM server, log in as mxone_admin and run command: sudo
webser ver _confi g and select restart web server.
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Generating a Certificate Signing 17
Request

Provisioning Manager and Service Node Manager support both RSA and ECDSA digital
signature algorithms.

Using the webser ver confi g command in mxone_maintenance, the user can generate a
Certificate Signing Request (CSR) that can be used by Provisioning Manager and Service
Node Manager.

The following example shows how to generate a CSR.

1. Enter the webser ver _confi g command. The following screen appears.

elenieisinieiuinieiuinie]

k
X
X
X
X
X
X
X
X
X
X
X
X

]

q99999999999999999999999999999999999999999999999999999dIIIT

A9999999999999999999999999999999999IIIIIIIIIAT
X < @K >
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2. Select Root certificate Management and click OK. The following screen appears.

Manager Applicaticons Configuraticn Teool
Root Certificate Management
199999999999999999IgaIqaaqaqaaaqaIqaaaqaqaqaaqaqaqaqaqaaaaqaaqaaaqaaaaaaaaq
X Load uploaded Root Certificate into Java truststore
Download Server Certificate by connecting to trusted host
Search loaded Certificates by alias

Generate Certificate Signing Request to get Certificate From CA
Creating Key Store By using CA Signed Certificate

View Certificates of Server Key Store

Check Certificate expiration dates of Server Key Store

(= I
(el Wi
T = T T T

= < Back >

SK >
99999999999999999999999999999999IIIIIIIIIIIIIIII]

OO O O e OO ey

Select Generate Certificate Signing Request to get Certificate From CA and click OK.
The following screen appears.

Enter the Certificate Signing Request Details
1

xCountry Name (2 letter code) [AU]:

x

xState or Province Name (full name) [Some-State]:
x

xLocality Name (eg, city) []:

X

xOrganization Name (eg, company) [Internet Widgits Pty Ltd]: JENTHE
x

xCommon Name (eg, YOUR name) []:

X

XSAN — DNS Names Ex: [pm.common.com,shm.common.com] :

x
XSAN - IP Adresses Ex: [192.168.1.1,192.168.1.2] :
x

X
x
m

< OK > <Cancel>

L9999999999999999999999999999999999g 9999999999999

3. Enter the CSR details and click OK. The following screen appears.

h X £ X X X o b

Select Key Type
lgggggaaqgqgggqgg99999999999999999999999
s A RSA

X E

<Cancel>

- = - - -
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4. Select ECDSA as key type and click OK. The following screen appears.

Select Curve Type
1qg99qqqqdgqaqaIqaqqqgaddaaddqdaqaqaqaaqqqaqaqaqdadd
® lprime256vl

X B ecp84r1

<K > <Cancel>

R MK MMM MK

5. Select Curve Type (similar to selecting bit size in case of RSA). An ECDSA private key is
generated.

0 Note:

Private key and CSR files are generated in: / opt / manager/ directory
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6. Sign the CSR using CA.

5&1 Certificate X

General Details Certification Path

Show: lcﬂ> vl

Value )
Thursday, February 4, 2021 1...
Friday, November 12, 2021 10...
pmsnmé3, Mitel, BANG, KA, IN F
ECC (256 Bits)

ECDSA_P256

IP Address = ——

4dfc9 156e4cfo0f1944867cc19. ..
KauTN=2dna thnafrrrdad20sf ¥

7. Add the certificate to your system.

lqgqaqqdd qaqadqdqqqqIqaqIq

q999qq9d9q9999999999q993q999aqqaqayaaqaaaaaaqaqaaqaaaaqaaaq
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8. Click OK. The following screen appears.

1999999999999999999999999 999999999999999999999999999
X

onfig sw

9999
SCLGT

9. The Change protocol to https and select a created keystore. Click OK. The following
screen appears.

OCaae

99999999999999999999999999999999999ITITIT]

tg9999993999999999999999999999999999999999999999
14 1
[
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10. Change the TLS version to 1.2 and Click OK.

t999999999999999999999999999999999 I9999999999999999999799999999999999

m
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11. Test the certificate in Chrome and Firefox browsers and check whether the cipher is used
or not.

3 Google
Your connection is not private
Attackers might be trying to steal your information from (R (foT example,
passwords, messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID
Q To get Chrome's highest level of security, turn on enhanced protection
Advanced Back to safety
« o# Certificate x
wor | ! 2t Cetcton o |
Show: | <All> -~
Field Value A
Valid to Friday, November 1.

et pmsnm3, Mitel, BA...
Public key parame... ECDSA_P256

T Subject ARernatv, . IP Adress:

lsubject Key Identi... 4dfc9156e4c90f19...

6 Authority Key Ide... KeylD=2d0a1b09fcc

4] CRL Distibution P... [1]CRL Distribution .

0 Mitel

Provisioning Manager

& Authority Informa...._[11Autharitv Tnfo Ac. hd
-KA
C=IN
[® @] | Elements Console Sources Network Performance  Memory  Application  Security X Lighthouse  AdBlock
A Certiticate - missing -
A Overview This site is missing a valid, trusted certificate T —— =
(net:ERR_CERT_AUTHORITY_INVALID S | Comb e
View certificate
Main origin
Reload to view details
B Connection - secur connection setings
The con this site is encrypted and authenticated using TLS 1.2,
ECDHE_ECDSA with P-256, and AES 128 GCM.
B Resources - all s curely
Allresources of age are served securely
DO MiVoice MX-ONE Pr
@ Page Info — https/ Y mp/ - o X
<« c @ a o ®
o & '8
General Media  Permissions | Security.
Website Identity
website: (]
D M | te'. Owner: This website does not supply ownership information.
Verified by: -~ CN=pmsnm98,DC=pmsnm,DC=com View Certficate
s cioni Fri 12,2021
Provisioning Ma Expires on:  Friday, November 12, 202
Privacy & History
Have | visited this website prior to today? Yes, 68 times
Is this website storing information on my computer? Yes, cookies  Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords
Technical Details
Connection Encrypted JTLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256, 128 bit keys, TLS 1.2)]
The page you are viewing was encrypted before being transmitted over the Internet.
Encryption makes it difficult for unauthorized peaple to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the network.
Help
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