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GENERAL INTRODUCTION TO AD LDS IN MiVoice MX-ONE 6.x
CHAPTER 1 INTRODUCTION

Introduction

General Introduction to AD LDS in MiVoice MX-ONE 6.x

Active Directory Lightweight Directory Services (AD LDS) role, is formerly known as Active Directory
Application Mode (ADAM). Any user can provide directory services for directory-enabled applications
without incurring the overhead of domains and forests and the requirements of a single schema
throughout a forest.

It is a Lightweight Directory Access Protocol (LDAP) directory service that provides data storage and
retrieval support for directory-enabled applications, without the dependencies that are required for the
Active Directory Domain Services (AD DS). You can run multiple instances of AD LDS concurrently on a
single computer, with an independently managed schema for each AD LDS instance.

About this guide

This guide describes the processes for setting up AD LDS and getting it running. You can use the proce-
dures in this guide to configure AD LDS on servers that are running the Windows Server® 2012 operating
system.

Requirements

Before you start using the procedures in this guide, do the following:
1)  Check the availability of at least one test computer on which you can install AD LDS.
2) Logonto Windows Server 2008 with an administrator account.

Steps for Getting Started with AD LDS

The following sections provide step-by-step instructions for setting up AD LDS. These sections provide
both graphical user interface (GUIl) and command-line methods for configuration setup of AD LDS.

1)  Enabling AD LDS in Windows Server

2)  Creating AD LDS Instance

3) Restarting the AD LDS Instance

4)  Creating an Admin User in AD LDS

5)  Checking User authentication

6) Adding Attributes to UserProxyFull Class

7)  Editing UserProxyFull Object Class as User Object class

8) Modifying MS-AdamSyncConf File

9)  Synchronizing Users from Active Directory to AD LDS Instance
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STEPS FOR GETTING STARTED WITH AD LDS
CHAPTER 1 INTRODUCTION

10) Checking Synchronized Users in ADLDS

11) Enabling LDAPS (SSL) for AD LDS

12) Using AD LDS as a User repository in Provisioning Manager (PM) Application
13) Uninstalling of AD LDS Instance and AD LDS Roles from Server

NOTE: To maximize your chances of successfully completing the objectives of this guide, it is important that
you follow the steps in this guide in the order in which they are presented.
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ENABLING AD LDS IN WINDOWS SERVER
CHAPTER 2 PREREQUISITE

Prerequisite

AD LDS server should be a part of Active Directory Domain, so that users can login into AD LDS server
using their respective User IDs and Passwords from active directory. User display name and User ID must
be same in Active Directory created for all users.

Enabling AD LDS in Windows Server

If any of the organization wants to use AD LDS as a proxy to AD Server, then they can follow this docu-
ment to enable AD LDS as a proxy server.
To enable AD LDS in Window Server, do the following:

1) Click Start, and then click Server Manager. You can do this from Task Bar or from Start/ Adminis-
trative Tools menu.

2)  Select the Server Manager> Add Roles and Features. Click Next. The following screen appears.

[ Add Roles and Features Wizard | — | = -

DESTINATION SERVER

B _]CO e "J\,-'r ou bt‘g Ig WIN-ISQI9N3LKT2. mxone Jocal

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
/oe hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

3) ChooseRole-based or feature-based installation. Click Next.
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ENABLING AD LDS IN WINDOWS SERVER
CHAPTER 2 PREREQUISITE

. - DESTINATION SERVER
Select installation type WIN-ISQIEN3LK72 mxone oca

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begi
SO oo machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | | Net> | | sl [ Cancel
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ENABLING AD LDS IN WINDOWS SERVER
CHAPTER 2 PREREQUISITE

4)  Select Idapstest server from the server pool. Click Next

DESTINATION SERVER

Select destination server RS oy

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

Name IP Address Operating System

10.5.04 Microsoft Windo erver 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[<Prwious|| Next > | | Install || Cancel

5)  Mark Active Directory Lightweight Directory Services from the list of roles and click Next.

DESTINATION SERVER

Select server roles WIN-ISQUBT3LKT 2 oo 1ocat

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection ) ) . ~ Active Directory Lightweight

[ Active Directory Certificate Services Sal oi 1y Services (AD LDS) p ides

[ Active Directory Domain Services a store for application-specific data,
Featurss [ Active Directory Federation Services for directory-enabled applications
AD LDS that do not require the infrastructure

of Active Directory Domain Services.

Confirmation [C] Active Directory Rights Management Services Multiple instances of AD LDS can

[] Application Server = exist on a single server, cach of

] DHCP Server which can have its own schema.

[ DNS Server

[[] Fax Server

»  [@] File and Storage Services (1 of 12 installed)

[ Hyper-v

[] MNetwork Policy and Access Services |

[ Print and Document Services

[] Remote Access

[J Remote Desktop Services

< Previous | [ Next> | [ instan | [ Caneel
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ENABLING AD LDS IN WINDOWS SERVER
CHAPTER 2 PREREQUISITE

6) From the list of features, choose nothing — just click Next

Select features NS0 e

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Szlection . — .NET Framework 3.5 combines the
1l NET Framewo .5 Features (1 of 3 installed)
Server Roles power of the .NET Framework 2.0

b [m] NET Framework 4.5 Features (2 of 7 installed) APIs with new technologies for
_ | Background Intelligent Transfer Service (BITS) bU“di“IEI aPP"ﬁfﬁ‘"‘S that offer
AD LDs [v] BitLocker Drive Encryption (Installed) appealing user interfaces, protect

i your customers' personal identity
Confirmation [] BitLocker Network Unlock information, enable seamless and

[] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of
business processes.

[] Data Center Bridging

[[] Direct Play

[¥] Enhanced Storage (Installed)
[] Failover Clustering

[] Group Policy Management
[C] IS Hostable Web Core

[[] Ink and Handwriting Services

<Previous | | Next> | | nstal | [ Cancel |
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ENABLING AD LDS IN WINDOWS SERVER

CHAPTER 2 PREREQUISITE

7)  click Next.

Active Directory Lightweight Directory Services (AD LDS)  wnsaswiozmonsioc

Before You Begin Organizations that have applications which require a directory for storing application data can use
Active Directory Lightweight Directory Services (AD LDS) as the data store. AD LDS runs as a non-
operating-system service, and, as such, it does not require deployment on a domain controller. Running
Server Selection as a non-operating-system service allows multiple instances of AD LDS to run concurrently on a single
server, and each instance can be configured independently for servicing multiple applications.

Installation Type

Server Roles
Features Things to note:

— = After installing AD LDS, instances of AD LDS can be created by launching the AD LDS Setup Wizard
Confirmation from the Advanced Tools section of the AD LDS home page.

* Before removing the AD LDS role, you must use Programs and Features in Control Panel to remove
all previously installed AD LDS instances.
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ENABLING AD LDS IN WINDOWS SERVER
CHAPTER 2 PREREQUISITE

8)  Click Install to start installation.

Confirm installation selections DESTINATION SERVER

WIN-ISQION3LKT2 mxone.local

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
AD LDS Active Directory Lightweight Directory Services

[_cotrmaon______Ietariistiian

Role Administration Tools
AD DS and AD LDS Tools
AD LDS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path
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ENABLING AD LDS IN WINDOWS SERVER
CHAPTER 2

PREREQUISITE

9)

=

Once installation is complete, click Close.

Add Roles and Features Wizard

Installation progress

DESTINATION SERVER
WIN-ISQI9N3LKTZ mxone local

View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-I5QI9N3LK72.mxone.local.

Active Directory Lightweight Directory Services
To create a new AD LDS instance on this server, run the Active Directory Lightweight Directory
Services Setup Wizard. For more information, see http://go.microsoft.com/fwlink/?Linkld=224861.
Run the Active Directory Lightweight Directory Services Setup Wizard
.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

AD LDS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel

10) NoOTE: AD LDS Role is successfully set up. Create a new AD LDS Instance as “Instancel” using the
wizard.
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CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

11) Click the Runthe Active Directory Lightweight Directory Services Setup Wizard shown in the above
screen. And then click Close.

Welcome to the Active Directory
Lightweight Directory Services
Setup Wizard

This wizard helps you install Microsoft Active Directory
Lightweight Directory Services (AD LDS).

AD LDS is a powerful directory service that is easy to install
and deploy. kt provides a dedicated data store for
applications, and can be configured and managed
independently.

To continue, click Next.

NOTE: This entire procedure implemented and documented based on Windows 2012 edition.

Creating AD LDS Instance

1)  Open Server Manager.

2) Inthe Console tree, select Roles> select Active Directory Lightweight Directory Services from
Roles Summary section.

10
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CHAPTER 2

CREATING AD LDS INSTANCE

PREREQUISITE

3)

4)

5)

Select server roles

Before You Begin
Installation Type
Server Selection
Features

ADC LDS

Confirmation

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services
[[] Active Directory Domain Services
[] Active Directory Federation Services

|>

DESTINATION SERVER
WIN-ISQI9NILKTZ. mxone.local

Description

Active Directory Lightweight
Directory Services (AD LDS) provides
a store for application-specific data,
for directory-enabled applications
that do not require the infrastructure

il Active Directory Lightweight Directory Services
\ = = _ = e of Active Directory Domain Services.
[] Active Directory Rights Management Services Multiple instances of AD LDS can

lication Server exist on a single server, each of

Appi = 9
] DHCP Server which can have its own schema.
[CJ] DNS Server
[ Fax Server
[®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Metwork Policy and Access Services |
[J Print and Document Services
[] Remote Access
[] Remote Desktop Services
~
[ <Previous | [ Next> | [ st | [ cancel

Click Next> Next...until the AD LDS Role is successfully setup. Refer the step 10 and 11 of Enabling

AD LDS in Windows Server.

Select A unique instance displayed in the Setup Options. Click Next.

An AD LDS instance is created each time AD LDS is installed.

Q}

You can create a unigue instance, or you can install a replica of an exdsting instance.

Select the type of instance you want to install.

(® Aunigue instance
This option automatically creates a new instance of AD LDS that uses the default

configuration and schema partitions. The new instance will not be able to replicate

() Areplica of an existing instance
This option creates a new instance of AD LDS that uses the i
schema partitions replicated from another instance of AD LDS. You can also select
the application partitions to replicate.

and

Enter the Instance name and Description. Click Next.
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Enabling AD LDS in Windows Server
Enabling AD LDS in Windows Server

CREATING AD LDS INSTANCE

CHAPTER 2 PREREQUISITE
The instance name is used to diferentiate this instance of AD LDS from other AD L
LDS instances on this computer.
Type a name for this instance. The name should reflect the use for which this instance
of AD LDS is intended.
Instance name:
|
Example: Addressbook 1
Description:
AD LDS instance
The AD LDS service name is created when the instance name is combined with the
product name. It will be displayed in the list of Windows services, together with the
description you enter.
AD LDS service display name:  instance
AD LDS service name: ADAM_instance
I <Back || Next >
6) Enterthe LDAP port number and LDAPS SSL port number that should be accessed from other appli-
cations to AD LDS; Or,
7)  Click Next and continue with default ports.
NOTE: If you are installing AD LDS in the same server where Active Directory is installed, then it
changes the port series from 50000. Otherwise, it gives default LDAP/s port such as 389, 636.
Ports f ‘
Computers will connect to this instance of AD LDS using specific ports on all of the Q_/
|P addresses associated with this computer.
The ports displayed below are the first available for this computer. To change these
ports, type the new port numbers in the text boxes below.
If you plan to install Active Directory Domain Services on this computer, do not use 389
forthe LDAP port or 636 for the SSL port because Active Directory Domain Services
uses these port numbers. Instead, use available port numbers from the following range:
1025-65535.
LDAP port number:
o |
SSL port number:
|5uucn |
| <Back || Net> || Cancel | | Hep |
8) Select Yes, create and application directory partition and enter the Partition name. Click Next.

12

47/1553-ANF 901 15 Uen C 2019-04-28



CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

Application Directory Partition
An application directory partition stores application-specffic data. Q’

Do you want to create an application directory partition for this instance of AD LDS?

() No, do not create an application directory partition
Select this option if the application that you plan to install creates an application directory
upon installation, or  you plan to create one later.

(®) Yes, create an application directory partition

Select this option if the application that you plan to install does not create an application
directory partition upon installation. A valid partition name is any distinguished name that does
not already exist in this instance. Example distinguished name:
CN=Partition1,DC=Woodgrove, DC=COM

Partition name:
DC =wbmusersadidsdomain dc =com| |

| <Back || Net> | | Cancel | | Hep |
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CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

9) Using the default values for storage location of ADLDS files. Click Next.

Fle Locations
You can specify a location for each type of file associated with this instance of AD
LDS.

Specify the locations to store files associated with AD LDS.

C:\Program Files'\Microsoft ADAM\instance 1\data

14
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CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

10) Choose Network service account for running the AD LDS Service.

AD LDS performs operations using the pemissions associated with the account
you select.

Set up AD LDS to perform operations using the permissions associated with the following
account.

AD LDS has the permissions of the default Windows service account.

() This account:
AD LDS service has the pemissions of the selected account.

User name; g

Password:

15
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CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

11) You will receive a prompt warning about data replication. Since you are using a single LDAP Server,
click Yes.

You have selected a system service account for this Active Directory
Lightweight Directory Services instance. Because this computer is not 2
member of a domain, this instance will not be able to replicate data
with AD LDS instance on other computers while using this service

account.

Do you want to continue?

12) Select the below 3 LDF files from the Importing LDIF Files window.

You can specify a location for each type of file associated with this instance of AD Q/
LDS.

Specify the locations to store files associated with AD LDS.

Data files:

C:\Program Files\Microsoft ADAM\instance 1\data | I Browse... l
Data recovery files:

C:\Program Files\Microsoft ADAM\instance1\data | I Browse... l

| <Beck | Nea> || Cancel | | Heb |

a)  MS-InetOrgPerson.LDF
b) MS-User.LDF
c¢)  MS-UserProxyFull.LDF

16
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CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

13) Verify that all the selections are right and then Click Next to confirm Installation.

The AD LDS Setup Wizard is ready to install AD LDS with the following
configuration.

Selections:
Install a unique instance of AD LDS.

Instance name: instance 1

Computers will connect to this instance of AD LDS using the following ports:
LDAP port: 50000

SSL port: 50001

AD LDS replication will use Negotiate authentication.
Store AD LDS data files in the following location:

To change your selections, click Back. Toinstall AD LDS, click Next.

< Back Next >

17
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CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

Installing AD LDS
The AD LDS Setup Wizard is installing AD LDS.

Installing AD LDS...
[ I

Please wait while the wizard completes the following steps.

v Copied files
Importing LDIF file MS-ADAM-Upgrade-21df...

18
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CREATING AD LDS INSTANCE
CHAPTER 2 PREREQUISITE

14) Once the instance is setup successfully, click Finish.

Active Directory Lightweight Directory Services Setup Wizard -

Completing the Active Directory
Lightweight Directory Services
. Setup Wizard
..:h ﬁ
_— ||
et You have successfully completed the Active Directory
Lightweight Directory Services Setup Wizard.

15) The AD LDS Instance is created showing the System Services under the Summary section.

I Dashboard
™ L - ORd
B Local Server
i Al Servers Server Name D | Severity Source Log
B® ADCS N
- WIN-ISQION3LK72 1161 Error  ADAM [instancel] General ADAM (inst
ERADIDS WIN-ISQION3LKT2 1463 Warning ADAM [instance] General ADAM (inst
&' AD LDS WIN-ISQION3LK72 614 Warning ADAM [instance1] ISAM ADAM (insY
ry =
= DNS WIN-ISQION3LK72 2886 Warning ADAM [instance1] LDAP ADAM (inst{
¥R File and Storage Services b WIN-ISQI9N3LK72 1463 Warnin, g ADAM [instance 1] General | ADAM (inst
o WIN-ISQION3LK72 614  Warning \g ADAM [instance1] ISAM ADAM (inst
s
< ] >
SERVICES
All services TASKS _~
- @~ -
+ Add crite
ia T

Ll elalo e M E7]

19
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CREATING THE CusTOM LDF FILE TO SuUIT FOR AD LDS SETuP
CHAPTER 2 PREREQUISITE

Creating the Custom LDF File to suit for AD LDS Setup

1) Open Command Prompt and then Go to C: \Windows\ADAM.

Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96801]
(c> 2013 Microsoft Corporation. All rights reserved.

:NUsers\Administrator>cd c:\Windows“\ADAM
NWindows“\ADAM>ADSchemaAnalyzer .exe
NWindowsS\ADAM> _

2)  Execute ADSchemaAnalyzer.exe that displays a new window AD DS / LDS Schema Analyzer.

== AL DS/ 1285 Schema Analyzer = _

File Schema Tools

3) In Schema Analyzer window, go to File Menu and then select Load Target Schema.

b AD DS/LDS Schoema Analyzer [ — | = =]
Schcrnnl Tonts

Load target schema... CrrlsT

Exit

4) In Load Target Schemadialog box, provide the following details:
a) Server[:port]: [Give IP address of Active Directory Server]:[Active Directory port]
b) Username: [Username to connect to Active Directory]
c) Password: [Password of above username of Active Directory]
d) Domain: [Domain of Active Directory which contains above user]

20
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CREATING THE CusTOM LDF FILE TO SuUIT FOR AD LDS SETuP

CHAPTER 2 PREREQUISITE
I | (= [T>=}
Load target schema o i
xl
il Server[:port] [10.211.159. 143 i
Username Iadministratar
Password I
Domain [roconel]
Bind type = Secure T Simple
S erver bpype
=" Sarto
T oaAD DSILDS
T Genernic (subschemaSubentry)
Load LDIF... I I Dk I Cancel I
NoTE: If you do not provide port number after server IP/DNS Name, it takes default LDAP port
that is 389.
5)  Click Ok.

6) AD DS/LDS Schema Analyzer screen shows the following folder structure. Once it is connected to
Active Directory Server.

AID 1351 105 Schema Aanalyrar — | = SET.

[rona=ting schems
S = o
P iy el

7)  Goto File Menu and then select Load base schema.

|ix,-AD DS/LDS Schema Analyzer =]
File Schema Tools

Laad karaet srhema el |

Load base schema...  Chrl+B

_redle LT T, . _LrL

Exit

8) The Load base schema dialog box appears to enter the following details:
a) Server[:Port]: [Give IP address of AD LDS]:[AD LDS port]
b) Username: [Administrator Username of the local server]
c) Password: [Password of Administrator]
d) Domain: [Domain of Active Directory which contains above user]

21
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CREATING THE CusTOM LDF FILE TO SuUIT FOR AD LDS SETuP

CHAPTER 2 PREREQUISITE

9)
10)

11)
12)

13)
14)
15)
16)
17)

= AD DS/LDS Schema Analyzer -

File Schema Tools

{_] Classes
{0 Attributes = -
©3 Property sets Load base schema
Server|:porf]  [10.211.159.143.50000]
Username |adm|nlstrator
Password |
Domain |mxone
Bind type ® Secure  Simple
Server type
* Auto
" AD DS/LDS
(" Generic (subschemaSubentry)
Load LDIF.. Cancel
IValidating schema... A

Click Ok.
Go to Schema Menu and then select Mark all non-present elements as included.

Click Ok.
Go to File Menu and then select Create LDIF file.

— | = =

AL DSALDS Schoema Analyzor

......

Coooea sorems: 1472 Stnbiics. 564 cisssos. 50 orooony sots

In the File Dialog box provide the path of LDIF file to store.

By default, it shows C: \Windows\ADAM Path.

Enter name of the file and click Save.

Open Command Prompt and then Go to C: \Windows\System32.
Execute the following 3 commands as mentioned below:

- ldifde -i -u -f [Path of LDIF File which is created by using Schema
Analyzer] -s [IP address of AD LDS]:[Port of AD LDS] -b [Adminis-
trator Username of the local server ] [Domain of Active Directory
which contains above user] [Password of Administrator] -j . -c
"cn=Configuration,dc=X" #configurationNamingContext

For example,

22
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CREATING THE CusTOM LDF FILE TO SuUIT FOR AD LDS SETuP
CHAPTER 2 PREREQUISITE

ldifde -i -u -f c:\windows\adam\ADLDSSyncProxy3 129.1df -s
192.168.26.129:50000 -b administrator pmsnmdomain XXXXXXXXXXXXXX -
j . —-c "cn=Configuration,dc=X" #configurationNamingContext

e

o+ Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96001
(c) 2013 Microsoft Corporation. All rights reserved.

NUsersSdministrator2cd c:\Windows\System32

‘\Users\Systemd2>1ldifde -1 —u —f c: \Hlndou“\RDRH\RDLDSSqncPl oxy3d_143.1df &
10.211.159.143:58080 -b administrator ENTIETEE OEXEIDE -j - —c¢ "cn=Configuratio
Ldc=K"" HconfigurationNamingContext

onnecting to "10.211.159.143:50008"

Logging in as “administrator" in domain "mxone" using SSPI
Importing directory from file "“c:“\Windows“ADAMNADLDSESyncProxy3_143.1df"
Loading entries...

- ldifde -i -f c:\windows\adam\MS-AdamSyncMetadata.ldf -s [IP
address of AD LDS]:[Port of AD LDS] -b [Administrator Username of
the local server ] [Domain of Active Directory which contains above
user] [Password of Administrator] -c CN=Configuration,DC=X
#ConfigurationNamingContext

For example,1difde -i —-f c:\windows\adam\MS-AdamSyncMetadata.ldf -s
192.168.26.129:50000 -b administrator pmsnmdomain XXXXXXXXXXXXXX -
¢ CN=Configuration,DC=X #ConfigurationNamingContext

o] Administrator: Command Prompt \;IE-

icrosoft Windows [UVersion 6.3.96801
<c> 2813 Microsoft Corporation. All rights reserved.

:N\UserssNAdministrator2>ldifde —i —f c:\Windows“ADAM\MS—AdamSyncMetadata.LDF —-s 1
.21_1.15‘?._1‘13:58_!388 =b administrator DTN EEEEIEEE ¢ CHN=Conf iguration.DC=X #HC

t
onnecting to "18.211.1592.143:58088"

Logging in as "administrator'" in domain "“"mxone' using SSPI
Importing dlxeccoty from file “'c:\Windows“~ADAM~MS—AdamSyncMetadata.LDF"

? entries modified successfully.

he command has completed successfully

- ldifde -i -f c:\windows\adam\MS-adamschemaw2k8.1df -s [IP address
of AD LDS]: [Port of AD LDS] -b [Administrator Username of the local
server ] [Domain of Active Directory which contains above user]
[Password of Administrator] -c CN=Configuration,DC=X#Configura-
tionNamingContext

For example,1difde -i -f c:\windows\adam\MS-adamschemaw2k8.1df -s
192.168.26.129:50000 -b administrator pmsnmdomain XXXXXXXXXXXX -c
CN=Configuration,DC=X#ConfigurationNamingContext
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\UsersMdministrator>cd c:\Windows\System3d2

\Windows\Systemd2>1difde -i -f c:\Windows\ADAM\MS-AdamSyncMetadata.LDF -s 10.2

11.159.143:50000 -b administrator mxone MitelP123 -c CN=Configuration,DC=K HConf
igurationNamingContext

onnecting to “10.211.159.143:56008"

Logging in as “administrator" in domain “mxone" using SSPI

[mporting directory from file “c:\Windows“ADAM\MS-AdamSyncMetadata.LDF"
Loading entries

1208 entries modified successfully.
he command has completed successfully

\Windows\System32 > v

Restarting the AD LDS Instance

1) Select Server Manager > Roles > Active Directory Lightweight Directory Services.
2)  Check for System Services section that is displayed in the right side pane.

Server Manager

H: A
B® ADCs
i@l AD DS

&5 AD LDS

& DNs

BE File and Storage Services b
o us

[Elal T e mm=]=?]

- BB

3) Selectthe AD LDS Instance Name and right click on the AD LDS instance, select Restart/Stop — Start.

24
47/1553-ANF 901 15 Uen C 2019-04-28



CHAPTER 2

CREATING AN ADMIN USER IN AD LDS
PREREQUISITE

Creating an Admin User in AD LDS

1)
2)

3)

Select Server Manager > Roles > Active Directory Lightweight Directory Services.

L [E TewT]

N N

SeIect ADSI Edit shown in the right side pane, under the Advance Tools section.

In ADSI Edit window, go to Action Menu, select Connect to... option, or right cI|ck on ADSI Editin

the left side pane.

. 9 i .og
Fie Adion View Hep
DEEE [
! Hame (las ;Actions
Cunne(tt - |
AR OUSHSt, amils |
View b 1RSI0 5 Deak framing conte {10, domainDNS -
Reeh i 3 Dkt [0 comills | o
Eipor i
Help
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4)

5)
6)

7)

8)

9)

10)

The Connection Settings window appears to fill the below details.

Name: | Defauit naming context |

Path: | LDAP://10.211.159. 143:50000/DC=wbmusersadidsdomain,dc=a|

Connection Point
(®) Select or type a Distinguished Name or Naming Context:
| DC=wbmusersadldsdomain,dc=com v |

() select a well known Naming Context:

| Default naming context v

Computer
(®) Select or type a domain or server: (Server | Domain [:port])

| 10.211. 159. 143: 50000 v |

() Default (Domain or server that you logged in to)
[Juse ssL-based Encryption

[ o | [ comd |

Enter Name to identify this AD LDS Instance.

In the Connection Point section, Select or type Distinguished Name or Naming Context and enter
the Partition Name in AD LDS instance.

In the Computer section, Select or type a domain or server: (Server | Domain[:Port]) and enter the
server IP of AD LDS and port details.

Click OK. The following ADSI Edit window appears.

File Action View ﬂelg )
e nm .=

2 ADSI Edit Name Class Distinguished Name
AD LDS Proxy Sync [10.211.159.143:50000] ] DC=pmsnm,DC=com domainDNS DC=pmsnm,DC=com
Default naming context [10.211.159.143:50000]
4| 5 Default naming context [10.211.159.98:389] |

] DC=pmsnm,DC=com

Right click on Partition/ Distinguished Name > select New > Object.
In ADSI Edit window, you can expand the right side pane to check Name and Distinguished Name.
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11) In Create Object window > select container from the class list provided below.
zZ ADS! Edit -al x

File Action View Help

o 2[5 X0 o 5 A CGE

Z ADSI Edit ed Name || Actions
i AD LDS Proxy Sync [10.211.139.143:

i Dcfaultnamingcontext[10211.159l Slcta dass:
4 D_efaultnammgcontext[10211.159 T s— = More.. »
4 | DC=pmsnm,DC=com dassStore
[} OU=Abhishek computer H
M Obshalti
[21 CN=Computers country
[ OU=Domain Controllers devie
[7] CN=ForeignSecurityPrincipd mﬁ%am
] OU=Karthik i
[ CN=LostAndFound friendyCountry
[} CN=Managed Service Acco b v

[ CN=NTDS Quotas
[] CN=Program Data
(7] OU=Satish

(] OU=SatishNew
(] OU=SatishOU

(] 0U=Sunny

(] CN=System container CN=Users,DC=pmsnm,[

12) Click Next. The Create Object window appears to add value.

13) Enter name of the container in the Value box. For example, ADLDSAdminUsers and click Next.

14) Click Finish.
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15)

16)

17)

18)

Right-click on the newly created container which is added under the Partition Name and select New

> Object.

) 5 AD LDS Proxy Sync [10.211.159.143:50000]
i Default naming context [10.211.159.143:50000]
4 7 Default naming context [10.211.150.98:389]

|

DC=pmsnm,DC=com

(] OU=Abhishek

(7] CN=Builtin

[ CN=Computers

[ -] OU=Domain Controllers

There are nc items to show in this

(] CN=Forei urityPrincipals

[ OU=Karthik _—

) CN-=LostAndFound New Connection from Here

(] CN=Managed Servi

(] CN=NTDS Quotas New » H Object... ”
[] CN=Program Data View )
(] OU=Satish

71 OU=SetishNew Delete

[ OU=SatishOU Rename

(51 0u=sunny Refresh

[ CN=System Export Lit..

[ OU=test -

(] CN=TPM Devices Properties

(] CN=Users Help

In the Create Object window, select user from the list of Class items displayed. Click Next.

Select a dass:
rRASAdministrationConnectionPoint -~
rRASAdministrationDictionary
samServer
secret
serviceAdministrationPoint
serviceClass
serviceConnectionPoint
servicelnstance
storage
trustedDomain
user
volume -
| <Back |[ mext> | [ cancel | [ Hep |
Enter a username (for example, adldsadmin) in the Value box.
value: adldsadmin|
| <Back | mNext> | | cCancel | | Hep |

Click Next ? click Finish.
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19) Expand newly created container and right click on the newly created user. The following window
appears to Reset Password.

[ ] C=adidsadaio

Move
MNew Connection from Here

[ Reset Password...

New >

Delete
Rename

Refresh

Properties

Help

20) Select Reset Password. The following window appears to assign a new password for user.

New password:
Confirm password: I s

The account must log off and then log on again for the change to take
effect.

Cancel

21) Enter the New password and Confirm password. Click OK.

22) Rightclick on the newly created user and select Properties.

] CN=adldsagezia
Move

New Connection from Here

Reset Password...
New »

Delete
Rename
Refresh

Properties

Help
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23) Right click on the newly created user properties dialog, select displayName and double click on it.

The following String Attribute Editor appears.

CN=adldsadmin Properties 7] X

Attribute Editor Sgcuiy'

jstinguisk
N=adlds:

24) Enter the same username while resetting the password.

25) Select distinguishedName ? double
26) Click OK.

as: L w—
displayMName
r displayName Printable

click on it to copy the distinguishedName value.

<not set>
CN=adldsadmin CN=ADLDSAdminUsers.DC=
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27)

In the same attribute editor Select msDS-UserAccountDisabled and double click on it. The following
Boolean Attribute Editor window appears.

Adtribute Editor

Attributes:

Agtribute
msDS-HABSeniorityln ...
msDS-PhoneticComp...
msDS-PhoneticDepar...
msDS-PhoneticDispla...
msDS-PhoneticFirstN...
msDS-PhoneticLastN...
msDS-PrimaryComputer
msDS-Site-Affinity
msDS-SourceObject DN
msDS-SupportedEncr.
msDS-SyncServerUd
msDS-UserAccountDi...
msDS-UserDont Expir. ...

CN=adldsadmin Properties ? =
Value ~
<not set>
<not set>
<not set>
<rl - )
o Boolean Attribute Editor -
: Adtribute: msDS-UserAccountDisabled
<r| Value:
o O True
| @ False
< -
) Not set
™o E
< ok | [ cancel

ms-DS-UserEncrypte... <r

m S T T

28) Select False and click OK.
29) Click Apply > OK.

30) Expand the newly created partition name and CN=Roles. Right click on CN=Administrators?Proper-
ties to view the Attribute Editor.

E'ADSlidit Neme (1| Acions
3 ADLDSProg Sy 12111514350 »
‘? ‘DC-wb::us);rsa[dldsdamain dc-tom] Theteareno temstochow i || CN=Administators B
2 Okl " Mot ’
| CN=NTDS Quotas
4 (N:=Roles
IN:AdnJ”
 ONeRea
§ Clllsr— New Comnctonfrom Here
r) _ [N:ADLDSA NtW )
| Okl
§ Deaknemingcon
7 Dfukremingconl e
7 Defukming con

Move

View )

Rename
Refrsh
bpot Lt

Properte
Hel
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31) Inthe Attribute Editor, select member and click Edit.

Attribute Editor |

Attributes:
Atribute Value ~
isCritical SystemObject TRUE
labeledRI <not set>
lastKnownParent <not set>
legacyExchangeDN <not set>

managedBy <not set>

CN=Administrators, CN=Roles, CN=Configurati
memberllid <not set>
msDS-AzApplicationD... <not set>
msDS-AzBizRule <not set>

msDS-AzBizRulelang... <not set>
msDS-AzGenericData  <not set>
msDS-AzLastimporte...  <not set>
msDS-AzLDAPQuery  <not set>

mS-DS-ConsistencyC... <not set> v
<] m > |
Lok || Concel || oy [[ Heb |

32) Click Add DN button > Enter DN of user created above (for example, CN=adldsadmin,CN=ADLDSAd-
minUsers,DC=wbmusersadldsdomain,DC=com) ? click OK.

Multi-valued Distinguished Name With Security Principal Editor X
Attribute: member
Values:
Name Container Distinguished Mame / SID
Administrators /{3F4B7CE3-7285-4C60-A9D2-0514813AB5...  CN=Administrators,CN=Roles,CN...

Enter a distinguished name (DN) for an object.
JSAdminUsers,DC=wbmusersadidsdomain,DC =com| |

33) Click OK > click Apply > click OK.
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Checking User Authentication

1)  On the Start Menu, click Run. The following Run program window appears.

g

Open:

Run -

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

|| v

'5' This task will be created with administrative privileges.

Ok | Cancel | | Browse... |

2)  Type ldp.exe (Label Distribution Protocol) in the Run box and click OK to open Ldp.exe window.

3) InLDP window, Go to Connection and click Connect.

L5 Ldp

Connection | Browse View Options Utilities Help

Connect...

Bind... Ctrl+B
Disconnect

New Ctrl+N
Save

Save As
Exit

4)  Enter the IP Server address

and Port number of AD LDS Instance and click OK.

Connect -

Server: | [RESEIECRLE ]

Port: 50000 % :;l_gnecﬁonless

5)  Go to Connection and click

Bind. The following Bind window appears.
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6)

Bind -

User: | adldsadmin |

Password: | sessssnes |

Domain: mxonedomain
Bind type
() Bind as currently logged on user
() Bind with credentials
(®) Simple bind
(O Advanced (DIGEST)

Encrypt traffic after bind

]Cancd H oK ‘

To connect and bind the server that hosts the forest root domain of your AD DS environment. Enter
the following details:

a)
b)
c)
d)
e)

f)

User: [username which is created above]
Password: [Password of the above user]
Domain: By default, remains in deactivate mode
Bind Type: [select Simple bind]

Click OK.

NOTE: The user must be an authenticated user as mentioned in the above screen.

An example of successful authentication is given below.

res = ldap_simple_bind_s(ld, 'adlidsadmin’, sunavailable=", 1 v.3
Autherticated as: 'CM=adldzadmin CH=ADLDSAdminUzers DC=whinusersadidzdomain DC=com'.
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Adding Attributes to UserProxyFull Class

1)  On the Start Menu, type FMC, and then click OK. The following Console window appears.

@ Console1 - [Console Root] \;‘E-
@& File Action View Favorites Window Help [ [&]x]
& =@ = B[=
5] Console Root Name Actions

There are no items to show in this view. Console Root ~

More Actions

2)  Goto File menu > click Add/Remove Snap-in.

@

Action View Favorites  Window

@ New CtrN

= Open. Ctrl+0
Save Ctrl+S
Save As... 5

Add/Remove Snap-in... Ctrl+M

Options...
1 adsiedit
2 lusrmgr

Buit

3)  Select Active Directory Schema, click Add and then click OK.
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You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor [ "I Console Root

<3) Active Directory Domains a... Microsoft [ Active Directory Schema
=3 Active Directory Schema Microsoft
[ Active Directory Sites and ... Microsoft
] Active Directory Users and... Microsoft C
= | ActiveX Control Microsoft C
2 ADSI Edit Microsoft C Move Down
Authon’zau’on Manager Microsoft C
3 Certificate Templates Microsoft C
[l Certificates Microsoft C
5] Certification Authority Microsoft C
. Component Services Microsoft C
A Computer Management Microsoft €

.ﬁmmmmm—mrmﬁc e
K m |>

Description:
View and edit the Active Directory Schema

Move Up

4) Right click on Active Directory Schema and select Change Active Directory Domain Controller.

Eile Action View Favorites Window Help

e 7nmE G
|| Console Root l

b |2 Active Directory Sc et
E gad | Change Active Directory Domain Controller...

Connect to Schema Operations Master
Operations Master...

Name

Permissions...

Reload the Schema

View >

New Window from Here
New Taskpad View...
Refresh

Export List...

Help

5)  Select This Domain Controller or AD LDS instance.

Cument Directory Server:
WIN-I5QISN3LK72 mxone local

Change to:
2 Ay writable Domain Controller
@) This Domain Controller or AD LDS instance
Look in this domain: [ rxone Jocal ~]

WIN-15QISN3LK72 mxone local Default-First-Site-Name GC Windows... Unawvailable
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6) Enter IP Address of the AD LDS Instance with port number and click outside of the highlighted edit
area. The Status column value changes to Online.

Change to:
() Any writable Domain Controller
(®) This Domain Controller or AD LDS instance

Look in this domain: lrm(one_local

v]

Name

® This Domain Controller or AD LD instance

DC Type DC Version Status ‘

[10:211.159.143:50000 _

Look in this domain: [mxone.local

Name

10.211.159.143:50000

DCType  DCVersion Status

7)  Select this entry (that is, anywhere outside from the edit section) > click OK > click Yes.
8) Expand Classes to select the required attributes displayed in the Classes list.

Consolel - [Console Root\/
File Action View Favor'rtes Window Help
—| Console Root Name
4 E Active Directory Schema = ] Classes
4 [ Classes | Attributes
12 account
1= aCSPolicy

®2 aCSResourcelimi
12 aCSSubnet

12 addressBookCon
“1* addressTemplate

9) Select userProxyFull from the Classes list and right click on it to select Properties.

Bl ldapIIWINISQ\?N!LUme\nmtSmI =[o x|

FOLCT TS 1200 TR 425

" )

@ e Adon View Fortes Vindow Help

New Taspad V.
fefeh

e
desatmenthunbe al
[0

Epotli
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10) Go to Attributes tab and check for the sAMAcountName attribute. If sSAMAcountName attribute
is not available, then click Add button to include it to the Schema Object list.

| General | Relationship | Attributes |

B e

Mandatory:

Optional:

11) Select sAMAccountName > click OK > click Apply > click OK.

userProxyFull Properties ? X

sAMAccount Type
samDomainUpdates
schedule
schemaFlagsEx
schemalDGUID
schemalnfo
schemalpdate
schemaVersion
Iscq:eﬂags

|script Path
sDRightsEffective
searchFlags

In the same way, you can check and add the below attributes:
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47/1553-ANF 901 15 Uen C 2019-04-28



CHAPTER 2

ADDING ATTRIBUTES TO USERPROXYFULL CLASS
PREREQUISITE

12)

objectSID

sn

department
location
whenChanged
telephoneNumber
wWWHomePage
description
physicalDeliveryOfficeName
url

streetAddress
postOfficeBox
I[Locality-Name]
st

postalCode
c[Country-Name]
profilePath
scriptPath

title

company
facsimileTelephoneNumber

otherFacsimileTelephoneNumber

msExchAssistantName
roomNumber

ipPhone

objectClass
objectCategory
lastAgedChange

Restart AD LDS Instance when all the required attributes are added and checked.
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Editing Object (UserProxyFull) Class as User Object Class

1) Inthe ADSI Edit Console tree, click ADSI Edit node and then click the Action menu. Select Connect
to. The Connection Settings dialog box appears.

ADLDDSSynchPoxy 1Schemal|

LDAP://10.211. 159. 143: 50000/Schema

Connection Point
() select or type a Distinguished Name or Naming Context:

(®) Select a well known Naming Context:

Schema

Computer
(®) Select or type a domain or server: (Server | Domain [:port])

10.211.159.143:50000

() Default (Domain or server that you logged in to)
[ ]use sSL-based Encryption

2) In Connection Point section, click Select a well known Naming Context radio button.

3) In Computer section, select or type a domain or server: (Server | Domain [:port]) of AD LDS
Instance.

4)  Select Schema from the drop-down list.

5) Expand Schema from left side pane > expand CN=Shema, CN=Configura-
tion, CN={XXXXXXX}.
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File Action View Help
o 2E XE G
} ADSI Edit
4 i Default naming context [10.211.159.98:389]
p . DC=pmsnm,DC=com
4 i ADLDDSSynchPoxy15chema [10.211.159.143:50000]
b || CN=Schema,CN=Configuration, CN={9F209790-2BBA|
6) Select CN=User, and then right-click on it and select Properties.
| CN=UPN-Suffixes
L CN=U
] CN=U Move
7 CN=U New Connection from Here
ﬁ CN=U MNew 3
] CN=U f
& on=y| | View g
1 CN=U Delete
g E:=3 Rename
=7 CN=U R'f'“h_
:‘I CN=U | EKpOlt List...
:I CN=u '
3 cN=u| | Help |
7)  Select IDAPDisplayName and double click on it to modify the selected attribute value.
a1
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Value A
D:(0A;CR:ab721a53-1e %-11d0-9819-00aal

<not set>
<not set>
<not set>
<not set>
<not set>
<not set>
<not set>

audio; carlicense; department Number; displz
. <not set>
. <not set>

<not set>
CN=Class-Schema CN=Schema CN=Conrfigu .,

>

8) Change value to userADLDS (this is just a dummy name), then click Apply, and click OK.
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9) Inthe same way, you can change the IDAPDisplayName value of user-Proxy-Full to user. Once the

changed attribute value is applied, you must restart AD LDS Instance.

._:| CN:US&P’PHI‘ICIPM-N!ME ||
| CN=User-Proxy-Full.

= CN:User-Sharj Move

| CN=User-Shar

7 CN=User-SMINM
1 CN=User-Work |
1 CN=userClass View 3
:| CN=userPKCS1 .Del cte

.| CN=USN-Chan
=] CN=USN-Creatf | Rename
] CN=USN-DSA- Refresh

"] CN=USN-Inters Export List...
7 CN=USN-Last- ' :
] CN=USN-Sourdl_"roperties

"] CN=Valid-Acce Help

T CN=Vendar T

New Connection from Here

New »

10) Change it to user. Click OK. Click Apply and then click OK.
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String Attribute Editor -

Aftribute: IDAP DisplayName

Value:

user|

Clear QK Cancel

Modifying MS-AdamSyncConf File

1) GotoC:\Windows\ADAM Directory in windows. Copy and Paste MS-AdamSyncConf.xml file.
Rename the newly created file (for example, MS-AdamSyncConf_Document.xml).

| ADLDSSyncProxy_143 2/13/20196:14 AM  LDF File 1,895 KB
'M This PC || Idif.err 2/13/20196:09 AM  ERR File 1 KB
I Desktop _ LDF file 2/12/2019 6:25 AM LDF File 2 KB
b | Documents | WBMSync 2/6/2019 2:15 Text Document 2KB
b @ Downloads & MS-AdamSyncConf_Doc 1/8 XML Document 3KB
P W Music .| MS-AdamSyncConf1 1/8/20 Text Document 3KB
I =| Pictures _ ADLDSSyncProxy5_143 1/8/2019 1:20 PM LDF File ) KE
I & Videos % adammsg.dl| 1/8/2019 7:30 AM Application extens... 4KB
b @ Local Disk (C:) __| adamntds.dit 1/8/20197:30AM  DIT File 4,112 KB

2)  Open the file in Edit mode (using Notepad) and modify below fields.
<source-ad-name>Domain Name of Active Directory</source-ad-name>
<source-ad-partition>Partition Name of Active Directory</source-ad-partition>
<source-ad-account>[user name of Active Directory Admin]</source-ad-account>
<account-domain>[Above Username Account Domain]</account-domain>
<target-dn>[DN/Partition in AD LDS]</target-dn>
<base-dn>[DN of users from which we want to synchronize from Active Directory]</base-dn>
For Example:
<source-ad-name>pmsnmdomain.com</source-ad-name>
<source-ad-partition>dc=pmsnmdomain,dc=com</source-ad-partition>
<source-ad-account>administrator</source-ad-account>
<account-domain>pmsnmdomain</account-domain>
<target-dn>DC=wbmusersadldsdomain,dc=com</target-dn>
<base-dn>0U=WBMUSers,DC=pmsnmdomain,DC=com</base-dn>
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3)

Save the modified file.

Synchronizing Users from Active Directory to AD LDS Instance

1)
2)

Open Command Prompt. Go to C: \Windows\ADAM.

Execute the following 2 commands as mentioned below.

a) adamsync.exe /install [AD LDS Instance IP:Port] [MS-ADAMSync-
Conf.xml File Name] /passprompt
For example: adamsync.exe /install 192.168.26.129:53986 MS-AdamSync-
Conf Docuent.xml /passprompt
NOTE: To synchronize users from Active Directory to AD LDS Instance, you must run the Adam-
sync.exe utility.

Enter the password of Active Directory user which is mentioned in the XML file.

C:“\Mindows\ADAM>adansync.exe -install 192.168.26.129:58888 MS—AdamSyncConf_Docum
ent . XML ~passprompt
Pleaze enter password:

Done .

C:sMindows~ADAM>

b) adamsync.exe /sync [AD LDS Instance IP:Port] " [DN/Partition Name
of AD LDS]" /log [Log File Name]

For example: adamsync.exe /sync 192.168.26.129:53986 "DC=wbmuser-
sadldsdomain,dc=com" /log WBMSync.log

ADN radamsync.exe ssync 192 _168_26.129:588800 '"DC=vbhmuszerzadldsdomain,

JBMS ync - log

NOTE: WBMSync.log contains the user synchronization information from Active Directory to AD
LDS. If any issues occurred while synchronization, it gets recorded in this log. All the users get
synchronized from the Container to AD LDS except their passwords. So, you need to wait until
the user synchronization process is completed.

Checking Synchronized Users in AD LDS

1)
2)
3)
4)

5)

Open Server Manager > expand Roles > select Active Directory Lightweight Directory Services.
In Advanced Tools section, select ADSI Edit that is displayed in the right side pane.
In ADSI Edit window, go to Action menu and select Connect to, then provide the below details.

In Connection Point section, click Select or Type Distinguished Name or Naming Context and enter
Partition Name.

In Computer section, click Select or type domain or server: (Server | Domain [:Port]) of AD LDS
Instance.
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6) (Enter the IP address of AD LDS server with port number, for example: 192.168.26.129:50000).
2 A0S Edit
4 ADLDS Proxy Sync [10.21,159.143:50000
4| DC=wbmusersadldsdomain dc=com
| CH=ADLDSAdminsers
| CH=LostAndFound
| CH=HTDS Quotas
| CH=Roles
B [ OU=MBM U
| CN=Bisht Negma
Q=L Test 12
| (N=Prasad,Sham
| (N=Rafk ey
0U=Su

7)  Allthe Active Directory Users of that particular container and sub-containers gets synchronized and
visible under the ADSI Edit Console tree.

Enabling LDAPS (SSL) for AD LDS in Window Server

1) Create a separate directory in the user location in the system.

2) Create afile adlds_request.inf (file name can be anything with .inf extension).

3) Copy the below highlighted content in that file and change the required value in pink color.
NOTE: Remember that “;” is a comment in this file.
e iminbete bt request.inf --—-—-—----———--———- [Version]
Signature="S$Windows NTS"
[NewRequest]
Subject = "Fully Qualified name of AD LDS server" ; replace with the FQDN
of the DCKeySpec = 1lKeyLength = bitsize can be any value from below line
values; Can be 1024, 2048, 4096, 8192, or 16384.; Larger key sizes are
more secure, but have; a greater impact on performance.Exportable =
TRUEMachineKeySet = TRUESMIME = FalsePrivateKeyArchive =
FALSEUserProtected = FALSEUseExistingKeySet = FALSEProviderName =
"Microsoft RSA SChannel Cryptographic Provider"ProviderType =
12RequestType = PKCS10KeyUsage =

Oxa0[EnhancedKeyUsageExtension]0OID=1.3.6.1.5.5.7.3.1 ; this is for Server
Authentication;----------——-—--—-——-——— - ———————

4)  Execute the below command in directory to create a certificate request.certreq -new <.inf
file name> <certificate request file name>

An example of the command is mentioned below.
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c:\Certificates\ADLDS _Ce

c:\Certificates\ADLDS Certs

5) Anewfileis created in the same directory.

nCertificatessADLDS _Certs“ADLDS _Kevystore_Dirrdir
Uolume in drive C has no label.
Uolume Serial NHumber is JACB-320A

Directory of c:“~Certificates“ADLDS_Certs“ADLDS_Keystore_Dir

171120816 48 AM <DIR>
ii-/11-20816 48 AM <DIR> ..
H1-11-2816 48 AH 1.388 ADLDES_Request_file.regq
[i1-11-2016 17 AH 763 Certificate_request_details.inf
2 File<s?> -143 hytes
2 Diris) 6,852, 823 848 hytes free

wCertificatesADLDS_Certs~ADLDS_Heystore_ Dirl

6) Share the file with Certificate Authority to provide the signed certificate.
7)  Copy the file in the same directory (with preferred extension of .cer / .crt).
For example, the sample AD LDS Server Signed Certificate (in this pmsnmdomain.com is root certif-

icate), which is certificate of Issuer who has issued certificate to AD LDS Instance. Adldsserv-
er.omsnmdomain.com — is the Signed Certificate of AD LDS Instance.

Certificate

"General | Details Certification Path |

Certification path

.| pmznmdomain.com
8| 2dldsserver. pmsnmdomain. com

Cettificate status:

This certificate is OK.

Learn more about certificstion paths

8) Once you receive the signed certificate from Certificate Authority. Type the below mentioned
command.certreq -accept <received signed certificate file name>

An example of the command is mentioned below.

c:nCertificates~ADLDS _Certs~ADLDS_Keystore_ Dirrcertreq —accept ADLDS_Cert_Response.cer

c = \ert i icates\l’lL _e rts~A L_l{eystot-e_ iv>

9) Open Command Prompt and Run as Administrator.
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10) Inthe command prompt, execute mmc command that opens a new mmc window.
11) Inthe mmc window, go to File and select Add/Remove Snap-in option.

= Consolel - [Console Root]

_ﬂ File Action “Yiew Favorites Window  Help

é e CEel-+I
—  Qpen... ChrlH-C —
Save Chrl+5 —
Save As...

AddfRemove Snap-in. .. CEr|Hr

Cptions. ..

12) Inthe Add or Remove Snap Ins window, select Certificates from the left side pane and click on Add
button.
13) Select Computer Account and click Next. Select Local Computer. Click Finish and then click OK.

Thiz znap-in will always manage certificates for:
" My uzer account
" Semvice account

¥ Computer account

14) Extract Certificates > Personal > Certificates from the left side pane. All the certificates get listed in
the right side pane.

& Consolel - [Con=ole Root" Certificd
E File  Action  Yiew Favorites W

&= | z2=als =]
| Console Rook
= ﬂ Certificates {Local Computer)
= || Personal
| Certificates
| Trusked Rook Certification Aok

m A Crbkmvmvicm Teosk

15) Open the Signed certificate which you have received from Certificate Authority.
16) Once the certificate is opened, go to Details tab and click on Copy to File button.
17) Click Next and select Yes, export the private key option.

Do wou wank ko export the private key with the certificate?
¥ wes, export the private key

" Mo, do not export the private key

18) Click Next.
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et A 18 1 e 8 11 i -
¥ Personal Information Exchange - PKCS #12 { PFX)
[™ Include all certificates in the certification path if possible
[™ Delete the private key if the export is successful
[ Export all extended properties
i B iobio o d Lo S Lo Loen £ T
19) Enter your password (double time) to assign to the Keystore and click Next.
20) Save the .pfx file in the system in the same location where certificate request is created for easy
identification.
21) Click Next and click Finish.
22) Inthe same mmc window, open File menu and select Add/Remove Snap-In option
23) Select Certificates and click Add.
Add or Remove Snap-ins
¥ouu can sebact snap-ins For this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
sl sble snap-ins: Selected snap-ins:
Soap-in | Verdaor | ] Console Root Edit Exttersions...
gin)Ackive Cirectory Do... Micrasaft Cor,..
A% Active Directory Sch... Microsaft Cor...
B Active Directary Sibe,.. Microsoft Cor,..
] Active Directory Use... Microsoft Cor Step 2
' At dicrosoft Cor
s [o-soﬂ: Cor D
.y wor0s0FE Cor Add =
Micragaft Cor
[ icrosoft Cor
= nority Microsoft Cor.,..
8. Comporent Services  Microsoft Cor...
5 Computer Managem...  Microsoft Cor...
oo Details Templates Ed... Microsoft Cor,..
Bl pevice Manager Micrasaft Cor,.. ;l Advanced. ..
Desoription:
The Certificabes snap-in sllows you to brovess the contents of the certificate stores For vourself, & sarvice, or & computer,
Ok | Cancel
24) Select Service Account.
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Certificates snap-in

Thiz znap-in will alwaps manage certificates for:

£ My user account

| ¥ Service account
Computer accaunt

25) Select Local Computer, click Next.

Select Computer x

Select the computer you want thiz gnap-in to manage.

—Thi -1 L] # Mmanage:
% Local computer: | [the computer this conzole is running on

" Another computer: I Browae,.. |

[T Allow the selected computer ta be changed when launching from the command line. T his
anly applies if you zave the conzole.

26) Select the Service Name / AD LDS Instance Name.

Certificates snap-in [ x| |

Select a zervice account to manage on the local computer.
1

Service account:

Active Directam Certificate Services “
Active Directary Domain S ervices
Actrve Directany \Web Services
ADLDSPro i

Anplication Fxneisnce

Application Host Helper Service

Application [dentity

Application Information

Application Layer Gateway Service

Application Management

ASP.MET State Service

Backaground Intelligent Transfer Service

B aze Filtering Engine

Certificate Propagation LI

¢ Back I Finizh I Cancel |

27) Click Finish and then click OK. The following Add or Remove Snap-ins window appears.

47/1553-ANF 901 15 Uen C 2019-04-28

50



ENABLING LDAPS (SSL) FOrR AD LDS IN WINDOW SERVER
CHAPTER 2 PREREQUISITE

Add or Remoye Snap-ins

You can seleck snap-ins For this consaole from those awailable on your computer and configure the selected set
extensible snap-ins, wou can configure which extensions are enabled,

fvailable smap-ins: Selected snap-ins;
Snap-in | ‘endor | - | Console Root
%.ﬁ.ctive Direckory Do...  Microsoft Cor... B Certificates - 5 e (aDLDSPr S
:-,7: Ackive Directory Sch..,  Microsoft Cor..,., |

Ep-r: Active Direckory Sike,..  Microsaft Cor,,,
: fctive Directory Use,..  Microsoft Car,..,

- Ackives Contral Microsaft Cor,.. .
4 aDsI Edit Microsoft Cor...
= iz 5t i fdd = | .
.ﬁ.uthnrlzatlun Manager Microsoft Cor...

28) In mmc Certificates window, expand Certificates — Service (AD LDS Instance Name) on Local
Computer. Add the AD LDS Signed Certificate in AD LDS Instance Name/Personal section.

29) Click Next > Browse. Select the key store that you have created in previous step (file extension is
.pfx) in File browser.

30) Click Next. Enter the password of key store (entered while creating .pfx file).
31) Click Next > Next > Finish.

= Consolel - [Console Root'Cettificates - Service (ADLDSProxySyncl) on Local Computer, ADAM_ADLD:

File  Action View Favorites  ‘Window  Help

@ [ Fmald=
| Console Poot Ohject Type

=] H Certificates - Service (ADLDSProxyZvncl) on Local Computer | Certificates
i 204 _ADLDS nclPersoga |

“| ADAM_ADLDSPraxySyncliTrusty  Find Certificates. ..
| ADAM_ADLDSProwySyncl|Enker
| ADAM_ADLDEProxySyncl | Inkerr
| ADAM_ADLDSProwySynctiTrush  iew 3
| ADAM_ADLDSProxySyncliUntra mew Window Fram Here
| ADAM_ADLDSProxySyncl Third-
| ADAM_ADLDSProsxySyncl|Trusk  Mew Taskpad view...

&l Tasks Find Certificates...

Advanced Operations  #

HEFHEEEERB

Refresh
Export List. ..

Help

Once it is added, certificate is available as shown below.

P Consclel - [Console loot', Certilicates - Servios (ADLDSPronySyne ] ) on Local Compater', ADA™_ADLDSProwySyms ) | Personal Certific stes ]
i Fle  Adion  Wew  Favoiles  Window  Help

e 7w als = Bm

[ L - Sevund-By. L=
= " i - Seervios [0 CeEProncy Senc | on Lol Compafer ol sddssarver povaradomsin. com adldsizzuer 1207 Server Buthenticstion  <hlonai

ADEM_BDLDrSPr oy Sy 1 Per sonal

Catifaatied
ADAM ADLLAFroonyine 1 Tnasted Boot Certification Authorks

32) Inthe same way, add the AD LDS certificate’s Root certificate (for example, pmsnmdomain.com)
in AD LDS Instance Name/Trusted Root Certificate Authorities.

33) Add the AD LDS certificate’s Root certificate in AD LDS Instance Name/Trusted Publishers.

34) Add the other end certificate (for example, Provisioning Manager application certificate) in AD LDS
Instance Name/Trusted People. An example is shown below.
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35)
36)
37)

l MachineKeys

= Consolel - [Console Root]

E File  aAction \Miew Fawvaorites  Window  Help

¢ === H[F

= Ei Certificates - Service (ADLDSProxySyncl) on Local Computer

| ADAM_ADLDSProxySync i Personal

| ADAM_ADLDSProwySyncl Trusted Rook Certification Authoritis
| ADAM_ADLDSProwySync L\ Enkerprise Trust

| ADAM_ADLDSProwySync i Intermediate Certification Authaoritic
| ADAM_ADLDSProwySync 1 Trusted Publishers

| ADAM_ADLDSProxySyncliUntrusted Certificates

| ADAM_ADLDSProxySync L) Third-Party Root Certification Authe
| ADAM_ADLDSProxySyncliTrusted People

FHEHBEEFBB®

Add the ownership to the added certificates to Network Service.
GotoC:\ProgramData\Microsoft\Crypto\RSA\MachineKeys.
Right click on each certificate where Lock like icon appears on the files.

MName

HCertiﬁcate:

(; )v| - Computer - Local Disk(C:) = ProgramData  Microsaft « Crypto = RSA = Machinekeys
Organize «  Includeinlibrary ~  Share with «  New Folder

' Faverites Mame Date modified ~ Type Size
B Deskiop 15| 5d28c67b4ab4ff af SHE7 1 eecc405f03d_7393c5h4-1644-4afd-991f-207b3dF31 2be 11/9/2016 5:12 AM  System file 3KB
& Daownloads 1| FraabSaaezfocz45aab11343dee9e941_73930504- 1644-4afd-991F-207badF3 1 2be 10/21/2016 6:43PM  System file ZKB

5| Recent Pl

- Fecent Flares 5] SERaN477e2 1 4dezbehiidehe dctiffe?_739305he -1 344-4afd-991F-207h3dF3120r 10/13(2016 GET PM System Fils 2B
) 16602d419d1c4a1 FEFFS30985e650796_7393c5he-1844-4afd-991F-207b3dF31 2be 8/18/2016 1:06 AM Syskem file 3KB

= Libraries

38)

Object name:

Group of user names:

Security |

_ ) Select this object type:
C:\ProgramD atatMicrosoft Ciyplos R 544 Machinek:

Select Users, Computers, Service Accounts, or Groups

(2] x]

Object name:  C:\ProgramD atatMicrosoft\Ciyptot RS A

Group of user names:

B2 SYSTEM

52, Administratars fwIPROPMSNM\Administiators)

To change permissions, click Edit

IUSE!S, Groups, or Builtin security principals

Firam this loo atigpuemmm——ar=—r "

Object Types...

B SYSTEM
52, Administrators fwIPROPMSNM\Admiristiators)

Enter the objey ER

IW‘D'UDWS' LCOMEnter "Networ Services" here

Es]

METWwWORK SERVICE]

Edi.

Check Names

Cancel
2|

Add, F
[— Advanced.
Pemissions for SYSTEM Allowy Deny
Permissions for SYSTEM Allowy Lremm
Full control < =
Madify 7 Full contral o =
Fiead & enecute v Mody o
Fead v Flead b enscute [m]
e v Read o _|
Special permissions Wiite o .
Leain shout access control snd permissions
For special permissions of advanced setings, fdvanced
click Advanced ok | Cancel | Apply |
Leann about access control and permissions S —

[urlbc

bR dEe ohe SIS ARSI Sk il

Open Properties and go to Security tab. Click Edit and then click Add. Enter Network Service.

39) Enter the Network Service and select Users, Computer, and Service Accounts or Groups window.

40)

Give Read, Read & Execute permission > click OK > OK.
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l Permissions for 5d28ce7b4ab4ifaf5b571eecc405f03d_... r

SecLrity |

Object name:  C:A\ProgramDatatMicrozoft\Creptoh B SAhM achinek., L

GTDUD Or LIZET Names:

P BT Tt f A W] b

Add.. | Remove |

Fermizzions for METWORE,

SERWICE Al Deny A
Full cantral O O = )
b dify O O |

|_Hea-:| & emecute O
Head | O _ i
Write O O . i

b

41) Inthe same way, provide permissions to all certificates for Network Service user. When you give
the permissions, all the Lock icons get disappeared.

. MachineKeys

é\ :;0| ~ Computer = Local Disk (C:) = ProgramData + Microsoft = Crypto = RSA = Machinekeys

Organize v Includeinlibrary »  Share with +  New folder

' Favartes Name Date modified + Type Size
B Desktop &5 5dpBcE7baabAffafSbS71 eeccA05F03d_7393c5b4-1644-4afd-991F-207b k31 2be 11/9/2016 5112 4M  System file 38
ll" Dovinloads %] feaabSaBe2F0c2458ab11343des9294 1 _7393c5b4- 1644-4afd-991F-207b3dF31 2be 10/21/2016 6:43PM  System File 2KB
=l Recent Places %) 58540477621 4d0e2heh0dshr ckete?_739005ha-1044-4afd-991F-207kadFa 120c 10j13/2016 B:57FM System File 2KB
S & 16602441901 c4a1FSHS3cIBE8650796_7393c5kd-1844-4afd-991F-207b3dF312be B/16/2016 1:06 AM  System Fie 38
42) Restart AD LDS Instance. Test LDAPS for AD LDS by using the below command from PM installed
server.
openssl s client -connect IPAddress of AD LDS:LDAPS port
For example:

openssl s _client -connect 192.168.26.129:53994

Using AD LDS as a User Repository in PM Application

To Import Users into PM, do the following:
1)  Login to PM application.
2)  Select System menu > select Data Management sub menu > select Active Directory.
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3)

« C' |[1192.168.26.191/mp/eemmMenu.do

O Mitel | Provisioning Manager

Users Services Administrators ystem Logs Own Settings

Location Subsystem Data Management Options Email Server Configuration Wizz

Compare with Subsystem |  active Directory Server - Change

Backup & Restore Apply

Scheduling

Active Directory Server Configure Domains

General Settings

Enter the following fields details.

WL Configure Domains

General Settings

(® IP Address: ¥ |192.158.26.129
@ Port : ' |563986
@ User Name: ¢ < |adldsadmin
(@ Password: S L
(® Confirm Password: G renmnnns
Notification
(@ Email Address:
Rules
(7 Create Default Password: L
(% Autematically Remove Users: L4
(?) Scan for Removed Users Interval [m]: 30
Extension Handling
(7) Extension/Mailbox Handling: Try assign otherwise create new extension/mailbox ¥
(7 Extension Number Length: 5

Mailbox Handling
Mo OneBox Server subsystem is available Please initiate through Add Subsystem task.

| Add OneBox Server |

(?) UDF Mapping: Edit. ..
Remove Active Directory Server Configuration

o=

| Remove Configuration |

| Apply |
For example,
- IP Address: [IP address of AD LDS Instance located server]
- Port: [Normal LDAP port of AD LDS]
- User Name: [administrative user created in AD LDS in “Step V"]
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- Password: [Password of above administrative user]

- Confirm Password: [Type the same password as entered in “Password” field]

4)  Click on Apply. Authentication is Successful is displayed.

' Change operation successful

Server
Property Value
General Settings
IP Address 192.168.26.129
Port 53986
User Name adldsadmin
Rules
Create Default Password Yes
Automatically Remove Users Yes
Scan for Removed Users Interval [m] 30
Extension Handling
Extension Number Length 5
Mailbox Handling
Create Mailbox Yes
Configure Domains
Mo property set
| Dore |
5) Click Done.
6) Go to Configure Domains tab and click Add.
Domain Configuration - Add
Apply Cancel
(@ Search Domains: *
(7) Description:
P
(?) Select Location : Mitel ¥
(7) Select parent department for AD deparments : Mitel *

Extension Templates

Apply Cancel
Add the following details.

- Search Domains: [The Domain which is created at AD LDS Side After Step X]
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For example, OU=WBMUSers,DC=wbmusersadldsdomain,DC=com

7)  Click Apply and then click Done.
8)  Configure the AD LDS Instance details as mentioned below.
9) Click Apply and then click Done.

Configure Domains

Create

Add

Search Domains Description
O,/ ® @ < O0U=WBMUSers,DC=wbmusersadldsdomain,DC=com

Apply

10) Go to Configure Domains tab and click on Synchronization icon [5th icon from left side].
11) Go to Users menu and select User. Once, the synchronization completed.

Users Services Administrators System Logs Own Settings

User

Add

(%) Enter User Name(s), Extensicn Number, Department: *
(2 Imported from: Active Directory (AD) ¥

View Maximum rows per page | 200 ¥

|[User T8 5 LastName 9 | FirstName 9 | Extension / Telephony System % | Department(s) % | import from 9 | customer 4
12) Enter “*” in Enter User Name(s), Extension Number, and Department field.

13) Select Active Directory (AD) in Imported from drop-down list.

14) Select View to view the list of users who are synchronized from AD LDS.

Enabling SSL for PM Application

1)  Forthe AD Authentication, Description refer to the file number 18/1551-ANF 901 15, Section 4 of
the CPI Document.

2)  Place the certificates of PM at AD LDS side as mentioned in step XII.
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Enabling AD Authentication in PM Located Server

For the AD Authentication, Description refer to the file number 18/1551-ANF 901 15, Section 4.4 of the
CPI Document.

To do this, do as follows:

1)
2)
3)
4)

Leave the Principal DN Suffix field empty.
Enter LDAPS port of AD LDS in the port field.
Except this everything is same as we do for Active Directory.

After this configuration, restart of PM application and try to login with the synchronized users from
AD LDS.

Uninstalling AD LDS Instance and AD LDS Roles from Server

To uninstall AD LDS Instance from the system, do the following:

1)

2)

3)
4)

Go to Control Panel and select Programs and Features.

B All Control Panel Items

e
'k Jk ) E + Control Panel » All Control Panel Ttems «

Adjust your computer's settings

Pﬁ\ctwun Center [v] Administrative Tools @ AutoPlay L3 Color Management
Date and Time @ Defaulk Programs 4 Dewvice Manager 3 Devices and Printers

@ Ease of Access Center Folder Options A Fonts Internet Options

| £ Jarva (32-bit) & Keyboard ¥ Mouse

& personalization L/ Phone and Madem § Pawer Options B Programs and Features

%4 Remotedpp and Deskkop Connections % Sound @ Sync Center 1B Syskemn

| Texk ko Speech [ Troubleshocting :saJ User Accounts m windows CardSpace

QW\ndows Firgwall 1 Windows Update

Select the AD LDS Instance Name > select Uninstall.

Bl Programs and Features

g( :;c» E + Cantrol Panel - All Conkrol Panel Tkems « Programs and Features

Contral Panel Home Uninstall or change a program
View instaled updates To uninstall a program, select it from the list and then dlick Uninstall, Change, or Repair,
By Turn Windows Features on or off

Organize *  Uninstall
Install = program from the network |~ ©

ame =
LE
T

|£]3ava(T) & Update 45 Cracle 1412016 9E0ME 60,450
|| Jawa(TI) SE Development Kit & Update 45 Oracle 1yifz016 124 ME  1.6.0.450

Remove AD LDS Roles from server.

Open Server Manager and select Remove Roles. Click Next button in the opened new dialog
window.

£t n E20LE.
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B Server Manager
File Action Wiew Help
&= 2nE

i Server Manager (WIN-KNHRYMKHBUC)

5 Roles |

& Features !ﬁ

B Diagnostics E Wiew the healh of the roles installed on your server and add of remove roles and Features,
it Configuration id

(3 Storage

) Roles Summary

[ Roles Summary Help

~) Roles: 6 of 17 installed

5)  Unselect Active Directory Lightweight Directory Services check box.

|
|Remove Roles Wizard X

Remove Server Roles

|~

Before ‘fou Begin Ta remave one of mare installed rales fram this server, dear their check boxes.

Rales:

Description:

Confirmation @ Bifadian Active Directory Certificate Services
—— - - AD CS)is used to create certification
Progress Active Directary Domain Services authorities and related role services
Results vt T it that_a_llow you toissue a_nd manage
Active Directory Lightweight Directory Services certificates used in a variety of
Active Directary Rights Management Services (Mot Indtalled) applications.

Application Server (Mot Installed)
DHCP Server (Mot Installed)

6) Click Next and then click Remove in the next dialog windows.
7) Click Close when it is removed successfully.
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