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DIGITAL RESIDENTIAL GATEWAY, DRG

1.1

1.2

GENERAL

The Digital Residential Gateway 22i (DRG22i) analog extension gateway enables
cost-efficient integration of remote analog telephones or G3 fax machines the MX-ONE
over an IP connection.

This document covers the operation of the DRG22i.

CAPACITY AND LIMITATIONS

Each DRG22i can handle the following:

. One or two analog telephones

. One or two fax machines

. One analog telephone and one fax machine
GLOSSARY

For a complete list of abbreviations and glossary, see the description for ACRONYMS,
ABBREVIATIONS AND GLOSSARY.
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2.1

2.2

2.3

PROCEDURES
PROCEDURES

The DRG22i is either installed from the built-in Web interface or the DRG manager.
This section describes the former.

ACCESSING THE WEB CONFIGURATION SERVER

Follow the steps below to access the Web Configuration Server:
. Connect the DRG22i to the network using the Wide Area Network (WAN) port.

. If a Dynamic Host Configuration Protocol (DHCP) server is being used, the
DRG22i will request an IP address during startup.

. If a fixed IP address is to be used, press the Reset button on the back of the
DRG22i and hold for about 10 seconds. The DRG22i reboots and the LEDs flash
when the Reset button is then released. Thereafter, the DRG22i obtains factory
default status with an IP address of 192.168.254.254 and a subnet mask of
255.255.255.0.

. Open a Web browser (Internet Explorer 5.5 or higher), and disable the caching
of Web pages.

. Enter the IP address of the DRG22i in the address box.

. If the Web Configuration Server is password protected, you will be prompted to
enter your password. The default password is DRGPASS (case sensitive). Enter
operator, if a username is requested.

The Web Configuration Server main view appears on the screen. The Web Configura-
tion Server main view consists of a number of menu links to the left. Clicking each will
display its content (configuration or status information) in the main window accordingly.

WEB CONFIGURATION SERVER

This section describes the configuration settings available in the Web Configuration
Server. Click the links in the menu to choose a configuration area.

Warning: There is no check that the entered values are valid or have the correct format.
If invalid values are entered, the data may be lost, in which case a factory default proce-
dure must be performed. For information on resetting the DRG22i to default parame-
ters, see page 31.

WAN

The network configuration includes settings for the DRG22i to work in a network. Either
choose a DHCP server to automatically supply the DRG22i with IP address configura-
tion, or use a fixed IP address. If a fixed IP address is used, all network configurations
need to be performed manually in the DRG22i.

The DRG22i is equipped with two Ethernet ports; the access WAN port and the local
LAN port. The WAN port is connected to an external network, such as the Internet,
while the LAN port makes it possible to set up a private network.

Note: Be careful when setting these values to avoid conflicts in the network.
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2.4

2.5

The current status of the WAN side of the DRG22i is shown in the WAN Status page.
Click Update to update the settings.

WAN CONFIGURATION

The connection characteristics to the network are set in the WAN Settings page.

For an explanation of the different functions, see below.
Table1 WAN Configuration

Function

Description

Device Operating Mode

Select if the DRG22i is working in Bridge or Router mode.

Obtain WAN configuration
dynamically

If Obtain WAN configuration dynamically is selected, the IP
address, Netmask, Gateway, and DNS are provided through
DHCP

Specify fixed WAN configuration

If Specify fixed WAN configuration is selected, the IP
address, Netmask, Gateway, and DNS are manually
configured.

Host Name

Hostname for client

Domain Name

Domain name for client resolution

Multicast Limits
Broadcast Limit

The value specifies the maximum limit on the percentage of
broadcast packets that will be bridged to the destination
interface (as a percentage of the source side bandwidth).

Multicast Limits
Multicast Limit

The value specifies the maximum limit on the percentage of
multicast packets that will be bridged to the destination
interface (as a percentage of the source side bandwidth)
LAN.

For the settings to take effect, click Save WAN Settings , and restart the DRG22i.

PPPOE CONFIGURATION

Point-to-point protocol over Ethernet (PPPoE) is a network protocol for encapsulating
PPP frames in Ethernet frames, see below. It is used mainly with cable modem and
DSL services. It offers standard PPP features, such as authentication, encryption, and
compression.
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“Web Configuration Server

Harme

Configuration PPP OE

WAN PPPoE Configuration

Enable PPPoE: (Mo v/

Authentication

Username: | |

Logout Password: | |

Settings

Idle Timeout: minutes

Echo Timeout: 10 |seconds

Echo Count: !3 |

Service Name: | |

AL Marne: | |

Save PPPoE Settings l

Figure 1: WAN PPPoE Configuration
For an explanation of the different functions, see below.
Table 2 PPPoE Configuration

Function Description

Enable PPPoE Select No to not use PPPOE, or select Yes to use PPPoOE.

Authentication Username Insert the username, provided by the service provider

Authentication Password Insert the password, provided by the service provider

Settings Idle Timeout Idle timeout before PPP connection is closed due to inactivity

Settings Echo Timeout The duration between PPP echo requests being sent to the
server.

Settings Echo count The number of unanswered PPP echo requests before the
PPP connection is closed.

Settings Service Name Given name of the PPPoE service

Settings AC Name Given PPPoE AC name

For the settings to take effect, click Save PPPoE Settings , and restart the DRG22i.

2.6 IPSEC

Appending communication security, IPsec is a communication protocol based on IP,
see below. TCP/IP and UDP/IP gain security from IPsec without being aware of it.
IPsec provides encryption, integrity insurance, and authentication of data. Encryption
protects data from peeping even if the communication path is monitored. Encrypted
data does not make sense to anyone but the intended party. Integrity insurance means
that modifications to data can be detected. Authentication verifies the identity of the
origin of data.

124/154 31-ANF 901 14 Uen F1 2016-03-09 6



DIGITAL RESIDENTIAL GATEWAY, DRG

Hora veRE =l S Sl g FFE=IF
TR
IPSec Configuration

W= - = Afiqurstinn SFreac

IFEEC KL R r

U B8
Caled Tuanalc v e rac iy

Frit ol 1

Lot BRI TTE Tt T I 0 THE I
P ale s 2es il calaeesy
Seva ooz,

Q. bwaw &1 SPHDES

O bwaee SIS el alive Ble o bue,

0 b SS e lioaglive ceg il 20,
Quhoue 230 S0 D0
DLhouae 250 CrerepBoa 3 ackliam:

QU boure Z2P sweiclivalicsde o o 3220 -'I

Qu bae Z2F B erppliven Fog HE. I

Duhouae 230 e ddleaticq ey ol |E":Ii
LRRTo L R R o

[Tl L W I BT [T, D I L T FAAC-2HAT "I

Irar ar -l eH £ dhAaheahe 1 key HER

Ir o JESP SPITCEZ) I
Irzu w AFRPFr s w alpcill o 171 -

Iracard ESF sarenbcsaon < gadun (KI2L "I

Iracard ESF Bz =gt or FasdE=D

Ir:n w A FRP "l emliez, i K HEA I

e | gl irdhwgs

Figure 2: IPsec Configuration

For explanation of the different functions, page 7.

Table 3  IPsec Configuration

Function

Description

Select Tunnel to View/Modify

This option selects which one of the eight tunnels of the
DRG22i to view or modify.

Enable Tunnel

This option enables or disables the tunnel previously
selected.

Remote IP Address range

The IP address range of the remote host

Remote Security Gateway

The computer acts as gateway of the other side of DRG22i. If
the DRG22i is establishing the trust connection with the
computer through internet, this gateway is the gateway of that
particular computer to connect to the internet.

Security Mode

To specify whether the tunnel using transport of tunnel mode.
Selecting tunnel mode will require the ESP parameters to be
specified as well.

Outbound AH SPI (DEC)

The outbound SPI value if AH is implemented. This will be
applied for the outgoing communication. The value should be
filled with decimal value.

Outbound AH Authentication
Algorithm

The outbound AH algorithm. This will be applied for the
outgoing communication. The value is either HMAC-SHA1 or
HMAC-MD5.

Outbound AH Authentication Key
(HEX)

The outbound AH authentication key. This will be applied for
the outgoing communication. The value must be filled with
hexadecimal without 0x .
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Function

Description

Outbound ESP SPI (DEC)

The outbound SPI value if ESP is implemented. This will be
applied for the outgoing communication. The value should be
filled with decimal value.

Outbound ESP Encryption Algorithm

The outbound ESP encryption algorithm. This will be applied
for the outgoing communication. The value is either
DES-CBC or 3DES-CBC.

Outbound ESP Authentication
Algorithm

The outbound ESP authentication algorithm. This will be
applied for the outgoing communication. The value is either
HMAC-SHA1 or HMAC-MD5.

Outbound ESP Encryption Key
(HEX)

The outbound ESP Encryption key. This will be applied for
the outgoing communication. The value must be filled with
hexadecimal without 0x .

Outbound ESP Authentication Key
(HEX)

The outbound ESP authentication key. This will be applied for
the outgoing communication. The value must be filled with
hexadecimal without 0x .

Inbound AH SPI (DEC)

The inbound SPI value if AH is implemented. This will be
applied for the outgoing communication. The value should be
filled with decimal value.

Inbound ESP Encryption Algorithm

Inbound ESP encryption algorithm. This will be applied for the
outgoing communication. The value is either DES-CBC or
3DES-CBC.

Inbound ESP Authentication
Algorithm

The inbound ESP authentication algorithm. This will be
applied for the outgoing communication. The value is either
HMAC-SHA1 or HMAC-MDS5.

Inbound ESP Encryption Key (HEX)

The inbound ESP Encryption key. This will be applied for the
outgoing communication. The value must be filled with
hexadecimal without 0x .

Inbound ESP Authentication Key
(HEX)

The inbound ESP authentication key. This will be applied for
the outgoing communication. The value must be filled with
hexadecimal without 0x .

For the settings to take effect, click Save Tunnel Settings, and restart the DRG22i.

2.7 LAN CONFIGURATION

The DRG22i is equipped with two Ethernet ports; the access port (WAN) and the local
port (LAN). The WAN port is connected to an external network (Internet), while the LAN

port, see page 10, is used to set up a private network.
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Web Configuration Server

LAN Settings DHCP  Routing  Port Forwarding

LAN Configuration

Metwork Settings

IP Address: 192.168.1.1

Save LAN Settings |

Figure 3: LAN Settings
For an explanation of the different functions, see below.
Table 4 LAN Settings

Function Description
Network Settings DRG22i LAN port IP. Default Gateway for client connected on
IP address DRG22i LAN side.
Network Settings Specifies the subnet mask of the LAN. Usage of a C-class
Subnet Mask network is recommended. For example, 255.255.255.0.

For the settings to take effect, click Save LAN Settings , and restart the DRG22i.

2.8 DHCP SERVER CONFIGURATION

DHCP server configuration, see page 11, in which a client host leases an IP address,
can be useful in a large-scale network, because it assigns an IP address, and many
other options, such as DNS and WINS Servers.
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Web Configuration Server

DHCP Routing FPortForwarding

Logout

DHCP Server Configuration

Server Settings
& Enabled O Disabled

Client IP Address Range: 192, 168.1. |100 .|131 |

Client Network Information

Damain Narme: | |

DNS Server 1t | | |
Static Address Assignments
|dentify Using Host Identifier Internal Address
|[Hostname | | | 1s2.168.1. add |
Save DHCP Settings J “igwe DHCP Tahle ]
Figure 4: DHCP Server Configuration

For explanation of the different functions, see below.

Table 5

DHCP Server Settings

Function

Description

Server Settings

Enable or disable the internal DHCP Server.

Client IP Address Range

Minimum and Maximum limit on the DHCP |P address.
Subnet specified under LAN settings will be used.

Client Network Information

Domain Name

The LAN domain name provided to DHCP clients during the
DHCP process.

DNS Server

This statically assigned DNS server IP address will be
provided to clients during the DHCP process.

Static Address Assignment

Identify Using

Up to eight static DHCP address assignments can be
configured. To add a static IP assignment, enter the LAN
device host name (must be unique in the private network) or
MAC address.

Host Identifier

Specify the Internal address to be assigned and click Add .

By clicking View DHCP Table , it is possible to see the allocated addresses and equip-
ment connected to the LAN.

For the settings to take effect, click Save DHCP Settings, and restart the DRG22i.
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2.9 ROUTER CONFIGURATION

It is possible to assign static routes or enabling the RIP protocol, see below.

‘el Canfiguration Server

DHCP  Routing  FortForwarding

Router Configuration

Dynamic Routing

RX Mode: | Disabled | TxMode: |Disabled v

Static Routing
CestIP Address Gateway P Subnet Mask Metric Interface
| | |[] [naar ] [
Save Router Settings ] Wiewy Routing Takle l

Figure 5: Routing Configuration
For an explanation of the different functions, see page 13.
Table 6 Router Configuration Settings

Function Description

Dynamic Routing RIP Routing protocol on/off. TX means send RIP packets and
RX means listen to RIP packets. It is recommended to
disable this function (not implemented in all software
versions).

Static Routing Configure static routes within the LAN.

By clicking View Routing Table , it is possible to view the current routing table.
For the settings to take effect, click Save Router Settings , and restart the DRG22i.

2.10 PORT FORWARDING

Port forwarding, see page 14, is a feature built into routers that perform NAT. It allows
the router to forward any unrequested traffic generated from the Internet side of the
router to a specified internal host. For example, a user may run an Apache Web Server
on port 80 at machine 10.0.0.5, and may want this server accessible from the Internet.
A rule can be added to the router so that any requests to port 80, that are not replies to
those from the local network, are forwarded to IP address 10.0.0.5.
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Many routers allows to assign a global rule such that all ports are forwarded to one
internal server, or can specify different IP addresses for different ports. If a user has an
FTP server running on 10.0.0.6, a separate port mapping can be created. From the
outside world both port 80 and 21 are open even though the services are provided by
independent internal computer systems

WWeb Canfiguration Server

Hame s DHCP  Routing  Port Forwarding

VAL

Port Forwarding Configuration

Reserved Ports
The following ports have been reserved by the CPE, and may not be forwarded ta the LAN
68, 4000-4004, 1024-1048, 8000-8050, 161, 80, 1915-65304, 9287-5960

Port Forwarding to LAN
Lagout Port Range Protocal  Destination Address

| H | [Both w| 19z.168.1.] | _add |

Save NAPT Seftings |

Figure 6: Port Forwarding Configuration
For explanation of the different functions, see below.
Table 7 Port Forwarding Configuration

Function Description
Reserved Ports: Under Reserved Ports all DRG22i reserved ports are listed.
Port Forwarding to LAN Enter the specifications, which you will be forwarding to the
LAN, including port range, protocol (Both, TCP, or UDP), and
destination IP address.

For the settings to take effect, click Save NAPT Settings , and restart the DRG22i.

VLAN

The DRG22i can use IEEE 802.1Q Virtual LAN (VLAN). An Ethernet frame on a VLAN
has an additional header or tag inserted that tells equipment in VLAN-aware networks
which VLAN the frame belongs to (VLAN ID) and the priority of the frame.

The DRG22i can handle up to 16 VLANSs.
A VLAN must be either tagged or untagged on LAN or WAN port.
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The VLAN page shows the working configuration with untagged Internet VLAN and
tagged VolP/Management VLAN, see below.

1. In the VLAN Tagging page, click Add VLAN to bring up the VLAN Editor

dialog box.

webh: Configuration Server

VLAN Tagging  “olF YLAR Configuration

VLAN Tagging

Tagged Port Membership
VLANID |Priority

WAN ILAN [Name

Untagged YLAN 1D (1-4084)

L

Detault WLAN ID (1-4094)

Acid VLAN | Save I Cancer

Figure 7: VLAN Tagging

2. Enter the parameters for the Management and Voice VLAN, and click OK to

return to the VLAN Tagging page. The VLAN will be tagged at WAN and
tagged at LAN.

wiab Configuration Sarver

VLAN Tagging ‘olP YLAN Configuration

VLAN Tagging
Tagged Port Membership

VLAN ID |Priority WAN lLan [Name
Untagged YLAN 1D (1-4094):; |

Default WVLAN |D {(1-4094):

4 VLAN Editor - Microsoft Interne... E]

Row number

Add WLAN I Save I Cancel-l

WLAN 1D (1-4004):

13

WLAN priority:
AN @ vas One
LAn: @ ves Ono
Ok I Cancel |

Figure 8:

VLAN Editor
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3. In the VLAN Tagging page, see below, enter the VLAN ID for the Management
and Voice VLAN in the Default VLAN ID on WAN port (1-4094) box, and click
Save .

\Weh |::':curuﬁi;u_';r.a'tiu:in Server

VLAN Tagging YolP ¥LAN Configuration

VLAN Tagging
Tagged Port Membership

VLAN ID [Priority WAN lLAN IName
| |20 5 [res Mo woice

Untagged WLAR D (1-4094):

JL

Default VLAN 1D (1-4094):

sddvLan | Seve | cancel |

Figure 9: VLAN Tagging

4. In the Telephony page, see page 17, enter the VLAN ID and priority for the Call
Signaling and RTP VLANSs (same as for the Management VLAN in this configu-
ration). Click Save VolP VLAN Settings to return to the VLAN Tagging page.

Web Configuration Server

WLAN Tagging  VelP VLAN Configuration

VolP VLAN Configuration

Call Signaling

VAN Tag |
Priarity Tag: l:\

RTP

VAN Tag [
Friority Tag: l:l

Save VolP YLAN Settings |

Figure 10: Telephony Page
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5. To create the Data VLAN, click Add VLAN to bring up the VLAN editor, see
below, enter the parameters, and click OK to return to the VLAN Tagging page.
This VLAN will be untagged at both WAN and LAN.

2 VLAN Editor - Microsoft Interne... |T| rg|

Row number

WLAN 1D (1409 20

WLAN priority:
UAN: @ ves O Mo
LAN: @YESOND

Ok ! Cancel!

Figure 11: VLAN Editor

6. In the VLAN Tagging page, see page 18, enter the Data VLAN ID in the
Untagged VLAN ID on WAN port and Untagged VLAN ID on LAN port boxes.
Untagged VLAN ID settings have precedence over the WAN and LAN Yes/No
setting, because only one untagged VLAN is acceptable per port.

wish Configuration Servar

VLAN Tagging  VolP VLAN Configuration
VLAN Tagging
Tagged Port Membership
VLANID |Priority AN LAN [Name
| 20 i3 fres Mo [vnice
210 o o o |uata
Untagged YLAM D (1-4084): [ ]
Default WLAN ID (1-4094):
A VLARN l Save I Cancel i

Figure 12: VLAN Tagging
7. Click Save, and restart the DRG22i.
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The DRG22i includes IP telephony with two separate telephone lines, see below. The
IP telephony can easily be switched on or off. The individual telephone lines can also

be switched on or off and be set up separately.

ToS  Line Configuration Line Test

Wweh Configuration

L Telephone
WLAR]
Telephone Dialplan:

; E—
Dial Timeout (secands) !4

(. TI#22#x. £1 7104 | #x. 7x.

Gate Keeper IP (primany:

Gate Keeper IP (zecandan): | | |

H323 Alias: | | |

Figure 13: Telephony Settings
For an explanation of the different functions, see below.

Table 8 Telephony Settings

Line 1 Line 2
Telephone Line: ®on Oox Clon o
Halhnd: @ Fixed O Fixed

O aute Q aute

Don @ on

Use "#" a5 a quick dial function

Function

Description

Dial plan

The dial plan gives the DRG22i a map to determine when a
complete number has been dialed. (T = by timeout, # = by
pressing #). The default value is (x.T | x.#)

For information on how to define hotlines and add prefixes using
this field, see section 2.12.1 Configuring the hotline Function
and section 2.12.2 Adding Prefixes..

Dial timeout (seconds)

The number of seconds that the DRG22i waits before it sends a
complete telephone number. This is necessary, since the whole
telephone number is sent at once and not digit by digit. The
default value is four seconds.

For each telephone line (Line 1 and

Line 2), the following settings are available:

Telephone line

Switch the telephone line on or off. (The telephone must be set
to ON for this setting to take effect)

HA mode

High Availability (support for the secondary gatekeeper) Fixed,
Auto, Off (If a secondary GK is not available, this value must be
Off).

Gatekeeper IP (primary)

The primary IP address for the gatekeeper which is responsible
for managing the DRG22i in the specific net. If HA-mode is set
to Auto, the primary gatekeeper tells the DRG22i during its
registration an IP-address to the Alt-GK.

Gatekeeper IP (secondary)

The secondary gatekeeper IP address (when HA mode is set to
Fixed).
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Function

Description

H323 alias

The DRG22i name to use when registering the DRG22i at the
gate keeper. NOTE The H.323 alias and the telephone number
must be set to unique values for each telephone line in order for
the system to accept the values.

Outgoing Display Name

The name to be presented on the receivers caller display. (The
network must support this function!)

Telephone number

The telephone number of the specific telephone line.

Incoming CLIP

If turned ON, the telephone number, on incoming calls, is
presented in the caller display attached to the DRG22i.

Keep alive timeout (seconds)

The interval that the DRG22i suggest to send the keep-alive
messages to the Gatekeeper. If the keep-alive time is sent from
the gatekeeper, it will override the DRG22i local setting. The
default is 1200 seconds.

Ring signal [0 - 9]

Choose between 10 ring signals (0-9).

Preferred codecs

Shows the current Codecs/Fax settings.

Note: Click Save after choosing the options.

Click Set Codecs/Fax to open the Codecs and Fax Configuration dialog box and
change the settings.

Itis possible to set up which codecs to be used (G.711u/A-law being mandatory, G.729
optional) and their preferred priority, see below.

Note: Since this release of MX-ONE does not support T.38 fax, this check box must
not be selected.

Table 9 Codec and Fax Settings

Function Description
Codec Codec selection. G.711u/A being mandatory, G.729 optional.
SS Silence Suppression ON/OFF.
Packet Packetization time in ms. Possible range 10 - 150 ms. The
default value is 30 ms.
Keypad Enable Out-of-band signaling with DTMF tones.
Priority Codec priority. Voice codec negotiation and priority is always

performed between two end-points and depending on which
side that initiates the negotiation, the chosen codec may be
different from the local priority order.

It is possible to choose whether to use Silence Suppression (SS) or not, on outgoing
speech.

The possibility to set up EC Echo Cancellation (EC) is not implemented. EC is always
used during speech, but not during fax (T.38) transmissions.

The Keypad box tells which transmission method to be used for user input DTMF
signaling (that is, phone banking). None means inband, which should be used with
G.711 only. H.225 or H.245 should be used primarily with G.729, but could also be
used with G.711.
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Note: Click Save after choosing the options.

Caller ID method should be set up by loading an appropriate .ini file. The default is the
Swedish DTMF requirement.

2.12.1 CONFIGURING THE HOTLINE FUNCTION
The DRG extensions can be configured as hotlines provided that the revision of the
DRG firmware is R2H2xx or later. The configuration is done using the Dial plan and
Dial timeout fields, where the dial plan data defines the hotline number and the dial
timeout data defines the delay time from the handset is lifted until the hotline number
is dialed.
The following syntax is used when configuring the hotline number using the Dial plan
field:
(xx.#|xx.T|<:hotline number>T)
The table below shows some examples on hotline configurations:
Table 10
Type of hotline Dial plan field Dial Result
timeou
t field

Immediate hotline (xx.#|xx.T|<:1021>T) 0 Send SIP INVITE to 1021 (hotline
number) as soon as the phone
goes off hook.

Slow hotline (xx.#|xx.T|<:1021>T) 10 Send SIP INVITE to 1021 (hotline
number) ten seconds after the
phone goes off hook.

Hotline deactivation | Any Any A hotline is deactivated by defining
another dial plan.

2.12.2 ADDING PREFIXES

The DRG extensions can be configured for automatic adding of prefixes provided that
the revision of the DRG firmware is R2H2xx or later. The configuration is done using

the Dial plan and Dial timeout fields, where the dial plan data defines the prefix and
the dial timeout data defines the delay time from the handset is lifted until the number
(including the prefix) is dialed.

The following syntax is used when configuring prefixes using the Dial plan field:
(<:prefix>xx.#|<:prefix>xx.T)

The table below shows some examples on prefix configurations:

Prefix Dial plan field Dial Result
timeout
field
00 (<:00>xx.#|<:00>xx.T) 0 The prefix 00 is added for all

calls. If dialing 112, the SIP
INVITE will contain 00112. The
call is initiated when the handset
is lifted.
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00 (with delay) (<:00>xx.#|<:00>xx.T) 10 The prefix 00 is added for all
calls. If dialing 112, the SIP
INVITE will contain 00112. The
call is initiated 10 seconds after
the handset is lifted.

Prefix deactivation Any Any A prefix is deactivated by
defining another dial plan.

2.13 TOS/DIFFSERV

ToS/Differentiated services, see below, is a layer 3 protocol used at the edge of an
enterprise which tags each frame, either at the originating device or at an intermediate
point, to identify the requested level of service. It includes a Differentiated Services
Code Point (DSCP) which specifies how each switch handles the frame.

Web Configuration Server

ToS Line Configuration  Lihe Test
ToS (Decimal)
LAN
Telephone Call Signaling Packets: |192
£ RTP Packets: 160

SNMP Packets: a
Default setting: o |

Save ToS Settings

Figure 14: ToS/DiffServ Configuration

Outgoing telephone packets from the DRG22i can be marked with ToS/DiffServ values
on both Call Signaling Packets and in RTP packets.

The value range to use in the fields is (hexadecimal) 0 to FF, where FF means that all
eight bits are set in the TOS header. 0 means all bits are set to 0 in the TOS header.

Default Values: CO = 11000000 , DiffServ Code Point CS6. A0 = 10100000 , DiffServ
Code Point CS5.

For more information about DiffServ Code Points, see RFC 2474.
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2.14 CHANGE PASSWORD

The DRG22i is equipped with password protection, which may be changed, see below.
In order for the system to accept the new password you need to enter your old pass-
word.

Default password = DRGPASS

NOTE The password is case sensitive. You can only set the access mode of the current
user.

Weh Configuration Server

Security ocalization  SMMP Service 5 TP Stats CFG Upload  Pihg Test

Change security settings

Username: | |

0ld pasaword: | |

New password: | |

Confirm new pasamord: | |

Save Password |

Save Access Mode i
WAN
LAN
EOTH

Figure 15: Change Security Settings
For an explanation of the different functions, see below.
Table 11 Set Security Password Settings

Function Description

User name: Enter your current login name.

Old password: Enter your old password.

New password: Enter your new password.

Confirm new password: Reenter your new password.

Access: Choose the access mode, that is, from where to access the
Web Configuration pages of the DRG22i:
WAN = can only access from WAN
LAN = can only access from LAN
BOTH = can access both from WAN and LAN

For the settings to take effect, click Save Password or Save Access Mode and restart
the DRG22i.
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2.15 LOCALIZATION/TIME SETTING

Network Time Protocol (NTP) built on top of TCP that assures accurate local
time-keeping with reference to radio and atomic clocks located on the Internet, see
below. This protocol is capable of synchronizing distributed clocks within milliseconds
over long time periods

Wwieh Canfiguration Server

Localization SHMP  Service Access  RTR Stats CFGUpload  Ping Test

Localization

MTP Server:

Time Zone: !GMT+Dl:DD w

Adjust clock for daylight savings

Save Localization Settings

Figure 16: Localization Configuration
For explanation of the different functions, see page 26.
Table 12 Localization Configuration Settings

Function Description
NTP Server Specify the address of the NTP-server
Time Zone Specify the time zone where the DRG22i is located
Daylight savings By checking Adjust to daylight savings the DRG22i will set
the time one hour ahead.

For the settings to take effect, click Save Localizations Settings, and restart the
DRG22i.

2.16 SNMP CONFIGURATION

The Simple Network Management Protocol (SNMP) is used almost exclusively in
TCP/IP networks, see below. SNMP provides a means to monitor and control network
devices, and to manage configurations, statistics collection, performance, and security.
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onfiguratian

Localization  SNMP  Sen RTP Stats  CFGUpload  Fing Test

SNMP Configuration

SNMP Trap Configuration

Trap Destination 1 |

Trap Destination 2 |

Trap Destination 3 |

Logout

Trap Destination & |

|
|
|
Trap Destinati0n4| |
|
|

Trap Destination & |

SNMP MIE Parameter Configuration
Read Community: (publie

Write Community. |priwvate

‘Save SHMP Seftings |

Figure 17: SNMP Configuration
For an explanation of the different functions, see page 27.
Table 13 SNMP Configuration Settings

PROCEDURES

Function Description
SNMP Trap Configuration Used for configuring multiple SNMP Trap Destinations to
which the DRG22i will send SNMP Traps
Trap Destination 1 Specify the first address to which SNMP traps are sent
Trap Destination 2 Specify the second address to which SNMP traps are sent
Trap Destination 3 And so on
SNMP MIB Parameter Configure Read and Write SNMP Community
Configuration
Read Community Specify the read community key. The default value is public.
Write Community Specify the write community key. The default value is private.

For the settings to take effect, click Save SNMP Settings , and restart the DRG22i.

SERVICE ACCESS

Service Access allows the operator to limit access to different services from both the

LAN and WAN ports, see page 28.
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Web Configuration Server

zation  ShMP  Service Access RTF Stats  CFG Upload  Ping Test

Service Access Configuration

Select which interfaces are allowed access to the services listed helow:

LAM - WiAN
HTTP (Weh access):

SNMP:

‘Save Service Access Setlings ]

Figure 18: Service Access Configuration

For the settings to take effect, click Save Service Access Settings, and restart the
DRG22i.

2.18 UPGRADE

Upgrade of the software and configuration using .ini files is done by downloading a file
from a TFTP server, see page 29.

Recommended Procedure for Downloading Software to DRG

1.
2.

23

Place the file on a TFTP server.

Open an HTTP session on the DRG from an Internet browser.

Logon with the password DRGPASS.

If requested for a username enter operator.

Click on the 'upgrade' screen on the DRG 'HTTP' menu.

Specify the IP address of the TFTP server and the SW file name and click 'OK'.

If only the file name is specified it is assumed that the file is located in the default
root directory of the TFTP server.

After the download the DRG should restart automatically. The '"HTTP' menu will
be refreshed after the restart.

Verify that parameters have not been changed due to the .ini file (for example,
the Dial plan in the Telephony menu). For proper DRG settings, refer to the rele-
vant documentation for the MX-ONE TELEPHONY SYSTEM .
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Webh Configuration Server

Upgrade

Upgrade

Warning! The upgrade process will reset the unit into the download mode. This will terminate all network connections and reset your browser
connection.
Telephone

Upgrade Type: |TF'I‘P v|
Upgrade - ———
Restart Host: 192.11.201.160 |
Filename: |Dm0024—R2L359.rD
Start TETP Upgrade

Figure 19: Upgrade Configuration
For explanation of the different functions, see below.

Table 14 Upgrade Configuration Settings

Function Description
Upgrade Type Select TFTP
Host Specify the IP address of the TFTP server.
Filename Specify the file that the DRG22i will download from TFTP
server. This can either be the firmware image (DMA0024...)
or the customized parameter settings file.

The download and installation are done automatically, including a restart of the
DRG22i. When the installation is complete and the DRG22i has restarted, the startup

page will be reloaded. If something goes wrong during download or installation, you will
be notified as follows:

Downloader result codes (hexadecimal) :

0 (0x00) normal boot (no upgrade requested or needed)
bit-0 (0x01) upgrade requested or main app not valid
bit-1 (0x02) failed to download new image

bit-2 (0x04) TFTP server not defined

bit-3 (0x08) TFTP file not defined

bit-4 (0x10) TFTP session failed

bit-5 (0x20) CRC error in downloaded image

bit-6 (0x40) incompatible image

Examples: Try to download from a non-existing TFTP server result in code 0x7 (= 0x07)
. bit-2 0x04 TFTP server not defined plus...

. bit-1 0x02 failed to download new image plus...
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2.19

25

. bit-0 0x01 upgrade requested or main app not valid
Try to download a non-existing file results in code 0xb (= 0x0b)
. bit-3 0x08 TFTP file not defined plus...

. bit-1 0x02 failed to download new image plus...
. bit-0 0x01 upgrade requested or main app not valid
RESTART

For the settings to take effect, the DRG22i must be restarted by clicking Restart, see
page 31.

Web Configuration Servar

Restart

Warning! Restarting the system will terminate all network connections and reset your browser connection.

Restart I

gra

Restart

Logout

Figure 20: Restart
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3 PERFORMING A FACTORY RESET

To reset, press and hold the Reset button on the back of the DRG22i for approximately
10 seconds. The flashing LEDs signal that the DRG22i is restarting. After this
sequence, the DRG22i will be at factory default status and have the IP address
192.168.254.254 and subnet mask 255.255.255.0.
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