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AUTHORIZATION CODE FOR EXTENSION
1 GENERAL

Authorization codes can be initiated in the system to temporarily increase the Trunk
Call Discrimination (TCD) category at a specific extension, that is, by using an authori-
zation code a user can get other access possibilities for public calls.

A Call Information Logging (CIL) code, associated to every authorization code, is used
to identify the calling party for call information logging.

To each authorization code a customer number can be affiliated. Then an AS param-
eter decides whether it is the customer number of the extension or of the authorization
code that will be used to route outgoing traffic.

To an authorization code a common category code and a common service profile are
affiliated and used to give the calling party another, higher category or service profile
when a valid authorization code has been dialed.

The procedure with an authorization code will give category or service profile increase
during one call.

An authorization code can be of the following two different functionality groups:
. Common authorization code
A common authorization code is shared by all extensions in the system.

A common authorization code can use both a common category code and a
common service profile at the same time. Hereby all types of telephones,
whether analogue, digital, or generic, can be given similar limitations.

If the authorization code is used for unlocking an extension, the category code or
service profile given, when initiating the extension, will be used until the exten-
sion is locked again.

The common authorization code cannot be changed by a user.
An extension can be forbidden to use a common authorization code.
. Individual authorization code

An individual authorization code, previously also called Regional Authorization
Code (RAC), is always affiliated to a directory number in the system.

An individual authorization code can use both a common category code or a
common service profile.

The individual authorization code can be used for dialing from an own or another
extension and to lock or unlock a telephone. The categories or service profiles
are used for individual authorization codes as they are used for common autho-
rization codes.

The individual authorization code can be locked to an extension. If an individual
authorization code is locked to an extension, it cannot be used for pre-dialing
from other extensions.

The individual authorization code can be changed by a user.

The individual authorization code can be hashed, or in clear-text. This is config-
ured by the administrator.

A common service profile can only be used with a generic extension and a
common category code can only be used with a normal extension.

Note: Authorization Code for Extension can also be configured with MX-ONE Service
Node Manager.
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TooLs
2 TOOLS

I/O terminal.

3 REFERENCES

In these operational directions reference is made to the following documents:

Operational directions:
Administrator User’s Guide

Command descriptions:
Technical Reference Guide, unix commands:

auth_code
Generic extension (profile)

Technical Reference Guide, MML commands:
Application System Parameters, AS
Analog extension, EX

Digital key system telephone, KS

4 PROCEDURE

1. Define the AS parameter (PARNUM=179) that sets the minimum number of
digits in an authorization code, when changed by the user using service code
procedure.

2. Define the AS parameter (PARNUM=180) that determines the type of authoriza-
tion code that shall be used for the function keys on the DTS.

Initiate necessary authorization code data.

4, If relevant, initiate encryption of the individual authorization code data (using the
command auth_code --encrypt).
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AUTHORIZATION CODE FOR EXTENSION

5

5.1

5.2

EXECUTION

INITIATE THE COMMON CATEGORY CODE

General

The category code (-cat), used in auth_code, refers to the common category, CAT,
specified in EXCCS. All common category codes are set with the EXCCS command,
where the TCD category is set in the parameter TRAF.

The following common category codes are used in conjunction with an authorization
code:

- A minimum category code, used from locked extensions.
- The normal category code, used in most cases.

With the optional parameter CATTYP in EXCCS, it is decided whether the category
code should be minimum, or normal. Since CATTYP is optional, it might not be set at
all. If a minimum category is needed during the procedure, an extra category will be
used instead. This extra category will set all parameters affiliated to the common cate-
gory to zero.

Procedure

Key the command EXCCS, with parameter CATTYP if the minimum category code is
to be initiated.

Use the command auth_code.
Use the command auth_code to verify that the function is initiated.

A normal category code is affiliated to the extensions when they are initiated with
command EXTE! or KSEXI for analog or digital extensions, respectively.

INITIATE THE COMMON SERVICE PROFILE

General

The common service profile, CSP, used in auth_code, is specified in the command
extension_profile -i --csp. All common service profiles are set with the extension_profile
-i command, where the TCD category is set in the parameter --ext-traf.

The common service profile used in conjunction with an authorization code is in most
cases the normal service profile.

With the parameter --csp in extension_profile -i, it is decided whether the service profile
should be normal. To initiate the default common service profile, use CSP (0).

NOTE: The default common service profile (CSP 0) must be initiated with category allowing use
of Common Authorization Code.

Procedure

Use the command extension_profile -i, with CSP=0 (--csp 0), if a default common
service profile is to be initiated.

Use the command auth_code -i.

Use the command auth_code -p to verify that the function is initiated.
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5.3

5.4

5.5

5.6

5.7

5.8

EXECUTION

INITIATE THE COMMON AUTHORIZATION CODE

General

The category code (CAT), used in auth_code, refers to the common category specified
in EXCCS. The common service profile (CSP), also used in auth_code, refers to the
common service profile specified in command extension_profile -i, used for generic
extensions. A common authorization code can be affiliated to both a CAT and a CSP.

Procedure

Key the command EXCCS, with a common category code, specified higher than the
normal category . For generic extension, key the command extension_profile -i, with a
common service profile, specified higher than the normal service profile .

Use the command auth_code -i.

Use the command auth_code -p to verify that the function is initiated.

REMOVE THE COMMON AUTHORIZATION CODE

Use the command auth_code -e.

Use the command auth_code -p to verify the function.

PRINT THE COMMON AUTHORIZATION CODE

Use the command auth_code -p.

INITIATE A INDIVIDUAL AUTHORIZATION CODE

Use the command auth_code -i, specify the parameter -dir.
Use the command auth_code -p to verify that the function has been initiated.

REMOVE THE INDIVIDUAL AUTHORIZATION CODE

Use the command auth_code -e.

Note: The system administrator has to ensure that the individual autorization code
(RAC) is not erased for a secure extension, with SECEXC = NO.

Use the command auth_code -p to verify the function .

PRINT THE INDIVIDUAL AUTHORIZATION CODE

Use the command auth_code -p.
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AUTHORIZATION CODE FOR EXTENSION

5.9

INITIATE HASHING OF THE INDIVIDUAL AUTHORIZATION
CODES

Use the command auth_code -encrypt, if the individual authorization codes shall be
hashed (i.e. changed from clear text to hashed format). Only relevant for SIP terminals
that support this functionality.

Use the command auth_code -p to verify that the encryption function has been initiated.

TERMINATION

Inform the person responsible for telephony matters at the customer of all alterations
made.

If exchange data have been altered, that is, if auth_code -i or
auth_code -e has been used, make a dump to backup media, see operational direc-
tions for ADMINISTRATOR USER’S GUIDE.
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