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TA7102 CONFIGURATION NOTES

1 SCOPE

This document describes the steps required to configure the Mitel unit loaded with the DGW
v2.0 firmware for secure SIP signalling and secure media (SRTP) operation. This is not a
complete key-exchange, TLS or general security tutorial. For more information on those
topics, please see the links section.

1.1 ACRONYMS AND DEFINITIONS

RTP Real Time Protocol

SDP Session Description Protocol
SIP Session Initiation Protocol

SRTP Secure Real Time Protocol

SSL Secure Socket Layer

TLS Transport Layer Security
Wireshark Network sniffing and capture tool

1.2 SETUP DESCRIPTION

In this scenario, the endpoints used are Mitel Terminal Adapters. The units must be loaded
with Dgw v2.0. We will use the freely available openSIPS (www.opensips.org) as the SIP
proxy and configure it for TLS operation.

PC with
Wireshark

3

J Analog
Switch with phone
Port Miforing
TLS-enabled
SIP proxy — /9
TAT02 Analog
phone

1.3 BASICS OF SECURITY EXCHANGES

At the level at which we are working, establishing a TLS connection is fairly straightforward.
In practice, at a lower level, there are quite a lot of additional complications to guard against
various possible attacks.

This is the overall exchange in order to build the TLS link and bring it “up™

The client (Mitel Terminal Adapters) initially connects to the server on a configured TCP port
(16000 is the default source port, the destination port is the configured SIP proxy port).
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The client sends a “Client Hello” message with the supported TLS/SSL protocol version,
cipher specifications and compression algorithms.

The server replies with a “Server Hello” message with the selected cipher and the server
certificate.

The client verifies the server certificate (validations are configured via the
TlIsCertificateValidation variable).

The client generates a secret and encrypts it with the server’s public key. This encrypted
secret is then sent to the server.

The client and the server use the secret to create the same symmetric encryption key.

The client and the server switch to encrypted communication by using the previously agreed
cipher and the key just established.

This brief exchange can be seen in the following Wire shark capture.

i1l {Untitled) - Wireshark 1 =]
File Edit Wew Go Capture Analyze Statistics Telephony  Tools  Help

= EEXEL|a¢cs*aTFi|([BE QAQABD | @#0M -~
Filcer: I(ip.addr == 192,168,120, 30) 2 ss| j Expression... Clear Apply ‘
Mo, 1|n{ Source | Destination | Protocol | Info =

47 ©152,168.120.30 192.168,120.11 TLSvl Application Data
49 £192.168.120.11 192.168.120.30 TLSvl Application Data
51 £192.168.120.30 192.168.120.11 TLSvl Application Data
53 £192.168.120.11 192,168.120.30 TLSvl Application Data
54 £192.168.120.30 192.168.120.11 TLSwl Encrypted alert
57 £192.168.120.11 192.168.120.30 TLSwl Encrypted aAlert
64 €192.168.120.30 192.168.120.11 TLSwl cClient Hello

[ L. 1bg. 120, 1] 42, 1ad, 120, a0

68 €102.168.120.30 192.168.120.11 TLsvl client key Exchange, Change Cihher spec, Finished
69 €192.168.120.11 192.168.120.30 TLSwl change Cipher spec
70 €192.168.120.11 192.168.120.30 TLSvl Finished

F4 £192.168.120.30 192.1658.120.11 S=SIF Reguest: REGISTER sip:192.168.120.11:5062
7E F192.168.120.11 192.168.120.30 SIP Status: 401 Unauthorized (0 bindings) [
FPoE192.168.120.30 192.168.120.11 S=SIP FRequest: REGISTER sip:l52.168.120.11:5062 LI
1 | -l
Random :I

sassion ID Length: 32
Session ID: 2BEEGBSO7316ADESDFECA65S5CLIAOESDBCCSBS38B2098EFE4L. ..
Cipher suite: TLS_RSA WITH_AES_256_CBEC_SHA (0x0035)
Compression Method: null (00
B TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.0 (O0x0301)
Length: 650
= Handshake Protocol: cCertificate
Handshake Type: Certificate (112
Length: 64§
Certificates Length: 643
@ Certificates (643 bytes)
Bl TLSwl Record Layer: Handshake Protocol: server Hello Done
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)

Length: 4
B Handshake pProtocol: Server Hello Done o
Handshake Type: Server Hello Done (141 ;|
el | i
°| Handshake protocol message (ssl.handshake), 650 bytes | Packets: 135 Displayed: 15 Marked: 0 Dropped: 0 |_ ;

When obtaining the server certificates during the early negotiation, the following information
will be checked by the client:

¢ the server signature,
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o the CA (certification authority) who signed the certificate,

¢ validate that the server identified in the certificate is the same as the one that presented
it,

e The expiration date of the certificate.

If any of these steps fails, your TLS link will not go “up”. For those familiar with HTTPS, this is
essentially the same procedure but using a SIP server/proxy instead of a HTTPS server.
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2 INSTALLATION

2.1 INSTALLING A TLS-ENABLED SERVER/PROXY

Using two Mitel Terminal Adapters gateways connected back-to-back using a SIP trunk
would be sufficient to demonstrate the use of the new security features. However, we prefer
to demonstrate the configuration of the units and test scenarios in a more real-world
environment by using a separate TLS-enabled SIP proxy. For this purpose, we have chosen
openSIPS as it is free and easy to configure for basic use.

For more information on setting up openSIPS, please refer to the openSIPS installation
documentation at www.opensips.org/docs. Otherwise skip this section.

Please note that (at the moment of this writing) by default open sips is configured to keep the
TLS links up for a period of 2 minutes. We have made a small code modification that allows
the links to stay up for 120 minutes. See the annex for more information.

2.2 ABOUT CERTIFICATES

In order to enable TLS on the Mitel Terminal adapters, you will need at least a CA certificate
that will validate that the certificate presented by the server is valid. This certificate must be
uploaded to the Mitel Terminal adapters. In order to use the Wire shark features that are
described later, a copy of the SIP server certificate containing its private key (this will be
used to decrypt the TLS) will also be needed. The certificates need to be in ITU X.509
format.

For certificate creation, we recommend the FAQ page from the openssl project:

http://www.openssl.org/support/fag.htmi#USER3

2.3 INSTALLING CERTIFICATES ON THE MITEL UNIT

Navigate to the Management-> Certificates section.
Activate unsecured certificate transfer.

Select the certificate type Other, then click Browse. A pop-up explorer window appears and
allows you to browse your local file system to locate the server’'s CA certificate file (usually
with a .crt extension), using format X.509.

When the certificate is loaded, the required services must be restarted. This can be done by
following the provided link at the top of the web page.
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Systarm [ Hatwork " POTE = £4{-] [ Telephony L] Call Router [ Management
Cor n Soripk Backup J/ Rastors Firrwara Upgradas Cartificatar mm

= Certificates

Cartificats tranifar is dizsbled bazsuse of uniscirs HTTP sctedd,
® actiyste unpacure catificste trangfar (not recommanded)

Issued To Tssasnd By

Issued To Issuad By Walid From Usage CA  Action
Cart_MeDafaultOol. der tast bast Z005-0F-29 LB10E00 200%5-07-27 12106100 Was =

it i b ToniuiFar
Typam Path

Subrmit

Systemn W  Hatwork 2w ISDH ®  SIP w Talepheny 0w Call Reuter m Mansgarnant | W
— e T

Some changes reguire to restar » service to apply pew configuration,
Please click this link to access the services bable

= Certificates
Hobe: You muit reitert the appropriste fervice befors wiing the nevly tranifermed cartificate.

Cartificata transfar is disablad bacsuse of unsacure HTTP accass
* Activate unsecurs certificate transfer (not recornmaended).

Host Cortificates
File Hamae Tssued Ta Tssasnd iy Usage

Other Certificates
Fille Hanmwe Tssund By Usage LA  Action
Cart_MxDafaultol, der tast taEt 200%-07-29 18:06: 00 2013-07-27 18:06:00 Ve

i
g agreCa, ot magagneTs  magagneh  Z00%-01-23 083954 201%-01-23 0B ¥4 Tas =

Submit

It is important to know the distinction between a “Host” and “Other” certificate.

An “Other” certificate is simply a CA certificate used to validate the certificate of the server to
which TA7102 is trying to connect.

A “Host” certificate is a server certificate that is required if TA7102 acts as a TLS server and
presents its certificate to other clients. An example of this would be two Mediatrix gateways
with no SIP proxy in the middle. At least one of the units will require a Host certificate. If only
one unit has a Host certificate, the calls will be allowed in only one direction (Unit 1 calls Unit
2). For bi-directional calls, both Mitel Terminal adapters would require a Host certificate.

Note that by default it is not possible to upload a Host certificate without first clicking on
Activate unsecured certificate transfer. This is because the certificate upload will be done
in clear text, which means the private key will be susceptible to interception!

Important: Mitel recommends uploading Host certificates from a PC that is connected
directly to the gateway.

Note! Warning: Since certificates have a start date and expiry date, the use of NTP
(Network Time Protocol) is now mandatory on the Mitel Terminal adapters when using the
security features. To setup the NTP server, go to the Network-> Host section and
configure your NTP server accordingly.
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Systerm l| Metwark |l ISDN ®  SIF [] Telephony

Interfaces

* Host

Dormain Marme Configuration Source: IAutomatic vl

oemein e I

- Default Gateway Configuration _
Configuration Source: IJ’-‘qutomatic vI
Default Sateway: 10,129,128.65

| loNs configuration
Configuration Source: lm

Primary DMS: l:l
Secondary DMS: l:l
Third DNs: 1
Fourth DNE: .

- SNTP Configuration

I Static - I

Configuration Source:

SHTP Host: 2.de.pool.ntp.org:12

Synchronization Period:

Synchronization Period On Error: &0

Time Configuration
Static Time Zone: ESTSEDT4.M2.2,0/02

Subrnit

2.4 MITEL UNIT CONFIGURATION

2.5 SIP GATEWAY CONFIGURATION

Before using TLS, the SIP gateway needs to be properly configured. To do that, go to the
SIP-> Gateways section.

Suztem = Hetwork = ISDH l| SIP |l Telephaony | Call Router

Servers F.egistrations Endpaints Authentication

* Gateways

Gateway Status
Name Network Interface Secure Port

Uplink

CpensIPS

Gateway Configuration
Name Network Interface Secure Port

OpensIPS IUpan =] soez | [soei

(+] 1]

Suhbrmit

In this example, the gateway called “OpenSIPS” is listening on port 5062. To configure the
gateway, click the Servers tab.
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Sysktem - Hetwork m ISDH = SIP [ Telephony - Call Routesnt

-
TLS Parsistent Connectons Status
Gateway Local Port Remote Host Remote IP Address
DpenEIPs 1&000 192,168.120,11: 5062 192.168,120.11: 5062 Ug

Registrar Hostr :
Cutbound Proxy Host: I—I

SIP Gateway Specific Registrar Servers
Gatewray Name Gateway Specific Registrar Host
CpanSIPS IYQS vI 192.166.120.11:306

SIP Gateway Specific Proxy Servers
Catewray Nanne Gateway Specific Proxy Host Duthound Proxy Host
OpensSIPS I‘l'e> =] li52.168.120.11:506] [0.0.0.0:0 ]

Submit

For settings that are gateway-specific, use the Gateway Specific sections. In the previous
example, the settings are valid only for the “OpenSIPS” gateway. Both the SIP Registrar and
SIP Proxy are configured to 192.168.120.11 on port 5062.

Swstenn B Metwerk = IspH m| SIP | = Telephar

» Servers
TLS Persistent Connections Status
G bevn Local Port  Remobe Host Rermobte TP Address
CpenSIPS 16000 192,168.120.11:5062 192,168, 120.11: 5062 up

2.6 ENABLING SECURE SIGNALLING (TLS)

The Mitel unit does not support mixing TLS and non-TLS links. This means that it is not
possible to configure separate gateways (SIP-> Gateways) using secure and non-secure
links. Once TLS is enabled, it is enabled for all configured gateways.

Go to the SIP-> Transport tab and simply enable TLS, click Submit and follow the link to start
the appropriate service. Please notice the configuration field for the previously discussed port
16000.

iystern @  Hebwork ® ISDN -| s1p |- Telephony ®  Gall Router

-1

- General Configuration

| Add SIP Transpert in Ragistration: [enatia =1

| #Add SIP Transport in Contact Header: m

| Parsistent TLS Baze Port: [feooo ]

Protocol Configuration
upp UDP QValie  TCP TP Q¥alue LS TLS Q¥alue
| [enseie & [ ]  [oisable B [ ] { [enable =1 § [ ]

T
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If the TLS link is established, the “Ready” LED on the Mitel unit turns on steady green. The
status of the TLS link can also be found in the web page and in the syslog.

Systern ® Metwork m ISDH l| SIP |l Telephony ] Call Router

TLS Persistent Connections Status
Gateway Local Part Remote Host Remote IP Address

COpensIPE 1&000 192.168.120.11:5062 192.168.120.11: 5062

SIP Default Servers

Registrar Host: | |

Proxy Host: | |

Outbound Proxy Haost: | |

5IP Gateway Specific Registrar Servers

Gateway Mame Gateway Specific Registrar Host
CpensIPS IYes "'I 192.168.120.11:5061

SIP Gateway Specific Proxy Servers

Gateway Name Gateway Specific Proxy Host Duthound Proxy Host
OpensIPS [res = 197.168.120.11:506] [0.0.0.0:0

Subrnit

A syslog message will be sent saying “establishing persistent connection’

[ 1] filtered, TLS link going up syslog.pcap - Wireshark

File Edit ¥iew Go Capture Analyze Statistics Telephony Took Help

BESeY DEXEE AT L|@BEIQAQAAD | EDM % B

Fi_\tar:l > Expression... Clear Apply

n**.n*ml Protocol | Info |:I
LC11ssL Client Hello

20117TLsvl  server Hello, certificate, server Hello Done

3 (11TLsvl client key Exchange, change Cipher sSpec, Finished

1 (11 syslog LOCAL7.DEBUS: syslog: SipEngine [0568] [0pensIPS] cSipListeningSocket - Event COWFIS CHANGED on state IDLE.

3 0113yslog LOCAL7.INFO: syslog: SipeEngine [0569] [OpensSIPS] SIP transport disabled (UDP).

3011 Syslog LOCAL?.DEBUG: syslog: SipEngine [056A] [GpensIPS] csipListeningSocket - Change state from IDLE to OPEMING UDP.
70117Lswl change cipher spec

30117Lsvl Finished

3 (11 syslog LOCAL7.INFO: syslog: SipeEngine [056B] [0OpensSIPS] SIP transport disabled (TcP).

3011 Syslog LOCAL7.DEBUS: sysTlog: SipEngine [056C] [0pensIPS] csipListeningSocket - change state from OPEMING_UDP to OPENIMG_TCP.
LC118Syslog LOCAL7.INFO: syslog: SipEngine [0560] [CpensSIPS] SIP transport enable (TLSD.

2 (11syslog LOCALY.DEBUG: syslog: Sipengine [056E] [opensips] csipListeningsocket - change state from OPENING_TCP TO OPEMING_TLS.

3 011 syslog LOCALY.DEBUG: syslog: Sipengine [056F] [opensips] csipListeningsocket - Ewent COMMAND START SUCCESS On STATe OPEMING_TLS.
1 (11 35yslog LOCALF.DEBUS: syslog: SipEngine [0570] [opensIPS] csipListeningSocket - change state from OPEMING_TLS to OFEN.

3011 LOCALT. INFO syslog

SipEngine [0571] [opensSIPsS] Establishing TLS persistent connections.
[ E

Syslog

11 syslog L . iosy g [ [op T eep prped.
3011syslog LOCALY.DEBUG: syslog: Sipengine [0574] [asterisk] csipListeningsocker - Ewvent CONFIG CHANGED oh STate IDLE.
3011 syslog LOCALY.INFO: syslog: sipengine [0575] [asterisk] sIP transport disabled (upp).
3 (11 Syslog LOCAL7.DEBUS: syslog: SipEngine [0576] [asterisk] cSipListeningSocket - change state from IDLE to OPEMING_UDP.
L C11Syslog LOCALT7.INFO: syslog: SipeEngine [0577] [asterisk] SIP transport disabled (TcP).
2011 8Syslog LOCALY.DEBUG: syslog: SipEngine [0578] [asterisk] csipListeningSocket - Change state from OPENING UDP to OPEWING_TCP.
3 011 8Syslog LOCAL7.INFO: syslog: SipEngine [057%] [asterisk] SIP transport enable (TLSD.
1011 syslog LOCALY.DEBUG: syslog: sipengine [057a] [asterisk] csipristeningsocket - change state from OPENING_TCP TO OPEMING_TLS.
3 011sIP Request: REGISTER sip:192.168.120.11:5062 LI

Frame 16 (152 hbytes on wire, 152 bytes captured)

Ethernet II, sSrc: 00:90:f8:05:c5:d8 (00:90:F8:05:c5:d8), Dst: 00:15:c5:5a:d7:d6 (00:15:c5:5a:d7:d6)

Internet Protocol, Src: 1592.168.120.30 (192.168.120.30), Dst: 192.168.120.10 (192.168.120.10)

User Datagram Protocol, Src Port: 3143 (31430, Dst Port: 514 (5140

Syslog message: LOCALZ.DEBUG: syslog: SipEngine [0572] [opensIPs] Establishing persistent connection 104028 with 192.168.120.11:5062.

Ol File: "C:\Documents and Settings\magagneiDeskboptSecurity trainingifikered, TLS link gain ‘ Packets: 25 Displayed: 25 Marked: O ’7,
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2.7 ENABLING SECURE MEDIA (SRTP)

Now that encrypted signaling is configured, the media streams can also be encrypted and
secured. Without encryption, RTP is still vulnerable to interception.

Do as follows:

1. Goto the Telephony -> CODECSs page and enable secure RTP by changing the Mode to

Secure.

2. Choose a Key Management Protocol. The Mitel unit supports both MIKEY and SDES.

3. Choose the encryption algorithm. Currently the Mitel unit supports AES with 128 bits. The
choice “NULL” will not encrypt the RTP. This should be selected only for debugging

purposes.
4. Click Submit.
I S
RTP
Mode: ISecure ;I
Key Management Protocol: I MIKEY "I
Encryphion: |sEs_cm_1zs =1

T.28

Allow unsecure T,38 with secure RTP:

Mo =

@ Note! Note: T.38 packets will never be encrypted. Setting “Allow unsecured T.38 with secure
RTP” will allow using T.38, otherwise it would be rejected.
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In the following Wireshark trace, the Mikey parameters are sent in the INVITE SDP.

ok - Mikey example 2.pcap - Wireshark =1 E3
File Edt Yiew Go Capture Analyze 3tatistics Telephony Tools Help

) » % Cy S [ -
Ec IBEXRE A«* 93T L (B EIQQaaab @B x| H
Filker: |5|p&&\p.addr== 192.168.120.30 ¥  Egpression... Clear Apply
ND.-iirrI Source | Destination | Protocol | Info |ﬂ
543 £192.168.120.30 192.168.120.11 SIP Request: REGISTER sip:192.168.120.11:5062
545 £192.168.120.11 192.168.120.30 SIF Status: 401 Unauthorized (0 bindings)
546 ©192.168.120.30 192.168.120.11 SIP Request: REGISTER sip:192.168.120.11:5062
548 € 192.168. o 152.168.120.30 SIP Status: 200 oK (2 bindings)
B 0d. 0 1 ' 1l s i INVITE s7p: ription, M-
6597 ©152.168.120.11 15%2.168.120.30 SIP Status: 100 Giving a try

097 ©192.168.120.11 192.168,120.30 SIP/SDP/MIKEY Status: 180 Ringing, with session description, mikey: PSK wer msqg
289 ©192.168.120.11 152.168.120.30 SIP/SDP/MIKEY Status: 200 Ok, with session description, Mikey: PSK wer msg

325 £192.168.120.30 192.168.120.11 SIP Request: ACK sip:l01€19%2,168.120.12:16000;transport=tls
794 £192.168.120.11 192.168.120.30 SIP Request: BYE sip:l00@192,168.120.30:16000;transport=tls
814 [192.168.120.30 1%2.168.120.11 SIP status: 200 OK

| R0

session Description Protocol Version (w): O
owner /Creator, Session Id (o): MxSIP 287917456192724156 1763009636189659342 IN IP4 192.168.120.30
session Mame (s5): -
Connection Information (c): IN IP4 192.168.120.30
Time bescription, active time (t): 0 0
on Attrib
session Attribute (a): sendrecy

Media Description, name and address (m): audio 5004 RTP/SAVP 18 8 96 13

Media attribute €a): rtpmap:l8 G729/8000

Media attribute (a): rtpmap:8 PCMA/S000

Media attribute Ca): rtpmap:96 telephone-event /8000

Media attribute Ca): fmtp:96 0-15 -
| | |
°| Session Attribute (a) (sdp.session_attr), 245 bytes |Packets: 1942 Displayed: 11 Marked: 0 ,_A

Enabling SDES instead of Mickey, the INVITE will be slightly different. SDES parameters will
be added to the SDP Media Attributes instead of the Session Attributes.
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0K - SIS on both devicespeap - Wireshark

Flo - Edt Wew Go Caphurs  Anabyre - Satitics  Telsphorny - Tooks . Help

Geaae cEdxgeld nevaF e Acal U8B K( B
Fitert [ bk ipaddr me 192, 188, 120.11 w  Expesssion... Cear fpply

mih456ut¢ }nunhuun [protecet | 10 !

i, 0. 30 Statur 100 Givin try
5401 192 lﬁﬂ.‘lzt' 110 162,168,120.12  SIPSS0P Reguest: INVITE s p,lﬁlﬂgz 168, 120,12 :16000; transport=t1s, wit
021192,168.120.12 '192.168.120.11  SIP status: 100 Trydng
L5 1192.166.120.12 192.168.120.11 SIP/SDP  Status: 180 Ringing, with session description
ME 1192.168.120.11 192.168.120.30 SIP/SDP Status: 180 Ringing, with session description
3901 192.168,120.12 192.168.120.11 SIPSSDP  Status: 200 O, with session descriprion
761 192,168.120.11 192.168.120.30 SIFSSDP Status: 200 ok, with session description

08 1192.168.120.30 192.168.120.11 SIP REQUEST! ACK <ipil0l8102.168.120.12:16000; Transport=tls

11192 168,120,110 192.168.120.12 'SIF REGUEST: ACK $3pilolelo?. 168, 120,12 :06000: transport =t 13

58 ¢ 192.168.120.30 1952.168.120.11 SIP REguUEsT: BYE sip:lOL8092.168.120.12:16000; transport=tls

67 7192, 168.120.11 192,168.120.12 'SIF Roguest: BYE sip:lOlel82. 168, 120,12 ;16000 transport=1is

THE LS. 168,120,118, 168, 120,11 SIF STATUS: 200 0K o

07 §192.168,120.11 162.168.120.30 SIF Status: 200 oK =

4] [+
|

supported: repleces

U -AQEnt { Azsia TAT10ZIAME 076 451 4102-A5-00000-1

content=Type: applicationssdp

content=Length: 334

= Massage Body
= Session pescription Protocdl

session pesoription Protocol wversion (w):

B owneroreator, Session Id (o) : HMxSIP 1335119485983 52184 7113066497101 0481 In TR4 162,.163.120,30
Session Neme () -

B conngction Information (c): IN IP4 102.108,1320.30

# Time pescription, active time (t): 0 O

session Attribute {a): sendrecw
B Media pescription, name and addréss (m)i audieo iﬂNlRTP.."SAW |13 g %6 1%
= Media attribute Ca): ripmap:ls GT208000 —
= media attribute (a): ripmap:8 POMASBOOD
= Media .uttr'lbute {aj rtpmar:r L] te‘tephune Euent,-"Ell:I':FD

.ﬂttﬂbu\:e {a) frnt:l % - 15

q | E
I Hedia Attribute (1) (dp.meda_stir), 82 bytes [ Packets: 7556 Duplayed: 22 Marked: 0 o
The RTP/SAVP is a flag which states that the endpoint is attempting to initiate a secure
media connection. Seethe text in red in the above example.
151/1531-ANF901 14 Uen B3 2016-03-22 11



TA7102 CONFIGURATION NOTES

3 TROUBLESHOOTING

To troubleshoot when using security, Wireshark must be configured for TLS sniffing.

The following are a few examples of issues that may be encountered while configuring TLS.

3.1 ENABLING TLS DEBUGGING ON WIRESHARK

Once the TLS link is up, it is no longer possible to read the SIP packets as they are TLS-
encrypted. To debug TLS, Wireshark needs to be configured to decrypt them. For this step,
the public keys associated with the server certificate are needed.

Do as follows:

1. Inthe Edit/Preferences dialog, select the Protocols/SSL node and fill the RSA key list.
The field specifies the binding between an IP address, a port, a protocol and a RSA
decryption key. Enter the IP address of the server, the SIP port and the path to the file
containing the server private key. Several such bindings may be specified by separating

them with a semi-colon “;”.
Example: The server is located at 192.168.120.11 and listens on port 5062
192.168.120.11,5062,sip,C: \certificates\192.168.120.11.key

When having difficulty decrypting SIP packets, the “SSL debug file” may be used to
determine what is going wrong.

T wiresharle Preferences - Profde: Default
j‘ Secure Socket Layer

SN

Repsgamblde S50 naoonds spannng multipls TCF sagrmentd; B

Resscamble 551 Apphcation Dats spanning multiple 551 records: =3

PR bps bt (50, 16512011, 5062, 90,0} Azsera binioert

W

SR

sHEP

A Sl detug fle: oo Asstra enloertficatesperas g
Shp

Sculsesk

SVLOS
SSC0F
55H

STRNAG 5066
SarTasm

STP

2
SYNCHROPHASOR
T.%

TRCACS+
TALL
TCAR

TP
TOPEMCAP ﬂ

wo | T

2. Start the Wireshark capture.
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3. Restart the SIPEP service on the Mitel unit or simply reboot the Mitel unit. This will
enable the TLS renegotiation.

Sysbam |l Hatwork @ ISDNH = 4= [ ] Talephony ] Call Router

& Services

| [system Service Status

Authentication, Authorization and Accounting (ARA): Started
Certificate Manager [(CERT): Started
Configuration Manager (CONF): Started
Device Contral Manager (DCM): Started
Ethermet Manager (ETH): Started
File Manager (FILE): Started
Firrnware Pack Updater (FPU): Started
Hogt Configuration (HOC): Started
Local Quality Of Service (LOQOS) Started
Process Control Manager (PCM): Started
Service Controller Manager [SCM): Started

- User Service Status Action Commant
Basic Natwork Interface (BNE): Startad I—E
Call Routing (CROUT): Startad |—ZI
Commrand Line Intaface (CLI): Startad I—Z
Endpoint Administration (EPADM): Started [ =l
Endpoint Services (EPSERV): Startad [ =
Intagrated Sarvices Digital Network [ISOH): Started [ =
Local Firgwall (LFW) Started [ =
Media IF Tranzport (MIPT): Started [ =
Music On Hold (MOH): Started [ H
Motifications and Logging Manager (HLM): Started -
SIP Endpoint (SIPEP): Started [restan =] )
Simple Network Managernant Protocel (SNMP): Started K‘Iq/
Telephony Interface (TELIF): Started I =
Web (WEB): Started [ =

Rastart Requirad Services |

4. When the unit is rebooted and the “Ready” LED is lit on the Mitel unit, stop the packet
capture.

5. Using the “ssl” filter in the capture should show the SIP packets between the two
endpoints.
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"4 {Untitled) - Wireshark =]

File Edit Wiew Go Capture Analyze  Stakistics  Telephony Tools  Help

S W oe BEEX2L|la¢s209TFT (BB QAQAQA0N | @EB x| H
Filter: I(ip.addr ==192.165.120.12) & (ssl) *  Expression... Clear Apply
Mo, - |Time | Source | Deestinakion | Protocol | Info ;I

757 15. 152.168.120.12 152.168.120.11 TLSv1 Application Data
759 15, 192.168.120.11 15%2.168.120.12 TLSW1 application Data
783 15. 192.168.120.12 192.168.120.11 TLSW1 Application Data
832 15. 152.168.120.11 152.168.120.12 TLSv1 Application Data
862 15, 192.168.120.12 15%2.168.120.11 TLSWw1 application Data
889 16. 192.1658.120.12 192.168.120.11 TLSW1 Application Data
8095 1e. 152.168.120.11 152.168.120.12 TLSv1 Application Data
956 16, 192.168.120.11 15%2.168.120.12 TLSW1 application Data
1024 16. 152.1658.120.12 192.168.120.11 TLSW1 Encrypted alert
1025 16, 152.168.120.11 192.168.120.12 TLSv1 Encrypted Alert
1207 18, 152.168.120.12 192.168.120.11 sSsL client Hello
1300 18, 192.1658.120.11 192.168.120.12 TLSW1 server Hello, cCertificate, serwver Hello Done
1303 19. 192.168.120.12 152.168.120.11 TLSW1 Client Key Exchange, Change Cipher spec, Finished
1305 19, 152.1658.120.11 192.168.120.12 TLSV1 Change Cipher spec

1306 19. 192.1658.120.11 192.168.120.12 TLSV1 Finished
140 19, 150, Jes, 100,10 102, 1ed. 120,11 5 Reguest ! REGISTER s1p:1b..1es.1. i
1349 19, 152.168.120.11 192.168.120.12 SIP Status: 401 Unauthorized (0 bindings)

1381 19, 152.168.120,12 192.168.120.11 =IP Request: REGISTER sip:192.168.120.11:5062

1405 19, 192.168.120.11 192.168.120.12 SIP Status: 401 Unauthaorized (0 bindings)

1424 19, 152.1658.120.12 192.168.120.11 SIF Request: REGISTER sip:192.168.120.11:5062

1473 19, 152.168.120,11 19%2.168.120.12 =IP status: 200 OK (2 bindings)

1514 19, 152.168.120,12 192.168.120.11 =IP Refuest: REGISTER sip:192.168.120.11:5062

1556 19, 152.1658.120.11 192.168.120.12 SIF Status: 200 OK (2 bindings) J
1] | i
°| File: "C:\DOCUME~1\magagne\LOCALS~ 1} Templwiresharkixxxal8584" 1520 KB 00:00:24 |Packets: 1848 Displayed: 23 Marked: 0 Dropped: 0 |_¢

3.2 REGISTER MESSAGES NOT BEING ANSWERED

In the first example, TLS is enabled on one of the Mitel Terminal adapters and not on the
second gateway.

The REGISTER requests from the second gateway are not being answered. This is because
the proxy is expecting the SIP message to be SSL encapsulated. Simply restart the
Wireshark capture and enable TLS on the second gateway. Restart the required services

3.3 SERVER INTERNAL ERROR (OR SIMILAR MESSAGES)

Some servers/proxies will require Interop variables to be enabled. For example, the default
openSIPS installation requires adding the SIP transport field in the registration and contact
headers. To do so, set the following variables to Enable.

Systern @ Metwork = ISDH l| 1P |l Telephony u Call Router u

Registrations Endpoints Authentication I

General Configuration

£dd SIP Transport in Registration: I Enable vI
Add SIP Transport in Contact Header: I Enable 'I

Persistent TLS Base Pork: 1e000

Protocol Configuration
UDP QValue TCP TCP QValue TLS TLS Q¥alue

Below is a SIP Register message from one endpoint (192.168.120.30) that has the TLS
transport in the Contact Header disabled and also a SIP Register message from the other
endpoint that has the Contact Header enabled (192.168.120.12).
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Reqgister from 192.168.120.30

REGISTER sip:192.168.120.11:5062 SIP/2.0

Via: SIP/2.0/TLS
192.168.120.30:16000;branch=z9hG4bK840120998b9b8d813.231a4bf34e2eaal30

Max-Forwards: 70

From: <sip:100@192.168.120.11:5062>;tag=2ce647ee6c
To: <sip:100@192.168.120.11:5062>

Call-ID: alb5ddebef59717a

CSeq: 151405030 REGISTER

Authorization: Digest
username="100",realm="192.168.120.11",nonce="4a5e430d000006abal954cd956e94d0dc4
40d94d977f8d3a",uri="sip:192.168.120.11:5062",response="c42b06827c08018c8c34cd0696
269193"

Contact: <sip:100@192.168.120.30:16000> (NO TRANSPORT METHOD IN HEADER)
User-Agent: Mitel TA7102i/v2.0.26.451 4102-AS-D2000-1

Content-Length: O

Invite from 192.168.120.12

INVITE sip:100@192.168.120.11:5062 SIP/2.0

Via: SIP/2.0/TLS
192.168.120.12:16000;branch=z9hG4bK6a4e16b7b478eae83.051f66c579acf19dd

Max-Forwards: 70

From: <sip:101@192.168.120.11:5062>;tag=e437e6¢cd75
To: <sip:100@192.168.120.11:5062>

Call-ID: 822ebcc6433a7565

CSeq: 1793624545 INVITE

Allow: INVITE, ACK, BYE, CANCEL, REFER, NOTIFY, UPDATE
Contact: <sip:101@192.168.120.12:16000;transport=tls>
Min-SE: 1800

Session-Expires: 3600

Supported: timer

Supported: replaces

User-Agent: Mitel TA7102i/v2.0.26.451 4102-AS-D2000-1
Content-Type: application/sdp

Content-Length: 300
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3.4

Here is the REGISTER for a subsequent working call with the Interop variable enabled.
REGISTER sip:192.168.120.11:5062 SIP/2.0

Via: SIP/2.0/TLS
192.168.120.30:16000;branch=z9hG4bK7006d85fe396d7632.499de40d84094b998

Max-Forwards: 70

From: <sip:100@192.168.120.11:5062>;tag=586e1a152b
To: <sip:100@192.168.120.11:5062>

Call-ID: 83216656d213ac84

CSeq: 1378359313 REGISTER

Authorization: Digest
username="100",realm="192.168.120.11",nonce="4a669cc80000000b95e8ef28fe0ce518d55
7d54ad3cc655a",uri="sip:192.168.120.11:5062" response="214edeOb4eda7b7e6d6d2e03eb
013755"

Contact: <sip:100@192.168.120.30:16000;transport=tls>
User-Agent: Mitel TA7102i/v2.0.26.451 4102-AS-D2000-1
Content-Length: O

MIKEY AND SDES MISMATCH

It is strongly recommended to select only one single key management protocol. In the
following example, SDES is configured on endpoint 1 (192.168.120.30) and Mikey on
endpoint 2 (192.168.120.12).

The gateway 192.168.120.12 will return a SIP 415 Unsupported Media because it is not
configured for SDES management.
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MOt - retsrnabch mikey and SHES.poap - Wireshark

Ebe Vv - Go - Capture - fnshye - Statistics . Telphory - Took'  Help

SedeE @R e e e T IR

'EIE aaab dEmxid

Filter: | iy vk e 1522, 160, 120001

s

Expression... - Clear . Apply

et

No. <fe] Scurce Emm 5 kel

T

25901920168 120,30 192.168.120.11 SIF
266 1 197.166.120.11  192.166.120.30  SIF
OO AN 166 120,30 192.168.120.11  SIP
344 £ 192.168.120.11 192.168.120.30 SIF
072 4192 168.120:12 192.168.120.11  SIP
O0E 4 192,168.120.11  102.168.120.12 SIP
112 4°197,168.120.12 192.168.120.11 SIP
163 4192,168.120,11 193.168.120.12 SIF

390 L 192,166.120.11 ) 192.166.120.30" SIP
562 192.168,120.12 192.168.120.11 <If
738 T'192,168,120.11  192.168.120.12 SIF
753 1192 168,120,101  192.166.120.30, SIP
TEE  192.168,120.30 192.168.120.11 SiF

:‘41:11 wnauthorized
: REGISTER sip: :LH 164, ‘.L!tl 11 5062

"ga 120.11:5062

I REGISTER sfip: 192
(0 bindings)

= 401 wnauthord zed
- REGISTER SiD:l’B.Z;IEE.lZD.ﬂ:Sﬂ&Z‘
¥ ngs

354 2 192,168, 120,30 192.168.120.11  SIP/SSD8 fOINVITE sip:lOlel92, 166, 120.11: 5062, with session descripr’

414 T 192.068.120.01 192,168, 120,12 SIF/S0@

:192.168. 130,111 5062
{0 bindingsh

Torote
pel 92, 168,120,125 16000; eransport=tis, with =

1l:|:|.|:|.92 168,120,121 16000; Transport=t1s
4].5 unsupported Hedia Type
¢ Ak siplol@l82,168.120.11:5062

=
= Frame 1712 (551 Bytes on wire, 551 bytes caprured)
® Ethernet II, Src:i 00:90:F&:02:FF:35 (00:o0:f8-02:FF 350, Dst: 00:0c:20 d5:6d: 78 (00:0c:29:d5:8d: 78]
B IATErneT Protocol, Seci 1020168.120012 (192.168,.1200123), Dsxi 192.168.120.11 (192.168.120.11)
& Transmission Control Protocol, Src Port: 16000 (160000, DSt Port: S062 (50620, Seq: 1518, Ack: 2846, Len: 485
i [Secure Socker Layer
= sassion Initiation Protocal
#® sratus-Line: SIRFZ2.0 415 unsupported Mmedia Type
B Messags Hepder
accept: SMappVication=sdp
m wia: sIp2.0/TLs 192,168 420,11 - 5062 s br anch=20hadbe TEEL . Tat07 44 . 0F feloc
# viar SIP/Z.0/TLS 192,168,120, 30:16000; branch=zihGibildbbobSbbasafaesc. S02alafdbby 7feflb
# From: <2iprl00eder. 168, 120 11 5062 tageaaetddTS4s
® Tor <51prl0lgasd, 188,120.11:5062; tag=36042 55872
call-1p: bEleh6dera?Sdeck
® CSeq: 1H36FIS418 INVITE
SEFVEr] Azsira TATI0MVE 0096451 4102-A5-02000-1
content=Length: 0
| I.—I
GMEWHWW-MH." :!um;mmm;um;o r ]
The following Syslog message should also be seen:
syslog: SdpTools [D3A2] Received the wrong key management protocol. Secure stream
disabled.
3.5 ANNEXES
Mitel Knowlegde Base
SSL and Certificates Information
http://www.openssl.org
http://en.wikipedia.org/wiki/X.509 (see links section)
Mikey Information
http://tools.ietf.org/html/rfc3830
SDES Information
http://tools.ietf.org/html/rfc4568
OpenSIPS Configuration Notes
tcp_conn.h:
#define TCP_CHILD_TIMEOUT pour O (avoid response delays)
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#define DEFAULT_TCP_CONNECTION_LIFETIME pour 12000 (avoid connection drops
after 2 minutes of inactivity)

opensips.cfg:

disable_tls = no

listen =1s:192.168.120.11:5062

tls_verify_server =0

tls_verify_client=0

tls_require_client_certificate = 0

tls_method = TLSv1

tls_certificate = "/home/user/opensips/etc/opensips/cert.pem"”
tls_private_key = "/home/user/opensips/etc/opensips/privkey.pem"

#tls_ca_list ="/home/user/opensips/etc/opensips/tis/user/user-calist.pem"
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