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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction @sc

2 Introduction

This is a quick guide for a recording architecture of the type All-in-one Basic Recording in com-
bination with a Mitel MiVoice 5000 PBX.

This document describes the standard minimum settings for operative recording with available
additional data.

To carry out a configuration based on a quick guide, basic knowledge of the Neo software is re-
quired. For more information refer to the corresponding in-detail administration manual for the
recording variant.

@ The following configuration has to be carried out as system administrator.

1. Log in to the application System Configuration with the following login data:

User name system-admin
Password A$c123
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3 Configure Mitel MiVoice 5000 \\Asc

3 Configure Mitel MiVoice 5000
A Mitel engineer configures the Mitel MiVoice 5000 PBX. The IP address of the recording
@ server must be entered in the configuration file of the PBX so that the RTP data can be sent to

the recording server.

The following information is an exemplary configuration:
1. Select the menu item Network and links > Data links > Servers > CSTA Servers.

2. Activate the registering of the CSTA server in this section.

Web Admin home CSTA Servers D Q
Subscribers Telephany servicesMetwark and linkssCata links>Servers=CSTa Servers [4.5.5.3) -
System Characteristics | Status
Dialing plan oy N e
S Server N Registering
Data links 0o o
Servers 01 M
CSTA Servers 02
Reception 03
Veice mail and tenes 04 [l
Fast links 05 O
06 O
fak M

Fig. 1: Mitel MiVoice 5000 - Configure registering

3. If the server has been connected, you can see the type and the location of the server in the

tab Status.
CHTA Servers
)
Telephony service=Metwark and links=Data links=3ervers=CaTA Servers [4.5.5.3] & Q Q *
Server N° [els Se: 5 M Site hNode
g1 CTIASC 3 Q01- LK KNOT 2
a2

Fig. 2: Mitel MiVoice 5000 - Status of CSTA server

4. Under the menu item Network and links > Data links > TCP-IP - X25 gateway, you can con-
figure the port and the number of the gateway.

Web Admin home Top - X25 addr. port transl,: 030 a
Subscribers Telephariy senicestietwark and Bnissats (inkssTOPAP - K25 gateway>TCP - X215 address Mﬁaglﬁﬂ.l
caffelales with CETA sarver ID)
System Port —
Dialing plan %25 numbses Bo11601" |
hetwork and links vy
Data links Mare
TCPAP - %25 gillE‘p‘Ni!' Call data [(valus=]: n
TCP - X25 address port transl - asci A
Tep - X25 addr. port transl: 030 - hexa (00/07) r == |
Reception - hiexa (0B/0F) ' I
Vioice mail and tones
Fast links
Acticn - ~

Fig. 3: Mitel MiVoice 5000 - Configure gateway

In the table, you see the configured CSTA links.
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3 Configure Mitel MiVoice 5000 ‘\Asc
Web Admin home TCP ports of 030 (192 168 170.138) . B N
Subscribers Telephony senicextetwark and links>Data links>TCPAP - X285 mr#ay&m?Tcﬂn rﬁ ngT'
System Port | %25 number Mode
Dialing plan 3204 9012 NOT DEFINED
hetwork and links F206 9013 TPKT

f%i-"ég;l';:'“-‘-x% 208 901191 TPET
- gateway 3208 901190 TPKT
Display TCP port transl. - X25 e
iz 3211 9011600 NOT DEFINED
TCP ports of D30
(192.168.170.138) ik
Reception 3214 9011603 WOT DEFINED
Yoice mail and tones ;5}_; ggi; 10030 ;;:¥
Fast link
SN 3219 9013 NOT DEFINED
32B8 9014130 TPKT
3291 9014100 TPET
3301 5011500 TPKT
3302 901000 TPKT
3303 901000 NOT DEFINED
3304 9014000 NOT DEFINED
Fig. 4: Mitel MiVoice 5000 - configured CSTA link
3.1 Check functionality

Check IP address and transport protocol

The configuration of the recording by means of a SIP INVITE without MBG is saved in the con-
figuration file startup.cfg. The phones get the settings from this configuration file upon starting.

1. Open the configuration file of the phone via the browser using the IP address of the PBX, e.
g. http://192.168.170.205/6867i.

= The file startup.cfg opens.

" Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe & = o0 EIEI&J‘
D Mitel 6867i X/ hitp//192168170205/6567)  x \ &
€ 192.168.170.205/68671/ @ || Q Suchen ﬁ E 9 34 A =

sip services transport protcceol: 1

zip services port: 7300

recorder addressl: 192.168.16%9.143

| recording destinationl: 192.168.169.142

I :

Fig. 5: Check IP address and transport protocol

2. Here, you can check the ACTIVE VOIP RECORDING SETTINGS.

recorder address1 Enter the IP address of the recording server, e. g.
192.168.169.143.

sip services transport protocol:  Enter the respective value for the deployed transport protocol:
UDP =1
TCP=2

The configuration must coincide with the SIP configuration of
the end devices in the PBX.

recorder periodic beep If this parameter has been configured, a peep signal is sent in
defined intervals during the recording.

This entry only appears if it has been configured in the PBX.
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3 Configure Mitel MiVoice 5000 ‘\Asc

If recording has been configured in the startup.cfg and calls are recorded according to the SIP
INVITE mechanism, the display of the phone indicates that recording is taking place. This infor-
mation is not displayed if calls are recorded by means of the MBG.
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4 Create recording architecture A\ Asc

4 Create recording architecture

1. Select the menu item Setup > Recording Architectures in the navigation bar.

UEIEE Mitel MiVoice Business All-in-one Basic
Employees Name &
< Details* Server Assignment* >
Roles
MX-ONE
Licensing @ Help
osii Name* All-in-one Basic
SED Recording architecture Allin-one Basic
Active Inactive
T Mitel Mi\

Recording Architectu

Mitel Mi\
PHONEapp PN Name

PBX

Phones

Fig. 6: Create recording architecture

2. Create a recording architecture of the type All-in-one Basic Recording.

3. Add the integration type Mitel MiVoice 5000 active.
4. Open the tab Server Assignment and select the respective server.
5. Activate the recording type VolP/Video.
Ll
UEIEE Mitel MiVoice Business All-in-one Basic
Employees
< Details* | Server Assignment* >
Roles
MX-ONE
Licensing Server* neo_RD_3 + -
setup . 0S108H Used in- activated architecture Yes
Recording type VolP/Video
S Mitel Mi\ TDM
Recording Architecty [ screen
PHONEapp | Chat

Fig. 7: Activate recording type
6. Activate the recording architecture. The following configuration is only possible with an acti-

vated recording architecture.

-~

Setup & P B + x O (O Recording Architecture v General
-
Servers Name « Type ¢ Active Standby active %

Recording Architectures . .
All-in-one Basic All-in-one Basic X X

PHOMEapp

Fig. 8: Activate recording architecture
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5 Create integration for Mitel MiVoice 5000

(nsc

5 Create integration for Mitel MiVoice 5000

1. In the navigation bar, select the menu item Setup > Integrations.

Setup = |* New Integration

[ DN T Aufzeichnungsarchitektur
Servers

. ‘ Name*
Recording Architectures

Mitel MiVioice 5000

+

()] Integration type* Mitel MiVoice 5000 active
PHONEapp
PBX
PBX o
Phones PEX*
0
TDM Hardware ASC
TDM Hardware Others o
Integrations
. 0
Recording Import
Additional Data off =
Powered by N
ASC Technologies AG
v6.5.0-1.0 W Cancel

Fig. 9: Create integration

2. Enter a name for the integration.

3. From the drop-down list, select the entry Mitel MiVoice 5000 active.
4. Click on the icon [E2 in the table headline PBX.

5. Create the respective PBX.

New PBX x

Name* MiVoice 5000

PBX type Mitel MiVoice 5000

Maximum length of extensions 4
Country code* United States (1)
Area code* 233
Net code* 12444

Fig. 10: Create PBX

6. Enter the respective parameters.
Upon saving the entries, the PBX appears in the detail view.

Click on the button Next to change to the tab Recording Architecture.

© ® N

Select the recording architecture appearing in the selection.
The recording architecture is only displayed if it has been activated.

Back Next

Quick Guide EVOIPneo active for Mitel MiVoice 5000 - Neo 7.x Rev. 3
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5 Create integration for Mitel MiVoice 5000

(nsc

+ New Integration

o (L ENL RS-0 Recording Architecture

" Recording Architecture

® Recording Architecture*

O Link to integration*

o W N
Fig. 11: Assign recording architecture

10. Save the entries.
= The integration appears in the main view.

5.1 Configuration steps

1. To complete the configuration of the integration, click on the icon © in front of the name of

the new integration.

= The following configuration steps appear:

©  Mitel MiVoice 5000 Mitel MiVoice 5000 active X

Step Configuration

Configure recording architecture v E/
Configure CTI connection data X B/
Configure monitor points x E/
Global recording settings X E/
Configure recording servers X E/
Configure add-on v E/
Configure miscellaneous settings v B/

Fig. 12: Configuration steps of the integration

5.2 Configure CTI connection data

1. In the main view in the line Configure CTI connection data, click on the button [#] (Edit con-

figuration step) to configure the CTI connection data.

5.21 Tab MiVoice 5000

In this tab, you can configure the CTlconnect module for the recording variant via Mitel MiVoice

5000.

Quick Guide EVOIPneo active for Mitel MiVoice 5000 - Neo 7.x Rev. 3
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5 Create integration for Mitel MiVoice 5000 \\Asc

Step: Configure CTI Connection Data ®

MiVoice 5000 (CSTA)* MBG

CTiconnect Module -

Type CTlconnect active

Grammar name* standard

Grammar version* 2.00.02

Connection Data 4

Additional Data 4

Save Cancel

Fig. 13: CTI connection data - tab MiVoice 5000 (CSTA)

1. In the table in the group field Connection Data, click on the button Add.
2. Enter the IP address of the port for the PBX connection.

Configure Connection x

Connection data* 192.168.170.227

PBX port* 321

Add Cancel

Fig. 14: Configure connection data

@ Until version 7.1, the PBX Mitel MiVoice 5000 does not support more than 2 CSTA links.

3. Click on the button Add to apply the entries and to close the window.

5.21.1 Group field CTiconnect Module
In this group field, you can configure the parameters for the CTlconnect module.
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5 Create integration for Mitel MiVoice 5000 \\Asc

Active

CTiconnect Module ¢
Type CTlconnect passive

Grammar name* standard ~

Grammar version* 1.00.01 v

Login name asc_cticonnect

Password sesnene

Fig. 15: Group field CTlconnect Module

1. Enter the following parameters for the CTlconnect module:

Parameter Value/Description

Type Is filled automatically.

Grammar name Select the name of the grammar from the drop-down list.

Grammar version Select the current version of the grammar from the drop-down list.

Login name Enter the login name required to authenticate on the CTlconnect
Service.

Password Enter the password required to authenticate on the CTlconnect
Service.

Tab. 1: Configure CTlconnect module

5.21.2 Group field Connection Data

In this group field, you can configure the connection data to the CTlconnect module.

Connection Data -

Connection data

| No records found
Add

Fig. 16: Group field Connection Data

1. In the group field Connection Data in the table, click on the button Add.
= The following window appears:
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Create integration for Mitel MiVoice 5000 \\Asc

5.21.3

Configure Connection x

Connection data* 192.168.170.201

Add Cancel

Fig. 17: Configure connection data

2. Enter the following parameters:

Parameter Value/Description

Connection data Enter the IP address of Mitel MiVoice Business (MiTAI-Link). In
the connection data, enter either the IP address or the FQDN.

Tab. 2: Configure connection data

3. Click on the button Add to apply the entries and to close the window.

Group field Additional Data MiVB (MiTAI)

In this group field, you can assign the metadata delivered for a conversation with the protocol of
the communication platform to the CustomCP fields in Neo so that they are available to be used
elsewhere.

Start time, end time, phone number or call direction are available as default additional data
and cannot be edited. The data is tagged in default additional data fields and do not have to be
assigned separately.

Only those CustomCP fields are available in the drop-down list that have been configured pre-
viously in the Additional Data module. In the Additional Data module, you can define a display
name, select whether the fields can be edited and are supposed to be available across the
system.

For further information about the configuration of the additional data refer to the administration
manual for system providers Additional Data module.

1. In the group field headline Additional Data, click on the arrow * to open the group field and
assign the additional data to the data fields.
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5 Create integration for Mitel MiVoice 5000 ‘\Asc
Additional Data <
ACDAgentGroup Please select... v
SuitPilotNumber Please select... v
SuitPilotName Please select... v

MitelQueueName

w

|M'rteIQueueName |

CallingPartylVR

w

|Ca|lingDeviceID |

w

|Ca|ledDeviceID | CalledParty

Fig. 18: CTI connection data - additional data

In addition to the suggested additional data, you can opt for an arbitrary assignment of further
additional data for this variant, too. When entering the additional data type manually, observe
the exact spelling.

e AccountCode
AccountCode Verified

CallingDeviceName

CalledDeviceName
CallingPartylVR
CalledParty
EventCause
GlobalCalllD
MitelQueueName
substitutedCPNNumber
substitutedCPNName

From the drop-down lists, select the additional data entries that you have created previ-
ously in the Additional Data module.

MitelQueueName MitelQueueName
CallingDevicelD CallingPartylVR
CalledDevicelD CalledParty
substitutedCPNNumber substituted CPNNumber
substitutedCPNName substitutedCPNName
GlobalCalllD GlobalCalllD
CallingDeviceName CallingDeviceName
CalledDeviceName CalledDeviceName
EventCause EventCause
AccountCode AccountCode
AccountCodeVerified AccountCode Verified

3. Click on the button Save to apply the settings and to finish this configuration step.

The information tagged in CustomCP fields can be used in the Recording Planner for instance
to control recording behavior. The additional data can be displayed in the search and replay ap-
plications, too.

To allow users to control the recording by means of keys, you must configure the recording
profile accordingly in the Recording Planner module.

®
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5 Create integration for Mitel MiVoice 5000 ‘\Asc

@| For information about the Recording Planner module refer to the administration manual for ten-
ants Recording Planner.

5.2.2 Tab MBG
1. Select the tab MBG to configure the connection data for recording by means of Mitel Border
Gateway.

2. Activate the check box for the module MBG.
MiVoice 5000 (CSTA)* MBG
Active
CTlconnect Module -
Type CTlconnect active
Grammar name* standard ~
Grammar version* 1.00.04 e
Connection Data 4
Additional Data 4

Save Cancel

Fig. 19: Configure CTlconnect connection data to MBG

3. Click on the button Add to enter the IP addresses of the MBGs.
4. Enter all MBGs via which recording is supposed to take place.

5. Only activate indirect recording if you would like to record supported MiNET devices.
NOTICE! The devices must have been connected to the MiVB directly.

6. Deactivate the option Pre-shared key.
NOTICE! A pre-shared key is currently only supported in GCP environments with a special
MBG version.
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5 Create integration for Mitel MiVoice 5000 ‘\Asc
Connection data* [10.230.52.70 ]
i PBX port* 6810
Activate indirect recording O
1 [ Use pre-shared key
|
Add Cancel

Fig. 20: Add connection data for all MBGs

7. Click on the button Add to apply the settings.
5.3 Configure monitor points

1. In the main view in the line Configure monitor points, click on the button |#]| (Edit configura-

tion step).
Extension Monitor Points
Extension « )
Active ¢
| No records found
Add
Save Cancel

Fig. 21: Configuration step - Configure monitor points

5.31 Tab Extension Monitor Points

®

For the recording variant with MBG or SRC, the phones which are supposed to be recorded
must have been registered on the SRC.

1. In the tab Extension Monitor Points, click on the button Add to add the extensions for the
monitored end devices.

2. Enter all extensions which are supposed to be monitored and activate them by clicking on
the button Active/Inactive.
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5 Create integration for Mitel MiVoice 5000 @sc
Extension Monitor Points
Extension « )
Active <
6000 v
6001 v
Add Active/Inactive  Delete
Save Cancel
Fig. 22: Add extension monitor points
3. Click on the button Save to apply the settings and to finish this configuration step.
5.4 Global recording settings

1. In the main view in the line Global recording settings, click on the button (Edit configura-

tion step).
Step: Global Recording Settings x
Details*

Transport protocol UDP
Port SIP signaling* 5060
Remote SIP port* 7300

PBX IP address* 192.168.170.227

PBX port* zZn

Save Cancel

Fig. 23: Configuration step - Global recording settings

2. Enter the following parameters in the tab Details:

Transport protocol Selected the deployed protocol, e. g. UDP.

Port SIP signaling Enter the port for the SIP signaling on which the recording
server waits for the signaling.

Default value for UDP and TCP is 5060.

NOTICE! If you would like to use several integrations, you
must configure a separate SIP port for each integration.

Remote SIP port Enter the port for the end devices, here 7300.
PBX IP address Enter the IP address for the connection to the PBX.
PBX port Enter the port for the connection to the PBX, here 3271.

Tab. 3: Global recording settings

3. Click on the button Save to complete the configuration in this step.
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5 Create integration for Mitel MiVoice 5000 ‘\Asc
5.5 Configure recording servers
1. In the main view in the line Configure recording servers click on the button (Edit configu-
ration step).
Step: Configure Recording Servers
Recording Server
REC-01
Server Name
Details*
REC-01 i i \oi
ggggrdmg Module Active MiVoice
Configured |P address 192.168.173.171
IP address of the recording server* 192.168.173.171
Minimum port* 20000
Maximum port* 20999
Recording Module Active Mitel
Configured IP address 192.168.173.171
|P address of the recording server® 192.168.173.171
Minimum port* 21000
Maximum port* 21999
Rows per page 50 1-10f1 14 <« = = save
Close
Fig. 24: Configuration step - Configure recording servers
For ACTIVE VolP recording and recording by means of the MBG, you must activate both
recording variants.
2. Activate the two recording modules:
Recording Module Active MiVoice 5000
Recording Module Active Mitel
3. Select the IP address of the recording server from the drop-down list.
Select a separate port range for each recording variant, e. g.
Recording Module Active MiVoice 5000 Port range 20000-20999
Recording Module Active Mitel Port range 21000-21999
Click on the button Save.
Click on the button Close to finish this configuration step.
5.6 Activate integration

1. Mark the integration in the main view, so that the icon [Z] (Activate) becomes active in the
toolbar.

2. To activate the integration, click on the icon [Z1 (Activate).
= In the column Active, the icon v (Active) appears.
4+ X © () Integration ~ General v

Fig. 25: Activated integration

When starting the integration, the recording server establishes the connection to the CSTA in-
terface and to the MBGs and starts recording.
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6 Configure PHONEapp for Mitel

If you would like to use the XML PHONEapp, you have to execute the following configuration:
1. Configure key assignment for the phones.
2. Modules in the application Configure System Configuration:
« Servers module
— Activate recording control
— Select recording architecture
* PHONEapp module
— Configure phone types
— Configure basic settings
* PBX module
— Activate PHONEapp configuration
— Configure PBX-specific parameters
* Phones module

— Configure the parameters for the assignment of the phone, e. g. extension, PBX phone
ID, computer name, address for replay via phone, phone type, and time slot.

* Recording Planner module
— Configure operation modes

6.1 Configure Servers module

To be able to control the recording by means of PHONEapp, you have to activate recording
control in the Servers module.

1. Select the menu item Setup > Servers in the navigation bar.

2. Select the tab Usage.

< Details* Usage* Media Streamer* Replay Server Address Mapping Key M »
Ll

API Server 4

Audio Analysis 4

Recording Control/Key Management 4

Data Processing 4

Replay 3
Virtualization 4 y

Reset

Fig. 26: Servers - tab Usage

3. Open the group field Recording Control/Key Management.
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6 Configure PHONEapp for Mitel ‘\Asc
6.1.1 Group field Recording Control/Key Management
Recording Control/Key Management -

[J Recording control/Live Streaming
Recording architecture Please choose.. v

] Neo key management

Fig. 27: Group field Recording Control/Key Management

Parameter Value/Description

Recording control/ This recording solution does not support external recording con-
Live Streaming trol.

Neo key management This function serves for customer-specific recording encryption. To

be able to configure the conditions for key management, activate
the check box Neo key management.

The function can only be activated if the license ASC_KEY_MAN-
AGEMENT is available.

For more information about the configuration of key management
refer to the administration manual Configuration server and
recording architectures and to the installation manual /nstallation
Dongle Manager.

Tab. 4: Configure recording control/key management

6.2 Configure PHONEapp module

In the PHONEapp module, you can configure the default settings for phone applications and
configure phone types.

1. In the navigation bar, select the menu item Setup > PHONEapp.
= The following window appears:

PHONEapp General ~

Category & Updated By +
e SYSTEM PROVIDER

~ Phone types
Setup -

Servers Default settings

Recording Architectures
PHONEapp

PBX

Phones

TDM Hardware ASC
TDM Hardware Others
Integrations

Recording Import
Additional Data

Activity Guard
v £ >

Fig. 28: PHONEapp - main view:
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6 Configure PHONEapp for Mitel ‘\Asc
In the category Phone types, you can display the properties of the supported end devices and
add additional phone types.

6.2.1 Category Phone Type

The category Phone Types displays the properties of the supported end devices.
1. In the main view of Setup > PHONEapp, select the category Phone Types.

= In the detail view, a table is displayed which contains all supported end devices.

< Phone Types »

IS
MITEL Mitel
OPENSCAPE DESK 35G Unify
OPENSCAPE DESK 55G Unify
OPENSTAGE 15 Unify
OPENSTAGE 40 Unify
OPENSTAGE 60 Unify
OPENSTAGE 80 Unify
OPENSTAGE DEFAULT Unify
XML XML

Administrate

Fig. 29: Detail view phone types

2. Todisplay the properties of the phone type, select the type Mitel and click on the button Ad-
ministrate.

= In the window Phone Type, the properties of the selected end device are displayed.
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Details
Type MITEL
Provider Mitel
LED feedback supported

Display feedback supported
IP address required

Supports cyclic refresh

Fig. 30: Display of the properties

NOTICE! The properties cannot be configured here but are displayed to inform you which func-
tions are supported by the end device.

3. Click on the button Close to close the window and to change to the detail view.

6.2.2 Category Default Settings

Define the values of the general settings for your PBX here. The default settings are divided into
different group fields.

1. In the main view of Setup > PHONEapp, select the category Default Settings.
= Different group fields are displayed in the detail view.
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< Default Settings*

General v
Activated

PHOMEapp URL* http://192.168.170.218

Only certified requests |

Language 4
Time Parameter v
Response waiting time* 2000 Milliseconds
Error waiting time* 2000 Milliseconds
Phone refresh interval* 4000 Milliseconds
Tagging Attributes -
Request Parameter Field

tag_field ASC_COMMENT &

Add

Register Fields -
Field Recording Control Field Active

Comment ASC_COMMENT v &

Add
Predefined Tagging Fields -

[0 Activated
Er

Tagging Field

Mo records found

Fig. 31: Detail view Default settings

2. Adjust the respective settings.
3. Click on the button Save.

General Here, you have to enter the address of the PHONEapp
and activate it.
» Activated Activates the recording control by means of the
PHONEapp.
* PHONEapp URL Enter the URL under which the PHONEapp is supposed

to be accessible. You may use the IP address or the
host name of the application server.
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Enter the additional port, if it differs from default (port 80
for http or port 443 for https), e. g. http://<core_ip>:90.

The end device will establish a connection with this URL.
The PHONEapp transfers the data provided by the URL
to the display of the end device.

When using a load balancer, enter the IP address and
the port of the load balancer here.

* Only certified requests If the check box has been activated, certificate-based
authentication of the client (end device) on the server is
required. To be able to do so, the client certificate must
be imported in the certificate key store of the server.

Language Select the respective default language for the
PHONEapp from the drop-down list. The selected lan-
guage applies to all end devices, unless the display lan-
guage in the module Setup > Phones is not configured
otherwise.

Time Parameter Define the time parameters in milliseconds here. Do not
make any changes without a prior consultation of your
local ASC support or the ASC support under +49 700
27278776.

* Response waiting time Define the period of time during which the PHONEapp is
supposed to send a response to the phone. The re-
sponse waiting time covers the period from the moment
of receiving the phone’s request via the internal process-
ing of the request to the moment of returning the results
to the end device. If the request could not be processed
during this period of time, the end device will display a
message that the processing is still in progress.

* Error waiting time Define the maximum period of time available for pro-
cessing a request. The error waiting time covers the
maximum period of time from the moment when the
PHONEapp has sent the request to the completion of
the internal processing of the request. If the signal of
pressing a key could not be processed during the indi-
cated period of time, the process is canceled and an er-
ror message is issued.

* Phone refresh interval Define the interval during which the status is supposed
(this setting is only relevant for  to be refreshed on the phone. If the interval is too short,
Alcatel and Cisco) the display starts blinking repeatedly. If the interval is too

long, it may take very long until the current status of the
recording is displayed on the end device.

Tagging Attributes Here, you define which data field is filled when tagging
via the PHONEapp. All additional data fields as well as
the field ASC_COMMENT are available.

Register Fields Here, you configure how the tagging value is displayed.

All IDs listed under Setup > Additional Data as well as
the field ASC-COMMENT can be used.

Predefined Tagging Fields Define whether a comment field with free text or se-
lectable predefined tagging fields are supposed to be
used and saved on the end devices.

» Activated Activates the list of predefined tagging fields on the end
device. If the function has been deactivated, a manual
comment field is displayed.
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» Tagging Field Define which selectable predefined tagging fields are
supposed to be used and saved on the end devices.
6.2.2.1 Configure group field Tagging Attributes

The name of the request parameter tag_field must not be changed nor must its assignment be
deleted. Otherwise tagging via the PHONEapp does not work anymore. The request parame-
ter tag_field can be allocated to another available field, though.

Tagging attributes should only be changed in exceptional justified cases. Incorrect changes
can cause a malfunction of the PHONEapp.

Every request parameter may only be used once. The available field may be allocated several
times to different request parameters. All additional data which has been marked as available in
the Additional Data module of the application System Configuration can be used as field.

Add and edit tagging attributes

1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Tagging
Attributes.

Tagging Attributes -
Request Parameter Field
tag_field ASC_COMMENT &

Add

Fig. 32: Group field Tagging Attributes

2. Click on the button Add.
= A new entry is added.

3. To edit the entry, click on the icon [#].
= The line can be edited.

Tagging Attributes -
Request Parameter Field
tag_field ASC_COMMENT &
New request parameter | |New field v x
Add Delete

Fig. 33: Edit tagging attributes

4. Enter the respective parameters.

5. To save the changes, click on the icon .
To discard the changes, click on the icon x .

6. In the detail view, click on the button Save to apply the changes in the tab Default Settings.

Delete tagging attributes

1. In the detail view, select the attribute you would like to delete.
2. Click on the button Delete.

3. Click on the button Yes.
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= The selected attribute is removed from the list.
4. Click on the button Save to apply the change in the tab Default settings.

6.2.2.2 Configure group field Register Fields

Add and edit register fields
1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Register

Fields.
Register Fields -
Field Recording Control Field Active
Comment ASC_COMMENT v &
Add

Fig. 34: Group field Register Fields

2. Click on the button Add.
= A new entry is added.

3. To edit the entry, click on the icon [#].
= The line can be edited.

Register Fields -
Field Recording Control Field Active
Comment ASC_COMMENT v &
New field | |New RC field | v x
Add Delete

Fig. 35: Edit register fields

4. Enter the respective parameters.
The name in the field Field can be selected arbitrarily. In the field Recording Control Field,
all IDs listed under Setup > Additional Data can be used. In addition, the field name
ASC_COMMENT can be used.

Activate or deactivate the register field via the check box.

To save the changes, click on the icon v .
To discard the changes, click on the icon x .

7. Inthe detail view, click on the button Save to apply the changes in the tab Default Settings.

Delete register fields
1. In the detail view, select the attribute you would like to delete.
2. Click on the button Delete.
3. Click on the button Yes.
= The selected attribute is removed from the list.
4. Click on the button Save to apply the change in the tab Default Settings.
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6.2.2.3 Configure group field Predefined Tagging Fields

Within the PHONEapp, you can tag recorded conversations. This allows associating conversa-
tions with certain topics and later on filtering or searching for these conversations. By default,
the PHONEapp offers either comment fields to enter free text or predefined tagging fields.
Users can see these attributes when pressing a certain key on the end device. Users can tag
conversations during or after recording.

Activate comment field with free text

1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Predefined
Tagging Fields.

2. Deactivate the check box Activated.

= The comment with free text is displayed during the tagging process.

Activate tagging fields without free text

Here, you can configure predefined tagging fields which are supposed to be added to the con-
versations.

1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Predefined
Tagging Fields

Predefined Tagging Fields -

Activated

Tagging Field

Request

Fig. 36: Configure tagging fields

2. Activate the check box Activated.
3. Click on the icon [E1 (Edit).
= The window Tagging Fields appears.

Tagging

Fields x
e

labelSysConfPANConfigFixedTaggingField_2 Claim labelSysConfPANConfigFixedTaggingField_1 Request
labelSysConfPANConfigFixedTaggingField_3 Sale

labelSysConfPANConfigFixedTaggingField_4 Mediation

labelSysConfPANConfigFixedTaggingField_5 Reversal

labelSysConfPANConfigFixedTaggingField_6 Order

labelSysConfPANConfigFixedTaggingField_7 Consultation

labelSysConfPANConfigFixedTaggingField_8 Miscellaneous

labelSysConfPANConfigFixedTaggingField_9 Reservation

labelSysConfPANConfigFixedTaggingField_10 Complaint

Apply Cancel |

Fig. 37: Edit tagging fields

The following fields are available by default in the list Available:

Request Use this attribute to tag conversations revolving around a request.
Claim Use this attribute to tag conversations revolving around a claim.
Mediation Use this attribute to tag conversations revolving around a mediation.
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Order Use this attribute to tag conversations revolving around an order.
Consultation Use this attribute to tag conversations revolving around a consultation.
Reservation Use this attribute to tag conversations revolving around a reservation.
Complaint Use this attribute to tag conversations revolving around a complaint.
Sale Use this attribute to tag conversations revolving around a sale.
Reversal Use this attribute to tag conversations revolving around a reversal.

4. To add a field, drag the selected field from the list of available fields on the left to the list Ac-
tive in the window on the right and drop it there.

5. To apply the changes, click on the button Apply.
To discard the changes, click on the button Cancel or on the icon

To activate the added fields, click on the check box Activated.
In the detail view, click on the button Save to apply the changes in the tab Default Settings.

The tagging fields are displayed along with the corresponding resource string. You can adjust
tagging fields in the Resource Editor module of the application System Configuration. See ad-
ministration manual System Configuration - Resource Editor.

Changes in the Resource Editor module only affect future recordings. Existing taggings are not
changed.

You can change the position of a tagging field by moving the selected field to the required po-
sition while holding the left mouse key down.

Configure PBX module
In the PBX module, you must activate the PHONEapp configuration.
1. Select the menu item Setup > PBX in the navigation bar.

2. Select the tab PHONEapp Configuration.

4 Details* PHONEapp Configuration »
Activate PHONEapp configuration
PBX identifier* Universal_VolP

Reset

Fig. 38: Activate PHONEapp configuration

3. Enter the following parameters:

Activate PHONEapp configuration Here, the PHONEapp is activated.

PBX identifier Enter the identifier of the PBX. The ID allows
identifying the end devices unambiguously
when using several PBXs in connection with
PHONEapps.. This identifier is defined during
the installation of the PBX. Use letters, num-
bers, and understrikes.
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6.4

6.4.1

4. In the detail view, click on the button Save to apply the changes in the tab PHONEapp Con-
figuration.

The fields marked with " * " are mandatory fields. These fields have to be filled out.

Configure Phones module
To use the Mitel PHONEapp, you must create the phone type in the Phones module.
1. Select the menu item Setup > Phones in the navigation bar.

= The following window appears:

= »* Ph ~  General ~
systam Contiuston X

Name & PBX PBX Phone ID ¢ Extension <
e SYSTEM PROVIDER

No records found
Setup -

Servers

Recording Architectures
PHONEapp

PBX

Phones

TDM Hardware ASC
TDM Hardware Others
Integrations

Recording Import
Additional Data

Activity Guard
Fig. 39: Phones - main view

Depending on the table configuration, the following information is displayed in the table in the
main view:

Name Shows the name of the phone.

PBX Shows the name of the PBX.

PBX Phone ID Shows the identifier which has been configured for the phone in the
PBX.

Extension Shows the assigned extension of the phone.

Computer Name Shows the computer name if it has been defined in the details.

Phone Type Shows the selected phone type if the PHONEapp configuration has

been activated.
Display Language Shows the selected display language.

Toolbar of the Phones module
The toolbar offers the following functions:

Fig. 40: Toolbar

Create Creates a new phone. Available are:
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6.4.2

* |P phone
* TDM phone

Search Opens the window of the search function. The search func-
tion allows searching systematically for sets of data which
meet certain criteria, see Search.

The icon is displayed whenever the search has been ad-
justed by means of a filter.

m Reset search Resets all search filters so that the main view displays all
data sets again.
n Delete Deletes the selected phone upon confirming the security
prompt.
Phones Import Opens a window in which you can select an XSLT file to be
imported.
Edit Allows multiple editing of existing phones.
General Print Opens a list of existing phones along with the option to print
it.
Adjust Table Opens a window where you can adjust the following set-

tings for the main view:
» Displayed information
» Order of the displayed columns
* Number of rows per page
Save Table Config- Saves the current table configuration of the main view as

uration the default view of the user.
General Help Opens the online help.
Module Help Opens the module-specific online help.

For detailed descriptions of the default functions such as Search, Print, Adjust table or Help re-
fer to the user manual for system providers General information - System Configuration.

Create phones

1. To create and configure new phones manually, click on the icon [5= (Create) in the toolbar
of the main view.

In recording solutions using TDM phones as well as IP phones, a context menu appears in
which you can select which phone type you would like to create. The selection depends on the
PBX and the installed licenses.

v & BB B o RN 7
IP Phone

IP Address % H MAC Address %

TDM Phone
6001 SIP

Fig. 41: Create phone

2. Select the menu item IP Phone.
= In the detail view, the tab Details appears.
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4 Details* »
Name* 1234

PBX* Mitel v

PBX phone ID

Extension 1234

Computer name

Address for replay via phone

Display language en_US i

IP address

MAC address

PHONEapp -
Activate PHONEapp configuration

Phone type MITEL d

Recording LED identifier topsoftkey3

Mute LED identifier topsoftkey4

Keep LED identifier topsoftkey5

Reset

Fig. 42: Create phones - activate PHONEapp

The configuration parameters are closely correlated.

The following parameters are relevant for this recording solution:

* Extension
e [P address

NOTICE! You can configure the functionality Free Seating during the configuration of the func-
tion keys with the parameter FS, see chapter "Configure function keys on the Mitel phone", p.

35.

Parameter
Name
PBX

Extension

Address for replay via
phone

Display language
IP address

Tab. 5: Add phone

Value/Description
Enter the name of the phone.

From the drop-down list, select the PBX where the phone has
been registered.

Enter the extension of the end device to be recorded.

Here, you can enter the address of the phone where the calls are
supposed to be replayed. Depending on the agent logging in on
this phone, only audio data will be provided that the agent is al-
lowed to replay.

For more information about this feature refer to the administration
manual Configuration replay via phone.

Select the language for the display from the drop-down list.
Enter the IP address of the end device to be recorded.
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Group field PHONEapp

Parameter Description

Activate PHONEapp configura- Activate the check box to use the functions of the
tion PHONEapp.

This function is only available if it has been activated previ-
ously in the following modules:

* in the PBX module in the tab PHONEapp
* and in the PHONEapp module

Phone type Select the corresponding phone type from the drop-down list.
The phone types are only displayed if the corresponding li-
cense for the PHONEapp has been installed and the
PHONEapp has been activated in the PHONEapp module.

Recording LED identifier Enter the softkey for the recording start.

» For SIP phones, softkeys are called fopsoftkey, in the ex-
ample topsoftkey3.

» For Mitel MiNet phones in combination with a Mitel
MiVoice Business PBX, softkeys are called prgkey; enter
prgkey3.
Mute LED identifier Enter the softkey for the mute function.

» For SIP phones, softkeys are called topsoftkey, in the ex-
ample topsoftkey4.

» For Mitel MiNet phones in combination with a Mitel
MiVoice Business PBX, softkeys are called prgkey; enter
prgkey4.
Keep LED identifier Enter the softkey for the keep function.

» For SIP phones, softkeys are called topsoftkey, in the ex-
ample topsoftkeyb.

» For Mitel MiNet phones in combination with a Mitel
MiVoice Business PBX, softkeys are called prgkey; enter
prgkeyb.
1. Click on the button Save.
2. Click on the button Close to finish this configuration step.

3. Repeat the steps for each end device.

Delete phones
1. In the main view, select the phone you would like to delete.
2. Click on the icon [ (Delete).

= The security prompt to delete an element appears.

3. Toreally delete the selected phone, confirm the security prompt.

Configure Recording Planner module

The different operation modes of call recording are configured in the Recording Planner module
of the application System Configuration.

For information about the Recording Planner module refer to the administration manual for ten-
ants Recording Planner.
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6.6 Configure function keys on the Mitel phone

To be able to use the keys and the LED display on the phone, you must configure the function
keys of every phone.

1. Call up the URL of the phone via the web interface.
2. Select the menu item Operation > Softkeys and XML in the navigation bar.

Status
System Information Softkeys Configuration
License Status
LTHEET | Bottom keys | | Top Keys |
User Password
FPhone Lock Key Type Label Value Line
Softkeys and XML 1 Line 1 7
Keypad Speed Dial
Directory 2 Line 2
Reset 3 B <] [sterstop | [zevent=TOGGLESTART| | global
Basic Seftings 4 EX -] [keepiDelete | [282vent=TOGGLEKEEP| | glotal
Preferences
Custom Ringtones 5 B <] [Mutetunmute | [event=TOGGLEMUTE| | global
Advanced Settings
Network & lobal
Global SIP
: [Emety ] 6
Line 1 7 Empty Iobal
Line2 :
Line 3 0 ioba
Line 4
lina & 10 Iobsl

https://192.168.175.223/topsoftkey.html

Fig. 43: Configure function keys via the web interface

Click on the tab Top Keys.
Select the entry XML from the drop-down list.

In the entry field Label, enter the information that is supposed to be visible on the display.

2B

In the entry field Value,enter the command which is supposed to be triggered when press-
ing the key:

NOTICE!

The phone will replace the placeholder $$SIPUSERNAME$$ with the extension.

The parameter FS stands for Free Seating to allow the assignment of the extension even if the
IP address changes.

Replace the entry <RECORDER-IP> with the IP address of the XML Push Server.

Start/Stop http://<RECORDER-IP>/PHONEapp/MitelPHONEApp?deviceExtension=$
$SIPUSERNAME$$&event=TOGGLESTART&FS=true

Keep/Delete http://<RECORDER-IP>/PHONEapp/MitelPHONEApp?deviceExtension=$
$SIPUSERNAME$$&event=TOGGLEKEEP&FS=true

Mute/Unmute http://<<RECORDER-IP>>/PHONEapp/MitelPHONEApp?deviceExtension=$
$SIPUSERNAME$$&event=TOGGLEMUTE&FS=true

7. Click on the button Save Settings to apply the entries.

Configure network settings
To enable the LEDs, the HTTPS network settings must be configured for each phone.

1. Select the menu item Advanced Settings > Network.
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Status
System Infarmation
License Status
Operation
User Passwaord
Fhone Lock
Softkeys and XML
Keypad Speed Dial
Directory
Reset
Basic Settings
Freferences
Custom Ringtones
Advanced Settings
Metwark
Glaohal 8P
Line 1
Line 2
Line 3
Line 4
Line 5
Line &
Line 7
Line 8
Line 9
Line 10
Line 11
Line 12
Line 13
Line 14
Line 15
Line 16
Line 17
Line 18
Line 19
Line 20
Line 21
Line 22
Line 23
Line 24
Action IR
Configuration Server

Fig. 44: Configure HTTPS settings

2. Deactivate the check box for the following parameters:

Network Settings

IPvG Settings
IPvE

Basic Network Settings
DHCP

IP Address

Subnet Mask

Gateway

Primary DS

Secondary DNS

Hostharne

LAN Fort

PCPortPassThru EnablefDisable
PCPor

Advanced Network Settings
DHCP Download COption
LLDP

LLDP packet interval

AT IP

MAT BIP Port

MNAT RTP Fort

Rpart (RFC 3581)

HTTPS Settings

HTTPS Serer- Redirect HTTP to HTTPS
HTTFPS Server - Black XML HTTP POSTs
Client Method

Validate Cetificates

Check Certificate Expiration

Check Certificate Hosthames

Trusted Cetificates Filenarne

e HTTPS Server - Redirect HTTP to HTTPS
e HTTPS Server - Block XML HTTPS POSTs

Configure IP address of the XML Push Server

To ensure that the events are executed completely, you must configure the IP address of the
XML Push Server for the communication between the phone and the recording server.

CIEnabled

EEnabled
192.168.176.223
255 355 2400
192.166.168.11

192 16616811
0.00.0
8200B000FE1 5893
Auto Megotiation

Enabled
Auto Megotiation

I

I

Ay -
[CIEnabled

CIEnabled
ClEnabled
CIEnabled
CJEnahled
Enabled
Enabled

1. Select the menu item Advanced Settings > Configuration Server Settings in the navigation

bar.
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Status
System Information Configuration Server Settings
License Status
Operation Settings
gserPiss:rord Download Protocal FTP .
one Locl )
Softkeys and XML Primary Server 0.0.00
Keypad Speed Dial Pri TFTP Path
Directory Alternate Server 0000
Reset
At TFTP Path
Basic Settings 2
Preferences Use Alt TFTP [Enabled
Custom Ringtones FTP Server 192.168.170.140
B FTP Path 5000
Metwork
Global SIP FTP Username phones
Line 1 FTP Password LYTTTTY
Line 2 HTTP Server
Line 3
Line 4 HTTP Path
Line 5 HTTP Port 30
Line & HTTPS Server
ey HTTPS Path
Line 8
Line 9 HTTPS Port 443
Line 10
Line 11 Auto-Resync
Line 12 Mode MNone ~
Line 13 Time (24-hour) 00:00
L!ne “ Maximum Delay 15
Line 15
Line 16 Days 0
Line 17
Line 18 XML Push Server List{Approved IP Addresses)
Line 19 |192.158.1?3.1?1
Line 20
Line 21
ST Save Settings
Line 23
Line 24
Action URI
Configuration Server
Firmware Update

Fig. 45: Configure XML Push Server

2. Inthe section XML Push Server List (Approved IP Addresses), enter the IP address of the
recording server.

3. Click on the button Save Settings to apply the entries.
= In the display of the phone, the LED indicator shows the respective status.

L1: 22002

Qe 15:41

Line 2 6 Feb 2020
. Recording
() pute Kein Dienst
. Keep
[ ]
test

Fig. 46: Assignment of the top keys and displayed status of the recording
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Configure replay function

To be able to use the replay function in the application POWERplay Web, you must activate it.

1. Select the menu item Setup > Servers.

2. Select the respective server in the main view.
3. Select the tab Usage.
~ sy
Tenants A T %
Employees Name &
Details* Usage* Media Streamer Replay Server Address Mapping >
Roles
neo_RD_
Licensing 2
AP Server -
Setup - API server
APl server name* apiserver|
Servers

Recording Architectures

Path ¢

Server &
PHONEapp

PBX Mo records found

M Pl

Fig. 47: Configure API server for replay

[

Open the group field API Server.
Activate the check box AP/ server.
Enter the name for the API server.

Save the entries.

© N oo

Scroll down to the group field Replay and open it.

N |
L,
Tenants o neo_RD_3

Employees Name &

Details* Usage* Media Streamer Replay Server Address Mapping >

Roles
neo_RD_

rlease cnoose..

Licensing

Setup b
Replay i

Replay
Replay server*

Servers

Recording Architectures replay

WebSocket port*

{max. 5 characters)

4040

PHONEapp

PBX

Phones

Name % Connection Status

TDM Hardware ASC

neo_RD_3 0K

TDM Hardware Others

Fig. 48: Configure replay server
Activate the check box Replay.
10.

11.

Enter a name for the replay server.

Select the API server you have previously configured by clicking on the list icon in the table
headline API server.

12. Click on the button Save to apply the settings.

The replay function now has been activated.

13. Log in to the application POWERplay Web with the default login to check that replay is

working.
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User name 1st-tenant-admin
Password A$c123

14. Ensure that all pop-ups have been enabled and accept the certificate.

= The latest recordings appear in the view.
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API server
Server on which the API service runs. (API=Application Programming Interface)

CSTA
Computer Supported Telecommunications Applications (CSTA) Standard which defines how
data is transferred between PBX and all external computer programs connected to the device.

FQDN
Fully Qualified Domain Name

LED
Light-emitting diode

MBG
MiVoice Border Gateway

PBX
Private Branch Exchange

Replay server
Server on which the replay function has been activated. Recordings can be replayed via this
server.

RTP
Real-time Transport Protocol is a protocol to continuously transmit audio and video files via
the IP protocol within the network.

SIP
Session Initiation Protocol

SRC (Mitel)
With Mitel, the recording session is delivered to the recording server via the Secure Recording
Connector.

TCP
Transmission Control Protocol, controlled connection establishment, protected data transmis-
sion

UDP
User Datagram Protocol UDP is a minimal, connectionless network protocol which belongs to
the core members of the Internet protocol suite. lts purpose is to make sure that data transmit-
ted via the Internet reach the designated application. There is no destination check.
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URL
Uniform resource locator. Identifies and locates a resource (e. g. a website) about the used
access method (e. g. the used network protocol as HTTP or FTP) and the location of the re-
source in the computer network. (Source: Wikipedia 20th November 2013)
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