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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.

Salesforce Integration - Neo 7.x Rev. 2 5/71
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2 Introduction @sc

2 Introduction

Salesforce is an international provider of cloud computing solutions for companies. Salesforce
offers Software and Platform as a Service. Salesforce products and services support multiple
tenants and are designed to help companies interconnect their employees, customers, and
products.

The Salesforce integration enables you to control the recording. You can link the conversations
to the contacts and use them for customer care purposes. In addition, it is possible to use the
recordings for analysis by means of transcription and keyword spotting. Within the Salesforce
application, you can search for recordings and replay them.

For information about the configuration of the integration refer to the respective administration
manual.

For its usage with Salesforce, the following configurations in the application System Configura-
tion are required:

« Configure server, for information about the configuration refer to the respective administra-
tion manual of the integration.

« PBX module activate PHONEapp, for further information about the PBX configuration refer
to the respective administration manual of the integration

» Configure PHONEapp, see chapter "Configure PHONEapp", p. 47
» Configure phones, see chapter "Configure phones", p. 51
» Configure additional data, see chapter "Configure additional data", p. 53

» Configure and activate integration, for more information refer to the respective administra-
tion manual of the integration.

» Create recording profile in the Recording Planner, see Configure Recording Planner

Salesforce Integration - Neo 7.x Rev. 2 6/71



The add-on with the Salesforce application can be used with all integrations supporting the
function Record on demand.

3 Preconditions ‘\Asc
3 Preconditions
The following conditions must be met to be able to configure and use the Salesforce application:
« The operating system must have been installed according to our specifications, refer to the
installation manual Configuration Windows Server 2016, Configuration Windows Server
2019 or Configuration Windows Server 2022.
» The Neo recording software must have been installed according to our specifications, refer
to the installation manual for system providers Installation recording software of ASC.
« The integration must have been configured according to our specifications; refer to the ad-
ministration manual of the respective integration solution.
The Neo system must be connected to the Internet and port 443 must have been opened for
bidirectional communication to enable Salesforce to communicate with the Neo system.
To use the Salesforce application, you have to additionally carry out the following configurations
in the application System Configuration:
» Configure PHONEapp, see chapter "Configure PHONEapp", p. 47
» Configure phones, see chapter "Configure phones", p. 51
» Configure additional data, see chapter "Configure additional data", p. 53
» Create recording profile in the Recording Planner, see Configure Recording Planner
31 Licenses
License name Number
ASC Connect for Salesforce 1 license per user
Tab. 1: ASC licenses
3.2 Supported integrations

Salesforce Integration - Neo 7.x Rev. 2
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4 Installation

£

41 Install Salesforce application
You can download the application from Salesforce appexchange.

1. Open the following URL in a browser:
https://appexchange.salesforce.com/appxListingDetail?listingld=aON3A00000EcrSGUAZ

2. Click on the button Get It Now.

Starting at €10 EUR per user per month

RATING LISTED ON LATEST RELEASE
(0) 2/25/2019 11/21/2018

CATEGORIES
Customer Service

Voice, video & chat recording | Transcription | Quality
management

ASC's neo recording suite captures, saves, analyzes and archives multiple
communication channels including mobile voice, video, and chat for financial
institutions, contact centers and public safety organizations.

Fig. 1: Download application from appexchange

Follow the on-screen instructions to download and install the package.
3. Install and update the application as Admin only.

® Install the application as administrator to avoid access issues.

4.2 Install SSL certificate

The Neo system requires a signed SSL certificate from a root certifying authority; otherwise it
will not be possible to establish a connection between Salesforce and the recording server.

@ The operator of the Neo system must have the certificate issued for the respective DNS name
and install it on the recording server with the Certificate Import Tool. The DNS name for the
Neo system for which the certificate has been issued must be used as end device in the Sales-
force configuration.

A Wildcard certificate cannot be used for multi-level domains because only the 1st level
*,google. comis validated. For a subdomain such as *.subdomain.google.com, you must
@ issue a new Wildcard certificate.

As an alternative to using several Wildcard certificates, you can opt for a multi-domain Wild-
card certificate, too.

421 Import customer-specific HTTPS certificate

If you would like to use a customer-specific certificate, you can import it with the program certim-
porter.exe.

1. Change to the folder C:\Program Files (x86)\ASC\ASC Product Suite\scripts.
2. Open the file certimporter.exe.
= The window Certificate Import Tool appears.

Salesforce Integration - Neo 7.x Rev. 2 8/71
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| £ Certificate Import Tool

About ' Current Certificate  Import Certificate

HTTPS Trust

PEX Certificate @ Certificate

PBX Trust y S G
Generate Certificate I:] [> k\mﬁ
Generate CSR. 1 “é—"'__-/

Reset all with self signed
Generic Certificate Import

Generic Trust Import HT TPS certiﬁcate

neo website.

client (browser).

Fig. 2: Certificate Import Tool

The following formats are supported:
« PKCS12
* X.509/Private key

Import X.509/Private key
1. Select the menu item HTTPS Certificate in the navigation bar.
Click on the tab Import Certificate.

N

We use the term 'HTTPS certificate’ for the certificate which is displayed in the browser when opening a

This certificate is used by the GlassFish application server to secure the connection between server and

2
3. If you certificate is a X.509/Private, select the option Certificate X.509 (RSA Private key).
4. Click on the button next to the field Certificate X.509 to select your certificate.

| £ Certificate Import Tool

HTTPS Certificate About Current Certificate  Import Certificate
HTTPS Trust
PBX Certificate
PEX Trust
Generate Certificate Output keystore
Generate CSR
Reset all with self signed (D) PKCS12 @ £
Generic Certificate Import
Generic Trust Import Keystore PKC512

Import Certificate used for HTTPS

Certificate X509

RSA Private key PKCS8/DER. 7

Fig. 3: Import X.509

5. Click on the button Import.

= The window to enter the password for the private key appears.

Password *

FPlease insert private key password

Fig. 4: Enter password for the private key

6. Enter the password for your private key.
If you do not use a password, leave this field empty.

O X

\ASC Product Suite'\glassfish5'\glassfish\domains\enterprisecore

Exit

Salesforce Integration - Neo 7.x Rev. 2
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£

7. Click on the button OK to confirm the password.
= A message will inform you about the successful import.

Success *

‘https.crt’ was successfully imported into cutput keystore 'keystore.jks'.

Fig. 5: Message - Successful import

8. Click on the button OK to confirm the success message.

9. Click on the button Exit to exit the program.

10. Restart the Glassfish server so that the certificate will be applied.

11. In the tab Current Certificate, you can check the currently valid certificate.

| £/ Certificate Import Tool - O *

HTTPS Certificate
HTTPS Trust
PEX Certificate .
s Current HTTPS Certificate
Generate Certificate o
Generate CSR Version 3

Reset all with self signed Serial Number 01:722CF6EB6:5E

About Current Certificate  Import Certificate

Generic Certificate Import
Signature Algorithm SHA256withRSA

Generic Trust Import
C=DE

O=ASC Technologies AG
QU=ASC
CN=192.168.173.171

Issuer

Not before: Tue May 19 14:44:25 CEST 2020

Validity
MY ot after:  Thu May 12 144425 CEST 2050
C=DE
. 0=ASC Technologies AG
Subject OU=ASC

Subject Alternative Name

Public Key Algorithm

CN=192.168.173.171
IP=192.168.173.171
RSA

Public Key Exponent 65537
Export

Fig. 6: Check currently valid HTTPS certificate

4.21.2 Import PKCS12
1. Select the menu item HTTPS Certificate in the navigation bar.
2. Click on the tab Import Certificate.
3. If you certificate is a PKCS12 Keystore, select the option PKCS172.
4. Click on the button next to the field Keystore PKCS12 to select your PKCS12 Keystore.

Salesforce Integration - Neo 7.x Rev. 2 10/ 71
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| £ Certificate Import Tool —

O
X

HTTPS Certificate About Current Certificate  Import Certificate
HTTPS Trust
PBX Certificate
PEX Trust
Generate Certificate Output keystore
Generate CSR

Reset all with self signed ® P
Generic Certificate Import

Generic Trust Import Keystore PKC512

Import Certificate used for HTTPS

\ASC Product Suite'\glassfish5'\glassfish\domains\enterprisecore

() Certificate ¥.509 (RSA Private key)

Certificate X509

RSA Private key PKCS8/DER. 7

Impart Exit

Fig. 7: Import PKCS12 Keystore

5. Click on the button Import.

= The window to enter the alias for the PKCS12 Keystore appears.

*

Please select pkes12 alias

Fig. 8: Confirm alias

6. Click on the button OK to confirm the alias.
= The window to enter the password appears.

Password *

1 Please insert pkes12 keystore password

Fig. 9: Enter password for PKCS12 Keystore
7. Enter the password for your PKCS12 Keystore.
If you do not use a password, leave this field empty.
8. Click on the button OK to confirm the password.
9. Click on the button Exit to exit the program.
10. Restart the Glassfish server so that the certificate will be applied.

11. In the tab Current Certificate, you can view the currently valid certificate.
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| £/ Certificate Import Tool - O *
HTTPS Certificate about Current Certificate  Import Certificate
HTTPS Trust N
PEX Certificate .
o Trust Current HTTPS Certificate
Generate Certificate .
Generate CSR Version 3
Reset all with self signed Serial Number 01:72:2CF6B6:5E
Generic Certificate Import
Generic Trust Import Signature Algorithm SHA256withRSA
C=DE
Issuer O=ASC Technologies AG
OU=ASC
CN=192.168.173.171
Validity Not before: Tue May 19 14:44:25 CEST 2020
© Not gfter: Thu May 12 14:44:25 CEST 2050
C=DE
. 0=ASC Technologies AG
Subject OU=ASC
CN=192.168.173.171
Subject Alternative Name IP=192.168.173.171
Public Key Algorithm RSA
Public Key Exponent 65537 v
Export

Fig. 10: Check currently valid HTTPS certificate

Salesforce Integration - Neo 7.x Rev. 2 12771



ASC

Configuration

£

5.1

5.1.1

Configuration

Configure Salesforce application
To be able to use the application, proceed as follows:
» Confirm my domain
» Automatically create application
— Set up the new connected application
— Create CSP trusted site
— Configure remote site settings
* Manage licenses for installed packages
« Configure remote site settings
» Assign permission sets
» Assign page layout
» Configure tagging permissions
» Configure customCP fields

1. Log in to the Salesforce web interface in the browser as the administrator of the tenant of
ASC.

2. Within the icon Settings in the top right corner, select the menu item Setup.

Confirm my domain
The domain created for Salesforce must always be confirmed as My Domain.

1. In the navigation bar, select the menu item
SETTINGS > Company Settings > My Domain.

EEE Setup Home  Object Manager

> Integrations SETUR
> Notification Builder My Domain
SETTINGS
~
~ Company Settings My Domain Halp for this Psge @

Business Hours

> Calendar Settings My Domain Step 4

Company Information A My Domain showcases your company's brand and keep your data mere secure by making your org's URL pecific. A
My Domain is also required for many Salesforce features

Critical Updates

Data Protection and Privacy

Step 4 Domain Deployed to Users

Fiscal Year

Holidays Choose Domain Domain Domain
. Domaln [—>» |Registrationf—"> | Ready for [—> Deployed
Language Seftings Name Pending Testing to Users
I My Domain
A Edit My

> Data Classification Domain Settings
> Identity
> Security “four domain name is dev-ed.my. .com

]

Fig. 11: Confirm my domain

2. Check whether steps 1 to 4 have already been carried out during setup.

3. If the domain has not yet been deployed in step 4, carry out steps 1 through 4.

Salesforce Integration - Neo 7.x Rev. 2 13/71



5 Configuration A\ Asc

5.1.2 Automatically create application

In the latest version of the Salesforce application in the tab Setup, you can configure and estab-
lish connections. When entering the corresponding URLs and clicking on the button Execute,
the configuration is carried out automatically.

To configure these parameters, you must log in as the system administrator of the Salesforce
org.

1. Change to the tab Setup.
= The parameters to configure the connection data appear.

) e
@sc Ale v Suche... |* - .‘?_‘ 9 04 -!- Lab )}
i1 ASC Recording ASC User Management  Setup  Recordings ~ Leads »  Accounts ~  Kontakte ,  Opportunities v  Mehr ¥ pd

~

| Enable Topic on Recording records to
| allow internal Tagging

| A Topics are not enabled for Recordings

Execute

CSP Trusted Sites
A\ CSPTrusted Site is not enabled

Allow embedding the Audioplayer from following URL

Execute

Remote Site Settings
A Remote Site Setting is not enabled

Allow Salesforce-Connection to neo using following URL:

Execute

Connected App

A Connected App is not created

Create a Connected App to allow receiving Platform Events from
following URL:

Contact E-Mail for the Connected App:

Execute

> Third-Party Licenses

Fig. 12: Tab Setup - Configure connections
Enable Topic on Recording records to allow internal Tagging

Enable Topic on Recording records to allow in- Activate the option to allow internal tagging to
ternal Tagging the recordings

1. Click on the button Execute to execute the configuration.

Salesforce Integration - Neo 7.x Rev. 2 14771



5 Configuration @sc

CSP Trusted Sites

CSP Trusted Sites Enter the URL from which the audio player is
supposed to be integrated.

Click on the button Execute.

CSP Trusted Sites are created with all authorizations; if authorizations are supposed to be re-
stricted, you can edit the CSP settings afterwards. For ASC purposes, only media-src is re-
quired.

1. CSP Trusted Sites are configured under
SETTINGS > Security > CSO Trusted Sites.

2. Click on the button Execute to execute the configuration.
Remote Site Settings
Remote Site Settings Enter the URL that is supposed to be used to

connect the Salesforce application with the neo
system.

1. Click on the button Execute to execute the configuration.
Connected App

Create a Connected App to allow receiving Enter the ASCWebService Callback URL to

Platform Events from following URL create a connected app receiving the platform
events.
Contact E-Mail for the Connected App: Enter the e-mail address of the system admin-

istrator of the Salesforce org.

1. Click on the button Execute to execute the configuration.
= The new Connected App is created under the name ASC_NEO.
= The status indicators turn green.

Salesforce Integration - Neo 7.x Rev. 2 15771



5 Configuration A\ Asc

EEE ASC Recording ASC User Management  Setup  Recordings ~  leads »  Accounts »  More W rd

Enable Topic on Recording
records to allow internal

Tagging

~/ Topics are enabled for Recordings

CSP Trusted Sites

~ (CSP Trusted Site is enabled

Allow embedding the Audioplayer from following hittps://salesforce-dev.asc-nec
URL:

Remote Site Settings

~ Remote Site Setting is enabled

Allow Salesforce-Connection to neo using https://salesforce-dev.asc-nec
following URL:

Connected App

~ Connected App is enabled

Create a Connected App to allow raceiving https://salesforce-dev.asc-neo.cloud/ASCWebService/_sfcallback
Platform Events from following URL:

Contact E-Mail for the Connected App: your-systemadmin@example.de

> Third-Party Licenses

Fig. 13: Tab Setup - Configured connections
Once the configuration of the connection data is complete and all status indicators are green,
you can configure the required values in the Neo application.

2. Change to the path
Setup > Apps > App-Manager > Connected App.

3. Open the drop-down list of the Connected App ASC_NEO.
Click on the menu item Display.

= You now see the following entries:

¥ API (Enable OAuth Settings)

Consumer | SMVGIWEVWVOCIeBSDOVTONKGxpSrEWQy TzvHeMTRwbpTU1 g7 Vihc SKLKJIS W 0vUHmiowd wbFUE0.0.9cyyl Consumer | 1AFGCIEAFCACTACADEB0ZBETOZ

ey | Copy secret (oo

Fig. 14: Key and Secret of the Connected App

. consumerkey = clientId

. consumer secret = client secret

Salesforce Integration - Neo 7.x Rev. 2 16/ 71
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5. Click on the button Copy to copy the values into the buffer and change to the Neo applica-
tion to enter the data there, see chapter "Configure Applications module", p. 61.

Manage licenses for installed packages
After setting up the new connected application, you must assign the users the licenses for the

installed packages.

1. In the navigation bar, select the menu item
PLATFORM TOOLS > Apps > Packaging > Installed Packages.

EEE Setup Home

Object Manager

> Data
> Email
PLATFORM TOOLS

~ Apps
App Manager

AppExchange Marketplace

SETUP
Installed Packages

Help for this Page &8

Installed Packages

On AppExchange you can browse, test drive, download, and install pre-buitt apps and components right into your salesforce.com
environment. Learn More about Instaling Packages.

appexchange
Apps and components are installed in packages. Any cuslom apps, tabs, and custom objects are initially marked as "In Development”
and are not deployed to your users. This alows you o test and cuslomize before deploying. You can deploy the components

» Connected Apps
individually using the other features in setup or as a greup by clicking Deploy. »
. . Visit AppExchange »

> Lightning Bolt Depending on the links next to an installed package, you can take different actions from this page.
> Mobile Apps To remove a package, click Uninstall. To manage your package licenses, ciick Manage Licenses.
~ Packaging Installed Packages

Installed Packages Action Package Name Publisher Version Number Namespace Prefix Status Allowed Licenses Used Licenses Expiration Date Ir

ASC " e O
Package Manager Uninstall 4 AscRecorder Packaging 3.94 ascneo Active 5 4 Does not Expire

< >

Package Usage

> Feature Settings Uninstalled Packages

» Einstein No uninstalled package data archives

Fig. 15: Installed packages - license administration

2. Inthe line of the package AscRecorder, click on the button Manage Licenses.

= In the following dialog, the available users are displayed.

SETUP
Package Manager

Add Users

AscRecorder
View: Create New View

Help for this Page 0

A|B|/C/D|E/FIGH|INJ|K/L|IM/N O|P Q R|S|T|UV W X|Y|Z| Other |All

Available Users  Select Shown Deselect Shown Deselect Al | Add All Users

Action Full Name + Role Active Profile
User, Integration v Analytics Cloud Integration User

O User, Security v Analytics Cloud Security User

Selected Users
Action Full Name
User, Integration

Cance!

Fig. 16: Installed packages - add user

3. Activate the check box in front of the users that you would like to assign the licenses to.
4. Click on the button Add.
= The users appear in the list of licensed users.

Salesforce Integration - Neo 7.x Rev. 2 1717171
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EEE Setup Home  Object Manager

PLATFORM TOOLS

e SETUP
Package Manager

App Manager

AppExchange Marketplace

Package Details Help for this Page @

e AscRecorder
> Lightning Bolt Back to Previous Page
3 Mobile Apps Package Name  AscRecorder Publisher  ASC Packaging
) Status  Aclive Allowed Licenses 5
~ Packaging
Expiration Date  Does not Expire Used Licenses 5

Installed Packages

AlB|C|D|E|F|G[H|I|J[K[L|M|N|O|P|@|R|S|T|U|V|W|X]|Y|Z]|Other Al
I Package Manager

Licensed Users Add Users | | Remove Multiple Users.
Package Usage
Action  FullName + Role Active Profile
> Feature Settings Remove  User, Inlegralion v Anahylics Cloud Integration User

» Einstein
> Objects and Fields
> Events

> Process Automation

Fig. 17: Installed packages - add user

5.1.4 Assign permission sets

To enable users to work with the application, you must assign them permissions. Here, you can
configure permissions for a permission set and assign them to users.

1. In the navigation bar, select the menu item
ADMINISTRATION > Users > Permission Sets.

220 Setup Home  ObjectManager
A
ADMINISTRATION
SETUP
~ Users -
Permission Sets
Permission Set Groups
I Permission Sets h o
Profiles Permission Sets et or s Page @
Public Groups On this page you can create, view, and manage permission sets
Queues In addition, you can use the SalesforceA mobile app to assign permission sets to a user. Download SalesforceA from the App Store or Google Play: i0S | Android
Roles All Permission Sets | Edil| Delete | Create New View E]
User Management Settings New| (€ alslclplelrla|nli[slk|L|m|n|olrlalr|s|T|u|v|w|x|Y|z|Oter mm
Lo O Action Permission Set Label + Description License
> Data [J clons ASC Admin User
. [ clone ASC Hormal User
> Email O cione CRM User Denotes that the useris a Sales Cloud or Service Cloud u. CRM User

Fig. 18: Administration - Users - Create permission set

2. Inthe list, click on the entry ASC Normal User to assign users.
= The permission set ASC Normal User opens.

Permission Set

ideo Tutorisl | Help for this Page @
ASC Normal User

| Q, Find Settings... E | | clonel Manage A |

Permission Set Overview

Description APl Name  ASC_Normal_User
License Namespace Prefix ascneo
Session Activation Required Created By  System Admin 05.06.2020, 11:35

Last Modified By  System Admin, 05.06.2020, 11:35

Fig. 19: Administration - Users - Permission sets Manage assignments

3. Click on the button Manage Assignments.
= The list of already assigned users opens.
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SETUP
Permission Sets

Assigned Users

Help for this Page @
ASC Normal User

# Back to: Permission Set

A|B|C/D|E|F|IGH|IJ|K/LIM|N|Q PQ|R|S|T|U|V|W|X|Y|Z| Other | All

I Add |Remcve Assig

Username Last Login Role Active Profile

[] Action Full Name & Alias

Manager
D Edit Login System Admin mk systemadmin-of-sfi@emai.com 30.04.2020, 07:45 v Partner App Subscription User

Add i Remove

A B CDEFGH|I JEKLMMNOPQRS TU|VH WX Y|Z Othe Al
Fig. 20: Administration - Users - Permission sets Add assignments

4. Click on the button Add Assignments to add new users to this group ASC Normal User.

= A list of available users opens.

1

Assign Users

Help for this Page &
All Users

View: [l Users .| Edit| Creste New View

A|lB|C|D|E|[F|[G|H|I[J|K|L|M|N|O|P|@|R|[S|T|U|V|W|X|Y|Z|Other [iAHl

I Assign ICanr.e\

D Action Full Name ¢ Alias Username Last Login Role Active Profile Manager.
Edit User, Security sec insightssecurity@00d5i000000niphuaa.com " Analytics Cloud Security User n
Edit User, Integration inleg  integration@00d5i000000niphuaa.com

" Analytics Cloud Integration User

Fig. 21: Administration - Users - Assign permission sets (example)

5. Activate the check boxes in front of the users that you would like to assign in this group

ASC Normal User.
6. Click on the button Assign.

= A success notification appears and the users are displayed in the list.

I 1
Assignment Summary Help for this Page @
ASC Normal User

e Permission set ASC Normal User has been assigned to 2 users
Done
Full Name Username User License Message
Integration User integration@00d5i000000niphuaa.com Analytics Cloud Integration User Success
Security User insightssecurity@00d5i000000niphuaa.com Analytics Cloud Integration User Success

Done

Fig. 22: Administration - Users - List of added users (example)

7. Click on the button Done to return to the main view.

8. Click on the entry ASC Normal User again to view the permission sets for the group.
Group field Apps
1.

In the group field Apps, in the entry Object Settings, you can view the assigned permis-
sions.
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22 Setup Home

Object Manager ~

ADMINISTRATION

~ Users
Permission Set Groups
Permission Sets
Profiles
Public Groups
Queues
Roles
User Management Settings
Users

> Data

> Email

PLATFORM TOOLS

v Apps
App Manager
AppExchange Marketplace

~ Connected Apps

SETUP

Permission Set

ASC Normal User

Permission Sets

‘ @ Find Settings...

x “ Clone || Manage Assignments

Permission Set Overview

Description
License

Session Activation Required
Last Modified By

AP1 Name:
Namespace Prefix
Created By

System Admin 05.06.2020, 11:35

ASC_Normal_User

ascneo

Video Tutorial | Help for this Page (@)

System Admin 05062020, 11:35

Apps

Assigned Apps

Setlings thal specify which apps are visible in the app menu

Assigned Connected Apps

Setlings thal specify which connected apps are visible in the app menu

Object Settings

Permissions to access objects and fields, and settings such as tab availability

App Permissions

Permissions lo perform app-specific actions, such as "Manage Cal Centers”

Fig. 23: Administration - Check permissions for objects

2. Click on the button Object Settings.

= The list of permission sets appears.

Home

Setup

Object Manager

ADMINISTRATION
v Users

Permission Set Groups

SETUP
Permission Sets

Queues

Permission Sets Ho Access 18 - o
Quick Text Mo Access 10 -
Frofiles Recommendations - T -
Public Groups Read, Create - -
Read, Edit 45 Visible
Queues
Befund Line Payments No Access 21 —
Roles Refunds No Access 36 -
User Management Settings Reports - - -
Resource Absences - i -
Users Resource Preferences - 8 -
Fig. 24: Administration - Call up permissions for recordings
3. Click on the entry Recordings.
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EEE Setup Home  Object Manager
ADMINISTRATION
w Users TP
Permission Sets
Permission Set Groups
Permission Sets ~
Permission Set Wideo Tuterial | Help for this Page &
Profiles ASC Normal User
Public Groups | Find Settings... *® || |Clone | Manage
Queues Permission Sel Overview >  Object Seftings | v | Recordings| v |
Roles
i Recordings
User Management Settings Tab Settings
Users Available Visible
> Data i
> Email
Object Permissions
PLATFORM TOOLS Permission Name Enabled
> Apps Read
Create
» Feature Settings Edit
> Einstein Delete
View All
> Objects and Fields Modify Al
> Events
) Field Permissions
> Process Automation
Field Name Read Access Edit Access
» User Interface coount
» Custom Code ASC Recording ki
‘Called Phone Number
> Developmen‘t ‘Caller Phone Number
» Environments Case
» User Engagement * ot -
Fig. 25: Administration - Display permissions for recordings
4. Here, you see the permissions of the users of the group ASC Normal User for recording.
5.1.5 Assign permissions for flows
To enable users to load information about and transcripts of recordings, you must configure per-
missions for flows.
There are 2 options to configure flows:
1. Configure flow for a certain user,
see chapter "Activate flow for certain users", p. 21.
2. Configure flow for usage across the system by means of a permission set group
see chapter "Activate flow for users of a certain permission set group", p. 23.
5.1.5.1 Activate flow for certain users

To enable individual users to load information about or transcripts of recordings, you as admin-
istrator can activate a selected user as Flow User.

1. Todo so, change to Setup > ADMINISTRATION > Users > Users.
2. Click on the button Edit in front of the respective user.
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aee .
b4 Setup Home Object Manager
~
Lightning Usage
SETUP
Optimizer Users
ADMINISTRATION
~
v Users A” Users Help for this Page &
Permission Set Groups
On this page you can create, view, and manage users.
Permission Sets - . . . .
In addition, download SalesforceA to view and edit user details, reset passwords, and perform other administrative tasks from your mobile.
Profiles devices: i0S | Android
Public Groups View: Edit | Creste New View
alelciplelrFle/witfslklLimin|olrPlalris|TIulvIw|[x|v|z|Other
Queues n
New User | | Reset Password(s) | | Add Multiple Users
Roles
[ Action Full Name + Alias  Username LastLogin Role Active Profile
User Management Settings Analytics
I - ] Edt User Securty  sec  insightssecurty@00d5i000000niphuaa.com e %ﬁw
User
> Data Analyfics
s Emai |:| User Inlegration  inleg  integralion@00d5i000000niphuaa.com v ;‘:’"i‘“;“gdraﬁon
User
Fig. 26: Select user to grant permission
3. Inthe section General Information, activate the option Flow User.
sse .
- Setup Home Object Manager
~
Lightning Usage
SETUP
Optimizer Users
ADMINISTRATION a
~
v Users User Edit

Permission Set Groups

Integration User

Help for this Page &

Permission Sets User Edit

Profiles
Public Groups First Name
Last Name

Queues
Alias

Roles

Email
User Management Settings Username
I Users Nickname
7 e Title
> Email Company
Department
PLATFORM TOOLS partmen
Division

> Apps
» Feature Settings

> Einstein

Fig. 27: Activate user a flow user

Save | | Save & New| Cancel

General Information

[Ca—

[ —

limssramorarsie o

limsgraton@ocdsooao]
i

Career Partner

1 = Required Information

Rele  |'<none Spedified> -
User License  |Analytics Cloud Integrafion User n

Profile | Analytics Cloud Integration User ]|

Active
Marketing User

Offline User

Knowledge
User

Flow User

L 1
L 1

Service Cloud
User

Site.com
Contributor
User

Site.com
Publisher User

WOC User

-

Nata rom lsar

4. Click on the button Save to apply the settings.

= In the tab Recordings, the following buttons are now displayed:

* [oad Additional Data

* Load Transcript

By clicking on these buttons, users can now load the additional data and the transcripts of their

recordings.

As an alternative to granting permissions to each user separately, you can create a new permis-
sion set group which enables users across the system belonging to this group to run all flows,
see chapter "Activate flow for users of a certain permission set group", p. 23.
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5.1.5.2 Activate flow for users of a certain permission set group

To enable a group of certain users to load information about or transcripts of recordings, you as
administrator can create a new permission set group containing the option Run Flows that you
then assign certain users to.

1. Change to the section Setup > ADMINISTRATION > Users > Permission Set Groups.
Click on the button New Permission Set Group to create a new permission set group.
Enter a name for the group.

Click on the button Save.

o & LN

Click on the menu item System Permissions within this new permission set group.

ee .
4 Setup Home Object Manager
Lightning Usage
SETUP
Optimizer Permission Set Groups
ADMINISTRATION
FEIMUSSIONS [0 AUMENTCale againsi exIemal 0aia Sources N
View a summary of all permissions in grou
v Users Learn More 4 i e Nam_ed_Credenllal Af.r.eu ) 3
Permissions to authenticate against named credentials
I Permission Set Groups
Flow Access
Permission Sets Permissions {o execule Flows
Custom Permissions
Profiles Permissions to access custom processes and apps
Public Groups System Permissions
Permissions to perform actions that apply across apps, such as "Modify All
Data”
Queues
Service Providers
Roles Permissions that let users switch to other websites using single sign-on
. Custom Metadata Types
User Management Settings Permissions to access custom metadata types
Users Custom Setting Definitions
Permissions to access custom settings
> Data
v

Fig. 28: Edit system permissions

6. Scroll down to the option Run Flows and activate it.

ee .
222 Setup Home  Object Manager
Lightning Usage
SETUP
Optimizer R==R
P Permission Set Groups
ADMINISTRATION
. y 5 3 A
v Users Quip Metrics Allows users to access Quip metrics,
Quip User Engagement Metrics Allow users to access Quip user engagement metrics.
I Permission Set Groups Remain in Salesforce Classic Gives the user ability to remain in Salesforce Classic instead of being switched to Lightning Experience
automatically.
Permission Sets 5 5 o
Remove People from Direct i Lets a user remove others from direct messages the useris in
Messages
Profiles
Report Buider Create, edit, and delele reporis using the classic report builder interface.
Public Groups Report Builder (Lightning i Create, edit, and delete reporis using the enhanced repert buider interface. Only available in Lightning
Experience) Experience.
Queues IRun Flows In this erg, run any active flow. In Experience Builder sites, run any active flow thaf's distributed with the
Flow Lightning compenent,
Roles
Run Reports Run reports and dashboards.

Fig. 29: Permission Set Group - Run Flows - activate

7. Assign users to the new permission set group who are supposed to be granted permis-
sions.

8. Call up the new permission set group, in the example Run_Flow.
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b Setup Home  Object Manager
ADMINISTRATION
SETUP
v Users L.
E Permission Set Groups
I Permission Set Groups

New Permission Set Group

Permission Sets
Recently Viewed v

Profiles

Public Groups 1item - Updated a few seconds ago

Queues APIMame “ | Label ~ | Descr... v
Roles Run Flow

User Management Settings

Users

> Data

Fig. 30: Assign permission set groups

9. Click on the button Manage Assignments.

ADMINISTRATION
v Users SETLP ..
Permission Set Groups
I Permission Set Groups

Last Modified

4/13/2021,12:21 PM

~ | Created

4/13/2021,12:21 PM

- c

v | Status v

Updated -

Permission Sets
Permission Set Group

* “ Delete | | Edit Prnpertlesl Manage Assignments |

profiles Run Flow
Public Groups ‘ Q, Find Settings...
Queues
Permission Set Group
Roles Overview
Description

User Management Settings

Namespace Prefix

Users Created By

> Data

Security Admin, 4/13/2021, 12:21 PM

API Name

Status

Last Modified By

Run_Flow
Updated
Security Admin, 4/13/2021, 12:21 PM

Fig. 31: Manage assignments

10. Click on the button Add Assignments.

ADMINISTRATION
SETUP
~ Users . .
Permission Set Groups
I Permission Set Groups

Permission Sets
Assigned Users

Run Flow

C|DEF G H/I J|K

LIM N|O P Q

Help for this Page &

RIS T U|V W|X Y Z Other Al

Profiles
« Back to: Parmission Set Groups
Public Groups
als
Queues
Raoles

Full Name + Alias. Username

User Management Settings

No records to display.

Users

Fig. 32: Add assignments

Add Assignments

Remove Assignments

Last Login

Remove Assignments

Active

Profile Manager

11. From the list of users, select the respective users and activate the check box in front of

them.

ADMINISTRATION

SETUP

v Users . .
Permission Set Groups
I Permission Set Groups

Permission Sets
Assign Users

Help for this Page @

Profiles All Users
Public Groups View: [Alusers | Eit | Creste New View
ngue; A B C/DEFGHIJKLMNOPOQRS TUWV W X Y|Z Other Al
Roles o
User Management Settings [] Action Full Name + Alias  Username Last Login Role Active Profile Manag--
Users ol:‘ Edit User Security  sec com 7 ﬁyﬁnsuuun&xuw !

> Data Edit User, Integration  inteq com v {:_'_r;ag:;_.:nc:losxfr

> Email [ 1 Edit ! Login  Security User Review user :'gggﬁ' ¥"  Standard Platform User

Fig. 33: Assign users to permission set group
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12. Click on the button Assign.

Please note that by activating the option Run Flows, all users belonging to this group will be
granted permission to run all flows in the organization. It is possible that this may not be in-

@ tended in your organization. If you would like to restrict the function to the flows of the record-
ings of the respective user, you must activate the respective user as flow user in the configura-
tion of the user, see chapter "Activate flow for certain users", p. 21.

5.1.6 Assign page layout
In the Object Manager, you can configure a page layout.
1. Click on the tab Object Manager.

2. Select the menu item Case in the navigation bar.

v CHm v

E Object Manager

Fig. 34: Project Manager - Case

3. Select the menu item Page Layouts in the navigation bar.

= A list with case page layouts appears.

n Caseo ) I

Case Page Layouts —p— - Page L Sy g I

D Lo

Fig. 35: Case - Page layout - Assign page layouts

4. Click on the button Page Layout Assignment in the top right corner.
= The list displays the already assigned page layouts.
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5.1.7

Detalis

Fiehlz & Rl gtiamstiips Thi szl Ealow Shows e Fage

asEiqments for éifkerant prafies

Casa PagR | pauts

Caze Ciose Foge Layouts

Profiles
Ansbyian Gl bl S

Cumbomes Vi Mansger Uashun

Furssscum - Frue Une

=
& Customner Portal Manessr Sodis

Chvarage High Vrlsme Cuntomes St tsse

Buriess Communy Lasi Uas

Sarisar Communsy lner

Fig. 36: Page layouts - Edit assignment

5. Click on the button Edit Assignment.
= A list containing profiles appears.

Edit Page Layout Assignment

Case

e Ay

The table below shows the page layout assignments for different profiles. Use SHIFT = click or click and drag to select a range of adjacent cells. Use CTRL + click to select multiple celis tnat are not adjacent. Then choose a new page layout from the drop-down.

save | [cancel

Page Layout To Use: |- Select Page Layout—- v | ' 1Selecled 0 Changed

Profiles
Custom: Sales Profile

Custom: Support Prafile

Customer Community Login User
Customer Community Flus Login User
Customer Community Plus User

Customer Community User

Customer Portal Manager

Customer Portal Manager Custom
Customer Portal Manager Standard
Force.com - Free User

Gold Partner User

High Volume Customer Portal

High Volume Customer Portal User
Marketing User

Overage Customer Portal Manager Custom
Overage Customer Portal Manager Standard
Overage High Volume Customer Portal User
Partner Community Login User

Partner Community User

Partner User

Read Only.

service Cloud

Solution Manager

Standard Platform User

Standard User

System Administrator

(e | fcanza
Fig. 37: Assign page layout

6. Select the respective profile.

Page Layout

Gase (Sales) Layout
Case (Support) Layout
Case Layout
Case Layout
Case Layout
Case Layout
Gase Layout
Case Layout
Case Layout
Case Layout
Case Layout
Case Layout
Gase Layout
Gass Layout
Case Layout
Case Layout
Case Layout
Case Layout
Case Layout
Gass Layout
Case Layout
Case Layout
Case Layout
Case Layout
Case Layout
Gase Layout

7. Inthe drop-down list, select the page layout which is supposed to be used.

8. Click on the button Save.

= The profile and the page layout of the user now appear in the list.

Configure tagging permission

To grant users access to the tagging fields, you must set permissions.

1. In the navigation bar, select the menu item

ADMINISTRATION > Users > Permission Sets.
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ADMINISTRATION

SETUP
« Users Permission Sets

Permission Set Groups

Permission Sets _ 0
I Permission Sets Helo for iz Pege @
Profiles
On this page you can create, view, and manage permission sets.
Public Groups

In addition, you can use the SalesforceA mobile app to assign permission sets to a user Download SalesforceA from the App Store
Queues or Google Play: i0S | Android

Roles All Permission Sets - | Edit] Delete | Create New View =

User Management Settings

New| [T} AlslclolelFleluli[JKILIMmIN|olPlalrs|TIulv|w|x|y|z|Othe [&N]
Users
[] Action Permission Set Label * Description Lice
S Data LI vione Urger Management Snopper LIMIE0 3CCESS [0 UTEr Management Teatures Tor e o Lgm
D Clone Queue Manager Lets users create, read, edit, and delete queued parties as ... Cuel
> Email D Clone Sales Cloud User Denotes that the user is a Sales Cloud user. Sale
|:| Clene Salesforce CMS Integration Admin Gives the admin data access and the permissions to integra... Clou
PLATFORM TOOLS |:| Clone Salesforce Console User Enable Salesforce Console User Sale
> Apps |:| Clone Security Center Integration User Access Security Center for Integration Clou
D Clone Service Cloud User Denotes that the user is a Service Cloud user. Serv
> Feature Settings |:| Clene Standard Einstein Activity Capture Access to Standard Einstein Activity Capture Stan
> Einstein |:| Del| Clone  TaggingPermissionDemo
[ pel|ciene v
» Objects and Fields < >

Fig. 38: Administration - Users - Permission Sets - TaggingPermissions

2. Click on the entry TaggingPermissions. If the entry does not yet exist, click on New to cre-
ate it.

SETUP
Permission Sets

Permission Set Video Tutorial | Help for this Page @

TaggingPermissions

| Find Settings * || Clone || Delete | | Edit Properties | Manage Assignments

Permission Set Overview

Description APl Name TaggingPermissicns
License Namespace Prefix
Session Activation Created By  System Admin 30.04.2020, 07:38
Required

Last Modified By ~ System Admin  30.04.2020, 07:45

Apps

Assigned Apps
Settings that specify which apps are visible in the app menu

Assigned Connected Apps
Settings that specify which coennected apps are visible in the app menu

53 objects and fields, and settings such as tab

availability

App Permissions
Permissions to perform app-specific actions, such as "Manage Call
Centers”

Fig. 39: Permission sets - call up tagging permissions

3. Click on the menu item Object Settings.
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SETUP
Permission Sets

Queues No Access 18 -
Quick Text No Access 10 -
Recommendations - 7 -
Recording_MNotifications No Access - -
No Access 45 -
Refund Line Payments No Access peal -
Refunds No Access 36 -
Reports - - -
Resource Absences - M -
Resource Preferences - 8 -
Return Order tem Adjustments - [+ -

Fig. 40: Permission sets - set TaggingPermission for recordings

4. Click on the entry Recordings.

Permission Set Video Tutorial | Help for this Page @

TaggingPermissions

|Q Find Settings... *® || Clone || Delete | | Edit Properties || Manage Assignments

Permission Set Overview * Object Settings | + | Recordings| -

Recordings | Edit |

Tab Settings

Available Visible

i

Object Permissions

Permission Name Enabled
Read

Create

Edit

Delete

View All

Modify Al

Field Permissions

Fig. 41: Permission sets - edit tagging permission

5. Click on the button Edit to set the permissions.
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Ll
Permission Set L. Video Tutorial | Help for this Page &
TaggingPermissions
| Find Settings * || Clone || Delete | | Edit Properties | Manage Assignments
Permission Set Overview > Object Setfings | ¥ | Recnrdingsllj
Recordings Save | |Cancel
Tab Settings
Available Visible
i
Object Permissions
Permission Name Enabled
Read
Create O
Edit “
Delete O
View All
Modify All O
Field Permissions
Field Name Read Access  Edit Access
Account |
ASC Recording kd O
Called Phone Humber O
Caller Phone Number O
Case |
Contact O
Created By
customCPO1
customCPO2
____________ = = N
Fig. 42: Permission sets - edit tagging permission
Enable access to the customCP fields that you would like to make available for users to be
edited.
Click on the button Save to apply the settings.
51.8 Change label for customCP fields

In the navigation bar, select the menu item
PLATFORM TOOLS > User Interface > Translation Workbench > Override.

To help users to quickly see which information is supposed to be entered in which customCP
field, you can change the labels of the fields.

Salesforce Integration - Neo 7.x Rev. 2
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>

>

w

w

Custom Labels
Density Settings
Global Actions
Lightning App Builder
Lightning Extension
Path Settings

Quick Text Settings
Record Page Settings
Rename Tabs and Labels
Sites and Domains
Tabs

Themes and Branding

~ Translation Workbench

Export
Import
Override
Translate

Translation Language
Settings

User Interface

Custom Code
Development
Environments
User Engagement
Integrations

Notification Builder

SETTINGS

» Company Settings

SETUP
Override

--'E

Translation Workbench

Override

Halp for this Paga (&)

To get started in the translation werkbench

1. If you have items to override in more than one language, select a language.

2. Select a setup component.

3. If necessary, select an object and aspect. For example, a workflow task has an object (Account, Contact, efc.) and aspect (Subject or
‘Comment) to fiter for overridable terms

4. Double click in the override column te enter new values. You can {ab to jump to the next row.

Select the filter criteria:

Setup |Cu5tomFle\d V‘
Companent

Object |Recording V|

Aot

Save | | Cancel

Master Field Label « Field Label Override Field Type Out of Date
Account Lookup(Account)
ASC Recerding W Text(50) (External I0)
Called Phone Mumber Text(255)

Caller Phone Mumber Text(255)

Case Lookup(Case)
Contact Lookup(Centact)
customCPO1 Customer number Text(255)
customCP02 Text(255)
customCPO3 Text(255)
customCP04 Text(255)
customCPOS Text(255)
customCPOS Text(255)
customCPOT Text(255)

Fig. 43: User Interface - Translation Workbench - Override field label

2.

Package

Language

Setup Component
Object
Aspect

Select the filter criteria in the above section:

Select the package AscRecorder in which the field labels are
available.

From the drop-down list, select the language in which you would
like to change the label.

Select the entry Custom Field from the drop-down list.
From the drop-down list, select the entry Recording.
From the drop-down list, select the entry Field Label.

Tab. 2: Filter criteria for field labels

3.

By double-clicking on the field, you can activate editing mode.

Subsequently, click on the pen icon and change the label of the respective field.

Click on the button Save to apply the settings.

= The success notification confirms the process.

Salesforce Integration - Neo 7.x Rev. 2
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Select the filter criteria:

Package AscRecorder ~
Language English -~

Setup |Cu5tom Field V|
Component
Object | Recording V|

Aspect Field Label ~

l Q *four changes have been saved

Master Field Label « Field Label Override Field Type QOut of Date
Account Lockup{Account)

ASC Recording W Text(50) (External ID}

Called Phone Number Text(255)

Caller Phone Number Text(255)

Case Lockup(Case)

Contact Lockup(Contact)

customCP01 Customer number Text(255)

customCPO2 Text(255)

Fig. 44: User Interface - Translation Workbench - Override field label

The fields appear in the user interface in the section ASC User Management and can now be
made available.

51.9 Configure page layout
In the Object Manager, you can configure a page layout.
1. In the setup, select the tab Object Manager.

EEE Setup Home  Object Manager

- SETUP Quick Find Schema Builder Create w
= i
Object Manager

101+ Iterns, Sorted by Label

Queue Messaging Template LocWaitlistMsgTemplate Standard
ging Templ gTempl Object
" - Standard
Queued Party LocationWaitlistedParty .
Object
. . Standard
Quick Text QuickText .
Object
. . Standard
Recommendation Recommendation .
Object
R di R di Customn 05.06.2020 v |
ecordinj ascneo__Recording__c .06
= - = Object h
Refund Refund Standard Edit
Object Edit
Dot
. ) Standard
Refund | ine Pavmeant Refundl inePavment

Fig. 45: Object Manager - Edit recording object

2. Scroll down to the entry Recording and select the entry Edit by opening the drop-down list
at the end of the line.
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SETUP > OBJECT MANAGER
< -
b Recording

Details Page Layouts Quick Find New Page Layout Assignment
1 Items, Sorted by Page Layout Name

L

Fields & Relationships

PAGE LAYOUT NAME 4  CREATED BY MODIFIED BY
Page Layouts . . 3
Recording Layout Markus Kolozik, 05.06.2020, 11:34 Markus Kolozik, 16.11.2020, 08:50 A4
Lightning Record Pages
Edit
Buttons, Links, and Actions
Delete

Compact Layouts
Fig. 46: Page Layouts - Recording Layout - Call up editing mode

3. Select the menu item Page Layouts in the navigation bar.

4. Select the entry Edit by opening the drop-down list at the end of the line of the existing
Recording Layout.

SETUP » OBJECT MANAGER
2 c
| Recording

Details

“ This Recording is managed, meaning that you may only edit certain attributes. Display More Information

Recording Layout - Mini Page Layout Mini Console View | Video Tutorial Help for this Page @

Fields & Relationships

Save ¥ || Quick Save || Preview As...¥ || Cancel | ||| 4 Undo | 7§ Redo || Layout Properties

Page Layouts
Fieis ~ | @ Quick Find[uobic Acion veme | ®

Lightning Record Pages Buttons Change Owner Edit Load Additional Data New Account He
Quick Actions Change Record Type || Email Load Transeript Hew Case He

Buttons, Links, and Actions :‘;:::;3‘ Lightni Clone File Log a Call New Contact Ne:
T LTS Delete Link /|| Mobile Smart Actions || New Event Ne:

Compact Layouts Related Lists " < >
Nonnd Phada

Field Sets

Object Limits

Recording Sample

Record Types Highlights Panel
Related Lookup Filters Customize the highlights panel for this page layout..
Search Layouts Quick Actions in the Salesforce

Classic Publisher 1
Search Layouts for Salesforce

Classic Post File Mobile Smért Acti Link Poll Question
Triggers
Salesforce Mobile and Lightnjhg

Validation Rules Experience Actions !

Load Additional Data Load Transcript -

Recording Detail Standard Buttons Custom

Printable View | | Receive Alerts

Fig. 47: Recording Layout - Configure fields for Mobile and Lightning Experience

5. Inthe list in the upper group field Recording Layout, select the entry Mobile & Lightning Ac-
tions.
= The available buttons are displayed.

6. Use drag and drop to move the respective buttons to the group field Salesforce Mobile and
Lightning Experience Actions.

7. The fields for the general additional data which are always available such as phone number
and call direction as well as the custom CP fields have been preconfigured and must not be
added.
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Salesforce Mobile and Lightning

Experience Actions !

Load Additional Data Load Transcript

Recording Detail Standard Buttons Custom Buttons

Printable View | | Receive Alerts

# Information (Header visible on edit only
51 Recording Name  GEN-2004-001234 Cwner  Sample Text
ASC Recording Id ~ Sample Text Lead Sample Text
Contact  Sample Text Account  Sample Text
Opportunity  Sample Text Case  Sample Text

Topics  Sample Text
Start Time  25.11.2020, 13:54
Direction  Sample Text
Caller Phone Number  Sample Text
Called Phone Number  Sample Text

i Tagging Information

customCPO1  Sample Text customCP02  Sample Text
customCP02  Sample Text customCPO4  Sample Text
customCPO5  Sample Text customCP06  Sample Text
customCPO7  Sample Text customCP08  Sample Text
customCPO8  Sample Text customCP10  Sample Text
customCP11  Sample Text customCP12  Sample Text
customCP13  Sample Text customCP14  Sample Text
customCP15  Sample Text customCP16  Sample Text
customCP17  Sample Text customCP18  Sample Text
customCP18  Sample Text customCP20  Sample Text
customCP21  Sample Text customCP22  Sample Text
customCP23  Sample Text customCP24  Sample Text
customCP25  Sample Text customCP26  Sample Text
customCP27  Sample Text customCP28  Sample Text
customCP28  Sample Text customCP30  Sample Text

Fig. 48: Recording Layout - Default fields for tagging

8.

In the above group field, click on the button Save to save the current configuration.

= The buttons appear in the recoding layout in the tab Recordings.

To enable users to use these buttons, you must activate the permission sets for flows for these
users, see chapter "Assign permissions for flows", p. 21.

5.2 System Configuration

To enable the Salesforce application to be used, configure the Neo system in the application
System Configuration as follows.

Configure Tenants module
Assign extensions, configure Web Service

Configure Employees module
Assign extensions, configure individual function rights

Configure Servers module
Configure API Server

Configure PBX module
Create PBX, activate PHONEapp

Configure PHONEapp module
Configure PHONEapp

Configure Phones module
Configure phones

Configure Additional Data module
Activate additional data as available and editable

Configure Recording Planner (carry out as 1st-tenant-admin)
Configure recording profile for calls and activate it
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» Configure Applications module (carry out as 1st-tenant-admin)
Set up Salesforce application and activate it

l[g| Basic information about using the application System Configuration can be found in the user
manual for administrators System Configuration - General information.

5.21 Start application
During the installation, shortcuts for the Neo applications are created on the computer desktop.

1. To start the application directly on the server, double-click on the shortcut System Configu-
ration.
To access the application from a computer via the web, enter the following URL in the ad-
dress bar of the browser:
https.//<System-IP>/SystemConfiguration.
If you have configured customer-specific ports, you must add the port in the URL:
https.//<System-IP>:<Port>/SystemConfiguration.

Login

Login name*

Password*

Fig. 49: System Configuration - Web interface

To install and configure the recording solutions, you have to log in as system provider.

Login data for the administrator of the system provider:

User name: system-admin
Neo version < 6.3
Default password: 1

If the default password 7 has never been changed before a software
update to a Neo version = 6.3, the password must be changed upon
the next login or by entering it again.

If the default password has already been changed before a software
update to a Neo version = 6.3, the changed password remains.

Neo version = 6.3
Default password: A8c123

Tab. 3: Login data - system provider

2. Login to the web interface.

= The main window System Configuration appears.
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+ X T ts General v

Name ~ Customer ID & Type Country %
e SYSTEM PROVIDER

» System System provider
Tenants

Employees

Roles

Licensing

Setup -
Drives

More -
Notifications

Database Manager

Fig. 50: System Configuration - main view

5.2.2 Configure Tenants module

For the communication between the recording server and the Salesforce application, carry out
the following configuration in the Tenants module:

» Assign extensions (in multi-tenant systems)
» Set up Web Service

1. Select the menu item Tenants in the navigation bar.

. 4+ X Tenants General v
System Configuration X 1st-Tenant x
Name = Customer ID ¢  Type . . .
e SYSTEM PROVIDER < Details* Extensions PBX Agent IDs Chat IDs Web Service
~ System System provide

fLegarts PBX Extensions
Employees 1st-Tenant Tenant [ No records found
Roles Add

Tenant 02 Tenant
Licensing
Setup - Tenant 03 Tenant
Diles Tenant 04 Tenant
More -

Notifications

Database Manager

Zuriicksetzen

Fig. 51: Tenants - main view

5.2.21 Assign extensions
To be able to call the Neo system, you must assign an extension to the tenant.
1. In the main view, select the tenant that you would like to assign the extension to.
2. Click on the tab Extensions.
3. Click on the button Add.
= The following window appears:
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Add Extensions ®

PBX | salesforce |

O File import

File contains a headline
File name

® Manual entry

Extension or extension range separated by
"tor"" (e. g. 3434,3535; 4000-4100)

40

[ Replace existing list of extensions

Add Cancel

Fig. 52: Assign extensions to tenant

4. From the drop-down list, select the PBX in which the extensions for this tenant have been
configured.

File import Select the option to import extensions from an existing file and add
them to the table of extensions.
The following file formats are supported:

- zIP
. TXT
- csv

NOTICE! The maximum number of extensions in a file has been
limited to 2000 for performance reasons. If more extensions are
required, you can import several files.

File contains a headline

Activate this option so that this structed is recognized correctly when
importing the file.

The file must not contain more than one column. If commas or other
column separators are detected in the file, the file is considered invalid
and an error message is displayed.

File name

To import the file, proceed as follows:
* Click on the button -+ behind the field File name.
» Click on the button Choose File.

» Select the respective file in the Explorer and click on the button
Open.
« Click on the button [ Upload File.
Manual entry Select this option to enter extensions or extension ranges manually.
To import number ranges, you must enter the same number of digits
for the beginning and the end of the range, e. g. 1-9, 10-99, 01-20,

001-200, 4000-5000. If the end of the range asks for several digits, you
have to add zeros for the beginning of the range, e. g. 01-10, 010-100.
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5.2.2.2

Enter country codes as number ranges as follows:
+4984496800-+4984496810

NOTICE! The number of digits must be equal. Add zeros in front
of digits to level up possible incongruences.

NOTICE! Wildcards cannot be used!
Replace existing list of Activate the check box to replace the list of extensions.

extensions = Function has been activated; the entry replaces the extensions of
the selected PBX.

O = Function has not been activated; the configured extensions of all
PBXs are kept and the new extensions are added to the selected PBX.

5. Click on the button Close.

= The configured extensions now appear in the detail view.

1st-Tenant X

< Details* Extensions PBX Agent IDs Chat IDs Web Service »

PBX Extensions

Salesforce 40

Add Administrate

Reset

Fig. 53: Tenants module - tab Extensions, configured extensions

6. Click on the button Save in the detail view to save the entries.

Configure Web Service API

To enable tenants to use the Web Service to search for and replay recordings, you as system
administrator must configure this option for each tenant.

1. Select the menu item Tenants in the navigation bar.

2. In the main view, select the account of the tenant for which you would like to adjust the set-
tings.
3. Click on the tab Web Service to configure this option for the tenant.
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SYSTEM PROVIDER

Last login Nov 12, 2020 5:42:48 AM

1st-tenant X

Details* Extensions PBX Agent IDs Chat IDs Web Service T

General Functions -

Checks the general Web Service functionality

Employees 4

Conversation -

Allows exporting conversations

Allows searching for conversations via Web Service
Allows exporting transcriptions

[ set deletion time for conversation

[ set deletion time for packages

Update Conversation parameters

Tenant 4
Configuration 4
Conversations Export Server -
Export server API-01 + -
Reset

Fig. 54: Web service functionalities for the tenant

4. Tick the check boxes of the functions which are supposed to be activated.
= Function has been activated.
O = Function has not been activated.

Group field General Functions
In this group field, you can activate general function.

Checks the general web Activate the check box, if you would like to allow checking the gen-
service functionality eral web service functionality.

Allows exporting licenses  Activate the check box if you would like to allow exporting li-
censes.

Allows importing license as- Activate the check box if you would like to allow importing the li-
signment cense assignment.

Group field Conversation

In this group field, you can configure the functions for searching and exporting conversations via
the Web Service.

Allows exporting conversa- Activate the check box if you would like to allow the tenant to ex-
tions port conversations via the Web Service.

NOTICE! If you activate this function, you must enter an export
server in the group field Conversations Export Server
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Allows searching for con-  Activate the check box if you would like to allow the tenant to
versations via Web Service search conversations via the Web Service.

Allows exporting transcrip- Activate the check box if you would like to allow the tenant to ex-
tions port transcriptions via the Web Service.

Set deletion time for con-  This option is not available for this integration.
versations

Set deletion time for pack- This option is not available for this integration.
ages

Update conversation pa-  Activate the check box if you would like to allow the tenant to up-

rameters date the additional data for conversations via the Web Service.
This applies for the additional data fields which have been config-
ured in the PHONEapp module as tagging attributes and register
fields.

Group field Conversations export server

In this group field, you can configure the export server on which the conversations which are
supposed to be exported via the Web Service are stored.

Export server Click on the button + next to the field Export server.

Export Server x

Name -

REC-04

REC-03

REC-02

REC-01

RC-02

RC-01

CTI-01

Rows perpage 20 1-70f7 =« =4 e ow

cancel
Fig. 55: Select export server

NOTICE! For export servers, the property Replay is mandatory. Therefore, this list only con-
tains servers which have been configured as replay servers.

1. Select the server from the list from which the conversations are supposed to be exported.
2. Click on the button Add.

= The name of the export server appears in the detail view.

@ For information about the configuration of servers and recording architectures refer to the ad-
ministration manual for system providers Configuration servers and recording architectures.
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3. To save the settings, click on the button Save.
To discard the settings, click on the button Reset.

5.2.3 Configure Employees module

@ The following configuration has to be carried out as the administrator of the tenant.

In the Employees module, you must configure the following settings:
» Configure extension
» Assign individual function rights for additional data

1. Select the menu item Employees in the navigation bar.

2. Select the employee for whom you would like to carry out the configuration, in the example
Salesforce.

5.2.31 Tab Agent Data
1. Click on the tab Agent Data.

A P R 4+ X Employees v General v
Tenants Test1, Salesforce X

Employees Employee Number & First Name ¢
Details* Agent Data Account* Settings Roles Individual Fu »
Organization Structure
salesforce
Roles Agent @
Conversation Rules 200000 1st-Tenant Telephony -
; PBX Salesforce ~

Licensing

Extension 40
Applications (max. 2500 characters)
Recording Planner -
Drives

PBX Agent ID
Conversations - (max. 255 characters)
More -

< >
Notifications ¥ Rowsperpage 50 |v 1-20f2 v
Reset

Fig. 56: Employees module - Assign extension

2. Inthe group field Telephony, select the PBX Salesforce in the drop-down list.

3. Inthe entry field Extension, enter the extension which is used for making phone calls.

5.2.3.2 Tab Individual Function Rights
1. Subsequently, click on the tab Individual Function Rights
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5.24

o + X Employees v General v
Tenants po® Corer Test1, Salesforce X

Individual Function Rights Conversation Rules on >

A

Employees Employee Number & First Name ¢
< Settings Roles
Organization Structure
Salesforce
Roles
Additional data
Conversation Rules 200000 1st-Tenant
_ ‘ Can see customCPO1
Licensing [ can edit customCPO1
Applications Ed can see customCP02
Recording Planner - [ can edit customcPo2
Can see customCP03
Drives
oy eleat ong - Player function rights
Can create bookmark
More -
< > Edcan edit bookmark
Notifications ¥ Rowsperpage 50 |~ 1-20f2 M nan delate hankmark
Reset
Fig. 57: Employees module - Individual Function Rights
Group field Additional Data
1. Scroll down to the group field Additional Data.
2. Activate all rights for using additional data.
Group field Player
1. Scroll down to the group field Player.
2. Activate all rights for using additional data.
3. Click on the button Save to apply the settings.
Player function rights -

[ can create bookmark

[Jcan edit bookmark

[Jcan delete bookmark

[Jcan create mute section
[Jcan edit mute section

[Jcan delete mute section

[ can confirm keyword

Can export voice recordings
[ can export screen and video recordings
Can export conversation data
[Jcan set session category

[Jcan export chat recordings and text messages

Fig. 58: Employees module - function rights for the Player

4. Activate the following rights:

Can export voice recordings
Can export conversation data

5. Click on the button Save to apply the settings.

Configure Servers module

To use the Salesforce application, carry out the following configuration in the Servers module:

» Configure API server
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« Activate recording control
» Configure replay server

5.241 Tab Usage

1. Click on the tab Usage to configure the intended purpose.

< Details* Usage* Media Streamer* Replay Server Address Mapping

API Server

Key M. >

Audio Analysis

Recording Control/Key Management

Data Processing

Replay

Virtualization

Fig. 59: Servers - tab usage

52411 Group field API Server

API Server h

API server

API server name* API-01
Storage expansions
Path ¢ Server &
Ll
NAS 2 REC-02

[ Replay via phone
Fig. 60: Group field APl Server

The ASC API Server is a service within the Neo software.

The ASC API Server does not only offer an interface for the internal modules; additionally, the
client applications communicate with the Neo system by means of this interface, too, using de-

fined commands.

Furthermore, the ASC API Server is responsible for replay by means of the web browser. Not
until the ASC API Server has started, can the replay server be activated and the corresponding

ASC API Server assigned for replay in the web applications.

Parameter Value/Description

API server Activate the check box to start the API server.

= Function has been activated. You must complete the entry

field API server.
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Parameter Value/Description

O = Function has not been activated.

APl server name Enter the name with which the server is supposed to be displayed
in the system. The display name can be selected arbitrarily and
serves as alias only.

This API server is saved as export server in the Web Service.

5.2.41.2 Group field Recording Control/Key Management

Recording Control/Key Management -

Recording control/Live Streaming
Recording architecture Please choose... v

[ Neo key management

Fig. 61: Group field Recording Control/Key Management

Parameter Value/Description
Recording control/Monitor- Activate the check box to be able to use recording control by
ing means of CLIENTcommand or by means of an API. The function

is only available if a recording architecture has been configured
and activated.

* Recording architecture
From the drop-down list, select the recording architecture via
which you would like to control the recording.

Tab. 4: Configure recording control/key management

5.2.4.1.3 Group field Replay

Replay -

Replay
Replay server* replay1
WebSocket port*

(masx. 5 characters)

12345

Name 2 Connection Status

Fig. 62: Group field Replay

Parameter Value/Description

Replay Activate the check box Replay to be able to use the replay func-
tion on the players and phones.

* Replay server
In the entry field Replay server, enter the name with which the

server is supposed to be displayed as replay server in the
system.

To be able to reach the server activated for replay from a public
network and with configured port forwarding, too, you must config-
ure the tab Applet Address Mapping. For more information about
the configuration refer to the administration manual Configuration
servers and recording architectures.
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Parameter
Replay via phone

List
Storage expansions

Tab. 5: Configure replay

5.2.5 Configure PBX module

(asc

Activate this function if you would like to use the functions Replay
via phone or Last Call Repeat.

Value/Description

= Function has been activated.
0O = Function has not been activated.

NOTICE! The function Replay via phone has been implemented
in the following Neo components:

* Application POWERplay Web

* Application POWERplay Pro

* Application POWERplay Instant

» Application POWERplay Web for Xpert
* Replay module

To allows a client to use the function Replay via phone, you must
go to the Employees module or the Phones module to assign this
client an ID which enables the system to identify the phone.

When activating the function Replay via phone, you must config-
ure the tab Media Streamer. For more information refer to the ad-
ministration manual Configuration replay via phone.

NOTICE! The function is only available if at least one PBX has
been configured in the system.

Here, you can add storage expansions for replay. If a recording
which is supposed to be replayed cannot be found on the server,
the search is continued on the storage expansions entered here.
That way, recordings can be replayed even if they have not been
transferred to the server.

If the function Replay has been activated, you can enter the fol-
lowing settings:
» By clicking on the icon (Add), you can add storage expan-
sions.

» By clicking on the icon (Remove), you can remove storage
expansions from the list.

If you use several recording servers in your system for which stor-
age expansions have been configured, you can add any storage
expansions of any recording server to any replay server.

In the PBX module, you must configure the following settings:

» Configure PBX

» Activate PHONEapp configuration

1. Select the menu item Setup > PBX in the navigation bar.

= The following window appears:
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+ % PBXv General v

Name & Type ¢
e SYSTEM PROVIDER

No records found
Tenants

Employees

Roles

Licensing

Setup -
Servers
Recording Architectures
PHOMNEapp
PBX
Phones
TDM Hardware ASC

TDM Hardware Others

v £

Fig. 63: PBX module - main view

5.2.5.1 Create new PBX

1. Click on the icon [i (Create) in the toolbar of the main view of the PBX module.
= In the detail view, the tab Details appears.

< Details* PHONEapp Configuration »
Name* Salesforce -
PBX type* Universal VoIP v

Maximum length of extensions 4 ~

Country code ® select from list

Vereinigte Staaten von Amerika (1~
O Enter manually

Area code* 6021
Net code* 495484
MNon Phone IPs

| No records found
Add

IPs to be Ignored

Fig. 64: Create new PBX - tab Details

2. Enter the following parameters in the detail view:
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Parameter Value/Description
Name The name can be selected arbitrarily; it serves as identifier for this
PBX.
PBX type Select the PBX type Universal VolP from the drop-down list.
Maximum length of the  Enter the number of digits of the extensions, e. g. 4.
extensions
Country code Select the option to select the country code:
» Select from list
Select the country identifier with the corresponding country code
from the drop-down list.
» Enter manually
If the corresponding country code is not available in the drop-
down list, enter it manually displayed in 3 digits,
e. g. for Sri Lanka 094.
Area code Enter the area code without the preceding 0, e. g. 6021.
Net code Enter the net code, e. g. 495484. Do not enter an extension here.

Tab. 6: Create PBX

3. To save the settings, click on the button Save.
To discard the settings, click on the button Reset.

5.2.5.2 Tab PHONEapp Configuration
1. Click on the tab PHONEapp Configuration.

4 Details* PHONEapp Configuration »
Activate PHONEapp configuration
PBX identifier* 55

Reset

Fig. 65: Activate PHONEapp configuration

2. Enter the following parameters:

Activate PHONEapp configuration Tick the check box to activate the PHONEapp. Not until
the PHONEapp has been activated here, can you carry
out the following configuration in the PHONEapp module
and in the Phones module.

PBX identifier Enter the identifier of the PBX. The identifier allows the
PBX to connect with the PHONEapp. This identifier is
defined during the installation of the PBX. Use letters,
numbers, and understrikes.

3. To save the settings, click on the button Save.
To discard the settings, click on the button Reset.
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5.2.6 Configure PHONEapp

In the PHONEapp module, you can configure the default settings for phone applications and
configure phone types.

1. In the navigation bar, select the menu item Setup > .PHONEapp.

Tenants (al PHONEapp General + x

Employees Category &
< Default Settings* >
Roles
Phone types
Licensing
General -
Default settings
Setup g Activated
* - - |
S PHONEapp URL https://salesforce-dev.asc-neo.cloud
only certified requests O
Recording Architectures
PHONEapp
Language »
PBX
goncs Time Parameter »
TDM Hardware ASC
TDM Hardware Others Tagging Attributes v
Integrations
Recording Import Register Fields 3
Additional Data
Activity Guard . 3 Predefined Tagging Fields »
Drives Rows perpage 50 |+
v 1-20f2
Reset

Fig. 66: PHONEapp module - Default settings

5.2.6.1 Configure phone types

In the category Phone types, you can view the properties of the supported end devices and add
additional phone types.

The phone type for Salesforce is already available. You do not have to adjust any further set-
tings.

5.2.6.2 Category Default Settings
In this category, you define the values for the general settings.
1. Select the category Default settings in the main view.

= In the detail view, the different group fields are displayed.

5.2.6.2.1 Group field General
1. Enter the following parameters:

| General -
Activated

. PHOMEapp URL* https://salesforce-dev.asc-neo.cloud
Only certified requests |

Fig. 67: PHONEapp module - Category Default settings - group field General

* Activated Activate the check box to be able to use external control.
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* PHONEapp URL Enter the URL which allows calling up the PHONEapp. Enter
the URL in the Salesforce application.

» Only certified requests This function is not available for Salesforce.

5.2.6.2.2 Configure group field Tagging Attributes

Every request parameter must only be used once. The available fields may be assigned to dif-
ferent request parameters, though. As a field, any additional data marked as available in the Ad-
ditional Data module in the application System Configuration can be used.

The configured tagging fields can be assigned and used in the Salesforce application.

Add and edit tagging attributes
1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Tagging

Attributes
Tagging Attributes -
Request Parameter Field
tag_field ASC_COMMENT &
Add

Fig. 68: Group field Tagging Attributes

2. Click on the button Add.
= A new entry is added.

3. To edit the entry, click on the icon [#].
= The line is activated.

Tagging Attributes -
Request Parameter Field
tag_field ASC_COMMENT &
New request parameter | |New field v x
Add Delete

Fig. 69: Edit tagging attributes

4. Enter the respective parameters.

5. To save the changes, click on the icon v .
To discard the changes, click on the icon = .

6. In the detail view, click on the button Save to apply the changes in the tab Default Settings.

Delete tagging attributes
1. Select the attribute to be deleted in the detail view.
2. Click on the button Delete.
3. Click on the button Yes.
= The selected attribute is removed from the list.
4. Click on the button Save to apply the change in the tab Default Settings.
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5.2.6.2.3

5.2.6.2.4

Configure group field Register Fields

Add and edit register fields

1.

In the detail view of Setup > PHONEapp > Default Settings, open the group field Register
Fields.

Register Fields -

Field Recording Control Field Active

Comment ASC_COMMENT v &

Add

Fig. 70: Group field Register Fields

2.

Click on the button Add.

= A new entry is added.

To edit the entry, click on the icon [].
= The line can be edited.

Register Fields -

Field Recording Control Field Active

Comment ASC_COMMENT v I

New field | |New RC field | v x

Add Delete

Fig. 71: Edit register fields

4.

7.

Enter the respective parameters.

The name in the field Field can be selected arbitrarily. In the field Recording Control Field,
all IDs listed under Setup > Additional Data can be used. In addition, the field name
ASC_COMMENT can be used.

Activate or deactivate the register field via the check box.

To save the changes, click on the icon v .
To discard the changes, click on the icon x .

In the detail view, click on the button Save to apply the changes in the tab Default Settings.

Delete register fields

1.
2.
3.

In the detail view, select the attribute you would like to delete.
Click on the button Delete.

Click on the button Yes.

= The selected attribute is removed from the list.

Click on the button Save to apply the change in the tab Default Settings.

Configure group field Predefined Tagging Fields

Within the Salesforce application, you can tag recorded conversations. This allows associating
conversations with certain topics and later on filter or search for these conversations. Users can
tag conversations during or after recording.
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Activate comment field with free text

1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Predefined
Tagging Fields.

2. Deactivate the check box Activated.

= The comment with free text is displayed during the tagging process.

Activate tagging fields without free text
Here, you can configure predefined tagging fields which are supposed to be added to the con-

versations.
1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Predefined
Tagging Fields
Predefined Tagging Fields -

Activated

Tagging Field

Request

Fig. 72: Configure tagging fields

2. Activate the check box Activated.
3. Click on the icon E1 (Edit).
= The window Tagging Fields appears.

Tagging

Fields x
e

labelSysConfPANConfigFixedTaggingField_2 Claim labelSysConfPANConfigFixedTaggingField_1 Request
labelSysConfPANConfigFixedTaggingField_3 Sale

labelSysConfPANConfigFixedTaggingField_4 Mediation

labelSysConfPANConfigFixedTaggingField_5 Reversal

labelSysConfPANConfigFixedTaggingField_6 Order

labelSysConfPANConfigFixedTaggingField_7 Consultation

labelSysConfPANConfigFixedTaggingField_8 Miscellaneous

labelSysConfPANConfigFixedTaggingField_9 Reservation

labelSysConfPANConfigFixedTaggingField_10 Complaint

Apply Cancel |

Fig. 73: Edit tagging fields
4. To add afield, drag the selected field from the list of available fields on the left to the list Ac-
tive in the window on the right and drop it there.

5. To apply the changes, click on the button Apply.
To discard the changes, click on the button Cancel or on the icon E1.

6. To activate the added fields, click on the check box Activated.
7. Inthe detail view, click on the button Save to apply the changes in the tab Default Settings.
The following fields are available by default in the list Available:

Request Use this attribute to tag conversations revolving around a request.
Claim Use this attribute to tag conversations revolving around a claim.
Mediation Use this attribute to tag conversations revolving around a mediation.
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Order Use this attribute to tag conversations revolving around an order.
Consultation Use this attribute to tag conversations revolving around a consultation.
Reservation Use this attribute to tag conversations revolving around a reservation.
Complaint Use this attribute to tag conversations revolving around a complaint.
Sale Use this attribute to tag conversations revolving around a sale.
Reversal Use this attribute to tag conversations revolving around a reversal.

The tagging fields are displayed along with the corresponding resource string. You can adjust
tagging fields in the Resource Editor module of the application System Configuration. See ad-
@ ministration manual System Configuration - Resource Editor.

Changes in the Resource Editor module only affect future recordings. Existing taggings are not
changed.

The following functions are available in the window Tagging Fields:

> Add Adds the selected column.
a Add all Adds all selected columns.
- Remove Removes the selected column.
- Remove all Removes all selected columns.
r Up Moves the selected column one row up.
7 First position Places the selected column first.
' Down Moves the selected column one row down.
. Last position Places the selected column last.
Apply Saves all changes and closes the window Tagging
Fields.
Closes the window Tagging Fields without applying the
changes.
x Closes the window Tagging Fields without applying the
changes.
@ You can change the position of a tagging field by moving the selected field to the required po-

sition while holding the left mouse button down, too.

5.2.6.2.5 Save configuration

1. To save the settings, click on the button Save.
To discard the settings, click on the button Reset.

5.2.7 Configure phones

The phones are configured in the menu item Phones of the Setup module of the application
System Configuration.

1. Select the menu item Setup > Phones in the navigation bar.
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= »  Phol ~  General v
System Configuration X £ R+ = =

Name 2 PBX PBX Phone ID ¢ Extension <
e SYSTEM PROVIDER
No records found
Setup -
Servers
Recording Architectures
PHONEapp
PBX
Phones
TDM Hardware ASC
TDM Hardware Others
Integrations
Recording Import
Additional Data

Activity Guard
Fig. 74: Setup - Phones

2. To add a new phone, click on the icon [E (Create).
3. Select the option IP Phone.

4. Click on the tab Details in the detail view.

@ Configure the end device type that you would like to use for the Salesforce application.
< Details* 4
Name* Salesforce
PBX* Salesforce -
PBX phone ID
Extension 40
Computer name

Address for replay via phone
Display language en_Us -
IP address

MAC address

PHONEapp M
Activate PHONEapp configuration
Phone type SALESFORCE ~

Fig. 75: Tab Details (example)

Enter the following parameters:
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Name Enter the name of the phone.
PBX Select your already configured PBX.

PBX phone ID

Extension
Computer name

Address for replay via phone
Display language

IP address
MAC address

Activate PHONEapp configura-
tion

Phone type

Enter the ID of the end device of the PBX.
This is a mandatory field when using Shared Lines.
Enter the extension of the end device, in the example 40.

Enter the name of the computer if you would like to use Free
Seating.

This function is of no relevance for Salesforce.

Select the language that is supposed to be used on the dis-
play of the end device.

Enter the |P address of the end device.

Enter the MAC address of the end device if the IP address is
not available.

Tick the check box to activate the PHONEapp on the end de-
vice.

This option is only available if the PHONEapp has been acti-
vated in the PBX module.

Select the phone type SALESFORCE.

The phone type is only available if you have installed the li-
cense PHONEapp for Salesforce.

5. In the detail view, click on the button Save to apply the changes in the tab Details.

= The recently created phone is displayed in the main view.

5.2.8 Configure additional data

In the Additional Data module, you can configure the additional data which can be used by the

Salesforce application.

In order to have the fields displayed in the integration, you must activated them in the Additional
Data module as available and editable.

1. Select the menu item Setup > Additional Data in the navigation bar.
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itional ¥ Additional Data General
System Configuration X Add ADSE = -
D ¢ Displayed Name ¢ Available ¢
e SYSTEM PROVIDER
~
~ customCPO1 customCP01 x
Setup -

Servers customCPO2 customCP02 X
Recording Architectures

customCPO3 customCP03 x
PHONEapp
PBX customCPO4 customCP04 X
Phones

customCP05 customCP05 x
TDM Hardware ASC
TDM Hardware Others customCPO6 customCPO6 x
Integrations

customCPO7 customCPO7 X
Recording Import
Additional Data customCPO8 customCP08 x
Activity Guard ©

v £ >

Fig. 76: Additional Data module - main view

2. Select the data set you would like to configure.

= In the detail view, the information that can be configured appears.

customCPO01 9

< Details 4
@ Help
ID customCPO1
Description
Change Display Name 4
Availability 4

Fig. 77: Configure additional data

3. Open the group field Availability
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/

Group field Availability

Availability -

Available

Editable

K Rl R

External recording control

Fig. 78: Group field Availability

Available Tick the check box to make the data field available for the entire
system.
Editable Tick the check box to make the data field editable for the search

and replay applications subsequently.

External recording control  Tick the check box to use the data field for external recording con-
trol.

1. Click on the button Save to save the settings.

5.2.9 Configure Recording Planner

® The following configuration has to be carried out as the administrator of the tenant.

In the Recording Planner module of the application System Configuration, you can configure
recording plans for automated recording or external recording control.

1. Log in to the application System Configuration as system administrator of the tenant (7st-
tenant-admin).

2. Select the menu item Recording Planner > Compliance.

= The main view appears.

*  Recording Pl ~  Gen

Name Activated
e 1st-Tenant Admin

Organization Structure ~  » Phone Profile x

Roles

Conversation Rules

Licensing

Applications

Recording Planner -
Compliance
Quality Management

Drives

Conversations -

More -
Natifications

SCREENminer Rules

Fig. 79: Recording Planner - main view
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3. By default, one phone profile has been preconfigured and activated. Delete or deactivate
this profile so that it does not interfere with the recording of the new profile.

4. In the main view, click on the icon [=3| (Create/Duplicate profile) to create a new profile.

»  Recording Planner ~  General ~

New from Default Call Profile * | Record All
Name

Delete Recordings
* Phone Profile

Mo Recording I
» Record

Phone Mumber Blacklist —

Agent Blacklist

Fig. 80: Create new profile

5. Select the option New from Default Call Profile > Record All.
Then, you can continue to configure the action node allowing external recording control.

4 Details* »
@ Help
Activated O
Name* Record
Conversation types* call
O chat
[ Text message
[ work item
Recording source
Description
Start date [m]
End date [m]
Record screen O
Record video O

Fig. 81: Configure parameters for the recording profile

6. Enter the following parameters:

Activated Do not activate the check box before you have configured the ac-
tion node. The profile can only be edited as long as it is inactive.
Name Enter a name for the recording profile, in the example Record.
Conversation types Select the option Calls.
NOTICE! Other conversation types are not supported in this inte-
gration.
Recording source From the drop-down list, select the entry All types.
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7. Click on the button Save to save the settings.
= The profile appears in the main view.

8. Click on the arrow in the line of the profile to open the group field.
= A default action node appears below the profile.

When creating a new profile, the predefined action node Default appears. This action node can-
not be changed. To configure customized recording, you must create a new action node and re-
place the default action node with the new one.

9. Select the action node and click on the menu item Recording Planner > Create/Edit Action
Node Configuration.

10. Select the menu item New > Record.

+ X Recording Planner ~  General
Create/Edit Action Node Configuration * | Record 4

Name
External Control Don't Record L
~ Phone Pr¢
DTMF Sequences Record and Delete L
Action:
Import Recording Filter Don't Record but Continue v
~ Record y
Record New 4
Action :
Don't Record LI work item
& All types w

Record and Delete

Don't Record but Continue

R —

Fig. 82: Create action nodes

11. In the detail view, enter the parameters which enable external recording control.
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Details*
Type Record ~
Name* Salesforce
Recording Suppression 4
Delete Recordings -
Delete O Never
@® After
0 Year(s)
9 Month(s)
0 Day(s)
0 Hour(s)
0 Minute(s)
Wrap-up Time 4
External Recording Control -
Allowed clients AP

Allowed Actions

CLIENTcommand
] DTMF sequences
[ Function keys
PHONEapp

[] sCREENrec

[J weBcommand

Start recordings
Stop recordings

Stopped recordings

Keep recordings
Delete recordings
Suppress recordings

Unsuppress recordings

O® [ ®

B E & A

Keep, if not externally deleted
Delete, if not externally kept

Fig. 83: Enter parameters for action node

Type

in the example Record.

Name

Group field Delete Recordings

Delete Recordings

Save

v

Cancel

The type of the action node is displayed depending on the selected background,

Enter a name for the action node, in the example Salesforce.

This option applies for the automatic deletion of saved recordings.
You can configure the time until the recordings are deleted perma-
nently. Select the required option.

® After
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NOTICE! When selecting this option, you must define a time
when recordings are deleted. If all parameters are set to 0, the
recordings are deleted immediately.

Enter the period of time after which the saved recordings will be
deleted in general, e. g. 9 months.

Group field External Recording Control

Allowed clients: Activate the options:
* API
e CLIENTcommand
* PHONEapp

Group field Allowed Actions

1. All recording options are supported; select the respective options.

Start recordings Allows manually starting the recording for all clients activated un-
der External Recording Control .

Stop recordings Allows manually stopping the recording for all clients activated un-
der External Recording Control .

Stopped recordings Select the option that is meant to be executed if no external deci-

sion is made regarding stopped recordings.
@® Keep, if not externally deleted

Keep recordings Allows keeping recording for all clients activated under External
Recording Control.

Deletion can be prevented by means of external recording control
by making the explicit decision to keep the recording.

Delete recordings With external recording control, it is always the last decision that
counts: If agents send a keep command by means of external
recording control, they can change their decision by sending a
delete command.

Suppress recordings Allows suppressing the audio recording of a running conversations
without having to stop it.

Unsuppress recordings Allows undoing the suppression of the audio recording of a run-
ning conversations without having to stop it.

2. Click on the button Save.

= The action node Default can now be replaced with the created new action node Sales-
force.

3. Todo so, select the menu item Recording Planner > Replace with Action > Record > Sales-
force in the toolbar.
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+ % Recording Planner v  General
N Replace with Decision 4

ame
Salesforce ‘ Record 4
~ Phone Pri
Default Don't Record 4
Action:
=
External Control Record and Delete 4
- Record
DTMF Sequences Don't Record but Continue 4
Action:
Import Recording Filter ling of internal

Edit Recording Filter

gs

Configure Differing Deletion Date for Meta Data

Fig. 84: Replace action node

In the main view, the action node Record - Salesforce appears.

@Sc System Configuration X @ 1st-Tenant Admin
Tenants + X Recording Planner v General x
Employees Name Activated

< Details* >
organization Structure

* Phone Profile
Roles @ Help
5 Activated O

Conversation Rules LEzamr

Name* Record
Licensing . Conversation types*

Action: Record - Salesforce VP Call
Applications [ chat
[ Text message
Recording Planner - [ work item
Compliance Recording source Alltypes
Description
Quality Management

Drives
Conversations -

Start date [m]
More -

End date [m]
Notifications Record screen O
SCREENminer Rules Record video O

Reset

Fig. 85: Action node - Record Salesforce

4. Select the recording profile Record in the main view.

5. In the detail view, activate the check box Activated so that the profile is used for recording.
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5.2.10

®

+ X Recording Planner v  General v

Name Activated

~ Record v

Action: Record - Salesforce
Fig. 86: Activate recording profile
For information about the Recording Planner module refer to the administration manual for ten-

ants Recording Planner.

Configure Applications module

To enable the recording server to communicate with the Salesforce application, you must con-
figure the connection data in the Applications module.

The following configuration has to be carried out as the administrator of the tenant.

1. Log in to the application System Configuration as system administrator of the tenant (1st-
tenant-admin).

2. Select the menu item Applications in the navigation bar.

= The main view appears.

Setti G I
Sysom Contaton X

Name +
e 1st-Tenant Admin
lenants ~ Salesforce
Employees
WEBcommand
Organization Structure
Roles Teleopti Info

Conversation Rules
Audio Analysis

Licensing

Applications POWERplay Web for Xpert

Recording Planner - CLIENTcommand

Drives
POWERplay Instant
Conversations -

METe . POWERplay Go

Naotifications
SCREENminer Rules o
Fig. 87: Applications module - main view
3. Inthe main view, select the entry Salesforce.

4. Enter the connection data in the tab General Settings.
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Salesforce X

< General Settings* »

@ Help
Salesforce Domain URL*

(max. 1000 characters)

https://neogatest-dev-ed.my.salesforce.com

Salesforce Callback URL*

(max. 1000 characters)

https://salesforce-dev.asc-neo.cloud/ASCWebServic

Salesforce Client ID*

(max. 1000 characters)

3MVGOWEYWVOC9e]BSDOV7ONKGXpSrEWQy7zvHCh

Salesforce Client Secret*

(max. 1000 characters)

TAF6C3EAFCACT74ACADBB02B6702CAFE45BD18CC(

Generate
Salesforce Authenticated

Reset

Fig. 88: Configure general settings for the connection to the Salesforce app

The two components communicate via the two URLSs.

Salesforce Domain Enter the URL to the Salesforce application. The URL contains the
URL name of the tenant to authenticate in the Salesforce app. The login re-
quest is sent via this URL.
€. g. https://neogatest-dev-ed.my.salesforce.com

Salesforce Callback  Enter the URL of the Web Service of the recording server with the addi-
URL tion ASCWebService/_sfcallback. The Salesforce app uses this URL
for its response.
e. g. https://salesforce-dev.asc-neo.cloud/ASCWebService/
_sfcallback

Salesforce Client ID  The parameter Client ID serves to guarantee communication with the
(max. 1000 characters) Salesforce instance.

Salesforce Client Se- The parameter Client Secret serves to guarantee communication with
cret the Salesforce instance.
(max. 1000 characters)

The values Client ID and Client Secret can be found in the Salesforce application.

5. Change to the path Setup > Apps > App Manager > Connected App that you have created
previously.

Open the drop-down list.
Click on the menu item Object Display.

= You now see the following entries:

¥ APl (Enable OAuth Settings)

Consumer | SMVGIWEVWVOC9e]BSD0vTONKGxpSrEW Y TzvHeMTRwbpfU1a7Vihe SKLEKMIS1W0vUHmicwdwbFUS0.0 9cyvl Consumer | 1AFGCIEAFCACT4CADBB02ZBET02
Key Copy Secret

Copy

Fig. 89: Key and ID of the connected app

. consumerkey = clientId

. consumer secret = client secret
By clicking on the button Copy, you can copy the values into a buffer and apply them in Neo.
8. Enter the required data.
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9. Click on the button Save to save the entries.
= The button Generate becomes active.
10. Click on the button Generate.
= The window to enter the login data for the Salesforce application opens. For the follow-
ing configuration you must be the system administrator of the Salesforce Org. By log-
ging in, you authenticate to assign the application the required permissions.
= The recording server sends an authentication request with the login data to the Salesforce
application. The Salesforce application responds via the configured callback URL.
5.3 Complete configuration of Salesforce application
Once the Neo software has been configured, you can complete the User Management in Sales-
force.
1. Click on the icon for all applications ::: in the taskbar at the top left.
2. The window App Launcher opens.
App Launcher [ [search apps or items. ] Visit AppExchange
~ All Apps
Service Marketing
iAsc ASC Recording E Manage customer service Best-in-class on-demand
with accounts, contacts,.. marketing automation
Community Salesforce Chatter Content
Salesforce CRM The Salesforce Chatter
Communities social network, including EaleibjLaeRiicay Lt
profiles_
Sales Console Service Console Sales
(Lightning Experience) Lets {Lightning Experience) Lets m Manage your sales process
sales reps work with... support agents work with... with accounts, leads,...
Lightning Usage App ahede Lightning Scheduler ... y Bolt Solutions
View Adoption and Usage E Set up personalized F{’) Discover and manage
Metrics for Lightning... appointment scheduling. i business solutions...
Commerce
E Manage your store's
products, catalogs, and...
Fig. 90: App Launcher
3. Click on the button ASC Recording.
5.31 Configure ASC User Management

This setting must be configured for every user who has been assigned an extension in the Neo
@ application and who is supposed to deploy ASC Recording in the Salesforce application. In
case of missing information, contact your administrator.
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ASC User Management

CREDENTIAL SETTINGS

*Username * Password

salesforce | sssssses

* Device Extension * PBX Identifier
40 55
* Device Endpoint * Start Time
hitps://salesforce-dev.asc-neo.cloud/ Last 30 Days Ad

¥ Show Play with Transcript button

Taggings

Available Taggings Activated Taggings
A
customCP03 customCPO1
customCPO4& customCP02

customCPO5
customCPO6
customCPO7

customCP08

Fig. 91: Salesforce application - Configure ASC User Management

1. Click on the button Edit to edit the parameters.

Credential Settings

1. Enter the following parameters:

Username Enter the user name of the tenant for which the Salesforce integration
has been set up on the recording server.

Password Enter the password to access the ASC recording server.

Device Extension Enter the extension of the recording server, in the example 40.

PBX Identifier Enter the PBX Identifier which has been configured for the recording

server in the ASC application System Configuration in the PHONEapp
module, in the example 55, see chapter "Tab PHONEapp Configura-
tion", p. 46.

Device Endpoint Enter the URL that is used to call up the application. You can use the
IP address or an DNS name, in the example https://salesforce-
dev.asc-neo.cloud, see also chapter "Tab PHONEapp Configura-
tion", p. 46.

Start Time Enter the period of time from which you would like to display conversa-
tions from the application.

The Neo system requires a signed SSL certificate from a root certifying authority; otherwise it
will not be possible to establish a connection between Salesforce and the recording server.

® The operator of the Neo must have the certificate issued for the respective DNS name and in-
stall it on the recording server with the certificate import tool. The DNS name for the Neo sys-
tem for which the certificate has been issued must be used a end device in the Salesforce con-
figuration.
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Play with Transcript

Show Play with Transcript

Recordings
NAME PLAY

Rec-000000054 » 4 & 00:00

Rec-00000004% » 4 & 00:00

00:08 Customer number: anotherTaggingTest Play with Transcript

00:30

When activating this check box, the button for transcrip-
tion is displayed in your account in the tab ASC Recorad-
ings. This allows replaying the audio and displaying the

content of a recording as text.

TAGGINGS TOPICS

8k

Customer number: customerNumber

Play with Transcript
customCPO2: cp02

8k

Fig. 92: Transcription button in the tab Accounts - ASC Recordings

Configure taggings

1. Inthe list Available Taggings, select the required fields and add them to the list Activated
Taggings by clicking on the arrow keys.

2. Click on the button Save to save the configuration.

The displayed available customCP fields depend on the assigned authorization set. If you re-
quire additional customCP fields, you must add the authorizations for the corresponding cus-
tomCP fields in the authorization set of the respective user.
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6 Troubleshooting

When opening the Recording window by means of control, the following error message ap-
pears:

» "The Certificate used by the Endpoint is invalid"

Verify the content of the certificate file and make sure that all certificates (Certificate Chaining)
have been saved in it. This can be verified here:

https://www.ssllabs.com/ssltest/

Run a test for neo and search for “chain issues” in the results. “Incomplete” indicates missing
certificates.

TopicsForObjects

If topics have been activated and users change a value, the administrator is notified that a new
picklist value has been added and ask to consolidate it.

1. To consolidate, change to the following path:
Setup > Object Manager > Recording > Fields & Relationships > Topics
At the bottom, inactive values are displayed.

2. Delete or enable the respective values.
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API
Application Programming Interface

APl server
Server on which the API service runs. (API=Application Programming Interface)

PBX
Private Branch Exchange

SSL
Secure Socket Layer

URL
Uniform resource locator. Identifies and locates a resource (e. g. a website) about the used
access method (e. g. the used network protocol as HTTP or FTP) and the location of the re-
source in the computer network. (Source: Wikipedia 20th November 2013)
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