Installation Neo suite

. N m%% -

Installation manual
for system providers

6/13/2022

Product line Neo, version 7.x

The described functions can be used with the following ASC products:
EVOIPneo
INSPIRATIONneo
EVOLUTIONneo / XXL / eco

Please note that you can always find the most up-to-date technical documentation and product updates in the partner area on our
website at https://www.asctechnologies.com.

Copyright © 2022 ASC Technologies AG. All rights reserved.

Windows is a registered trademark of Microsoft Corporation. VMware® is a registered trademark of VMware, Inc. All other marks
and names mentioned herein may be trademarks of their respective companies.

ASC Technologies AG - Seibelstr. 2-4 - 63768 Hosbach - Germany






Contents @sc

Contents
1 General INformation.............iiie e e 4
2 04 Yo 11 T2 4T ) o PR 5
3 SyStemM reqUIremMENtS .....ccooiiiiccceecrrir s scssss s rr e e s s s smnn e e e e e e e e essas e s nnnnnnnns 7
4 Installation requIreMents..........ccccceiieeeeereeeeeee e sss s s s s s s s s s e s e s e e e e r e e e e rnnnnnnnnnnen 8
4.1 o7 ] SRR 8
4.2 ViIrUS PrOtECHION ...t e e e e e e e e e e aaeaeaeees 8
5 (2= 11T To F=T 0 Leq YA o1 £ o] o 1= 9
6 Internal database ...........oooi i ————— 10
7 External databases ... 1
8 Download and deployment..........ccccciinmmiminnmr s —————— 12
9 Install recording software............ccocciiiiiiiin i ——————— 13
9.1 Install internal database.............ooo i 23
9.2 Install external database......... ..o 24
9.3 7= (ot | o] o) (o oo ) P UEEPRRR 30
9.4 Select the IP address for the SSL/TLS certificate..........ccccveviiiiiiiiiiiieeeee e, 30
9.5 INSEAI WINPCAP ...t es 32
9.6 S =T V] oo F=) (=Y OO PO UT U TR PPPPP 34
10 Import HTTPS certificate........ccccciiiiiiie et ssnse e s mmnnneees 37
101 Request certificate via CSR .......oooiii e 37
10.2 Import customer-specific HTTPS certificate .............cooooeiiiiiiiiiiiececieeeee e, 38
10.2.1  Import X.509/Private KEY .......eiiiiiiiiiiiie et 39
(O [ 4] o o o (O i RSP RR 40
10.3 Import HTTPS certificate in silent mode installation .............cccccoiiiiiiiiiiii e, 42
11 Install multi-server system with primary/secondary database .............ccccevuueeen. 43
11.1 Use failover database as primary database .............ccococcviiiiiiiiii e, 43
T4 FUNCHON 1S et e e e e e 44
11.1.1.1 Check replication ON SEIVET ..........uuuiiciee e 44
11.1.1.2 Check NEIWOTK SHAre ........ooiiiiiiiiii e 44
11.1.1.3 Check deletion of the WAL archives.............eeeeiiiiieeiiiiiieieeeee e 44
= o3 T T == 45
List Of tables......oooo oo 47
LTS | 48

Installation Neo suite - Neo 7.x Rev. 3 3/48



1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction

This document describes the installation of the Neo software.

@ Make sure that you have all administrator rights for the installation.

@ When installing and/or updating the Neo software, on-access scanning must have been dis-
abled.

@ Before the installation of the Neo software make sure that the installation and configuration of

Microsoft Windows have been carried out according to our demands.

For information about the installation and configuration of Microsoft Windows refer to the re-

@| spective installation manual for system providers Configuration Microsoft Windows Server
2016, Configuration Microsoft Windows Server 2019 or Configuration Microsoft Windows
Server 2022.

For new installations, OpenJDK is installed by default. If Oracle JDK is supposed to be used,
the setup.exe must be called up with the parameter oraclejdk_mode with Windows command
@ line (setup.exe oraclejdk_mode).

A later update from Oracle JDK to OpendDK is possible anytime. For further information refer
to the installation manual for system provider Software updates.

The Neo software contains different applications. With the basic installation the following appli-
cations are released:

+ Portal
» System Configuration
« System Monitoring
+ POWERplay Web
All additional applications are subject to licensing.

Individual recording solutions and functions depend on license and are only available if the cor-
responding license has been installed.

For further information about the license administration refer to the administration manual Li-
cense administration.

Every Neo system is initially installed as a 1-tenant system with one predefined tenant, the 1st-
tenant. The system provider is set up as tenant, too. However, the system provider is not an-
other tenant in the true sense of the word.

For the respective administrators of the system provider and of the predefined tenant, an ac-
count with the following login data is created during the installation of the system by default:

Login data for the administrator of the system provider:

User name: system-admin
Neo version < 6.3
Default password: 1

If the default password 7 has never been changed before a software
update to a Neo version = 6.3, the password must be changed upon
the next login or by entering it again.

If the default password has already been changed before a software
update to a Neo version = 6.3, the changed password remains.

Neo version = 6.3
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Default password: A$c123

Tab. 1: Login data - system provider

Login data for the administrator of the 1st tenant:

User name: 1st-tenant-admin
Neo version < 6.3
Default password: 1

If the default password 7 has never been changed before a software
update to a Neo version = 6.3, the password must be changed upon
the next login or by entering it again.

If the default password has already been changed before a software
update to a Neo version = 6.3, the changed password remains.

Neo version = 6.3
Default password: A$c123

Tab. 2: Login data - 1st tenant

Depending on the licensing, the Neo recording system is operated as a 1-tenant system or as a
multi-tenant system. In a 1-tenant system, there is only the predefined tenant; no other tenants
can be created. In a multi-tenant system, the system provider can create as many additional
tenants as there are tenant licenses in the system.
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3 System requirements \\Asc

3 System requirements
@| For basic information about the necessary hardware and software components refer to the in-
stallation manual Installation requirements.

Firewall

The service Windows Firewall must have started before the installation of the Neo software so
that the Neo installation routine can open the corresponding communication ports in the Win-
dows firewall automatically. If the Windows firewall starts at a later moment, the recording sys-
tem will not work properly.

The Neo installation routine makes changes only to the Windows firewall. Other firewall solu-
@ tions must be configured manually according to the communication matrix. See installation
manual Installation requirements.

Load Balancer

To operate a multi-core architecture, a Layer 4 Load Balancer is required. The load balancer
has to be provided by the system provider.
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4 Installation requirements
4.1 Licenses

4.2

The Neo recording system can be installed and configured without licenses. The system runs
for a grace period of 30 days without any licenses. Within this period you have to request a
valid license. Without a license, all functions will be deactivated after these 30 days.

Contact your distribution partner of ASC to find out which licenses are necessary in your case.

Virus protection

The installation of an antivirus software on a Neo recording system lies within the responsibility
of the customer.

The installation of an antivirus software does affect neither warranty nor maintenance contracts;
however ASC does not assume any liability for consequential damages that may occur due to
the use of the antivirus software.

Running an antivirus software may slow down the execution of the Neo software during periods
of high system utilization. Running an antivirus software has an impact on the execution of func-
tions, too, which involve increased data exchange at the I/O interfaces (e. g. creating diagnostic
data, statistics or updating configuration data) and may thus cause functional impairment.

For this reason, ASC recommends defining time intervals for scanning the entire system for
viruses when system utilization and data transfer rates are low.

Antivirus programs tested by ASC and supported:
+ Windows Defender (virus protection integrated into Windows operating systems)

Required settings of an antivirus software:
» On-access scanning must have been activated.
» The following directories are mandatory to be excluded from the virus scan:
— All directories on the database partition (ASCDB, replication, ...)
— Directory ASCDATA
— Directory ASC Product Suite
» The following file is mandatory to be excluded from the virus scan:

— File C:\Program Files\PostgreSQL\9.5\bin\postgres.exe or C:\Program Files\PostgreSQL\
12\bin\postgres.exe (the path depends on the deployed PostgreSQL version.)

When installing and/or updating the Neo software, on-access scanning must have been dis-
abled.

Troubleshooting
If the antivirus software should cause errors in the Neo software, proceed as follows:

1. Uninstall or deactivate the antivirus software to restore the flawless operation of the Neo
software.

2. Contact your local ASC support or the ASC support by calling +49 700 27278776 to coordi-
nate the further course of action.
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5 Redundancy options

The recording system offers the following options to secure full functionality in the event of a
failure:

Redundant setup of the application server (multi-core system)

To secure the recording in the event of a failure of the application server, you can set up several
application servers (app server) in a cluster. In this cluster, the system load is distributed auto-
matically among the different application servers. If an application server fails, the other applica-
tion servers share all tasks among each other.

During the installation of the Neo software, you configure which servers are supposed to be
available as application servers in your recording system and are to be deployed in the cluster,
see chapter "Install recording software", p. 13.

To operate a multi-core architecture, a Layer 4 Load Balancer is required. The load balancer
has to be provided by the system provider.

Redundant setup of the database

To secure the access to the recordings in case of a failure of the database, you can set up a
failover capability with another database.

If you use an MSSQL database, configure the failover operation of the databases according to
the manual of the respective manufacturer.

If you use the PostgreSQL database refer to the installation manual Failover operation for Post-

@| greSQL databases for information about the configuration of the failover concept. This manual
includes a description of the steps you have to take to reset the failover operation once the pri-
mary database is available again.

Redundant setup of the recording server

To secure the recording in the event of a failure of the recording server or of a recording compo-
nent, you can set up different failover recording architectures.

@| For information about the configuration of failover architectures refer to the installation manual
Configuration servers and recording architectures.
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6 Internal database

The recording system is delivered with an integrated PostgreSQL database. The target directory
for the database is defined during the installation routine (default setting: ASCDB/ on a separate
partition).

During the installation of the provided PostgreSQL database of the Neo recording software, a
backup job is created for the PostgreSQL database which covers the last 5 days (default value).

By default, you find the files in the following directory:
* %ASCDATA%\DatabaseBackup\

The period for the backup job of the PostgreSQL database (default value: 5 days) can be
changed by means of the administration tool for the database, if required.

To optimize the capacity of the database, the recording system carries out a defragmentation
and reindexation once a week.

All processes are logged. The log files are stored in \logs\Postgres\.
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7 External databases

The external database has to be installed before installing the Neo software. If you would like

@ to use an external database, you have to open the port which allows the Neo software to ac-
cess the database.

@l Information about the backup and restoration of a Microsoft SQL database can be found at
http://msdn.microsoft.com/en-us/library/ms187510.aspx.
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8 Download and deployment

1. On our website http://www.asctechnologies.com in the partner area of ASC XCHANGE,
you will find the released software packages to download.

In the area Software Download, open the required directory, e. g. Neo Suite > _Hotfixes.
Download the ISO image or the ZIP file.

In the download area in the directory Software Download >Tools, you will find the script
checksumcheck.ps1 to check the integrity of the downloaded file. By means of this script,
you can compare the checksum of the ISO image with the value in the md5 file and thus
check it for completeness and functionality.

5. Download the script, too, and save it in the folder where the ISO image and the md5 file
have been saved.
NOTICE! There must be no other files in the directory.

6. Right-click on the file checksumcheck.ps1 and select the function Execute with Powershell
in the context menu.

= Powershell will subsequently display the check result. If the check fails, download the
ISO image again.

= If the result is correct, you can start the installation.

Use one of the following methods to provide the ISO image:
@ - Mount the ISO image as drive (context menu > menu item Mount).
- Burn a DVD with the ISO image.
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9 Install recording software

During the installation of multi-server systems, the server on which the database is supposed
to run has to be installed first.

When using failover databases, the server on which the primary database is supposed to run
has to be installed first.

The time zone must be set before starting the setup.

Insert the installation medium for the Neo software.
Change to the directory of the Neo software.
From the context menu of the file setup.exe, select the menu item Run as Administrator.

Ao Db~

Execute the installation routine as administrator and follow the instructions of the installa-
tion wizard.

= If Microsoft Visual C++ Redistributable has not yet been installed, the following window
appears:

ASC Product Suite - InstallShield Wizard — x

ASC Product Suite requires the following items to be installed on your computer. Click
Inztall to begin installing these requirements.

Status  Reguirement

Pending Microsoft Visual C++ 2017 Redistributable Padkage (x&64)
Pending Microsoft Visual C++ 2017 Redistributable Package (x36)
Pending Microsoft Visual C++ 2010 Redistributable Padkage (x&4)
Pending Microsoft Visual C++ 2010 Redistributable Padkage (x86)

InstallShield Install —

Fig. 1: Install Microsoft Visual C++

5. Start the installation of Microsoft Visual C++ by clicking on the button Install.

6. If SNMP was not installed during the installation of the operating system, you have to con-
firm the following note:

o SMNMP is not installed!

Fig. 2: Note that SNMP is not installed
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ASC Product Suite - InstallShield Wizard e

Welcome to the InstallShield Wizard for ASC Product Suite

The InstallShield Wizard will install ASC Product Suite on your computer. To continue, dick Mext.

InstallShield <gsck || [Next>] Cance

Fig. 3: Start installation routine

7. Start the installation routine for the Neo software by clicking on the button Next.
= The window containing the license agreement appears.

ASC Product Suite - InstallShield Wizard X

Our current license terms can be found here:
https://www.asc.de/LegalTerms/Legal-Terms_e.php

https://www.asc.de/LegalTerms/Legal-Terms_d.php

O I accept the se agreement

® [ do not accept the terms of the license agreement

[nstallStelc e U— — —— I
Fig. 4: License agreement

8. Select the option I accept the terms of the license agreement and click on the button Next.
= The window to select the installation directory appears.
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ASC Product Suite - InstallShield Wizard

Choose Destination Location

Select folder where setup will install files.

InstallShield < Back H Ne

oo

Fig. 5: Confirm the target directory for the installation

9. Select the target directory for the installation by clicking on the button Change.

NOTICE! Third-party software components such as e. g. .NET, Java, PostgreSQL or Win-
PCap are installed in the predefined default installation paths and cannot be changed.

10. Click on the button Next to confirm the target directory.

= The window appears to select the data partition on which the conversations are sup-
posed to be stored.
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ASC Product Suite - InstallShield Wizard

£

*
Choose Destination Location

Select folder where setup will install files,

Flease select neo storage drive:

IiastallShield

o[ _to> [ oo

Fig. 6: Confirm data partition

11. Click on the button Browse to select the partition on which the recording data is supposed
to be stored.

This must not be the same partition where the Neo software has been installed in order not
to compromise its functionality.

= The directory ASCDATA is created.

® The letters of the drive can be selected freely during the installation.

However, changing the letters of the drive subsequently will cause access issues and thus se-
vere interferences with internal processes.

12. Click on the button Next to confirm the entries.

= 2 windows appear to select the languages. After the installation the selected languages

appear in the language selection as available languages in which the user interface of
the applications of the Neo Suite can be displayed.

Installation Neo suite - Neo 7.x Rev. 3
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ASC Product Suite - InstallShield Wizard e

Setup Type
Select the setup type that best suits your needs.

Additionally to English (US), which languages do you want to load?
(Page 1)

[ English (GB)

[ German (DE)
[l French (FR)
[ 1tslian (IT)
[l spanish (E5)
[ Dutch (ML)
[ Polish (PL)
[l Estonian (EE)

InstallShizld < Back H MNext > Cancel

Fig. 7: Select languages for the graphical user interface

ASC Product Suite - InstallShield Wizard X

Setup Type
Select the setup type that best suits your needs.

ich languages do you want to load?

W Portuguese (PT)
.. Portuguese (BR)
(Wl Russian (RU)

[l Arabic (

W Taiwa
[l chin

Wl Japanese (17)

InstallShigld < Back H Next > PR

Fig. 8: Select languages for the graphical user interface
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ASC Product Suite - InstallShield Wizard

£

Setup Type

Select the setup type that best suits your needs.

Additionally to English (US), which languages do you want to load?
(Page 3)

[l Bulgarian (BG)

(Wl czech (@)

IiastallShield

<gack || dext> Cancel
Fig. 9: Select languages for the graphical user interface
13.

Select the respective languages which are supposed to be available after the installation
has been completed. Multiple selections are possible.

14. Click on the button Next to confirm the entry.

= The window for entering the ASC cluster ID appears.

Installation Neo suite - Neo 7.x Rev. 3
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ASC Product Suite - InstallShield Wizard

£

Enter Text

Please enter information in the field below.

Please enter neo Cluster ID

InstallShiel < Back H Mext > Cancel

Fig. 10: Enter cluster ID

15. Enter the cluster ID.

The server name is entered here automatically as default ID. For single-server systems,
you can apply this ID.

When setting up a multi-server system with several application servers, you have to replace

the default ID with another, freely selectable cluster ID which is identical for all application
servers.

16. Click on the button Next to confirm the entry.

= The window for entering the IP addresses for the application servers (app server) ap-
pears.
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ASC Product Suite - InstallShield Wizard »

Enter Text

Please enter information in the field below.

f application servers, separated by semicolons (e.g.

127.0.0. 1

InestallShield < Back H Mext 3 Cancel

Fig. 11: Install multi-server systems

17. To use multi-server systems, enter the IP addresses of all application servers (app
servers), separated by a semicolon.

Additionally, a priority of the transmission can be set in the app server list. The app servers
with the highest priority (highest number) are preferred. Several app servers can have the
same priority for the purpose of distributed load sharing. In the event that all app servers of
the same priority have failed, then the app server with a lower priority is used.

To do so, enter the following syntax:

Example 1:
trm://172.16.203.30/?priority=2;trm.//173.14.200.23/?priority=2

In this configuration, both app servers have the same priority. The load is distributed among
both app servers equally.

Example 2:
trm://172.16.203.30/?priority=2;trm.//173.14.200.23/?priority=1

In this configuration, app server 1 with the IP address 172.16.203.30 receives all mes-
sages. App server 2 with the IP address 173.14.200.23 only receives messages when app
server 1 is not available.

Example 2:
trm://172.16.203.30/?priority=2;trm://173.14.200.23/?priority=1; trm://172.16.203.35/?prior-
ity=2

In this configuration, all notifications are sent to app server 1 with the IP address
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172.16.203.30 and to app server 3 with the IP address 172.16.203.35 alternately. Usually,
no notifications are sent to app server 2 with the IP address 173.14.200.23. App server 2
only receives notifications when app server 1 and app server 3 are not available.

18. When installing a single-server system, leave the default entry on 727.0.0.1.
19. Click on the button Next to confirm the entry.

= The window for entering the IP address for the NTP server appears.

ASC Product Suite - InstallShield Wizard X

Enter Text

Please enter information in the field below

Flease enter IP address of your default nip server

Irsheal)Sivield < Back ” Mext Cancel

Fig. 12: Enter the address of the NTP server.

20. Enter the IP address of the NTP server.
NOTICE!
If the NTP times differ for more than 10 minutes, correct the time manually in the Windows
control panel before.

21. Click on the button Next to confirm the entry.
= The window to select the features appears.

22. If you install a multi-server system, deactivate the following features for the servers on
which the features are not used.
NOTICE!
In multi-server systems, the components of the application server (app server) and the
database are necessary on one server only. You can use these features in parallel on sev-
eral servers, too, though.
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ASC Product Suite - InstallShield Wizard *

Setup Type

Select the setup type that best suits your needs.

Flease select, which features you want to install

[® Application Server

[ Database

™ sok

InstallShield < Back ” Mext = Cancel

Fig. 13: Select features for the installation

Single-server systems
Select the following options to install a single-server system:

® Application  The selection includes all relevant services for the web applications, i. e.
server also the function of an app server.

Activate this option if the Enterprise Core is supposed to run on this server.

® Database Activate this option to install the provided PostgreSQL database on the
same server.

Multi-server systems
For multi-server systems, the following installations options are available:

Server with Enterprise Core, PostgreSQL database, and recording components

® Application  Activate this option if the Enterprise Core is supposed to run on this server.
server

® Database Activate this option if the database is supposed to be installed on this
server.

O Database Deactivate this option, if you want to install the database on a separate
server.

Exclusively PostgreSQL server
® Database Activate this option if only a PostgreSQL database is supposed to be in-
stalled on this server.

Exclusively recording server
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O Application  Deactivate this option, if this server is used for recording only.
server

O  Database Deactivate this option, if this server is used for recording only.

Solr
Select the function Solr if you would like to use full-text search in INSPIRATIONneo.
1. Click on the button Next to confirm the entry.

2.  When installing the database on the same server, continue with the following chapter:
chapter "Install internal database", p. 23

3. When you have installed the database externally, continue with the following chapter:
chapter "Install external database", p. 24

After a software update of Neo version 6.5 or higher and the subsequent installation of Solr for
full-text search, each previously created analysis engine or previously created project must be
saved again without changes to ensure proper language mapping in the Neo database.

Install internal database
When installing the database on the same server, a query appears concerning the drive where
the database is supposed to be installed

ASC Product Suite - InstallShield Wizard *

Choose Destination Location

Select folder where setup will install files,

Please select neo database drive:

InstallShield < Back ” Mext = Cancel

Fig. 14: Select target drive for the internal database

1. Click on the button Browse to select the drive where the database is supposed to be saved.
= The directory ASCDB is created.
2. Click on the button Next.

= If you have installed several network cards, carry out the installation routine to select the
IP address for certificate creation.
See chapter "Select the IP address for the SSL/TLS certificate", p. 30.
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= If you have installed only one network card, the certificate is issued for the configured IP
address automatically. The installation routine then guides you directly to the WinPcap
installation. See chapter "Install WinPcap", p. 32

= If you would like to install a server server without recording, you can skip the installation
of WinPcap by clicking on the button Cancel. The installation routine then guides you di-
rectly to the ASC Updater. See chapter "Start updater”, p. 34.

9.2 Install external database

When you have installed the database externally, the following queries to configure the connec-
tion data appear.
ASC Product Suite - InstallShield Wizard

Setup Type

Select the setup type that best suits your needs.

Please select, which external database you want to use

InstallShield < Back H Next > Cancel

Fig. 15: Select the type of the external database

1. Select the type of the external database which has already been installed.
2. Click on the button Next to confirm the entry.

= The window appears for entering the IP address of the external database
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ASC Product Suite - InstallShield Wizard

£

IP and port selection

Please enter the IP address and port of external database

5432

InstallShield < Back H Mext Cancel

Fig. 16: Create shortcut to the external database

3. To create a shortcut to the external database, enter the IP address of the server on which
the database has been installed as well as the configured port.

4. Click on the button Next to save the entries.

= When installing an MSSQL database, the following window appears:

Cluestion

e Does your M550L Server use windows authentication?

.

Fig. 17: Prompt for the MSSQL authentication

5. Click on the button Yes to activate Windows authentication.
= MSSQL authentication is deactivated.

6. Click on the button No to activate MSSQL authentication.
= Windows authentication is deactivated.

= If an additional server is installed in multi-server systems for which the option Solr has
not been activated, the following window appears:

Question

0 Do you have a SOLR installation on another instance?

. ]

Fig. 18: Prompt for Solr server instance
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8.

Click on the button No if you have not installed the function Solr on any server.

Click on the button Yes if you have installed the function Solr on a different server.
= The window to enter the IP address appears:

ASC Product Suite - InstaliShield Wizard ®

hittps: /152, 158. 171. 18 1383 s

Install | ocpo | opems | cocel

Fig. 19: Enter IP address of server instance for Solr

9. Enter the IP address of the server where you have installed the function Solr.
Example: https://192.168.171.181:8983/solr.
10. Click on the button Next to save the entries.

= The window appears for entering the login data for the external database.

ASC Product Suite - InstallShield Wizard
Login

Logon credentials are necessary to continue.

Please enter login information of external databaze

User Name:

postgres

Password:

Fig. 20: Configure users for the database

11. Enter the login data for the user of the external database.
Make sure that the user has all rights to be able to create databases.
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12. Click on the button Next to save the entries.

= When installing an MSSQL database, the following window appears:

Cuestion

o Does your MS5CL Server use a named instance?

es Mo

Fig. 21: Prompt for the MSSQL server instance

13. Click on the button No if you do not want to use any specific MSSQL instance.
14. Click on the button Yes to enter a name for the MSSQL instance.
= The window for entering the name of the MSSQL instance appears.

ASC Product Suite - InstallShield Wizard

Enter Text

Please enter information in the field below.

Please enter the name of your M550L instance

InstallShield < Back H Next > Cancel

Fig. 22: Enter name of MSSQL instance

® Please note that the MSSQL instance must already exist on the SQL database.

15. Click on the button Next to save the entries.

= The window for starting the installation process appears.
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ASC Product Suite - InstallShield Wizard X

Ready to Install th
The w

—

InstallSiaid

x{ir

Fig. 23: Start installation process

16. Click on the button Install to start the installation.
= The installation progress is displayed.

ASC Product Suite - InstallShield Wizard X

Setup Status

Instaling

InstallSiaid

Fig. 24: Information about the installation progress

@ The installation can take a certain time.

17. Now you can check the HTTP or the HTTPS ports and change them if necessary.
= The following window appears:
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ASC Product Suite - InstallShield Wizard »

Please select ports

Please enter desired HTTP/HTTPS ports

I['lr_f_r;[-r_, el < Back H Mext = Cancel

Fig. 25: Configure web server ports

18. Enter the ports for HTTP and HTTPS to connect to the web server.
19. Click on the button Next.

= If you have installed several network cards, carry out the installation routine to select the
IP address for certificate creation.
See chapter "Select the IP address for the SSL/TLS certificate", p. 30

= If you have installed only one network card, the certificate is issued for the configured IP
address automatically. The installation routine then guides you directly to the WinPcap
installation. See chapter "Install WinPcap", p. 32

= If you would like to install a server without recording, you can skip the installation of Win-
Pcap by clicking on the button Cancel. The installation routine then guides you directly
to the ASC Updater. See chapter "Start updater”, p. 34.

Installation Neo suite - Neo 7.x Rev. 3 29/48



9 Install recording software ‘\Asc
9.3 Select IP protocol
ASC Product Suite - InstallShield Wizard *
Setup Type
Select the setup type that best suits your needs.
Please select your listener ip protocol(s)
v P
[l 1Pvs
InstallShield < Back H Next > Cancel
Fig. 26: Select IP protocol
1. Select the IPv4 protocol if you would like to use the default addresses. Select the IPv6 pro-
tocol if you would like to use an extended number of addresses.
2. Click on the button Next.
= The window for starting the installation process appears.
& setup - O *
Installing
Unpacking C:\Program [.. JtgresqlthtmlYogicaldecoding-synchronous. himl
||
Fig. 27: Installing the IP protocol
9.4 Select the IP address for the SSL/TLS certificate

NOTICE! If several network cards have been installed and configured, a window appears
in which you can select for which card the SSL/TLS certificate is supposed to be created.
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ASC Product Suite - InstallShield Wizard >

Setup Type

Select the setup type that best suits your needs.

Please select IP for certificate creation

o 192.168.171.52

# 10.10.10.3

InnstallShield [ < Back H Hext > I Cancel

Fig. 28: Select IP address of the network card (example Ipv4)

ASC Product Suite - InstallShield Wizard x

Setup Type
ect the setup type that best suits your needs.

Please select IP for certificate creation

IiastallShield [ < Back ” Mext = I Cancel

Fig. 29: Select IP address of the network card (example Ipv6)

1. Select the IP address of the network card for which the certificate is supposed to be cre-
ated.
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2. Click on the button Next.

= The installation routine to install WinPcap starts.

@ If you would like to install a server without recording, you can skip the installation of WinPcap.
Continue with chapter "Start updater"”, p. 34.

9.5 Install WinPcap

@ An installation of WinPcap is only required on servers on which a recording is running. During

the installation of servers without recording components, you can cancel the following routine
by clicking on the button Cancel.

(57 WinPcap 4.1.3 Setup

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will quide you through the entire WinPcap
installation,

For more information or support, please visit the WinPcap
home page.

http:/fwww. winpcap.org

Fig. 30: Installation Wizard welcome screen

Click on the button Next.
2. Click on the button Next.

= The window with the license agreement appears.
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(5 WinPcap 4.1.3 Setup _

l t) 3 License Agreement
\ 1“ caP Please review the license terms before installing WinPcap 4. 1.3.

Press Page Down to see the rest of the agreement.

“opyright {c) 1999 - 2005 NetGroup, Politecnico di Torina (Italy). e
Copyright () 2005 - 2010 CACE Technologies, Davis (California).

Copyright (<) 2010 - 2013 Riverbed Technology, San Frandsco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met;

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this listof W

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

<Back Cancel

Fig. 31: License Agreement

3. Click on the button / Agree to accept the license agreement.
= The following window appears:

(5 WinPcap 4.1.3 Setup _ %

4.1.3

{ U ) Installation options
\ lh caP Please review the following options before installing WinPcap

Automatically start the WinPcap driver at boot time

< Back Install Cancel

Fig. 32: Start installation of the WinPcap software

4. Start the installation process by clicking on the button Install.
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(01 WinPcap 4.1.3 Setup _

( . Installation options
n ch Please review the following options before installing WinPcap

4.1.3

Automatically start the WinPcap driver at boot time

Mullsaft Install Swskem w2, 46

<Back | Instal | | Cancel

Fig. 33: Finish installation of the WinPcap software

5. To complete the installation of the WinPcap software, click on the button Finish.

9.6 Start updater
The installation routine directs you to the ASC Updater.

[ == o= D e Ly e L e ] e e R T L T T

09:03:24 INFO Shutting down service 'A5C CTIConnectForCiscolCC! =
09:03:24 INFO Service 'ASC CTIConnectForCiscolCC' was shut down successTully!
09:03:24 INFO Shutting down service 'A5C CTIconnectFordvayalIE'

09:03:24 INFO Service 'A5C CTIconnectFordvayalIE' was shut down successTully!l
09:03:24 INFO Shutting down service 'ASC CTIconnectForMitelM<OneCsTA'

09:03:24 INFO Service 'ASC CTIconnectForMitelMx0neCSTA' was shut down succ...
09:03:24 INFO Shutting down service 'ASC CTIConnectForEUROCAE!

09:03:24 INFO Sarvice 'ASC CTIConnectForEUROCAE' was shut down successtullyl
09:03:24 INFO Shutting down serwvice 'ASC ServiceMan'

09:03:24 INFO Seryice 'A5C ServiceMan' was shut down successtullwl

09:03:24 INFO  Uninstalling Module: RecordingModule

09:03:24 INFO Module: RecordingMaodule is MOT installed! returning success ...
09:03:24 INFO Uninstalling Module: CTIConnectlava

09:03:24 INFO  Module: CTIConnectlava is MNOT installed! returning success T...
09:03:24 INFO ...done removing old BEM and CTI Wrapper

09:03:24 INFO  Variable: MAINT_GF_REBUILDGF4 is not defined in config!
09:03:24 INFO  Requesting Tirewall manipulation permission...

EX

(NENERNRNRNRNRNRNANRNANRNRNEEN ]

Fig. 34: ASC Updater - Services are shut down

Installation Neo suite - Neo 7.x Rev. 3 34 /48



9 Install recording software \ Asc

The security prompt to open the firewall ports for the software update appears.

permissionRequest
Do you want to allow port opening on st pdates?

Fig. 35: ASC Updater - Security prompt for firewall

1. Confirm the prompt with Yes so that the Updater can continue running.

= The prompt to install the device software for recording cards appears.

E=] Windows-Sicherheit *

Méchten Sie diese Gerdtesoftware installieren?

MName: ASC Technologies AG
Herausgeber: ASC Technologies AG

Software von "ASC Technologies AG" immer | Installieren Nicht installieren

wvertrauen

[ Sie soliten nur Treibersoftware von vertrauenswiirdigen Herausgebern installieren. Wie kann
festgestellt werden, welche Gerdtesoftware bedenkenlos installiert werden kann?

Fig. 36: Install device driver for recording cards

@ This prompt only appears when installing the Neo software on a hardware system.

In this dialog window you must select an option for the Updater to continue running.

If you would like to use VOIP recording and have not installed recording cards, click on the
button Don'’t install.

If you would like to use TDM recording with recording cards, you must install the device
driver for the recording cards. To do so, click on the button Install.

= The window with the installation report opens.

Installation-Report
Target Product Version: 6.6.0-5.0
Installation was successfull

Installed following modules:

- scripts 66.4.0

- TimeMan 66.0.0

- db-model-update 66.14.0

- OnlineHelp 66.0.0

- EnterpriseCore 66.14.0

- REPORTneo 66.0.0

- APiServer 66.1.0

- CTiConnectJava 66.7.0

- CTiConnectNative 66.4.0

- CTiConnectOBSOpenTrade 66.0.0
-CTIConnectOSCC 66.0.0
-CTiConnectUCD 66.0.0

- DeleteMan 66.0.0

- DongleManConnector 66.2.0

- FileMan 66.2.0

- LocalReplayService 66.0.0

- RecordingControl 66.4.0

- RecordingModule 66.7.0

- Replay Server 66.4.0

- ReporiTemplateUpdater 66.0.2
- RIA 66.3.0

- SAES 62.0.0

- ServiceMan 66.0.0

- SimpleEmotionDetection 66.0.0
- Solr 66.1.0

-TDMModule 66.0.0

- XSCDM 55.1.0

Fig. 37: ASC Updater - Installation report

4. Click on the button Close to finish the Updater.
= The InstallShield Wizard appears again.

Installation Neo suite - Neo 7.x Rev. 3 35/48



9 Install recording software Asc

ASC Product Suite - InstallShield Wizard

£

InstallShield Wizard Complete

fully installed A roduct Suite. Before you can use the
mputer.

@ Yes, I want to restart my computer now.

® Mo, I will restart my computer later.

Remove any disks from their drives, and then didk Finish to complete setup.

InestallShield " "{ < Back ”

:

Cancel

Fig. 38: Finish installation and reboot server

5. Select the option Yes, | want to restart my computer now.

6. Finish the installation of the Neo software by clicking on the button Finish.
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10 Import HTTPS certificate

101 Request certificate via CSR

If you would like to request a certificate at an authorized authentication authority, you can create
a request with your company-specific data by means of the Certificate Import Tool.

1.  Open the Windows Explorer to call up the tool.
2. Change to the folder C:\Program Files (x86)\ASC\ASC Product Suite\scripts.
3. Double-click on the file certimporter.exe.

= The window Certificate Import Tool appears.

| £/ Certificate Import Tool - O *

About  Current Certificate  Import Certificate

PEX Certificate g Certificate

J —
PEX Trust ('Y A }

Generate Certificate I:] | b .'\&m!\‘
Generate CSR S

Reset all with self signed
Generic Certificate Import

Generic Trust Impart HT TPS certiﬁcate

We use the term 'HTTPS certificate’ for the certificate which is displayed in the browser when opening a
nep website.

This certificate is used by the GlassFish application server to secure the connection between server and
client (browser).

Fig. 39: Certificate Import Tool

4. Select the menu item Generate CSR in the navigation bar to create a Certificate Signing
Request.
= The window to select the certificate type appears.

5. From the drop-down list, select the type of the certificate that you would like to create.

= A window CSR appears where you can enter company-specific data.
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|&| Certificate Import Too

HTTPS Certificate
HTTPS Trust
PBX Certificate
PEX Trust
Generate Certificate
Generate CSR
Reset all with self signed

&| CSR *
Generic Certificate Import =l
Generic Trust Import Common MName {CN) 192,168.173.171
Business name [ Organization (O] ASC Technologies AG

Department Name [ Organizational Unit (OU) [T

Town/City (L) Hasbach |
Province, Region, County or State (5) Bavaria I
Country (C) DE |
Email address info@asc.de

Subject alt names (DNS) REC1

Subject alt names (IF) |

Ok Cancel

Fig. 40: Enter company-specific parameters for authentication

6. Enter the company data.

7. Click on the button OK.
= The Explorer window appears where you can select the storage directory.
Select the directory in which you would like to save the request for the certificate.
Click on the button Open.
= The following success message appears:

Success *

:' C5R was saved successfully!

Fig. 41: Success message

10. Click on the button OK.

11. You can send the file to a certification authority to request a certificate.

When importing certificates without a private key or with an inadequate private key, it may be
possible that the system will not boot again. There is a chance that this happens, too, when
the certificate has not been create via a CSR.

12. You can import the new certificate via the option X.509/Private key. See chapter "Import
X.509/Private key", p. 39.

Import customer-specific HTTPS certificate

If you would like to use a customer-specific certificate, you can import it with the program certim-
porter.exe.

1. Change to the folder C:\Program Files (x86)\ASC\ASC Product Suite\scripts.
2. Open the file certimporter.exe.

= The window Certificate Import Tool appears.
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10.2.1

| £ Certificate Import Tool

About  Current Certificate  Import Certificate

HTTPS Trust

PEX Certificate @ Certificate

; =
PEX Trust 'Y ___;1,.”._ ) >
Generate Certificate I:] | b f\mﬁ
Generate CSR S

Reset all with self signed
Generic Certificate Import

Generic Trust Impart HT TPS certiﬁcate

neo website.

client (browser).

Fig. 42: Certificate Import Tool

The following formats are supported:
« PKCS12
* X.509/Private key

Import X.509/Private key
1. Select the menu item HTTPS Certificate in the navigation bar.
Click on the tab Import Certificate.

N

We use the term 'HTTPS certificate’ for the certificate which is displayed in the browser when opening a

This certificate is used by the GlassFish application server to secure the connection between server and

2
3. If you certificate is a X.509/Private, select the option Certificate X.509 (RSA Private key).
4. Click on the button next to the field Certificate X.509 to select your certificate.

| £ Certificate Import Tool

HTTPS Certificate About Current Certificate  Import Certificate
HTTPS Trust
PBX Certificate
PEX Trust
Generate Certificate Output keystore
Generate CSR
Reset all with self signed (D) PKCS12 @ £
Generic Certificate Import
Generic Trust Import Keystore PKC512

Import Certificate used for HTTPS

Certificate X509

RSA Private key PKCS8/DER. 7

Fig. 43: Import X.509

5. Click on the button Import.

= The window to enter the password for the private key appears.

Password *

FPlease insert private key password

Fig. 44: Enter password for the private key

6. Enter the password for your private key.
If you do not use a password, leave this field empty.

O X

\ASC Product Suite'\glassfish5'\glassfish\domains\enterprisecore

Exit
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7. Click on the button OK to confirm the password.
= A message will inform you about the successful import.

Success *

‘https.crt’ was successfully imported into cutput keystore 'keystore.jks'.

Fig. 45: Message - Successful import

8. Click on the button OK to confirm the success message.

9. Click on the button Exit to exit the program.

10. Restart the Glassfish server so that the certificate will be applied.

11. In the tab Current Certificate, you can check the currently valid certificate.

| £/ Certificate Import Tool - O *

HTTPS Certificate about Current Certificate  Import Certificate
HTTPS Trust
PBX Certificate
PEX Trust
Generate Certificate

Current HTTPS Certificate

Generate CSR Version 3
Reset al with self signed Serial Number 01:72:2CF6:B6:5E
Generic Certificate Import
Generic Trust Import Signature Algorithm SHA256withRSA
C=DE
Issuer O=ASC Technologies AG
QU=ASC

CN=192.168.173.171

Not before: Tue May 19 14:44:25 CEST 2020
Not after:  Thu May 12 14:44:25 CEST 2030

C=DE

O=ASC Technologies AG
OU=ASC
CN=192.168.173.171

Validity

Subject

Subject Alternative Name IP=192.168.173.171
Public Key Algorithm RSA
Public Key Exponent 65537

Export

Fig. 46: Check currently valid HTTPS certificate

10.2.2 Import PKCS12
1. Select the menu item HTTPS Certificate in the navigation bar.
2. Click on the tab Import Certificate.
3. If you certificate is a PKCS12 Keystore, select the option PKCS172.
4. Click on the button next to the field Keystore PKCS12 to select your PKCS12 Keystore.
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| £ Certificate Import Tool - O X
HTTPS Certificate About Current Certificate  Import Certificate
HTTPS Trust
HEE Import Certificate used for HTTPS

PEX Trust
Generate Certificate Output keystore
Generate CSR
Reset all with self signed ®
Generic Certificate Import
Generic Trust Import Keystore PKC512

\ASC Product Suite'\glassfish5'\glassfish\domains\enterprisecore

2 (D) Certificate X.509 (RSA Private key)

Certificate X509

RSA Private key PKCS8/DER. 7

Impart Exit

Fig. 47: Import PKCS12 Keystore

5. Click on the button Import.
= The window to enter the alias for the PKCS12 Keystore appears.

*

Please select pkes12 alias

Fig. 48: Confirm alias

6. Click on the button OK to confirm the alias.
= The window to enter the password appears.

Password *

" Please insert pkes12 keystore password

Fig. 49: Enter password for PKCS12 Keystore
7. Enter the password for your PKCS12 Keystore.
If you do not use a password, leave this field empty.
8. Click on the button OK to confirm the password.
9. Click on the button Exit to exit the program.
10. Restart the Glassfish server so that the certificate will be applied.

11. In the tab Current Certificate, you can view the currently valid certificate.
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| £ Certificate Import Tool

HTTPS Certificate
HTTPS Trust
PBX Certificate

About Current Certificate  Import Certificate

R Current HTTPS Certificate

Generate Certificate
Generate CSR
Reset all with self signed

Version
Serial Number

Generic Certificate Import
Signature Algorithm

Generic Trust Import

Issuer

Validity

Subject

Subject Alternative Name

Public Key Algorithm
Public Key Exponent

3
01:72:2CF6:B6:5E
SHA256withRSA

C=DE

O=ASC Technologies AG
OU=ASC
CN=192.168.173.171

Not before: Tue May 19 14:44:25 CEST 2020
Not gfter:  Thu May 12 14:44:25 CEST 2050
C=DE

O=ASC Technologies AG

OU=ASC

CN=192.168.173.171

IP=192.168.173.171
RSA

Fig. 50: Check currently valid HTTPS certificate

10.3 Import HTTPS certificate in silent mode installation

O

Export

If the Neo software has been installed in silent mode (/asc silent_mode), the HTTPS certificate
must always be imported manually with the program certimporter.exe, see chapter "Import cus-
tomer-specific HTTPS certificate", p. 38.

@| For more information about the installation and update of certificates refer to the administration
manual for system providers Certificate Import Tool.
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1 Install multi-server system with primary/secondary database

To install a multi-server system with a primary/secondary database, proceed as follows:
v' For each Neo server, the same cluster ID must be used.

v" For each Neo server, you must enter the IP addresses of server 1 and server 2 in the API
list during setup.

1. Install the Enterprise Core and the database on server 1 and server 2.

= A local database is used for each until the database Failover Configuration tool is exe-
cuted.

2. Execute the Failover Configuration tool on server 1. See chapter "Use failover database as
primary database", p. 43. For the value Failover Delay 1 hour is recommended, i. e.
3.600.000 milliseconds.

3. Install server 3 and 4. No Enterprise Core and no database must be installed on these two
servers.

@| For further information about failover operation refer to the installation manual for system
providers Failover PostgrSQL.

1.1 Use failover database as primary database

To reverse the replication direction, there is a reverse functionality in the Failover Configuration
tool.

1. Open the Windows Explorer and go to the directory C:\Program Files (x86)\ASC\ASC Prod-
uct Suite\scripts.

2. Open the file DBFailoverConfig.exe by double-clicking on it.
= The Failover Configuration tool appears.

> Failover Configuration M

| Clear input | Load previous configuration Database AppServer Failover

Application Server

Master IP |192.168.169.133  IP-Server,] | Application Server
192.168.169.134 IP=Server,1
| i | [192168.169.135 IP-Server,2

SaveIP [192.168.169.134  |P-Server,2 |

WAL Archives 500

Falover Delay S.EOO.DUUE

Disband Failover | Run configuration |

Fig. 51: Failover Configuration tool - reverse configuration

3. Click on the tab Load previous configuration to load the previous configuration.
4. Click on the button | 0 |

= That way, the entries of Master IP and Slave IP are exchanged.

5. Click on the button Run configuration to trigger the reversal of the configuration.
The progress window indicates the status of the reversal.

= Once the reversal has been completed, a success message appears.
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11.1.1

11.1.11

11.1.1.2

11.1.1.3

Finished -
'\L; The configuration is finished.

Fig. 52: Success message

7. Check that the replication works, see Function test.

NOTICE! The directory <<POSTGRES-DATA-DRIVE>>\Replication with the WAL archives is
not deleted during the reversal. As the directory has been shared in the network, it must be
deleted manually.

Function test

Check replication on server
1. Start the application System Configuration.

2. Open the Database Manager module by clicking on the menu item Data Manager in the
navigation bar of the application System Configuration.

= The main view appears.

3. Check the status of the databases and of the application server.

For more information about the Database Manager module refer to the administration manual
for system providers Database Manager.

Check network share
1. On the standby server, open the file Explorer.

2. Try to access the replication directory on the primary server (\\<</P-ADDRESS-PRIMARY-
DB>>\<<WAL-ARCHIVE>>).

3. Contact a network administrator if accessing this directory from the standby server is not
possible.

Check deletion of the WAL archives

If the number of WAL archives in the replication directory \\<<IP-ADDRESS-PRIMARY-
DB>>\<<WAL-ARCHIVE>> is increasing continuously while the standby database is running, it
may be that the user on whose account the Postgres service "postgresql-x64-n.m - PostgreSQL
Server n.m" is running, does not have the right to delete files in the replication directory.

1. In this case, have the Postgres service run on the account of the local user postgres.

2. The network access for the WAL archives must have been set to Everyone with read and
write permissions. NOTICE! If PostgreSQL is installed with the setup of the Neo Suite, then
the service runs on a local system account.
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Glossary

App server
Application server or web server. In the system architectures: the server on which the Enter-
prise Core and the GlassFish software have been installed.

CSR
Certificate Signing Request

Multi-server system
Recording system in which the individual components (Enterprise Core, recording compo-
nents, database) are installed on different servers.

NTP
Network Time Protocol NTP is a standard for the synchronization of clocks in computer sys-
tems via packet-based communication networks. NTP uses the connectionless transport pro-
tocol UDP. It has been developed with the objective to guarantee reliable time verification
across networks with variable packet runtime. (Source: Wikipedia 12th June 2018)

Single-server system
Recording system in which all components (Enterprise Core, recording components, data-
base) are installed on the same server.

SNMP
Simple Network Management Protocol is a network protocol and serves to monitor and man-
age network components. The protocol does not depend on the IP network protocol for the
transport. It sends notifications (traps) about the activities on the network components on its
own accord.

VolP
Voice over IP

WAL
Write-ahead logging (WAL) is a family of techniques for providing atomicity and durability (two
of the ACID properties) in database systems. In a system using WAL, all modifications are
written to a log before they are applied. (Source: Wikipedia 22nd February 2017)
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