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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction &ASC

2 Introduction

This document describes the configuration of the browsers for the ASC software.

Make sure that JavaScript has been activated.

© ©

Make sure that cookies have been allowed.
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3 Configuration Microsoft Edge \\Asc

3 Configuration Microsoft Edge

3.1 Install certificate

The Browser Microsoft Edge does not offer any possibility to install a certificate. To install a cer-
tificate for the client computer nonetheless, use one of the following 2 options:

 Install certificate with the browser Internet Explorer
» Copy certificate to the client computer from the app server and install it

Install certificate with the browser Internet Explorer
1. Start the browser Internet Explorer.

2. Install the certificate. See chapter Add security exception.

Copy certificate to the client computer from the app server and install it

1. Copy the file C:\Program Files (x86)\ASC\ASC Product Suite\data\crypto\https.crt from the
app server to the desktop of the client computer.

2. On the desktop of the client computer, right-click on the file https.crt.
= The following context menu appears:

n

https.crt Open

Install Certificate
Ea Scan with Windows Defender...
Open with...

Share with

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Fig. 1: Install certificate

3. In the context menu, click on the menu item Install Certificate.
4. Click on the button Next.
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*
=# Certificate Import Wizard

Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

®%

(O Local Machine
To continue, dick Next.

Cancel

Fig. 2: Certificate Import Wizard

5. If the certificate is supposed to be valid only for the current user of the client computer, se-
lect the option Current user as storage location.
If the certificate is supposed to be valid for all users of the client computer, select the option
Local computer as storage location.

Click on the button Next.
Activate the option Place all certificates in the following store.

Click on the button Browse.

© ® N o

Click on the directory Trusted Root Certification Authorities.

*

€ L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse...

Select Certificate Store X

Select the certificate store you want to use.

~| Personal ~
W Trusted Root Certification Authorities
_| Enterprise Trust

~| Intermediate Certification Autharities
~| Trusted Publishers

“I lintrueted Cartifirates

> Cancel

[ shaw physical stores

Fig. 3: Select certificate store

10. Click on the button OK.
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11. Click on the button Next.
12. Click on the button Finish.

€ L¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘fou have spedfied the following settings:

(o= =y e e e e BBESE Trusted Root Certification Authorities
Content Certificate

FEinish Cancel

Fig. 4: Certificate Import Wizard

13. Click on the button Yes.

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

182.168.171.51

Windows cannot validate that the certificate is actually from
"192.168.171.51", You should confirm its origin by contacting
"192.168.171.51", The following number will assist you in this process:

Thurmbprint (shal): C5BF482D 84E2ECD3 DDB1DETA B65C3843
D1407B8C

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Fig. 5: Security warning

14. Click on the button OK.

Certificate Import Wizard *

o The import was successful,

Fig. 6: Certificate Import Wizard

3.2 Configure security exception for POWERplay Web
1. Start the browser.
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3 Configuration Microsoft Edge \\Asc

2. Enter the following URL into the address bar:
https://<System-IP>/POWERplayWeb/

3. Inthe URL, replace the parameter <System-IP> with the IP address of the app server.
Press the [Enter] key.

= The login screen appears.

5. Log in to the application with your user name and password.

= The application opens.
The following window appears:

This site says...

Please accept the Websocket Certificate in the following
popup.

oK

Fig. 7: Accept Websocket certificate

6. Click on the button OK.

= The welcome screen of the application appears.

= ‘ B POWERplay Web % ‘ + v - o %
e = O W &) Zertifikatfehler httpsy/192.168.173.171/POWERplayWeb/ ¥r v L [

@SC POWERplay Web X

e 1st-Tenant Admin

Last login Feb 14, 2019 8:48:19 PM

Conversation £¥ 1© x Conversations v  General v

) Loaded & Conversation Type ¢  Start Time & Data Start ¢ End Time ¢
Participant View
Recording view No records found
< >
Rows perpage 50 0-0of0

= Last filtered on 02/14/2019 8:50:55 PM; Number of known datasets: 0

a & 3

v - e——

1.0 30 Seconds ]

Fig. 8: Welcome screen

7. Inthe pop-up window Microsoft Edge blocked a pop-up from ... at the bottom of the main

view, click on the button Always allow.
8. Click on Details.
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3 Configuration Microsoft Edge \ Asc
Certificate error: Navigation blocked - Microsoft Edge = O X
() https://192.168.171.51:12 ficate/redire ifoText=0K&closeTimeout=0

This site is not secure

This might mean that someone’s trying to fool you or steal any info
you send to the server. You should close this site immediately.

B Go to your Start page

Details

Your PC doesn’t trust this website’s security certificate.

Error Code: DLG_FLAGS_INVALID_CA

Go on to the webpage (Mot recommended)

Fig. 9: Continue to this website

9. Click on Go on to webpage (Not recommended).

10. The server connection is refreshed automatically after a few seconds. Once the server con-
nection has been established, the icon | is displayed in the Replay module.
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4 Configuration Mozilla Firefox ‘\Asc
4 Configuration Mozilla Firefox
@ ASC recommends using the browser Mozilla Firefox ESR.

1. Start the browser to carry out the configurations described below.

4.1 Configure security exception for POWERplay Web

1. Enter the following URL into the address bar:
https.//<System-IP>/POWERplayWeb/

In the URL, replace the parameter <System-IP> with the IP address of the app server.
Press the [Enter] key.
= The login screen appears.

4. Log in to the application with your user name and password.

= The application opens.
The following window appears:

Please acceptthe Websocket Cerificate in the following popup.

==

Fig. 10: Accept Websocket certificate

5. Click on the button OK.
6. Click on the button Advanced.

@ Insecure Connection - Mozilla Firefox

® https://192.168.169.147: 12345 /certificate/redirect. html?infoText= OK&closeTimeout=0

% Your connection is not secure

The owner of 192.168.169.147 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Fig. 11: No secure connection

7. Click on the button Add Exception.
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4 Configuration Mozilla Firefox \ Asc

@ Insecure Connection - Mozilla Firefox O >

@ https://192.168.169.147:12345/certificate/redirect. html?infoText= OK&closeTimeout=0

% Your connection is not secure

The owner of 192.168.169.147 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

192.168.169.147:12345 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.
Error code: SEC_ERROR_UNKNOWNM_ISSUER

Add Exception...

Fig. 12: No secure connection
8. Click on the button Confirm Security Exception.

Adkecurit}-’ Exception

A ou are about to override how Firefox identifies this site,

A Legitimate banks, stores, and other public sites will not ask you to do this.

=1
Serser
Laocation: Get Certificate

Certificate Status

This site attermnpts ta identify itself with invalid infarmation,

Unknown Identity

Certificate is not trusted, because it hasn't been wverified by a recognized authority
using a secure sighature,

Permanently store this exception

’Qonfirm Securit}-’Exception] ’ Cancel

Fig. 13: Confirm security exception

9. Click on the icon | ¢ | (Logoff) to close the application.
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4 Configuration Mozilla Firefox ‘\Asc

4.2 Configure Single Sign On

Single Sign On (SSO) only works in one domain for all web applications. For this reason, all
computers have to be included in one corresponding Windows domain.

1. Enter the URL about:config and confirm it by pressing the [Enter] key.
2. Confirm the security prompt.

3. Inthe entry field Search, enter the value network.negotiate-auth.trusted-uris.

- [m] x
about:config x4+
& Firefox  about:config c Q, Search ﬁ B ¥+ A 8-.' =
Search:| 0 network.negotiate-auth trusted-uris
Preference Name Status Type - Value 5
network.negotiate-auth.trusted-uris default string

Fig. 14: about:config > network.negotiate-auth.trusted-uris

4. Double-click on the entry network.negotiate-auth.trusted-uris.

5. In the entry field network.negotiate-auth.trusted-uris, enter the URL of the APP Server.

Enter string value *

0 network.negotiate-auth.trusted-uris

[172.16.205.10

Cancel

Fig. 15: Enter IP address (example)

6. Click on the button OK.

4.3 Mozilla Firefox default

4.31 Configure pop-up blocker

1. Click on the icon = (Open menu) in the top right corner of the window.

2. Click on the menu item Options.
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4 Configuration Mozilla Firefox \ Asc

— O *
New Tab X =+

(@ Search or enter address (¢ Q, Search ﬁ’ B ¥+ @

L Cut Uy Copy 2 Paste

= 100% +
MNew Window  Mew Private Save Page
Window

.
a 0 e

w
Print History Full Screen
Find Options Add-ons

Y
D

Developer Synced Tabs

€ Sign in to Sync

Customize 0 l:}

Fig. 16: Firefox > Options

3. Click on the menu item Privacy & Security.

1k options E
€  ©Fireiox aboutipreferences#privacy @ | Q search wB & A& 9 &

Permissions

Choose which websites are allowed to send you notifications Learn more Choose..
Do not disturb me
No notification will be shown until you restart Firefox

V| Block pop-up windows Exceptions...

v | Warn you when websites try to install add-ons Exceptions.

Firefox Data Collection and Use

We strive to provide you with choices and collect only what we need to provide and improve Firefox for everyone. We
always ask permission before receiving personal information. Privacy Notice

v | Allow Firefox to automatically send technical and interaction data to Mozilla Learn more
v | Allow Firefox to install and run studies  View Firefox Studies

Allow Firefox to send crash reports to Mozilla Learn more

Security

Phishing Protection
v | Block dangerous and deceptive content
v | Block dangerous downloads

v | Warn you about unwanted and uncommon software

Certificates

‘When a server requests your personal certificate

Select one automatically v

Fig. 17: Tab Content

4. Activate the option Block pop-up windows.
= Option has been activated.
O = Option has been deactivated.

Click on the button Exceptions under Block pop-up window.
In the entry field Address of website, enter the URL of the APP Server.
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Allowed Sites - Pop-ups *

You can specify which websites are allowed to open pop-up windows. Type the exact address of the
site you want to allow and then click Allow.

Address of website:

172.16.205.10
Allow

Site Status

I
5]
m
s

[1i:]
I

T
5]
m

0

Cancel Save Changes

Fig. 18: Allowed Sites - Pop-ups (example)

7. Click on the button Allow.
8. Click on the button Save Changes.

4.3.2 Add security exception
1. Click on the icon = (Open menu) in the top right corner of the window.
2. Click on the menu item Options.

3. Click on the menu item Privacy & Security.

- o x
1¥ Options x4

€ ©Fifox aboutipreferences#privacy ¢ Q Search wBe & A 8 =

s

@ s v | Allow Firefox to install and run studies  View Firefox Studies

Allow Firefox to send crash reports to Mozilla Learn more

& Privacy & Security

Security

Phishing Protection
v | Block dangerous and deceptive content
v'| Block dangerous downloads
v | Warn you about unwanted and uncommon software
Certificates
‘When a server requests your personal certificate
Select one automatically
@ Askyou every time

| Query OCSP responder servers to confirm the current validity of certificates View Certificates.
Security Devices...
Offline Web Content and User Data

Your application cache is currently using 0 bytes of disk space Clear Now

¥ | Tell you when a website asks to store data for offline use Exceptions...

The following websites are allowed to store data for offline use:

Remove...

Fig. 19: Encryption

4. Click on the button View Certificates.
5. Click on the tab Servers.
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Certificate Manager X
Your Certificates People Servers Authorities Others
You have certificates on file that identify these servers:
Certificate Name Server Lifetime wpires On B
~CNNIC 2
MCSHOLDIMNG TEST * Permanent Friday, April 3, 2015
~DigiNotar
DigiNotar Cyber CA * Permanent Tuesday, October 4, 2011
DigiNotar Cyber CA * Permanent Friday, September 20, 2013
DigiNotar Root CA * Permanent Meonday, March 31, 2025
DigiNotar Services 1024 CA * Permanent Meonday, August 26, 2013
~DigiNotar BV,
DigiNotar PKloverheid CA Organisatie - ... * Permanent Meonday, March 23, 2020
DigiNotar PKloverheid CA Overheid en B, * Permanent Monday, July 27, 2015 W
Vie Exp Delete... Add Exception...
OK
Fig. 20: Certificate Manager
6. Click on the button Add Exception.
7. Inthe entry field Address, enter the URL of the APP Server.
8. Click on the button Download Certificate.
9. Click on the button Confirm Security Exception.
10. Click on the button OK.
4.4 Mozilla Firefox ESR
441 Configure pop-up blocker
1. Click on the icon = (Open menu) in the top right corner of the window.
2. Click on the menu item Options.
Configuration browser - Neo 7.x Rev. 2 16 /25



4 Configuration Mozilla Firefox \ Asc

New Tab X =+

(@ Search or enter address (¢ Q, Search ﬁ’ B ¥+ @ =

= 100% +
MNew Window  Mew Private Save Page
Window
.
a 0 e
w
Print History Full Screen
Find Options Add-ons
Developer Synced Tabs
€ Sign in to Sync
Customize (7] 0
Fig. 21: Firefox > Options
3. Click on the menu item Content.
- o x
1x Options X+
€ | ©Fieior aboutipreferences#content e Q Search wBE & A =

Content ®
Q Search
B Content DRM content

v | Play DRM content Learn more

A Applications

Notifications
Choose which sites are allowed to send you notifications  Learn more Choose...

Do not disturb me

No notification will be shown until you restart Firefox

Pop-ups

v | Block pop-up windows Exceptions...

Fonts & Colors

Default font:| Times New Roman v | Size:| 16 =4 Advanced.
Colors...

Languages

Choose your preferred language for displaying pages Choose..

Fig. 22: Content

4. Activate the option Block pop-up windows.
= Option has been activated.
O = Option has been deactivated.

Click on the button Exceptions under Block pop-up window.
In the entry field Address of website, enter the URL of the APP Server.
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Allowed Sites - Pop-ups *

You can specify which websites are allowed to open pop-up windows. Type the exact address of the
site you want to allow and then click Allow.

Address of website:

172.16.205.10

Allow

Site Status

4
m
%)
m

:
m
L
wn
m
¢

I

Cancel Save Changes

Fig. 23: Allowed Sites - Pop-ups (example)

7. Click on the button Allow.
8. Click on the button Save Changes.

442 Add security exception

1. Click on the icon = (Open menu) in the top right corner of the window.
2. Click on the menu item Options.

3. Click on the menu item Advanced.

1% Options X 4+
€ Oriefor aboutpreferences#advanced @  QSearch
M General Advanced @
Q Search

General Data Choices Network Update Certificates
=Je
A Applications Requests

When a server requests my personal certificate:

Select one automatically

& Security
() Sync

& Advanced

@) Ask me every time

v | Query OCSP responder servers to confirm the current validity of certificates

View Certificates Security Devices

w8 & A& 09

Fig. 24: Certificates

4. Click on the tab Certificates.
5. Click on the button View Cettificates.
6. Click on the tab Servers.

Configuration browser - Neo 7.x Rev. 2
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Certificate Manager X
Your Certificates People Servers Authorities Others

You have certificates on file that identify these servers:

Certificate Name Server Lifetime wpires On B
v ASC Technologies AG ol
127.0.0.1 localhost:443 Permanent Donnerstag, 10, Oktober 2047
MD5 Collisions Inc. (http://www.phreed... * Permanent Donnerstag, 2. September 2004
~wCNMNIC
MCSHOLDING TEST * Permanent Freitag, 3. April 2015
~ DigiNotar
DigiNotar Cyber CA * Permanent Dienstag, 4. Oktober 2011
DigiNotar Cyber CA * Permanent Freitag, 20. September 2013
DigiNotar Root CA * Permanent Maontag, 31. Marz 2025
DigiNotar Services 1024 CA * Permanent Meontag, 26. August 2013 v
View... Export... Delete Add Exception...

OK

Fig. 25: Certificate Manager

Click on the button Add Exception.
In the entry field Address, enter the URL of the APP Server.
Click on the button Download Certificate.

10. Click on the button Confirm Security Exception.
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5 Configuration Google Chrome

Using the ASC software with Google Chrome does not require any special configuration.
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6 Quick guide

6.1 Configuration Microsoft Edge

Install certificate:

Install certificate with the browser Internet Explorer:

Start the browser Internet Explorer > enter URL of the app server into the address bar, ac-
tivate > Continue to this website (not recommended) > Certificate Error > View Certifi-
cates > General > Install Certificate > Next > Current user (certificate only for the cur-
rent user of the client PC) or Local computer (certificate for all users of the client PC) >
Next > Place all certificates in the following store: > Browse > Trusted Root Certifica-
tion Authorities > OK > Next > Finish > confirm security prompt.

or

Copy certificate to the client computer from the app server and install it:

Copy the file C:\Program Files (x86)\ASC\ASC Product
Suite\data\crypto\https.crt from the app server to the desktop of the client computer
> on the desktop of the client computer, right-click on the icon of the file https.crt activate >
Install Certificate > Next > Current user (certificate only for the current user of the client
PC) or Local computer (certificate for all users of the client PC) > Next > Place all certifi-
cates in the following store: > Browse > Trusted Root Certification Authorities > OK >
Next > Finish > Yes > OK.

Configure security exception for POWERpl/ay Web:

Start browser Microsoft Edge > enter URL https://<System-IP>/POWERplayWeb/; in the
URL, replace the parameter <System-IP> with the URL of the app server > Enter key >
log in to the application > OK > Always allow > Details > Go on to webpage (Not recom-
mended).

6.2 Configuration Mozilla Firefox

Configure security exception for POWERpl/ay Web:

Enter URL https://<System-IP>/POWERplayWeb/; in the URL, replace the parameter
<System-IP> with the URL of the app server > Enter key > log in to the application > OK >
Advanced > Add exception > Confirm security exception > | ¢ (Logoff).

Configure Single Sign On:

Enter URL about:config > [Enter] key > confirm security prompt > Search: enter
network.negotiate-auth.trusted-uris > double-click on the entry network.negotiate-
auth.trusted-uris > enter URL of the app server > OK.

Mozilla Firefox default

Configure pop-up blocker:

= (Open menu) activate > Settings > Privacy & Security > Block pop-up window > Ex-
ceptions > enter URL of the app server > Allow > Save Changes.

Add security exception:

= (Open menu) > Settings > Privacy & Security > View Certificates > Servers > Add
Exception > enter URL of the app server > Download Certificate > Confirm Security Ex-
ception Rule > OK.

Mozilla Firefox ESR

Configure pop-up blocker:

= (Open menu) activate > Settings > Content > Block pop-up window > Exceptions >
enter URL of the app server > Allow > Save Changes.

Add security exception:
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= (Open menu) > Settings > Advanced > Certificates > View Certificates > Servers >
Add Exception > enter URL of the app server > Download Certificate > Confirm Secu-
rity Exception Rule.
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Glossary

App server
Application server or web server. In the system architectures: the server on which the Enter-
prise Core and the GlassFish software have been installed.

SSO
Single Sign On; Simplified login mode. After a one-off authentication at one workplace users
will be able to use all services and applications that they have been authorized for from this
workplace. They do not have to authenticate for the individual applications again.

URL
Uniform resource locator. Identifies and locates a resource (e. g. a website) about the used
access method (e. g. the used network protocol as HTTP or FTP) and the location of the re-
source in the computer network. (Source: Wikipedia 20th November 2013)
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