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1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com
ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.
ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.
Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.
The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.
Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.
The general conditions of sales and delivery of ASC in their latest version apply.

http://www.asctechnologies.com


2 Introduction

Salesforce Integration - Neo 7.x Rev. 2 6 / 71

2 Introduction

Salesforce is an international provider of cloud computing solutions for companies. Salesforce
offers Software and Platform as a Service. Salesforce products and services support multiple
tenants and are designed to help companies interconnect their employees, customers, and
products.
The Salesforce integration enables you to control the recording. You can link the conversations
to the contacts and use them for customer care purposes. In addition, it is possible to use the
recordings for analysis by means of transcription and keyword spotting. Within the Salesforce
application, you can search for recordings and replay them.
For information about the configuration of the integration refer to the respective administration
manual.
For its usage with Salesforce, the following configurations in the application System Configura-
tion are required:

• Configure server, for information about the configuration refer to the respective administra-
tion manual of the integration.

• PBX module activate PHONEapp, for further information about the PBX configuration refer
to the respective administration manual of the integration

• Configure PHONEapp, see chapter "Configure PHONEapp", p. 47
• Configure phones, see chapter "Configure phones", p. 51
• Configure additional data, see chapter "Configure additional data", p. 53
• Configure and activate integration, for more information refer to the respective administra-

tion manual of the integration.
• Create recording profile in the Recording Planner, see Configure Recording Planner
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3 Preconditions

The following conditions must be met to be able to configure and use the Salesforce application:
• The operating system must have been installed according to our specifications, refer to the

installation manual Configuration Windows Server 2016, Configuration Windows Server
2019 or Configuration Windows Server 2022.

• The Neo recording software must have been installed according to our specifications, refer
to the installation manual for system providers Installation recording software of ASC.

• The integration must have been configured according to our specifications; refer to the ad-
ministration manual of the respective integration solution.

The Neo system must be connected to the Internet and port 443 must have been opened for
bidirectional communication to enable Salesforce to communicate with the Neo system.
To use the Salesforce application, you have to additionally carry out the following configurations
in the application System Configuration:

• Configure PHONEapp, see chapter "Configure PHONEapp", p. 47
• Configure phones, see chapter "Configure phones", p. 51
• Configure additional data, see chapter "Configure additional data", p. 53
• Create recording profile in the Recording Planner, see Configure Recording Planner

3.1 Licenses

License name Number
ASC Connect for Salesforce 1 license per user

Tab. 1: ASC licenses

3.2 Supported integrations
The add-on with the Salesforce application can be used with all integrations supporting the
function Record on demand.
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4 Installation

4.1 Install Salesforce application
You can download the application from Salesforce appexchange.
1. Open the following URL in a browser:

https://appexchange.salesforce.com/appxListingDetail?listingId=a0N3A00000EcrSGUAZ
2. Click on the button Get It Now.

Fig. 1: Download application from appexchange

Follow the on-screen instructions to download and install the package.
3. Install and update the application as Admin only.

Install the application as administrator to avoid access issues.

4.2 Install SSL certificate

The Neo system requires a signed SSL certificate from a root certifying authority; otherwise it
will not be possible to establish a connection between Salesforce and the recording server.
The operator of the Neo system must have the certificate issued for the respective DNS name
and install it on the recording server with the Certificate Import Tool. The DNS name for the
Neo system for which the certificate has been issued must be used as end device in the Sales-
force configuration.

A Wildcard certificate cannot be used for multi-level domains because only the 1st level
*.google.com is validated. For a subdomain such as *.subdomain.google.com, you must
issue a new Wildcard certificate.
As an alternative to using several Wildcard certificates, you can opt for a multi-domain Wild-
card certificate, too.

4.2.1 Import customer-specific HTTPS certificate
If you would like to use a customer-specific certificate, you can import it with the program certim-
porter.exe.
1. Change to the folder C:\Program Files (x86)\ASC\ASC Product Suite\scripts.
2. Open the file certimporter.exe.

ð The window Certificate Import Tool appears.

https://appexchange.salesforce.com/appxListingDetail?listingId=a0N3A00000EcrSGUAZ
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Fig. 2: Certificate Import Tool

The following formats are supported:
• PKCS12

• X.509/Private key

4.2.1.1 Import X.509/Private key
1. Select the menu item HTTPS Certificate in the navigation bar.
2. Click on the tab Import Certificate.
3. If you certificate is a X.509/Private, select the option Certificate X.509 (RSA Private key).
4. Click on the button  next to the field Certificate X.509 to select your certificate.

Fig. 3: Import X.509

5. Click on the button Import.
ð The window to enter the password for the private key appears.

Fig. 4: Enter password for the private key

6. Enter the password for your private key.
If you do not use a password, leave this field empty.
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7. Click on the button OK to confirm the password.
ð A message will inform you about the successful import.

Fig. 5: Message - Successful import

8. Click on the button OK to confirm the success message.
9. Click on the button Exit to exit the program.
10. Restart the Glassfish server so that the certificate will be applied.
11. In the tab Current Certificate, you can check the currently valid certificate.

Fig. 6: Check currently valid HTTPS certificate

4.2.1.2 Import PKCS12
1. Select the menu item HTTPS Certificate in the navigation bar.
2. Click on the tab Import Certificate.
3. If you certificate is a PKCS12 Keystore, select the option PKCS12.
4. Click on the button  next to the field Keystore PKCS12 to select your PKCS12 Keystore.
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Fig. 7: Import PKCS12 Keystore

5. Click on the button Import.
ð The window to enter the alias for the PKCS12 Keystore appears.

Fig. 8: Confirm alias

6. Click on the button OK to confirm the alias.
ð The window to enter the password appears.

Fig. 9: Enter password for PKCS12 Keystore

7. Enter the password for your PKCS12 Keystore. 
If you do not use a password, leave this field empty.

8. Click on the button OK to confirm the password.
9. Click on the button Exit to exit the program.
10. Restart the Glassfish server so that the certificate will be applied.
11. In the tab Current Certificate, you can view the currently valid certificate.
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Fig. 10: Check currently valid HTTPS certificate
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5 Configuration

5.1 Configure Salesforce application
To be able to use the application, proceed as follows:

• Confirm my domain

• Automatically create application

– Set up the new connected application

– Create CSP trusted site

– Configure remote site settings

• Manage licenses for installed packages

• Configure remote site settings

• Assign permission sets

• Assign page layout

• Configure tagging permissions

• Configure customCP fields

1. Log in to the Salesforce web interface in the browser as the administrator of the tenant of
ASC.

2. Within the icon Settings in the top right corner, select the menu item Setup.

5.1.1 Confirm my domain
The domain created for Salesforce must always be confirmed as My Domain.
1. In the navigation bar, select the menu item

SETTINGS > Company Settings > My Domain.

Fig. 11: Confirm my domain

2. Check whether steps 1 to 4 have already been carried out during setup.
3. If the domain has not yet been deployed in step 4, carry out steps 1 through 4.
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5.1.2 Automatically create application
In the latest version of the Salesforce application in the tab Setup, you can configure and estab-
lish connections. When entering the corresponding URLs and clicking on the button Execute,
the configuration is carried out automatically.
To configure these parameters, you must log in as the system administrator of the Salesforce
org.
1. Change to the tab Setup.

ð The parameters to configure the connection data appear.

Fig. 12: Tab Setup - Configure connections

Enable Topic on Recording records to allow internal Tagging

Enable Topic on Recording records to allow in-
ternal Tagging

Activate the option to allow internal tagging to
the recordings

1. Click on the button Execute to execute the configuration.
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CSP Trusted Sites

CSP Trusted Sites Enter the URL from which the audio player is
supposed to be integrated.
Click on the button Execute.

CSP Trusted Sites are created with all authorizations; if authorizations are supposed to be re-
stricted, you can edit the CSP settings afterwards. For ASC purposes, only media-src is re-
quired.
1. CSP Trusted Sites are configured under

SETTINGS > Security > CSO Trusted Sites.
2. Click on the button Execute to execute the configuration.

Remote Site Settings

Remote Site Settings Enter the URL that is supposed to be used to
connect the Salesforce application with the neo
system.

1. Click on the button Execute to execute the configuration.

Connected App

Create a Connected App to allow receiving
Platform Events from following URL

Enter the ASCWebService Callback URL to
create a connected app receiving the platform
events.

Contact E-Mail for the Connected App: Enter the e-mail address of the system admin-
istrator of the Salesforce org.

1. Click on the button Execute to execute the configuration.
ð The new Connected App is created under the name ASC_NEO.

ð The status indicators turn green.
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Fig. 13: Tab Setup - Configured connections

Once the configuration of the connection data is complete and all status indicators are green,
you can configure the required values in the Neo application.
2. Change to the path 

Setup > Apps > App-Manager > Connected App.
3. Open the drop-down list of the Connected App ASC_NEO.
4. Click on the menu item Display.

ð You now see the following entries:

Fig. 14: Key and Secret of the Connected App

• consumerkey = clientId

• consumer secret = client secret
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5. Click on the button Copy to copy the values into the buffer and change to the Neo applica-
tion to enter the data there, see chapter "Configure Applications module", p. 61.

5.1.3 Manage licenses for installed packages
After setting up the new connected application, you must assign the users the licenses for the
installed packages.
1. In the navigation bar, select the menu item

PLATFORM TOOLS > Apps > Packaging > Installed Packages.

Fig. 15: Installed packages - license administration

2. In the line of the package AscRecorder, click on the button Manage Licenses.
ð In the following dialog, the available users are displayed.

Fig. 16: Installed packages - add user

3. Activate the check box in front of the users that you would like to assign the licenses to.
4. Click on the button Add.

ð The users appear in the list of licensed users.
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Fig. 17: Installed packages - add user

5.1.4 Assign permission sets
To enable users to work with the application, you must assign them permissions. Here, you can
configure permissions for a permission set and assign them to users.
1. In the navigation bar, select the menu item

ADMINISTRATION > Users > Permission Sets.

Fig. 18: Administration - Users - Create permission set

2. In the list, click on the entry ASC Normal User to assign users.
ð The permission set ASC Normal User opens.

Fig. 19: Administration - Users - Permission sets Manage assignments

3. Click on the button Manage Assignments.
ð The list of already assigned users opens.
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Fig. 20: Administration - Users - Permission sets Add assignments

4. Click on the button Add Assignments to add new users to this group ASC Normal User.
ð A list of available users opens.

Fig. 21: Administration - Users - Assign permission sets (example)

5. Activate the check boxes in front of the users that you would like to assign in this group
ASC Normal User.

6. Click on the button Assign.
ð A success notification appears and the users are displayed in the list.

Fig. 22: Administration - Users - List of added users (example)

7. Click on the button Done to return to the main view.
8. Click on the entry ASC Normal User again to view the permission sets for the group.

Group field Apps
1. In the group field Apps, in the entry Object Settings, you can view the assigned permis-

sions.
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Fig. 23: Administration - Check permissions for objects

2. Click on the button Object Settings.
ð The list of permission sets appears.

Fig. 24: Administration - Call up permissions for recordings

3. Click on the entry Recordings.
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Fig. 25: Administration - Display permissions for recordings

4. Here, you see the permissions of the users of the group ASC Normal User for recording.

5.1.5 Assign permissions for flows
To enable users to load information about and transcripts of recordings, you must configure per-
missions for flows.
There are 2 options to configure flows:
1. Configure flow for a certain user,

see chapter "Activate flow for certain users", p. 21.
2. Configure flow for usage across the system by means of a permission set group

see chapter "Activate flow for users of a certain permission set group", p. 23.

5.1.5.1 Activate flow for certain users
To enable individual users to load information about or transcripts of recordings, you as admin-
istrator can activate a selected user as Flow User.
1. To do so, change to Setup > ADMINISTRATION > Users > Users.
2. Click on the button Edit in front of the respective user.
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Fig. 26: Select user to grant permission

3. In the section General Information, activate the option Flow User.

Fig. 27: Activate user a flow user

4. Click on the button Save to apply the settings.
ð In the tab Recordings, the following buttons are now displayed:

• Load Additional Data

• Load Transcript

By clicking on these buttons, users can now load the additional data and the transcripts of their
recordings.
As an alternative to granting permissions to each user separately, you can create a new permis-
sion set group which enables users across the system belonging to this group to run all flows,
see chapter "Activate flow for users of a certain permission set group", p. 23.
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5.1.5.2 Activate flow for users of a certain permission set group
To enable a group of certain users to load information about or transcripts of recordings, you as
administrator can create a new permission set group containing the option Run Flows that you
then assign certain users to.
1. Change to the section Setup > ADMINISTRATION > Users > Permission Set Groups.
2. Click on the button New Permission Set Group to create a new permission set group.
3. Enter a name for the group.
4. Click on the button Save.
5. Click on the menu item System Permissions within this new permission set group.

Fig. 28: Edit system permissions

6. Scroll down to the option Run Flows and activate it.

Fig. 29: Permission Set Group - Run Flows - activate

7. Assign users to the new permission set group who are supposed to be granted permis-
sions.

8. Call up the new permission set group, in the example Run_Flow.
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Fig. 30: Assign permission set groups

9. Click on the button Manage Assignments.

Fig. 31: Manage assignments

10. Click on the button Add Assignments.

Fig. 32: Add assignments

11. From the list of users, select the respective users and activate the check box in front of
them.

Fig. 33: Assign users to permission set group
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12. Click on the button Assign.

Please note that by activating the option Run Flows, all users belonging to this group will be
granted permission to run all flows in the organization. It is possible that this may not be in-
tended in your organization. If you would like to restrict the function to the flows of the record-
ings of the respective user, you must activate the respective user as flow user in the configura-
tion of the user, see chapter "Activate flow for certain users", p. 21.

5.1.6 Assign page layout
In the Object Manager, you can configure a page layout.
1. Click on the tab Object Manager.
2. Select the menu item Case in the navigation bar.

Fig. 34: Project Manager - Case

3. Select the menu item Page Layouts in the navigation bar.
ð A list with case page layouts appears.

Fig. 35: Case - Page layout - Assign page layouts

4. Click on the button Page Layout Assignment in the top right corner.
ð The list displays the already assigned page layouts.
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Fig. 36: Page layouts - Edit assignment

5. Click on the button Edit Assignment.
ð A list containing profiles appears.

Fig. 37: Assign page layout

6. Select the respective profile.
7. In the drop-down list, select the page layout which is supposed to be used.
8. Click on the button Save.

ð The profile and the page layout of the user now appear in the list.

5.1.7 Configure tagging permission
To grant users access to the tagging fields, you must set permissions.
1. In the navigation bar, select the menu item

ADMINISTRATION > Users > Permission Sets.



5 Configuration

Salesforce Integration - Neo 7.x Rev. 2 27 / 71

Fig. 38: Administration - Users - Permission Sets - TaggingPermissions

2. Click on the entry TaggingPermissions. If the entry does not yet exist, click on New to cre-
ate it.

Fig. 39: Permission sets - call up tagging permissions

3. Click on the menu item Object Settings.
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Fig. 40: Permission sets - set TaggingPermission for recordings

4. Click on the entry Recordings.

Fig. 41: Permission sets - edit tagging permission

5. Click on the button Edit to set the permissions.
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Fig. 42: Permission sets - edit tagging permission

6. Enable access to the customCP fields that you would like to make available for users to be
edited.

7. Click on the button Save to apply the settings.

5.1.8 Change label for customCP fields
To help users to quickly see which information is supposed to be entered in which customCP
field, you can change the labels of the fields.
1. In the navigation bar, select the menu item

PLATFORM TOOLS > User Interface > Translation Workbench > Override.
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Fig. 43: User Interface - Translation Workbench - Override field label

2. Select the filter criteria in the above section:

Package Select the package AscRecorder in which the field labels are
available.

Language From the drop-down list, select the language in which you would
like to change the label.

Setup Component Select the entry Custom Field from the drop-down list.
Object From the drop-down list, select the entry Recording.
Aspect From the drop-down list, select the entry Field Label.

Tab. 2: Filter criteria for field labels

3. By double-clicking on the field, you can activate editing mode.
4. Subsequently, click on the pen icon and change the label of the respective field.
5. Click on the button Save to apply the settings.

ð The success notification confirms the process.
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Fig. 44: User Interface - Translation Workbench - Override field label

The fields appear in the user interface in the section ASC User Management and can now be
made available.

5.1.9 Configure page layout
In the Object Manager, you can configure a page layout.
1. In the setup, select the tab Object Manager.

Fig. 45: Object Manager - Edit recording object

2. Scroll down to the entry Recording and select the entry Edit by opening the drop-down list
at the end of the line.
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Fig. 46: Page Layouts - Recording Layout - Call up editing mode

3. Select the menu item Page Layouts in the navigation bar.
4. Select the entry Edit by opening the drop-down list at the end of the line of the existing

Recording Layout.

Fig. 47: Recording Layout - Configure fields for Mobile and Lightning Experience

5. In the list in the upper group field Recording Layout, select the entry Mobile & Lightning Ac-
tions.
ð The available buttons are displayed.

6. Use drag and drop to move the respective buttons to the group field Salesforce Mobile and
Lightning Experience Actions.

7. The fields for the general additional data which are always available such as phone number
and call direction as well as the custom CP fields have been preconfigured and must not be
added.
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Fig. 48: Recording Layout - Default fields for tagging

8. In the above group field, click on the button Save to save the current configuration.
ð The buttons appear in the recoding layout in the tab Recordings.

To enable users to use these buttons, you must activate the permission sets for flows for these
users, see chapter "Assign permissions for flows", p. 21.

5.2 System Configuration
To enable the Salesforce application to be used, configure the Neo system in the application
System Configuration as follows.

• Configure Tenants module
Assign extensions, configure Web Service

• Configure Employees module
Assign extensions, configure individual function rights

• Configure Servers module
Configure API Server

• Configure PBX module
Create PBX, activate PHONEapp

• Configure PHONEapp module
Configure PHONEapp

• Configure Phones module
Configure phones

• Configure Additional Data module
Activate additional data as available and editable

• Configure Recording Planner (carry out as 1st-tenant-admin)
Configure recording profile for calls and activate it
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• Configure Applications module (carry out as 1st-tenant-admin)
Set up Salesforce application and activate it

Basic information about using the application System Configuration can be found in the user
manual for administrators System Configuration - General information.

5.2.1 Start application
During the installation, shortcuts for the Neo applications are created on the computer desktop.
1. To start the application directly on the server, double-click on the shortcut System Configu-

ration.
To access the application from a computer via the web, enter the following URL in the ad-
dress bar of the browser:
https://<System-IP>/SystemConfiguration. 
If you have configured customer-specific ports, you must add the port in the URL:
https://<System-IP>:<Port>/SystemConfiguration.

Fig. 49: System Configuration - Web interface

To install and configure the recording solutions, you have to log in as system provider.
Login data for the administrator of the system provider:

User name: system-admin
Neo version < 6.3
Default password: 1

If the default password 1 has never been changed before a software
update to a Neo version ≥ 6.3, the password must be changed upon
the next login or by entering it again.
If the default password has already been changed before a software
update to a Neo version ≥ 6.3, the changed password remains.

Neo version ≥ 6.3
Default password: A$c123

Tab. 3: Login data - system provider

2. Log in to the web interface.
ð The main window System Configuration appears.
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Fig. 50: System Configuration - main view

5.2.2 Configure Tenants module
For the communication between the recording server and the Salesforce application, carry out
the following configuration in the Tenants module:

• Assign extensions (in multi-tenant systems)

• Set up Web Service

1. Select the menu item Tenants in the navigation bar.

Fig. 51: Tenants - main view

5.2.2.1 Assign extensions
To be able to call the Neo system, you must assign an extension to the tenant.
1. In the main view, select the tenant that you would like to assign the extension to.
2. Click on the tab Extensions.
3. Click on the button Add.

ð The following window appears:
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Fig. 52: Assign extensions to tenant

4. From the drop-down list, select the PBX in which the extensions for this tenant have been
configured.

File import Select the option to import extensions from an existing file and add
them to the table of extensions.
The following file formats are supported:

• ZIP

• TXT

• CSV

NOTICE! The maximum number of extensions in a file has been
limited to 2000 for performance reasons. If more extensions are
required, you can import several files.
File contains a headline

Activate this option so that this structed is recognized correctly when
importing the file.
The file must not contain more than one column. If commas or other
column separators are detected in the file, the file is considered invalid
and an error message is displayed.
File name

To import the file, proceed as follows:
• Click on the button  behind the field File name.
• Click on the button Choose File.
• Select the respective file in the Explorer and click on the button

Open.
• Click on the button  Upload File.

Manual entry Select this option to enter extensions or extension ranges manually.
To import number ranges, you must enter the same number of digits
for the beginning and the end of the range, e. g. 1-9, 10-99, 01-20,
001-200, 4000-5000. If the end of the range asks for several digits, you
have to add zeros for the beginning of the range, e. g. 01-10, 010-100.
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Enter country codes as number ranges as follows:
+4984496800-+4984496810
NOTICE! The number of digits must be equal. Add zeros in front
of digits to level up possible incongruences.
NOTICE! Wildcards cannot be used!

Replace existing list of
extensions

Activate the check box to replace the list of extensions.
 = Function has been activated; the entry replaces the extensions of

the selected PBX.
 = Function has not been activated; the configured extensions of all

PBXs are kept and the new extensions are added to the selected PBX.

5. Click on the button Close.
ð The configured extensions now appear in the detail view.

Fig. 53: Tenants module - tab Extensions, configured extensions

6. Click on the button Save in the detail view to save the entries.

5.2.2.2 Configure Web Service API
To enable tenants to use the Web Service to search for and replay recordings, you as system
administrator must configure this option for each tenant.
1. Select the menu item Tenants in the navigation bar.
2. In the main view, select the account of the tenant for which you would like to adjust the set-

tings.
3. Click on the tab Web Service to configure this option for the tenant.
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Fig. 54: Web service functionalities for the tenant

4. Tick the check boxes of the functions which are supposed to be activated.
 = Function has been activated.
 = Function has not been activated.

Group field General Functions
In this group field, you can activate general function.

Checks the general web
service functionality

Activate the check box, if you would like to allow checking the gen-
eral web service functionality.

Allows exporting licenses Activate the check box if you would like to allow exporting li-
censes.

Allows importing license as-
signment

Activate the check box if you would like to allow importing the li-
cense assignment.

Group field Conversation
In this group field, you can configure the functions for searching and exporting conversations via
the Web Service.

Allows exporting conversa-
tions

Activate the check box if you would like to allow the tenant to ex-
port conversations via the Web Service.
NOTICE!  If you activate this function, you must enter an export
server in the group field Conversations Export Server
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Allows searching for con-
versations via Web Service

Activate the check box if you would like to allow the tenant to
search conversations via the Web Service.

Allows exporting transcrip-
tions

Activate the check box if you would like to allow the tenant to ex-
port transcriptions via the Web Service.

Set deletion time for con-
versations

This option is not available for this integration.

Set deletion time for pack-
ages

This option is not available for this integration.

Update conversation pa-
rameters

Activate the check box if you would like to allow the tenant to up-
date the additional data for conversations via the Web Service.
This applies for the additional data fields which have been config-
ured in the PHONEapp module as tagging attributes and register
fields.

Group field Conversations export server
In this group field, you can configure the export server on which the conversations which are
supposed to be exported via the Web Service are stored.

Export server Click on the button  next to the field Export server.

Fig. 55: Select export server

NOTICE!  For export servers, the property Replay is mandatory. Therefore, this list only con-
tains servers which have been configured as replay servers.
1. Select the server from the list from which the conversations are supposed to be exported.
2. Click on the button Add.

ð The name of the export server appears in the detail view.

For information about the configuration of servers and recording architectures refer to the ad-
ministration manual for system providers Configuration servers and recording architectures.
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3. To save the settings, click on the button Save.
To discard the settings, click on the button Reset.

5.2.3 Configure Employees module

The following configuration has to be carried out as the administrator of the tenant.

In the Employees module, you must configure the following settings:
• Configure extension

• Assign individual function rights for additional data

1. Select the menu item Employees in the navigation bar.
2. Select the employee for whom you would like to carry out the configuration, in the example

Salesforce.

5.2.3.1 Tab Agent Data
1. Click on the tab Agent Data.

Fig. 56: Employees module - Assign extension

2. In the group field Telephony, select the PBX Salesforce in the drop-down list.
3. In the entry field Extension, enter the extension which is used for making phone calls.

5.2.3.2 Tab Individual Function Rights
1. Subsequently, click on the tab Individual Function Rights
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Fig. 57: Employees module - Individual Function Rights

Group field Additional Data
1. Scroll down to the group field Additional Data.
2. Activate all rights for using additional data.

Group field Player
1. Scroll down to the group field Player.
2. Activate all rights for using additional data.
3. Click on the button Save to apply the settings.

Fig. 58: Employees module - function rights for the Player

4. Activate the following rights:

Can export voice recordings
Can export conversation data

5. Click on the button Save to apply the settings.

5.2.4 Configure Servers module
To use the Salesforce application, carry out the following configuration in the Servers module:

• Configure API server
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• Activate recording control

• Configure replay server

5.2.4.1 Tab Usage
1. Click on the tab Usage to configure the intended purpose.

Fig. 59: Servers - tab usage

5.2.4.1.1 Group field API Server

Fig. 60: Group field API Server

The ASC API Server is a service within the Neo software.
The ASC API Server does not only offer an interface for the internal modules; additionally, the
client applications communicate with the Neo system by means of this interface, too, using de-
fined commands.
Furthermore, the ASC API Server is responsible for replay by means of the web browser. Not
until the ASC API Server has started, can the replay server be activated and the corresponding
ASC API Server assigned for replay in the web applications.

Parameter Value/Description
API server Activate the check box to start the API server.

 = Function has been activated. You must complete the entry
field API server.
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Parameter Value/Description
 = Function has not been activated.

API server name Enter the name with which the server is supposed to be displayed
in the system. The display name can be selected arbitrarily and
serves as alias only.
This API server is saved as export server in the Web Service.

5.2.4.1.2 Group field Recording Control/Key Management

Fig. 61: Group field Recording Control/Key Management

Parameter Value/Description
Recording control/Monitor-
ing

Activate the check box to be able to use recording control by
means of CLIENTcommand or by means of an API. The function
is only available if a recording architecture has been configured
and activated.

• Recording architecture
From the drop-down list, select the recording architecture via
which you would like to control the recording.

Tab. 4: Configure recording control/key management

5.2.4.1.3 Group field Replay

Fig. 62: Group field Replay

Parameter Value/Description
Replay Activate the check box Replay to be able to use the replay func-

tion on the players and phones.
• Replay server

In the entry field Replay server, enter the name with which the
server is supposed to be displayed as replay server in the
system.

To be able to reach the server activated for replay from a public
network and with configured port forwarding, too, you must config-
ure the tab Applet Address Mapping. For more information about
the configuration refer to the administration manual Configuration
servers and recording architectures.
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Parameter Value/Description
Replay via phone Activate this function if you would like to use the functions Replay

via phone or Last Call Repeat.
 = Function has been activated.
 = Function has not been activated.

NOTICE!  The function Replay via phone has been implemented
in the following Neo components:

• Application POWERplay Web
• Application POWERplay Pro
• Application POWERplay Instant
• Application POWERplay Web for Xpert
• Replay module

To allows a client to use the function Replay via phone, you must
go to the Employees module or the Phones module to assign this
client an ID which enables the system to identify the phone.
When activating the function Replay via phone, you must config-
ure the tab Media Streamer. For more information refer to the ad-
ministration manual Configuration replay via phone.
NOTICE!  The function is only available if at least one PBX has
been configured in the system.

List
Storage expansions

Here, you can add storage expansions for replay. If a recording
which is supposed to be replayed cannot be found on the server,
the search is continued on the storage expansions entered here.
That way, recordings can be replayed even if they have not been
transferred to the server.
If the function Replay has been activated, you can enter the fol-
lowing settings:

• By clicking on the icon  (Add), you can add storage expan-
sions.

• By clicking on the icon  (Remove), you can remove storage
expansions from the list.

If you use several recording servers in your system for which stor-
age expansions have been configured, you can add any storage
expansions of any recording server to any replay server.

Tab. 5: Configure replay

5.2.5 Configure PBX module
In the PBX module, you must configure the following settings:

• Configure PBX

• Activate PHONEapp configuration
1. Select the menu item Setup > PBX in the navigation bar.

ð The following window appears:
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Fig. 63: PBX module - main view

5.2.5.1 Create new PBX
1. Click on the icon  (Create) in the toolbar of the main view of the PBX module.

ð In the detail view, the tab Details appears.

Fig. 64: Create new PBX - tab Details

2. Enter the following parameters in the detail view:
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Parameter Value/Description
Name The name can be selected arbitrarily; it serves as identifier for this

PBX.
PBX type Select the PBX type Universal VoIP from the drop-down list.
Maximum length of the
extensions

Enter the number of digits of the extensions, e. g. 4.

Country code Select the option to select the country code:
• Select from list

Select the country identifier with the corresponding country code
from the drop-down list.

• Enter manually

If the corresponding country code is not available in the drop-
down list, enter it manually displayed in 3 digits,
e. g. for Sri Lanka 094.

Area code Enter the area code without the preceding 0, e. g. 6021.
Net code Enter the net code, e. g. 495484. Do not enter an extension here.

Tab. 6: Create PBX

3. To save the settings, click on the button Save.
To discard the settings, click on the button Reset.

5.2.5.2 Tab PHONEapp Configuration
1. Click on the tab PHONEapp Configuration.

Fig. 65: Activate PHONEapp configuration

2. Enter the following parameters:

Activate PHONEapp configuration Tick the check box to activate the PHONEapp. Not until
the PHONEapp has been activated here, can you carry
out the following configuration in the PHONEapp module
and in the Phones module.

PBX identifier Enter the identifier of the PBX. The identifier allows the
PBX to connect with the PHONEapp. This identifier is
defined during the installation of the PBX. Use letters,
numbers, and understrikes.

3. To save the settings, click on the button Save.
To discard the settings, click on the button Reset.
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5.2.6 Configure PHONEapp
In the PHONEapp module, you can configure the default settings for phone applications and
configure phone types.
1. In the navigation bar, select the menu item Setup > .PHONEapp.

Fig. 66: PHONEapp module - Default settings

5.2.6.1 Configure phone types
In the category Phone types, you can view the properties of the supported end devices and add
additional phone types.
The phone type for Salesforce is already available. You do not have to adjust any further set-
tings.

5.2.6.2 Category Default Settings
In this category, you define the values for the general settings.
1. Select the category Default settings in the main view.

ð In the detail view, the different group fields are displayed.

5.2.6.2.1 Group field General
1. Enter the following parameters:

Fig. 67: PHONEapp module - Category Default settings - group field General

• Activated Activate the check box to be able to use external control.
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• PHONEapp URL Enter the URL which allows calling up the PHONEapp. Enter
the URL in the Salesforce application.

• Only certified requests This function is not available for Salesforce.

5.2.6.2.2 Configure group field Tagging Attributes
Every request parameter must only be used once. The available fields may be assigned to dif-
ferent request parameters, though. As a field, any additional data marked as available in the Ad-
ditional Data module in the application System Configuration can be used.
The configured tagging fields can be assigned and used in the Salesforce application.

Add and edit tagging attributes
1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Tagging

Attributes

Fig. 68: Group field Tagging Attributes

2. Click on the button Add.
ð A new entry is added.

3. To edit the entry, click on the icon .
ð The line is activated.

Fig. 69: Edit tagging attributes

4. Enter the respective parameters.
5. To save the changes, click on the icon .

To discard the changes, click on the icon .
6. In the detail view, click on the button Save to apply the changes in the tab Default Settings.

Delete tagging attributes
1. Select the attribute to be deleted in the detail view.
2. Click on the button Delete.
3. Click on the button Yes.

ð The selected attribute is removed from the list.
4. Click on the button Save to apply the change in the tab Default Settings.
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5.2.6.2.3 Configure group field Register Fields

Add and edit register fields
1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Register

Fields.

Fig. 70: Group field Register Fields

2. Click on the button Add.
ð A new entry is added.

3. To edit the entry, click on the icon .
ð The line can be edited.

Fig. 71: Edit register fields

4. Enter the respective parameters.
The name in the field Field can be selected arbitrarily. In the field Recording Control Field,
all IDs listed under Setup > Additional Data can be used. In addition, the field name
ASC_COMMENT can be used.

5. Activate or deactivate the register field via the check box.
6. To save the changes, click on the icon .

To discard the changes, click on the icon .
7. In the detail view, click on the button Save to apply the changes in the tab Default Settings.

Delete register fields
1. In the detail view, select the attribute you would like to delete.
2. Click on the button Delete.
3. Click on the button Yes.

ð The selected attribute is removed from the list.
4. Click on the button Save to apply the change in the tab Default Settings.

5.2.6.2.4 Configure group field Predefined Tagging Fields
Within the Salesforce application, you can tag recorded conversations. This allows associating
conversations with certain topics and later on filter or search for these conversations. Users can
tag conversations during or after recording.
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Activate comment field with free text
1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Predefined

Tagging Fields.
2. Deactivate the check box Activated.
ð The comment with free text is displayed during the tagging process.

Activate tagging fields without free text
Here, you can configure predefined tagging fields which are supposed to be added to the con-
versations.
1. In the detail view of Setup > PHONEapp > Default Settings, open the group field Predefined

Tagging Fields

Fig. 72: Configure tagging fields

2. Activate the check box Activated.
3. Click on the icon  (Edit).

ð The window Tagging Fields appears.

Fig. 73: Edit tagging fields

4. To add a field, drag the selected field from the list of available fields on the left to the list Ac-
tive in the window on the right and drop it there.

5. To apply the changes, click on the button Apply. 
To discard the changes, click on the button Cancel or on the icon .

6. To activate the added fields, click on the check box Activated.
7. In the detail view, click on the button Save to apply the changes in the tab Default Settings.
The following fields are available by default in the list Available:

Request Use this attribute to tag conversations revolving around a request.
Claim Use this attribute to tag conversations revolving around a claim.
Mediation Use this attribute to tag conversations revolving around a mediation.
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Order Use this attribute to tag conversations revolving around an order.
Consultation Use this attribute to tag conversations revolving around a consultation.
Reservation Use this attribute to tag conversations revolving around a reservation.
Complaint Use this attribute to tag conversations revolving around a complaint.
Sale Use this attribute to tag conversations revolving around a sale.
Reversal Use this attribute to tag conversations revolving around a reversal.

The tagging fields are displayed along with the corresponding resource string. You can adjust
tagging fields in the Resource Editor module of the application System Configuration. See ad-
ministration manual System Configuration - Resource Editor.
Changes in the Resource Editor module only affect future recordings. Existing taggings are not
changed.

The following functions are available in the window Tagging Fields:

Add Adds the selected column.

Add all Adds all selected columns.

Remove Removes the selected column.

Remove all Removes all selected columns.

Up Moves the selected column one row up.

First position Places the selected column first.

Down Moves the selected column one row down.

Last position Places the selected column last.

Saves all changes and closes the window Tagging
Fields.
Closes the window Tagging Fields without applying the
changes.
Closes the window Tagging Fields without applying the
changes.

You can change the position of a tagging field by moving the selected field to the required po-
sition while holding the left mouse button down, too.

5.2.6.2.5 Save configuration
1. To save the settings, click on the button Save.

To discard the settings, click on the button Reset.

5.2.7 Configure phones
The phones are configured in the menu item Phones of the Setup module of the application
System Configuration.
1. Select the menu item Setup > Phones in the navigation bar.
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Fig. 74: Setup - Phones

2. To add a new phone, click on the icon  (Create).
3. Select the option IP Phone.
4. Click on the tab Details in the detail view.

Configure the end device type that you would like to use for the Salesforce application.

Fig. 75: Tab Details (example)

Enter the following parameters:
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Name Enter the name of the phone.
PBX Select your already configured PBX.
PBX phone ID Enter the ID of the end device of the PBX.

This is a mandatory field when using Shared Lines.
Extension Enter the extension of the end device, in the example 40.
Computer name Enter the name of the computer if you would like to use Free

Seating.
Address for replay via phone This function is of no relevance for Salesforce.
Display language Select the language that is supposed to be used on the dis-

play of the end device.
IP address Enter the IP address of the end device.
MAC address Enter the MAC address of the end device if the IP address is

not available.
Activate PHONEapp configura-
tion

Tick the check box to activate the PHONEapp on the end de-
vice.
This option is only available if the PHONEapp has been acti-
vated in the PBX module.

Phone type Select the phone type SALESFORCE.
The phone type is only available if you have installed the li-
cense PHONEapp for Salesforce.

5. In the detail view, click on the button Save to apply the changes in the tab Details.
ð The recently created phone is displayed in the main view.

5.2.8 Configure additional data
In the Additional Data module, you can configure the additional data which can be used by the
Salesforce application.
In order to have the fields displayed in the integration, you must activated them in the Additional
Data module as available and editable.
1. Select the menu item Setup > Additional Data in the navigation bar.



5 Configuration

Salesforce Integration - Neo 7.x Rev. 2 54 / 71

Fig. 76: Additional Data module - main view

2. Select the data set you would like to configure.
ð In the detail view, the information that can be configured appears.

Fig. 77: Configure additional data

3. Open the group field Availability
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Group field Availability

Fig. 78: Group field Availability

Available Tick the check box to make the data field available for the entire
system.

Editable Tick the check box to make the data field editable for the search
and replay applications subsequently.

External recording control Tick the check box to use the data field for external recording con-
trol.

1. Click on the button Save to save the settings.

5.2.9 Configure Recording Planner

The following configuration has to be carried out as the administrator of the tenant.

In the Recording Planner module of the application System Configuration, you can configure
recording plans for automated recording or external recording control.
1. Log in to the application System Configuration as system administrator of the tenant (1st-

tenant-admin).
2. Select the menu item Recording Planner > Compliance.

ð The main view appears.

Fig. 79: Recording Planner - main view



5 Configuration

Salesforce Integration - Neo 7.x Rev. 2 56 / 71

3. By default, one phone profile has been preconfigured and activated. Delete or deactivate
this profile so that it does not interfere with the recording of the new profile.

4. In the main view, click on the icon  (Create/Duplicate profile) to create a new profile.

Fig. 80: Create new profile

5. Select the option New from Default Call Profile > Record All.
Then, you can continue to configure the action node allowing external recording control.

Fig. 81: Configure parameters for the recording profile

6. Enter the following parameters:

Activated Do not activate the check box before you have configured the ac-
tion node. The profile can only be edited as long as it is inactive.

Name Enter a name for the recording profile, in the example Record.
Conversation types Select the option Calls.

NOTICE! Other conversation types are not supported in this inte-
gration.

Recording source From the drop-down list, select the entry All types.
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7. Click on the button Save to save the settings.
ð The profile appears in the main view.

8. Click on the arrow in the line of the profile to open the group field.
ð A default action node appears below the profile.

When creating a new profile, the predefined action node Default appears. This action node can-
not be changed. To configure customized recording, you must create a new action node and re-
place the default action node with the new one.
9. Select the action node and click on the menu item Recording Planner > Create/Edit Action

Node Configuration.
10. Select the menu item New > Record.

Fig. 82: Create action nodes

11. In the detail view, enter the parameters which enable external recording control.
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Fig. 83: Enter parameters for action node

Type The type of the action node is displayed depending on the selected background,
in the example Record.

Name Enter a name for the action node, in the example Salesforce.

Group field Delete Recordings

Delete Recordings This option applies for the automatic deletion of saved recordings.
You can configure the time until the recordings are deleted perma-
nently. Select the required option.

 After
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NOTICE!  When selecting this option, you must define a time
when recordings are deleted. If all parameters are set to 0, the
recordings are deleted immediately.
Enter the period of time after which the saved recordings will be
deleted in general, e. g. 9 months.

Group field External Recording Control

Allowed clients: Activate the options:
• API

• CLIENTcommand

• PHONEapp

Group field Allowed Actions
1. All recording options are supported; select the respective options.

Start recordings Allows manually starting the recording for all clients activated un-
der External Recording Control .

Stop recordings Allows manually stopping the recording for all clients activated un-
der External Recording Control .

Stopped recordings Select the option that is meant to be executed if no external deci-
sion is made regarding stopped recordings.

 Keep, if not externally deleted
Keep recordings Allows keeping recording for all clients activated under External

Recording Control.
Deletion can be prevented by means of external recording control
by making the explicit decision to keep the recording.

Delete recordings With external recording control, it is always the last decision that
counts: If agents send a keep command by means of external
recording control, they can change their decision by sending a
delete command.

Suppress recordings Allows suppressing the audio recording of a running conversations
without having to stop it.

Unsuppress recordings Allows undoing the suppression of the audio recording of a run-
ning conversations without having to stop it.

2. Click on the button Save.
ð The action node Default can now be replaced with the created new action node Sales-

force.
3. To do so, select the menu item Recording Planner > Replace with Action > Record > Sales-

force in the toolbar.
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Fig. 84: Replace action node

In the main view, the action node Record - Salesforce appears.

Fig. 85: Action node - Record Salesforce

4. Select the recording profile Record in the main view.
5. In the detail view, activate the check box Activated so that the profile is used for recording.
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Fig. 86: Activate recording profile

For information about the Recording Planner module refer to the administration manual for ten-
ants Recording Planner.

5.2.10 Configure Applications module
To enable the recording server to communicate with the Salesforce application, you must con-
figure the connection data in the Applications module.

The following configuration has to be carried out as the administrator of the tenant.

1. Log in to the application System Configuration as system administrator of the tenant (1st-
tenant-admin).

2. Select the menu item Applications in the navigation bar.
ð The main view appears.

Fig. 87: Applications module - main view

3. In the main view, select the entry Salesforce.
4. Enter the connection data in the tab General Settings.
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Fig. 88: Configure general settings for the connection to the Salesforce app

The two components communicate via the two URLs.

Salesforce Domain
URL

Enter the URL to the Salesforce application. The URL contains the
name of the tenant to authenticate in the Salesforce app. The login re-
quest is sent via this URL.
e. g. https://neoqatest-dev-ed.my.salesforce.com

Salesforce Callback
URL

Enter the URL of the Web Service of the recording server with the addi-
tion ASCWebService/_sfcallback. The Salesforce app uses this URL
for its response.
e. g. https://salesforce-dev.asc-neo.cloud/ASCWebService/
_sfcallback

Salesforce Client ID
(max. 1000 characters)

The parameter Client ID serves to guarantee communication with the
Salesforce instance.

Salesforce Client Se-
cret
(max. 1000 characters)

The parameter Client Secret serves to guarantee communication with
the Salesforce instance.

The values Client ID and Client Secret can be found in the Salesforce application.
5. Change to the path Setup > Apps > App Manager > Connected App that you have created

previously.
6. Open the drop-down list.
7. Click on the menu item Object Display.

ð You now see the following entries:

Fig. 89: Key and ID of the connected app

• consumerkey = clientId

• consumer secret = client secret

By clicking on the button Copy, you can copy the values into a buffer and apply them in Neo.
8. Enter the required data.



5 Configuration

Salesforce Integration - Neo 7.x Rev. 2 63 / 71

9. Click on the button Save to save the entries.
ð The button Generate becomes active.

10. Click on the button Generate.
ð The window to enter the login data for the Salesforce application opens. For the follow-

ing configuration you must be the system administrator of the Salesforce Org. By log-
ging in, you authenticate to assign the application the required permissions.

ð The recording server sends an authentication request with the login data to the Salesforce
application. The Salesforce application responds via the configured callback URL.

5.3 Complete configuration of Salesforce application
Once the Neo software has been configured, you can complete the User Management in Sales-
force.

1. Click on the icon for all applications  in the taskbar at the top left.
2. The window App Launcher opens.

Fig. 90: App Launcher

3. Click on the button ASC Recording.

5.3.1 Configure ASC User Management

This setting must be configured for every user who has been assigned an extension in the Neo
application and who is supposed to deploy ASC Recording in the Salesforce application. In
case of missing information, contact your administrator.
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Fig. 91: Salesforce application - Configure ASC User Management

1. Click on the button Edit to edit the parameters.

Credential Settings
1. Enter the following parameters:

Username Enter the user name of the tenant for which the Salesforce integration
has been set up on the recording server.

Password Enter the password to access the ASC recording server.
Device Extension Enter the extension of the recording server, in the example 40.
PBX Identifier Enter the PBX Identifier which has been configured for the recording

server in the ASC application System Configuration in the PHONEapp
module, in the example 55, see chapter "Tab PHONEapp Configura-
tion", p. 46.

Device Endpoint Enter the URL that is used to call up the application. You can use the
IP address or an DNS name, in the example https://salesforce-
dev.asc-neo.cloud, see also chapter "Tab PHONEapp Configura-
tion", p. 46.

Start Time Enter the period of time from which you would like to display conversa-
tions from the application.

The Neo system requires a signed SSL certificate from a root certifying authority; otherwise it
will not be possible to establish a connection between Salesforce and the recording server.
The operator of the Neo must have the certificate issued for the respective DNS name and in-
stall it on the recording server with the certificate import tool. The DNS name for the Neo sys-
tem for which the certificate has been issued must be used a end device in the Salesforce con-
figuration.
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Play with Transcript

Show Play with Transcript When activating this check box, the button for transcrip-
tion is displayed in your account in the tab ASC Record-
ings. This allows replaying the audio and displaying the
content of a recording as text.

Fig. 92: Transcription button in the tab Accounts - ASC Recordings

Configure taggings
1. In the list Available Taggings, select the required fields and add them to the list Activated

Taggings by clicking on the arrow keys.
2. Click on the button Save to save the configuration.

The displayed available customCP fields depend on the assigned authorization set. If you re-
quire additional customCP fields, you must add the authorizations for the corresponding cus-
tomCP fields in the authorization set of the respective user.
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6 Troubleshooting

When opening the Recording window by means of control, the following error message ap-
pears:

• "The Certificate used by the Endpoint is invalid"
Verify the content of the certificate file and make sure that all certificates (Certificate Chaining)
have been saved in it. This can be verified here:
https://www.ssllabs.com/ssltest/

Run a test for neo and search for “chain issues” in the results. “Incomplete” indicates missing
certificates.

TopicsForObjects
If topics have been activated and users change a value, the administrator is notified that a new
picklist value has been added and ask to consolidate it.
1. To consolidate, change to the following path:

Setup > Object Manager > Recording > Fields & Relationships > Topics
At the bottom, inactive values are displayed.

2. Delete or enable the respective values.
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Glossary

API
Application Programming Interface

API server
Server on which the API service runs. (API=Application Programming Interface)

PBX
Private Branch Exchange

SSL
Secure Socket Layer

URL
Uniform resource locator. Identifies and locates a resource (e. g. a website) about the used
access method (e. g. the used network protocol as HTTP or FTP) and the location of the re-
source in the computer network. (Source: Wikipedia 20th November 2013)
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