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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction @sc

2 Introduction

This document describes the configuration of Microsoft Windows Server 2019 for the EVOIPneo
software.
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3 System requirements ‘\Asc

3 System requirements

@ The system requirements are described in the installation manual Installation requirements.

Update operating system

Updates of the operating system are supported with the exception of complete service packs.
@ The installation of new service packs has to be approved explicitly by ASC.

Deactivate the "Automatic update function" of the operating system to prevent the server from
starting up inadvertently. Install necessary updates manually if required.

The service Windows Firewall has to be started before the installation of the Neo software to
@ guarantee the correct operation of the recording system, see chapter "Configure services", p.
23. ASC only supports the Microsoft Windows Firewall.

@ The time zone of the Microsoft Windows Server must be set before the installation of the Neo
software.
@ File Access Auditing/File Access Log must have been deactivated.
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4 Installation requirements \\Asc
4 Installation requirements
4.1 Hard disk partitions

For the partitions, the following variants are supported:

- 1 hard disk with 3 partitions
- 3 hard disks with 1 partition each

1. System partition
The system partition should have a minimum of 60 GB.
— 40 GB operating system
— 20 GB Neo software

2. Database partition

NOTICE! The database partition is required if you install the PostgreSQL database on this
server.

— The size of the database depends on the number of recordings and on the retention pe-
riod of recordings.

Information about how to calculate the size of the database partition can be found on the Man-
ual Package in the file Postgres Callpool_Sizing in folder 1_Sizing calculator.

3. Data partition
NOTICE! The data partition is required if you save the callpool on this server.
— The size of the data partition depends on the recording requirements.

A minimum of 150 GB is mandatory.

Information about how to calculate the size of the callpool can be found on the Manual Pack-
age in the file Postgres_Callpool_Sizing in folder 1_Sizing calculator.

Virus protection

The installation of an antivirus software on a Neo recording system lies within the responsibility
of the customer.

The installation of an antivirus software does affect neither warranty nor maintenance contracts;
however ASC does not assume any liability for consequential damages that may occur due to
the use of the antivirus software.

Running an antivirus software may slow down the execution of the Neo software during periods
of high system utilization. Running an antivirus software has an impact on the execution of func-
tions, too, which involve increased data exchange at the 1/O interfaces (e. g. creating diagnostic
data, statistics or updating configuration data) and may thus cause functional impairment.

For this reason, ASC recommends defining time intervals for scanning the entire system for
viruses when system utilization and data transfer rates are low.

Antivirus programs tested by ASC and supported:

» Windows Defender (virus protection integrated into Windows operating systems)

Required settings of an antivirus software:
* On-access scanning must have been activated.
» The following directories are mandatory to be excluded from the virus scan:
— All directories on the database partition (ASCDB, replication, ...)
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4 Installation requirements ‘\Asc

— Directory ASCDATA
— Directory ASC Product Suite
» The following file is mandatory to be excluded from the virus scan:

— File C:\Program Files\PostgreSQL\9.5\bin\postgres.exe or C:\Program Files\PostgreSQL\
12\bin\postgres.exe (the path depends on the deployed PostgreSQL version.)

@ When installing and/or updating the Neo software, on-access scanning must have been dis-
abled.

Troubleshooting
If the antivirus software should cause errors in the Neo software, proceed as follows:

1. Uninstall or deactivate the antivirus software to restore the flawless operation of the Neo
software.

2. Contact your local ASC support or the ASC support by calling +49 700 27278776 to coordi-
nate the further course of action.

Configuration Microsoft Windows Server 2019 - Neo 7.x Rev. 2 8/48



Configuration Microsoft Windows Server 2019 \\Asc

5.1

5.1.1

Configuration Microsoft Windows Server 2019

The following images refer to the display mode View by Category preset by default.
Configure the EVOIPneo software as follows to guarantee smooth operation:

» Configure Internet Explorer

» Deactivate Internet Explorer Enhanced Security Configuration (IE ESC)

» chapter "Network cards", p. 9

» chapter "Configure services", p. 23

Network cards

Changing the IP address
The IP address should have been configured before the installation of the Neo software.

Changing the IP address once the recorder application has been installed affects the certifi-
cates. For further information refer to the installation manual Installation of the recording soft-
ware of ASC.

If you use a sniffer card, you have to enter an unambiguous IP address and a protocol version
for this card, too.

Configure network cards
1. Press the Windows icon key.

2. Open the window Network and Sharing Center (network connection) by clicking on Control
Panel > Network and Internet > Network and Sharing Center.

3. Click on Change adapter settings on the left side.

:‘: Network and Sharing Center - m}

“— v 4 & > Control Panel » Network and Internet > Network and Sharing Center v | 0 Search Control Panel

]

View your basic network information and set up connections
Contrel Panel Home

View your active networks

Change adapter settings
Change advanced sharing Network Access type: Mo Internet access
settings Private network Connections: [ Ethernet

Unidentified network Access type: No network access
Private network Connections: ,': Ethernet 3

Change your networking settings

{ta Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
Seealso
Internet Options

Windows Firewall

Fig. 1: Network and Sharing Center

4. Click on the inserted card.
5. Open the context menu with a right-click.

6. Select the menu item Propetrties.
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E‘ MNetwork Connections [} X
1 E‘l » Control Panel » MNetwork and Internet » Metwork Connections » [N J] Search Network Connections 0
Organize Disable this network device Diagnose this connection Rename this connection View status of this connection > 5=~ [ o
] Ethernet — Ethernet 2 — Ethernet 3
;..\,'!f Netwaork L..\,: Network cable unplugged L..\,'!f Unidentified network
=4 Intel(R) 825741 Gigabit Metwork & Disable Metwork... @ Microsoft KM-TEST Loopback Ad...
Status
Diagnose
& Bridge Connections
Create Shortcut
G Delete
G Rename
G Properties
Jitems  1item selected =z =

Fig. 2: Network Connections

7. Make sure that the option File and Printer Sharing for Microsoft Networks has been acti-
vated.

8. Click on Internet Protocol, Version 4 (TCP/IPv4).

[ Ethernet1 Properties *

Networking ~ Sharing

Connect using:
I? Intel{R) 82574L Gigabit Network Connection

This connection uses the following items:

£ Cliert for Microsoft Networks ~
’:]? File and Printer Sharing for Microsoft Networks

3005 Packet Scheduler

[l Intemet Protocol Version 4 (TCP/IPvd)

O . Microsoft Network Adapter Muttiplexar Protocol

. Microsoft LLDP Protocol Driver

. Intemet Protocol Version & (TCP/IPvE) W
£ >

Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel

Fig. 3: Network connection properties

9. Click on the button Properties.

10. You have to assign a static IP address for the Neo software. Select the option Use the fol-
lowing IP address.
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N

Internet Protocol Version 4 (TCP/IPv4) Properties

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 171 . 52
Subnet mask: 255.255.243 . 0
Default gateway: 192 . 168 . 168 . 11

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 168 . 11

Alternate DNS server: [
[ validate settings upon exit Advanced...
Cancel
Fig. 4: Internet Protocol Version 4 (TCP/IPv4) Properties (example)
11. Enter the IP address, the subnet mask, and the default gateway.
12.

Click on the button OK to save the settings and to close the window.
13. Click on the button Configure.

e
[

s Ethernetl Properties
Networking ~ Sharing

Connect using:
I? Intel{R) 82574L Gigabit Network Connection

This connection uses the following items:

£ Cliert for Microsoft Networks

= File and Printer Sharing for Microsoft Networks
]?QGS Packet Scheduler

N Intemet Protocol Version 4 (TCP/

O . Microsoft Network Adapter Muttiplexar Protocol
. Microsoft LLDP Protocol Driver

. Intemet Protocol Version & (TCP/IPvE)
£

>

>

Install... Uninstall Properties
Description
Transmission Control Protocol/Intemet Protocol. The defautt

wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel

Fig. 5: Network connection properties

14. Click on the tab Power Management.
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N

Intel(R) 82574L Gigabit Metwork Connection Properties *

General Advanced Driver Detals Everts Fower Management

@I Intel(R) 82574L Gigabit Network Connection

[] Allow the computer to tum off this device to save power
Allow this device to wake the computer

Only allow a magic packet to wake the computer

Cancel

Fig. 6: Network connection power management

15.

Deactivate the check box Allow the computer to turn off this device to save power.
16.

If you do not want to configure a sniffer card for the passive recording, click on the button
OK. The settings are saved and the window is closed.

If you would like to configure a sniffer card for the passive recording, proceed as follows:
17. Click on the tab Advanced.

Intel(R) 82574L Gigabit Metwork Connection Properties *

General Advanced Drver Detais Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the right.
Property: Value:
Maximum RSS Processor Number [2043] B

Packet Priority & VLAN =
Prefemed NUMA node

Receive Side Scaling

RSS Base Processor Number

RS5 load balancing profile

Speed & Duplex

TCP Checksum Offload (|Pv4)

TCP Checksum Offload (IPvE)
Transmit Buffers

UDP Checksum Offload (|Pv4)

UDP Checksum Offload (IPvE)

Wait for Link v

Cancel

Fig. 7: Network connection advanced properties (example)

@ Depending on the network card, the following setting dialog may differ.

18. Select the option Receive Buffers or Receive Descriptors in the list.

19. Enter the maximum value in the field Value. Click on one of the arrows to increase or de-
crease the value.

@ Depending on the inserted card the maximum value lies between 1024 and 2048.

20. Click on the button OK to save the settings and to close the window.
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5.2

Install .NET framework

.NET Framework can either be installed as administrator by means of the command cmd for
systems with internet access or alternatively by means of the Server Manager.

Cmd command
v"  Internet access
Open cmd as administrator.

2. Enter the following command:
dism.exe /online /enable-feature /featurename:NetFX3 /all

3. Press the key enter Enter.

= .NET Framework is installed automatically.

Server Manager
v" The Microsoft Windows 2019 DVD has been inserted or mounted.
1. Open the Server Manager in the taskbar.

= The following window appears:

[z Server Manager - m} x

Server Manager * Dashboard © Menage Tools  View  Help

{88 Dashboard WELCOME TO SERVER MANAGER

i Local Server
ii All Servers . .
- , 0 Configure this local server
BE File and Storage Services [ ~
QUICK START
] A ~ c r A p——
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

ii File ?nd Storage -
Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

Fig. 8: Server Manager

2. Click on Add roles and features.

= The following window appears:
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Fﬁ Add Roles and Features Wizard

Before you begin

You Begin

Installation Type

Server Sglaction

DESTINATIOM SERVER
WIN-GEDSDSE438P

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing documents, or
hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

N

Fig. 9: Add Roles and Features Wizard

© N o o R~ o

In the menu item Installation Type, click on the button Next.
In the menu item Server Selection, click on the button Next.
In the menu item Server Roles, click on the button Next.

In the menu item Features, click on the button Next.
Activate the check box .NET Framework 3.5 Features.
Click on the button Next.

= The following window appears:

Fﬁ Add Roles and Features Wizard

- O X

Confirm installation selections S eprrgasaTan

| % Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

Before You Begin
Installation Type
Server Selection

Server Roles

Confirmation

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

Export configuration settings
Specify an alternate source path

< Previous Next > Install | | Cancel

Fig. 10: Add Roles and Features Wizard

9. Open the Microsoft Windows Explorer in the taskbar.

Configuration Microsoft Windows Server 2019 - Neo 7.x Rev. 2
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5 Configuration Microsoft Windows Server 2019 \ A

10. Click on the button This PC.
11. Right-click on the DVD drive.

= A context menu appears.

12. Click on Open in the context menu.

= Qs Drive Tools  This PC
Computer View Manage

= v 4 B ThisPC »

# Quick access

[ Desktop

; Downloads

@ Documents

=/ Pictures
ASC_Scripts
cm2
Default
pref

[ This PC
[ Desktop
@ Documents
; Downloads
J} Music
= Pictures
m Videos
e Windows (C3)
- Database (0]
= Calldata (E:)
8 DVD Drive (F:) S55_XB4FRE_EN-US_DV9

10items 1 item selected

% % % %

Folders (&)

~ Devices and drives (4)

[ |
|
Windows (C:) Database (D3} Calldata (E:)

v O Search This PC

-

DVD Drive (F:)

Open
Open in new window

Pin to Quick access

Ea Scan with Windows Defender...

Share with
Pin to Start

Eject

Copy

Create shortcut

Properties

Fig. 11: Computer

13. Double-click on the folder sources in the structure view.

14. Click on the folder sxs in the structure view.

15. Left-click into the address bar at the top.

= The folder path is selected.

16. Right-click into the address bar at the top.

= A context menu appears.

17. Click on Copy in the context menu.

Configuration Microsoft Windows Server 2019 - Neo 7.x Rev. 2

151748



5 Configuration Microsoft Windows Server 2019

= | Fsources\sxs

(e [m] X
Home Share View 9
<« F:\sources\sxs| U Q <] Search sxs o
ndo
‘ Downloads 2 = Date modified Type Size
u
b Music Cony 12.00.2016 14:19 Cabinet File 70.659 KB
| Pictures Paste
n Videos Delete
. Windows (C2)
Select All
s Database (D)
. Calldata (EJ Right te left Reading order
X Show Unicode control characters
i DVD Drive (F) 555_X64FRE_EN-US_DVg
Insert Unicode control character >
boot
efi Open IME
NanoServer Reconversion
sources
dimanifests
en-us
etwproviders
inf
migration
replacementmanifests
sKS
vista
xp
support v
1 item =
Fig. 12: Copy source path for configuration settings
18. Change to the window Add Roles and Features Wizard.
19. Click on Specify an alternate source path.
& Add Roles and Features Wizard — O e

Confirm installation selections

DESTINATIOM SERVER
WIN-PPTTOAZRTRH

| % Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

Before You Begin
Installation Type
Server Sglaction

ver Bolas B
server Roles their check boxes.
Features

Confirmation

NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

Export configuration settings
Specify an alternate source path

< Previous

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Next > Install | | Cancel

Fig. 13: Add Roles and Features Wizard

20. Right-click in the entry field Path.
= A context menu appears.

21. Click on Paste in the context menu.
= The path is pasted.

Configuration Microsoft Windows Server 2019 - Neo 7.x Rev. 2
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5 Configuration Microsoft Windows Server 2019 \ Asc

[z Add Roles and Features Wizard *

Specify Alternate Source Path

Some servers might not have all source files available to add all roles, role services, or features. The source files
might not have been installed, or might have been removed by users after the operating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
try to get files by using Windows Update, or from a location that is specified by Group Policy.

You can also specify an alternate path for the source files, if the destination server does not have them. The

source path or file share must grant Read permissions either to the Everyone group (not recommended for

security reasons), or to the computer (local system) account of the destination server; granting user account
access is not sufficient.

The following are examples of a valid source file path where the destination server is the local server, and where
the E: drive contains the Windows Server installation media.

Source files for NET Framework 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (5x5) folder:
E\Sources\SxS\

Source files for other features are available in the Install.wim file, Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get source files. In the following example, the index is 4:
WIM:E\Sources\Installwirn:4

Path: ||F:\sources‘\sxs |

| OK || Cancel |

Fig. 14: Source path for configuration settings was pasted.

22. Click on the button OK to save the settings and to close the window.
23. Click on the button Install to install the service.
24. Click on the button Close to close the window.

5.3 Install Media Foundation (optional)

To allow local replay on the server, the Microsoft Windows Media Foundation Service must
have been installed. Proceed as follows:

1. Press the Windows icon key.

2. Open the Microsoft Windows options by clicking on Control Panel > Programs and Fea-
tures.

3. Click on the option Turn Windows features on or off.

[3‘ Programs and Features

“ v 4 E » Control Panel »
Control Panel Home
View installed updates

®) Tum Windows features on or
off

Fig. 15: Microsoft Windows options

4. The following window appears:

Configuration Microsoft Windows Server 2019 - Neo 7.x Rev. 2 17 /48
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Fﬁ Add Roles and Features Wizard —

- DESTINATION SERVER
Before you beg n WIN-CLO062UVDOD
You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organizaticn, such as sharing documents, or
Installation Type hosting a website.

Server Sglaction

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel

< Previous

Fig. 16: Add Roles and Features Wizard

5. Click on the button Next.

6. Under Installation Type, activate the option Role-based or feature-based installation.

& Add Roles and Features Wizard — O e
. . DESTINATION SERVER
Select installation type WIN-CLEO62UVDOD

Before You Begin Select. the installaticn .type..\"ou can |n5t.all roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Sglaction

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Fig. 17: Installation type

7. Click on the button Next.

= The following window appears:
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Fﬁ Add Roles and Features Wizard

Before You Begin
Installation Type
Server Roles

Features

Select destination server

DESTINATIOM SERVER
WIN-CLS062UVDOD

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: |

Name

WIN-CL9062UVDOD

IP Address

160.254.162.12...

Operating System

Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next >

Cancel

(nsc

Fig. 18: Server selection

8. Under Server Selection, activate the option Select a server from the server pool.

9. Select your server from the pool of servers.

10.

Click on the button Next.

= The following window appears:

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Sglaction
Server Roles

Confirmation

Select one or more features to install on the selected server.

Features

[1 Failover Clustering

[1 Group Policy Management

[ 170 Quality of Service

[] 115 Hostable Web Core

[1 Internet Printing Client

[ 1P Address Management (IPAM) Server
[] iSNS Server service

[] LPR Port Monitor

[C] Management OData |15 Extension

[[] Message Queuing

[1 Multipath /0

[] MultiPaint Connectar

[] Metwork Load Balancing

[] Peer Name Resolution Protocol

[] Quality Windows Audio Video Experience

[C] RAS Connection Manager Administration Kit (CM2
[] Remote Assistance

[1 Remote Differential Compression

- O X

DESTINATIOM SERVER
WIN-CLS062UVDOD

Description

Media Foundation, which includes
Windows Media Foundation, the
Windows Media Format SDK, and a
server subset of DirectShow,
provides the infrastructure required
for applications and services to
transcode, analyze, and generate
thumbnails for media files. Media
Foundation is required by the
Desktop Experience.

< Previous | | Next >

Cancel

Fig. 19: Features

11. Under Features, activate the option Media Foundation.

12. Click on the button Install to install the service.

13. Restart the computer after the installation to apply the settings.

Configuration Microsoft Windows Server 2019 - Neo 7.x Rev. 2
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5.4 Install SNMP service

The recording system uses a native SNMP service for SNMPget requests. The SNMP service
of the operating system is not used.

@ Use a different network port for the Neo SNMP agent than the default SNMP port of the oper-
ating system or deactivate the SNMP service of the operating system if you do not need it for
other applications.

You must install the SNMP service by means of the Microsoft Windows options.

1. Press the Windows icon key.

2. Open the Microsoft Windows options by clicking on Control Panel > Programs and Fea-
tures.

3. Click on the option Turn Windows features on or off.

[ Control Panel\Programs - O X

&« v 4 E » Control Panel » Programs v O Search Control Panel yel

Control Panel Home
Programs and Features

('] Uninstall a program | 89 Turn Windows features on or off | View installed updates

Run programs made for previous versions of Windows | How to install a program

Systern and Security
Metwork and Internet

Hardware ’__1% Default Programs
Change default settings for media or devices
¢ Programs
User Accounts __-/zt, Java

Appearance and
Personalization

Clock and Regicn

Ease of Access

Fig. 20: System control - Turn Windows features on

fi Serveridanager

Server Manager * Dashboard

T Dashboard WELCOME TO SERVER MANAGER

B Local Server

Ha ANl Servers . _
0 Configure this local server

B§ Fileand Storage Senvices P

Add roles and features

WHAT'S NEW

LEARN MORE

ROLES AMD SERVER GROUPS

Reles: 1 | Sarver groups Servers total: 1

= File and Storage

g ce g 1 s
Services

@ Manageability @ Manageahility @ Manageahbility

Fig. 21: Add roles and features

4. Select the menu item Add roles and features.

= The installation wizard appears.
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& Add Roles and Features Wizard — O *
o - DESTINATION SERVER
Before you begin Rec 01
re You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organizaticn, such as sharing documents, or
Installation Type hasting a website,

Server Sglaction

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel

Fig. 22: Add Roles and Features Wizard

5. Click on the button Next.
6. Under Installation Type, activate the option Role-based or feature-based installation.

B Server bdanager

F= Add Roles and Faaturss Wizard - [m] s

| it et allatie . DESTINATION SERVER
Select installation type mirpac
Lq I~

- Select the installation fypee. You can install roles and features on a running physical computer or virtual
maching, or on an offline virtual hard dizk (VHO).

Befo

Em -
=

Fi =
' ® Role-based or feature-based installation
Configure a single cerver by adding roles, role services, and features.

| Remote Desktop Services installation
Install required rale s=rices for Virtual Desktop Infrastructure (VD) to create a wrtual machine-based
or session-based desktop deplayment.

. =
|<F|revi:us | MNext > Install | Caneel |

| Performance | | Services | | Services

Fig. 23: Select installation type

7. Click on the button Next.

= The window to select the server appears.
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& Add Roles and Features Wizard — O e

DESTINATIOM SERVER

Select destination server Feser

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation T (®) Select a server from the server pool
Server Selaction () Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

REC-01 169.254.74.203... Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next > | Install Cancel

Fig. 24: Server Selection

8. Under Server Selection, activate the option Select a server from the server pool.
9. Select your server from the pool of servers.
10. Click on the button Next.

= The list of features appears.

& Add Roles and Features Wizard — O e

DESTINATIOM SERVER

Select features Feser

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection [ RPC over HTTP Proxy ~ Simple Network Management
Server Roles [1 Setup and Boot Event Collection S MP).Semce |r1c_|u.de.s
[ Simple TCP/IP Servi agents that monitor the activity in
mple Senees network devices and report to the
I [+f] SMB 1.0/CIFS File Sharing Support (Installed) -
Confirmation [ SMB Bandwidth Limit network console workstation.

[] SMTP Server
SNMP Service
] SNMP WMI Provider
[] Software Load Balancer
[] storage Migration Service
[] Storage Migration Service Proxy
[] storage Replica
+| System Data Archiver (Installed)
[1 System Insights
[] Telnet Client
[] TFTP Client
[ WM Shielding Tools for Fabric Management
[] WebDAV Redirector

71 Windows Rinmetric Framewnrk

LY

< Previous | | Next > Install Cancel

Fig. 25: Features - Activate SNMP service

11. Activate the option SNMP Service.

= The window to select the tools opens.
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N

DESTINATION SERVER
| Select features Rec 01
| [z Add Roles and Features Wizard *

X

Add features that are required for SNMP Service?
ption
The following tools are required to manage this feature, but do not

have to be installed on th Netwaork Management
Sueiope IR on e e seer pl (SNMP) Service includes

4 Remote Server Administration Tools B onthe actvityiD

4 Feature Administration Tools :dE\”CEIS and zt[::_rl to the
[Tools] SNMP Tools console worl ion.

Include management tools (if applicable)

‘ Add Features ‘ ‘ Cancel ‘

< Previous Next > Install Cancel

Fig. 26: SNMP service - Add remote server administration tools

12. Click on the button Add Features to add the administration tools.

= The confirmation window appears.

Fﬁ Add Roles and Features Wizard

- O *
. . . . DESTINATION SERVER

Confirm installation selections Rec 01

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [ Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

5 2ol been selected automatically. If you do not want to install these optional features, click Previous to clear

erver Koles

their check boxes.
Features

Remote Server Administration Tools

Feature Administration Tools
SNMP Tools

SNMP Service

Export configuration settings
Specify an alternate source path

< Previous Next > Install | | Cancel

Fig. 27: Install SNMP service

13. Activate the option Restart the destination server automatically if required.
14. Click on the button Install to install the service.

= The server is restarted after the installation.

5.5 Configure services

1. Open the Server Manager in the taskbar.
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2. Click on the menu item Tools > Services.

Fﬁ Server Manager

Server Manager * Dashboard @ Manage Tooks  View  Help
Active Directory Administrative Center
Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Dashboard 'WELCOME TO SERVER MANAGER

Local Server

Active Directory Sites and Services
Active Directory Users and Computers

o Configure this local server ADSI Edit

Component Services

i
ii All Servers
L]

File and Storage Services P

QUICK START

. Computer Management
Add roles and features i 9

%]

Defragment and Optimize Drives
Disk Cleanup

w

Add other servers to manage
Event Viewer

4 Create a server group Hyper-V Manager

iSCSI Initiator

Connect this server fo cloud services Local Security Palicy

Microsoft Azure Services

LEARN MORE ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit]

Performance Monitor

WHAT'S NEW

w

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1 Print Management

Resource Monitor

Services

-r. File e.md Storage
Services

System Configuration

@ Manageability @ Manageability System Information
Events Events Task Scheduler
Windows Firewall with Advanced Security
Performance Services . . .
Windows Memory Diagnestic
BPA results Performance Windows PowerShell
BPA results Windows PowerShell (x86)

Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

Windows Server Update Services

Fig. 28: Select services

5.5.1 Configure SNMP service
1. Select the menu item Properties in the context menu of the SNMP service.
2. Inthe tab General, select the Startup type Automatic from the drop-down list.
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N

File Action View Help
e | HEG= HEI >»®n»
.. Services (Local) " Services (Local)
SNMP Service Mame Description Status Startup Type |
. J_;')_;Smart Card Removal Policy  Allows the s... Manual |
Siithe sendce &SNMP Service Enables Sim... Running  Automatic |

Restart the service

Description: % ; inictrat -

Enables Simple Network ‘»:) zpei"? ﬁ:.imlmstra General LogOn Recovery Dependencies

Management Protocol (SNMP) ‘”"‘,) pot Venmer

requests to be processed by this G}, SSDP Discovery Service name:

computer. If thi§ service is stopped, -5_;') State Repository Se| Display name: SNMP Service

the computer will be unable.to ] J.;')-.Still Image Acquisit

process SNMP requests, If this service _&') Storage Service Description: Enables Simple Metwork Management Protocol ~

is disabled, any services that explicitly
depend on it will fail to start.

61 SNMP Trap
J_;')_; Software Protectio

J.;')_;StorageTiers Mang
J_;')_;SysMain

SMNMP Service Properties (Local Computer)

SMMP) requests to be processed by this computer.

K thic canvira ic ctannad tha ~rammdar will ha onshla

Path to executable:

J_;')_; System Event Motiff  C:\WINDOWS'\System32\snmp exe

J_;')_; Systemn Events Brok

i Startup type: Automatic il
&} System Guard Runt
J.;')_;Task Scheduler
1€}, TCP/IP NetBIOS He
J_;')_;Telephony Service status:  Running
C4Th
é’_l__ em;s k Start Stop Pause Resume
. Time Broker

J.;')_;Touch Keyboard ar
J.;')_;Update Orchestrat:
J_;')_;UPHP Device Host
J.;')_;UserAccess Loggin
J.;')_;User Data Access_4
J.;')_;User Data Storage_:
J.;')_;User Experience Vir

You can specify the start parameters that apply when you start the service
from here.

Cancel Apply

Fig. 29: Configure SNMP service - tab General

3. Click on the tab Agent to enter the contact data and the location.
4. Activate the check boxes in front of the services that you would like to monitor.

_’_,, Services (Local)

SNMP Service Mame Description Status Startup Type &
J_;')_;Smart Card Manages ac... Manual (Trigger Start)

Stop the service , -

R_esfartthe service J_;I)_;Smart Card Device Enum) SMNMP Service Properties (Local Computer) *
&k Smart Card Removal Pol

. &?SNMP Service General LogOn Recovery Agent Traps Secuity Dependencies
e, GsTop
l\;a = |mpt'e) :tw0|r(5|'~,||\,-'|p] J.l:) Software Protection Intemet management systems may request the contact person, Delayed Start, Trig
anagement Frotoco ' & . - - system location, and network services for this computer from the

requests to be processed by this & Special Administration J SNMP service.

computer. If this service is stopped, &} Spot Verifier ger Start)

the com;;::\:;will be;nalsii.to ] J.;')_;SSDP Discovery

process requests, is service . . ) Contact: Fy—

is disabled, any services that explicitly -5.;') St.ate Repomtor}r.s.el.'\.rlce ona | minisirator |

depend on it will fail to start. Gk Still Image Acquisition E
‘&}.E Storage Service Location: |admin@example.com | ger Start)
J.;')_;StorageTiers Managems

! SysMain Service
J_;I)_; System Event Motificatio Physical  [7] Applications
&} System Events Broker Trigger Start)
1}, System Guard Runtime N Intemet End+to-end
J.;')_;Task Scheduler
J.;')_;TCP.-"IP MetBIOS Helper ger Start)
J_;');Telephony
£k Themes
J.;')_;Time Broker ger Start)
J.;')_;Touch Keyboard and Ha ger Start)
&1 Update Orchestrator Sen| Delayed Start)
J_;')_;UPHP Device Host
J.;')_;User Access Logging Ser| Cancel Apply Delayed Start)
J.;')_;User Data Access_3aab2 Provides ap... Wanual v
£ | >
Fig. 30: Configure SNMP service - tab Agent
5. Click on the tab Security to grant the community read rights.
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(nsc

. Services (Local)

SNMP Service

Stop the service
Restart the service

Description:

Enables Simple Network
Management Protocol (SNMP)
requests to be processed by this
computer. If this service is stopped,
the computer will be unable to
process SNMP requests. If this service
is disabled, any services that explicitly
depend on it will fail to start.

MName
&:}_;Smar‘t Card

Description Status

Manages ac...

Startup Type

Manual (Trigger Start)

J.:) Smart Card Device Enurm
&:}_;Smar‘t Card Removal Pol
& SNMP Service

£ SNMP Trap

J.:) Software Protection
&:}_;Special Administration
J.:) Spot Verifier

J.:) S5DP Discovery

J.:) State Repository Service
&:}_;Still Image Acquisition B
&:}_;Storage Service
&:)_;StorageTiers Managems
&:}_;SysMain

J.:) System Event Motificatio
J.:) Systemn Events Broker
&:}_;System Guard Runtirme N
&:)_;Task Scheduler
{CLTCP/IP NetBIOS Helper
&:}_;Telephony

&:}_;Themes

&:}_;Time Broker

&:)_;Touch Keyboard and Ha
J.:) Update Orchestrator Sery
{6}, UPNP Device Host
&:)_;UserAccess Logging Ser

SMNMP Service Properties (Local Computer)

*

General LogOn Recovery Agent Traps Security Dependencies

Send authentication trap

Accepted community names

Community Rights
READ ONLY

Add... Edit... Remove

(® Accept SNMP packets from any host
(O Accept SNMP packets from these hosts

Add... Edit... Remove

Cancel

Apply

Delayed Start, Trig

ger Start)

ger Start)

Trigger Start)

ger Start)

ger Start)
ger Start)
Delayed Start)

Delayed Start)

J.:) User Data Access_3aab2
=

Frovides ap...

Wanua

Fig. 31: Configure SNMP service - tab Security

6. Click on the button Add.

7. Enter the name of the community and click on the button Add.

8. Activate the option Accept SNMP packages from any host.

9. Eventually, click on the button OK to save the settings and to close the window.

10. Restart the SNMP service to apply the settings.

5.5.1.1 Execute script for notifications

ASC provides a script for setting the IP address of the SNMP recipient automatically.

The file SQLInserter_Notif SNMP.ex_ can be found in folder
C:\Program Files (x86)\ASC\ASC Product Suite\scripts.

1. Change the file extension SQLInserter Notif SNMP.ex_to .exe.

2. Execute the script on the server where the Enterprise Core with the database connection
has been configured.

= The entry dialog with the IP address of the SNMP recipient opens.

I
ASC o lns_
Log =

placeholder

@ Pleass enter the IP address of the SNMP receiver

Fig. 32: SQL Inserter - IP address of the SNMP recipient

Configuration Microsoft Windows Server 2019 - Neo 7.x Rev. 2

26 /48



5 Configuration Microsoft Windows Server 2019 \\Asc

3. Enter the IP address of the SNMP recipient.
NOTICE! For Mitel, this must be a MPA Probe Address.

4. Click on the button OK.

= The script scans the ASC environment by means of the environment variable saved in
the system and reads out all required information such as database type, user, and
password.

= A security prompt appears.

ASC SQL Inserter

10:40:13 INFO  Looking for placehaolders for the SQL Script...
10:40:46 INFO Ry ting i i issi

permissionRequest

|
‘ @ Confirm execution of database script?
|

Fig. 33: SQL Inserter - Confirm security prompt

5. Confirm the security prompt to execute the script.
= Once the script has been executed, a security prompt appears.

ASC SQL Inserter l

10:40:13 INFO  Looking for placeholders for the SOL Script.,
10:40:46 INFO i i i i
10:40:59 INFO _._grante

‘ ® Successfully injected SQL Script!

Fig. 34: SQL Inserter - Close success notification

6. Confirm the success notification.

= The SNMP traps for the following notifications are sent exclusively to the IP address of
the SNMP recipient.
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5.5.1.1.1

Notifications

Subject

CONFIGURATION_
STATUS

CONNECTION_STATUS

CONVERSATION_
STREAM_MISSING

CORE_AVAILABILITY _
STATUS

CTICONNECT_MODULE_

STATE

CTICONNECT_MONITOR._

POINTS_STATE

CTICONNECT _PBX_
CONNECTION_STATE

CTICONNECT_RC._
CONNECTION_STATE

CTICONNECT._
RECORDING _
EXTENSIONS_STATE

CTICONNECT_STREAM._
REQUEST FAILED

DATABASE_
BACKUP_STATE

DATABASE_
CONNECTION_ERROR

Status
1)

o

o
o
o
o
o
o

Description

The configuration is not correct. Please
check the configuration parameters.

The service name on server IP address or
server name is not available.

One or several streams are missing in the
conversation conversation ID (recording is-
sue).

The server is not available.

The module Neo application for the PBX
name is not ready for operation.

Monitoring in module Neo application has
failed for extension.

Measures
Check the configuration parameters.

Reboot the affected server.

Contact ASC support at +49 700 27278776.

Check the server.

Reboot the affected server.

Contact ASC support at +49 700 27278776.

The module Neo application is not connected Check the connection to the PBX.

with name.
Recording Control is not connected.

Activating the recorder extensions in module
Neo application has failed for extension.

An error with code error code for CTI-ID in
conversation conversation ID has occurred.

NOTICE!
This notification is an INFO notification for
the feature Recording Content Validation.

The feature Recording Content Validation al-

lows checking recordings for functionality.

An error occurred while backing up the data-
base.

The primary database has failed.

Reboot the affected server.

Contact the PBX manufacturer and/or ASC
support at +49 700 27278776.

Contact the PBX manufacturer and/or ASC
support at +49 700 27278776.

Check whether there is enough storage
space for a database backup.

Check the database.

Priority

1

(High)

1t

(Very high)
1

(High)

1t

(Very high)
1t

(Very high)
L)

(High)

1t

(Very high)
1t

(Very high)
1

(High)

1
(High)

1t
(Very high)
1t
(Very high)
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Subject
DB DRIVE _SPACE

DB_DRIVE_SPACE

DRIVE_SPACE

DRIVE_SPACE

Status
1)

Description

The size of the database currently is storage
space GB. In addition, there is external data
on the partition with used storage space GB
As a result, the free storage space of the
database partition currently is free storage
space GB.

The size of the database currently is storage
space GB. In addition, there is external data
on the partition with used storage space GB
As a result, the free storage space of the
database partition currently is free storage
space GB.

Drive name has reached the storage capac-
ity of free storage GB. The deletion process
now starts to delete not archived/expanded/
transferred calls.

On drive name only free storage GB re-
mains.

On drive name only free storage GB re-

mains. Attention! When the capacity reaches

the error level, calls which have not been
archived/not been moved to an expansion/
not been transferred are deleted.

Measures Priority

Make more storage capacity available to the 1t
database partition.

Make more storage capacity available to the *t
database partition. (High)

To provide more storage capacity, t

 assign the tenant more storage capacity, (High)
or

e archive the data,
or

 transfer data to a storage expansion.
The error level will be reached soon. t

If the drive is the callpool, archiving or copy- (High)
ing to a storage expansion can be configured
to avoid loss of data.

If it is a different drive other than the callpool,

* increase the drive capacity,
or

» manually delete data to make sufficient
capacity available.

NOTICE!
The following capacity values are recom-
mended when configuring the drive:

» Capacity level: 15 % of drive capacity
* Warn level: 10 % of drive capacity
» Error level: 5 % of drive capacity

(Very high)
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Subject

FILEMAN_INVALID
PACKAGE_FOUND

JOB_EXECUTION_ERROR
JOB_EXECUTION._
UNKNOWN

LDAP_CONNECTION

LICENSE_FILE_
VALIDATION

LICENSING._

AUTHENTICATION_

SERVER

RECORDING._
EXTENSION_STATE

Status

o

o

Description

The package name is invalid.

While executing the job job name of job type
Job type the following error occurred. The job
execution announced: description

While executing the job job name of job type
Job type an unknown error occurred. The job
execution announced: description

The connection to the LDAP server could not
be established. The cause is filled dynami-
cally.

The license file is invalid.

The authentication server is not connected.
You need an authentication server for key
management or VM support. The system will
expire in number with unit.

The connection to the authentication server
could not be established. Please check the
connection data and the configuration of the
firewall.

The authentication server is not connected.
You need an authentication server for key
management or VM support.

Module name could not register any of the
SIP phone numbers on the PBX.

Measures Priority

For information about the configuration of

drives refer to the administration manual for

system providers System Configuration -

Configuration drives.

Contact ASC support at +49 700 27278776. 1t
(High)

Contact ASC support at +49 700 27278776. 1t
(High)

Contact ASC support at +49 700 27278776. 1t
(High)

Contact your IT administrator to check which

error is affects the LDAP connection. (High)
Request a new license file. t
ATTENTION! (High)

A missing license file will cause loss of data
after 30 days after having received this notifi-
cation.

If a dongle has been configured, check t
whether the dongle is connected. (High)

If licensing has been configured via a direct
Internet connection to the LMS (ASC Licens-
ing Management Service), check whether the
IP address of the LMS has been configured
and whether the Firewall accepts a connec-
tion. If the problem continues to exist, restart
the service DongleManConnector.

Check the configuration of the SIP registra- t
tion in the System Configuration and on the  (High)
PBX.
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Subject

RECORDING._
EXTENSION_STATE

RECORDING_FILE._
ERROR

RECORDING_MODULE._
RC_CONNECTION_STATE

RECORDING_MODULE
STATE

RECORDING_STREAM_
DATA_MISSING

RECORDING_STREAM_
OPEN_FAILED

TRUNK_STATE

UNCAUGHT_EXCEPTION

Status

o
o

Description

Module name could not register the following
phone numbers on the PBX: description.

The following error occurred while writing the
file name for the module name: error code

The recording module name has lost the
connection to Recording Control.

The module name is not available. Descrip-
tion.

The data for stream stream ID in conversa-
tion conversation ID is missing.

NOTICE!

This notification is an INFO notification for
the feature Recording Content Validation.
The feature Recording Content Validation al-
lows checking recordings for functionality.

Opening stream stream ID in conversation
conversation ID has failed.

NOTICE!

This notification is an INFO notification for
the feature Recording Content Validation.
The feature Recording Content Validation al-
lows checking recordings for functionality.

Trunk number is not connected.

An unexpected error has occurred: descrip-
tion

* A tenant-specific configuration is possible for this notification (option)

Measures

Check the configuration of the SIP registra-
tion in the System Configuration and on the
PBX.

Contact ASC support at +49 700 27278776.
Contact ASC support at +49 700 27278776.

Reboot the affected server.

Contact ASC support at +49 700 27278776.

Contact ASC support at +49 700 27278776.

Check the cabling between recording card,
PBX, and, if required, primary multiplex con-
nection.

Contact ASC support at +49 700 27278776.

Priority
*
(Medium)

1

(High)

L)

(High)

1t

(Very high)
L)

(High)

(High)

t
(High)

t
(High)
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5.5.1.2 Configure Windows Defender Firewall for SNMP service

If you have installed and activated several SNMP services, you must configure different ports
for them. The default port UDP 161 has been reserved for the SNMP service of the operating
system.

Configure a different port for the Neo application in the System Configuration in the Tenants
module. In the example UDP 1161. You must open this port in the Windows firewall.

1.  Open the Windows firewall settings by clicking on
Control Panel > System and Security > Windows Defender Firewall.

W Windows Deferder Firawall
T+ ﬁ » Cortrol Pamel + System and Security » Windaws Defender Firewall N
Contrel Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicous software from gaining access te your PC

Allow an app of feature through the Internet or a network,

through Windows Defender

Firewall -

"’ l 0 Private networks Connected (~)

G Change notification setbings
B Turn Windews Defencler Metworks at heme or work where you know and trust the peopls and devices on the network

Firewall on or off
G Restore defaults Windows Defender Firewall state: On
B Advanced settings Incoming connections: Block 2ll connections to apps that are not on the st

of allowed z2pps
Troubleshoot ciwork
reu oot my neEver Active private networks: Y Network
Mctification state: Do not notify me when Windows Defender Firawall

blocks 2 new app

l Q Guest or public networks Not connected ()

Fig. 35: Configure Windows Defender Firewall - Advanced settings

2. In the navigation bar, select the menu item Advanced settings.
3. In the navigation bar, select the menu item Inbound Rules.

B windows Defender Fireoall with Advanced Security - a x
Fila  Artion Wiew  Help
L Aalll 7 Mo
 RUGEEELE TR Winduows Defender Firewall with Advanced Security on Local Gomputer
B Inbaund Rules
B Ouatiaonan f Ruales
M Connection Securty fules
., Monitoring da| Export Policy...
Cheervien

Actions

~ | Windows Defender Fireoall with Sdvanc, ~

ﬂ "o Daliencer Fiiesall vt Asdvancsd Secuily provices nabwork, seculp Tor s indows complens & Impart Palicy...

Prestore Default Balicy
Domain Profile
& windows Defandon Fiesach & on

Dingnase f Repair

Wi »
) Irbord connections that da nal mafc & 1wk ans blocksd 5 Refresh
@ Oubound coresctiors that da ret maich a nda aie lowed =
=] Properties
Privale Profile is Active H Hep

W8 winciowns Defnder Firsuwel iz on
(5 Irbourd connectinns that da not masch @ ke ars bleskad
& Outound Ser that da et match anie are dlloved

Fublic Profile

W@ incows Dafende: Frael i on

S Irbend connectisens tht do not match 8 ke s biekad
& tubound Scre that de ret maich anie are sllowed

Fig. 36: Configure Windows Defender Firewall - Inbound Rules

4. From the list of rules, select the rule ASC_SNMP-GET.
5. Select the entry Properties from the context menu.

6. Select the tab Protocols and Ports to enter the settings.
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Fig. 37: Configure Windows Defender Firewall - Configure protocols and ports

7. From the drop-down list Protocol type, select the entry UDP.

8. From the drop-down list Local port, select the entry Specific Ports and enter the port, e.g.
1161.

9. From the drop-down list Remote port, select the entry Specific Ports and enter the port, e.g.
1161.

10. Click on the button OK to apply the settings.

11. From the list of services, select the entry SNMP Service (UDP In) with the profile Private,
Public.

12. Select the entry Properties from the context menu.
13. Click on the tab Advanced.
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5.5.1.3

5.5.2

W Windows Defender Firewall with Advanced Security

File  Action

View Help

ol ARzl HESN 7 Mis:

@ Windows Defender Firewall witl

<

Inbound Rules
&3 Inbound Rules

-

M
Outbound Rules ame

¥ Connection Security Rules Remote Event Log Manag

B Monitoring Remote Event Log Manag
Remote Event Log Manag
Remote Event Monitor (R
Remote Event Monitor (R
Remote Scheduled Tasks
Remote Scheduled Tasks
Remote Service Managen|
Remote Service Managen|
Remote Service Managen|
Inbound Rule for Remote|
Inbound Rule for Remote|
Remote Volume Manager
Remote Volume Manager
Remote Volume Manager
Routing and Remote Acc
Routing and Remote Acc
Routing and Remote Acc
Secure Socket Tunneling

& SNMP Service (UDP In)

£ SNMP Service (UDP In)
SMNMP Trap Service (UDP
SMNMP Trap Service (UDP
Software Load Balancer M
TPM Virtual Smart Card M
TPM Virtual Smart Card M
TPM Virtual Smart Card M
TPM Virtual Smart Card M

Virtual Machine Monitori
> €

SMNMP Service (UDP In) Properties

General
Protocols and Ports

Programs and Services

Scope  Advanced  Local Principals

Profiles

| Specify profiles to which this rule applies.

E [] Domain

Private
Public

Interface types

T Specify the interface types to which this
I rule applies.

Customize...
Edge traversal

- Edge traversal allows the computer to accept unsolicited
™=  inbound packets that have passed through an edge device
such as a Network Address Translation (NAT) router or
firewall.

Block edge traversal w

Prevent applications from receiving unsolicited traffic from
the Intemet through a NAT edge device.

Cancel

Remote Computers
Remote Users

Fig. 38: Configure Windows Defender Firewall - Check SNMP service (UDP In)

14. Confirm that the rule has been activated for the following profiles:

e Private
* Public

15. Click on the button OK to close the window.

Configure SNMP service in Neo

Configuration in the Neo application

You must configure and assign the SNMP service to the tenant as system administrator in the
System Configuration in the Tenants module.

For information about the configuration refer to the administration manual System Configura-
tion - User management for system providers.

Configure Microsoft Windows Time

Since ASC uses a time emitter system based on NTP, the Windows time emitter service has to
be deactivated. Proceed as follows:

1.

2.

Right-click on the entry Windows Time.

= A context menu appears.

Click on Properties in the context menu.
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Vindows Time
».‘.';?:Windows Update
-\.‘.:)_;WinH'I_I'P Web Proxy Aute-Discovery Service
».'.:)_;Wired AutoConfig
{;')_;WM\ Performance Adapter
&')_;Workstatlon
».‘.';?:anx Live Auth Manager
-..‘.:)_;Xb ox Live Game Save

<

Maintains d..
Enables the ..
WinHTTP i...
The Wired ...
Provides pe...
Creates and..
Provides au...

This service .,

\ Extended /(Standard /

Start service Windows Time on Lecal Computer

Fig. 39: Open window “Windows Time Properties”

3. Click on the tab General.
4. In the window Windows Time Properties under Startup type, select the option Disabled.

&k, Services O X
File Action View Help
s |F B oz HEI > o0
= Services (Local) . Services (Local)
¢ R
Windows Time Name Description Status Startup Type  *
Descri \‘;');WindowsImageAcquisition (WIA) Provides im... Manual
escription: &

Maintains date and time ~_,‘I)_,W!ndowsln5|der Service Wisve . Manual

synchronization on all clients and ».‘.?:Wmdowslnstallar Adds, modi.. Manual

servers in the network. If this service 8} Windows License Manager Service Provides inf... Running  Manual (Trig...

\;;tn'fpel.i, d§te a”_ﬁltj‘me sble. f ».',:)_;Windowsl\r'lanagement Instrumentation Providesac.. Running  Automatic

synchronization will be unavailable. A e - - -

this service is disabled, any services \,‘I);WlndowsMoblle Hotspot Service Provides th... Manual (Trig...

that explicitly depend on it will fail to 25 Windows Modules Installer Enables inst... Manual

start. £} Windows Presentation Foundation Font Cache 3.0.0.0 Optirnizes p... Manual
\‘,"};Windows Push Motifications System Service This service .. Running  Autematic
-\.‘.:)_;Windows Push Motifications User Service_769843 This service ... Manual
».'.:)_;Winduws Remote Management (W5-Management) WindowsR... Running  Autematic

indows Search Provides co... Disabled

Start
Stop

Pause
Resume

Restart
All Tasks ¥
Refresh

Properties

Help

5. Check whether the Service status has been set to the mode Stopped. If this is not the case,
stop the service by clicking on the button Stop.

Service status:

Start

from here.

Windows Time Properties (Local Computer) *
General LogOn  Recovery Dependencies

Service name:

Display name: Windows Time

Description: M_aintains date and_time synchmnization on a!l oA
clients and servers in the networkc. If this serviceis

Path to executable:

Cwindows'system32'svchost exe 4 LocalService

Startup type: Disabled ~

You can specify the start parameters that apply when you start the service

Stopped

Stop Pause Resume

Cancel Apphy

Fig. 40: Windows Time Properties

6. Click on the button OK to save the settings and to close the window.

Configure Microsoft Windows Audio (optional)

To allow a local replay on the server, the Microsoft Windows Audio Service has to be enabled.

Proceed as

follows:

1. Right-click on the entry Windows Audio.

= A context menu appears.
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2. Click on Properties in the context menu.

,/\ Services
File Action

e | T EC HE > =0 ®

View Help

. Services (Local) . Services (Local)

Windows Audio

Stop the service
Restart the service

Description:
Manages audio for Windows-based

audie devices and effects will not
function properly. If this service is
disabled, any services that explicitly
depend on it will fail to start

programs. If this service is stopped,

Name Description Status Startup Type ™
».‘i)_;‘u’irtua\ Disk Provides m... Manual
{.‘,')_;‘u’olume Shadow Copy Manages an... Manual

J WalletService Hosts objec.. Manual

ndows Audio Manages au..

Start

‘65 Windows Audio Endpoint Builder Manages au..

».'.:)_;Windows Biometric Service The Windo... Slop

£ Windows Camera Frame Server Enables mul.. Pause

f;')_;Wmdows Connection Manager Makes auto... Resume

».‘.'-;?:Windows Defender Metwork Inspection Service Helps guard.. Restart

\‘,"};Windows Defender Service Helps prote...

».'.:)_;Windows Driver Foundation - User-mode Driver Framework Creates and... A= ’ L.
{.‘;:);Windows Encryption Provider Host Service Windows E... Refresh

Q;Windows Error Reporting Service Allows error.., )
\‘;')_:Windnw; Event Collector This service .. Properties
{}‘?;Windows Event Log This service .. Help

55 Windows Firewall Windows Fi..  Running  Autemartic
».'i)_;WindUWsFUnt Cache Service Optimizes p.. Running  Automatic
{-:)_;WindowsImageAcquisition (WIA) Provides im... Manual
-S;:)_:Wmdnw;ln;lder Service wisve Manual
».‘.'-;?:Windowslnstallar Adds, modi... Manual

R VYT Y SN | TR D Pooido_ ik [ T ¥ V. Y
< >

\ Extended /{Standard /

Fig. 41: Open the window “Windows Audio Properties”

3. Click on the tab General.

4. In the drop-down list Startup type, select the option Automatic.

Windows Audic Properties (Local Computer)

Path to executable:

Startup type: Automatic
Service status:  Running
Start Stop Pause

from here.

Cancel

General LogOn  Recovery Dependencies
Service name:
Display name: Windows Audio
Description: Manages audio for Windows-based programs. [ this

service is stopped, audio devices and effects will not v

C'windows' System 32\evchost exe 4 Local Service Network Restricted

Resume

You can specify the start parameters that apply when you start the service

*

Apply

Fig. 42: Windows Audio Properties

5. Click on the button OK to save the settings and to close the window.

5.5.4

Configure Microsoft Windows firewall

During the Neo setup, the necessary port to be opened will be entered automatically if the fire-

wall has been activated.

B

stallation requirements.

For information about the communication matrix (port configuration) see installation manual In-
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To start the service Windows Firewall, proceed as follows:
1. Right-click on the entry Windows Firewall.
= A context menu appears.

2. Click on Properties in the context menu.

/ Services
File Action View

&= |mEQ

Help
ESN i I

2 Services (Local) —-‘( Services (Local)
Windows Firewall Name Description Status Startup Type  ®
{i}_;WindowsEerrRepDrting Service Allows error.., Manual (Trig...
Stop the service &) W .
Restart the service »..‘I)_,Wlndows Event Collector This service ... Manual
S5 Windows Event Log This service .. Running  Automatic
) ndows Firewall Windows Fi.. Start
‘.['JVE'scd”pt‘U;': I hel % Windows Font Cache Service Optimizes p.. -
indows Firewall helps protect your {;}-WindowsImageAcquisition (WIA) Provides im.. a
computer by preventing A i R . Pause
unauthorized users frem gaining QI).:W'”dUWS Insider Service wisve -
access to your computer through the 25} Windows Installer Adds, modi... Resume
Internet or a network. &) Windows License Manager Service Provides inf.. Restart
-S;:)-Windnw; Management Instrumentation Provides a c..
- ] - ] All Tasks b
55 Windows Mobile Hotspot Service Provides th... "
-\.‘;')_;Windows Modules Installer Enables inst.. Refresh
».'.;I)_;Winduws Presentation Foundation Font Cache 3.0.0.0 Optimizes p..
- - . . Properties
5 Windows Push Notifications System Service This service ..
Q‘)_:Wlndnw; Push Motifications User Service_T69843 This service .. Help
».‘.'-;?:Windows Remote Management (W5-Management) Windows R...  Kunning  Autematic
-\.‘;')_;Windows Search Provides co.. Disabled
».'i)_;WindowsTime Maintains d... Disabled
{.‘;:);Windows Update Enables the ... Manual (Trig...
f;')_;WmHﬁP Web Proxy Aute-Discovery Service WinHTTP i..  Running  Manual
Fuaeeoa ma ;oo T - A MA_ [ 2
£ >
Extended /(Standard/

Fig. 43: Open window “Windows Firewall Properties”

3. Click on the tab General.
4. Click on the button Start.

General  Log On

Service name:

Display name:

Description:

Windows Firewall Properties (Local Computer)

Recovery Dependencies

MpsSve

Windows Firewall

indows Firewall helps protect your computer by -
reventing unauthorized users from gaining access

Path to executable:
C'windows'system32\svchost exe 4 LocalService MoNetwork

v

from here.

Start parameters:

Startup type: Automatic i
Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service

Cancel

Apply

Fig. 44: Windows Firewall Properties

5. In the drop-down list Startup type, select the option Automatic if the service Windows Fire-
wall is supposed to be started automatically upon starting Microsoft Windows.

6. Click on the button OK to save the settings and to close the window.
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5.6 Enable script hosts

To check whether script hosts have been enabled and to configure scrip hosts if required, pro-
ceed as follows:

1.
2.

Press the Windows icon key.

Enter regedit.exe.

In the list of search results above, right-click on regedit.exe.

= A context menu appears.
In the context menu, click on the menu item Execute as administrator.

Change to the path HKEY _LOCAL_MACHINE > Software > Microsoft > Windows Script

Host > Settings.

If the entry Enabled is not displayed in the main view, you do not have to continue the con-

figuration of the script hosts.
If the entry Enabled is displayed in the main view, proceed as follows:

Double-click on the entry Enabled.

In the entry field Value Data, enter the value 1.

E’ Registry Editor

File Edit View Favorites Help

WiMMount
Windows
Windows Defender
Windows Desktop Search
Windows Mail
Windows Media Device Manager
Windows Media Foundation
Windows Media Player N55
Windows Messaging Subsystem
Windows NT
Windows Phone
Windows Photo Viewer
Windows Portable Devices
v | Windows Script Host
i Settings
Windows Search
WindowsRuntime
WindowsSelfHost
WindowsStore
WindowsUpdate
Wisp
Wowb4
Wowb4ProxyAgent
WSDAPI
KAML
- XboxGameSaveStorage

Mozilla

MozillaPlugins

ODBC

Partner

Policies
PostgreSOL
PostgreS0L Global Development Group
RegisteredApplications
WOW6432Node
SYSTEM
HKEY_USERS
HKEV_CURRENT_CONFIG

v

Narme

ab) (Default)

Type Data

REG_SZ (value not set)

QﬂA(tlveDEhuggmg REG_SZ 1

QﬂDliplayLngn

REG_SZ

1
ab) SilentTerminate REG_SZ 0
ab] UseWINSAFER REG_SZ 1

14| Enabled

REG_DWORD

0x00000007 (1)

Edit DWORD (32-bit) Value

Walue name:

|Enabled

Value data Base

® Heraind

() Decimal

Cancel

Computef\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Script Host\Settings

Fig. 45: Enable script hosts

9.

Click on the button OK to save the entries and close the window.

5.7 Configure maximum password age

1.
2.
3.

Press the Windows icon key.

Enter gpedit.msc.

In the list of search results above, right-click on gpedit.msc.

= A context menu appears.

Click on Run as administrator in the context menu.
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= The window Local Group Policy Editor opens.

5. Change to the path Computer Configuration > Windows Settings > Security Settings > Ac-
count Policies > Password Policy.

E[ Local Group Policy Editor - O *
File Action View Help
e 5@ X

5[ Lecal Computer Policy Policy Security Setting
w i Computer Configuration

= software Setti 12 Enforce password history 0 passwords remembered
‘J_ D_ are Ettlhgs 1) Maximum password age 42 days
w || Windows Settings .
. . . l2g| Minimum password age 0 days
| Mame Resolution Policy Mini A lenath 0 charact
) Scripts (Startup/Shutdown) 22| Minimum password leng . . characters
= Deployed Printers 12y Password must meet complexity requirements Enabled
|2y Store passwords using reversible encryption Disabled

v i Security Settings
~ [[a Account Policies
4 Password Policy
‘4 Account Lockout Palicy
4 Local Policies
| Windows Firewall with Advanced Security
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
.g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
ol Policy-based Qo5
| Administrative Templates
w i, User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

Fig. 46: Local Group Policy Editor

6. In the main view, right-click on Maximum password age.
= A context menu appears.
Click on Properties in the context menu.
Under Password will expire enter the value 0.
= The description now says Password will not expire.

Maximum password age Properties ? *

Local Securty Setting  Explain

Maximum password age

111
Y

Password will not expire.
0 > days

Cancel Apply

Fig. 47: Maximum password age Properties
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9. Click on the button OK to save the entries and close the window.

5.8 Deactivate write cache for hard disk
1. Press the Windows icon key.

2. Open the system configuration by clicking on Control Panel > All Control Panel Items >

System.

3. Click on the shortcut Device Manager.

3 system

<« « 4 B4, ControlPanel » All Control Panel ltems » System

Control Panel Home ’ . .
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows Server 2019 Standlard
& Advanced system settings ® 2018 Microsoft Corporation. All rights reserved.
System
Manufacturer: ASC telecom AG
Medel: EVOLUTIONneo
Processor Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz 3.70 GHz
Installed memaory (RAM): 16,0 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

ASC telecom AG support
Phene number: +49 6021 500 10
Website: Online support
Computer name, domain, and workgroup settings
Computer name: ASC_20-00338
Full computer name: ASC_20-00338
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00429-10392-71703-AACEM

See also

Security and Maintenance

Search Control Panel

Windows Server* 2019

GChange settings

changa product key

] X

Fig. 48: System

4. Open the menu item Disk drives in the structure view.

5. Right-click on the hard disk where the database data has been saved.

= A context menu appears.

6. Click on the menu item Properties in the context menu.
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;.j.-_ Device Manager
File Action View Help

& @E HmEIE kX

i

v % ASC_20-00338
[} ASC Device
I Audio inputs and outputs
[ Computer
w o Disk drives
- Adaptec Array SC5I Disk Device
= TANDBERG RDX
o= TANDBERG RDX
& Display adaptors
¥ Firmware
Huran Interface Devices
== IDE ATASATAPI ceontrollers
Keyboards
g Mice and other pointing devices
[ Monitors
F Network adapters
@ Portable Devices
i Ports (COM & LPT)
= Print queues
[ Processors
B Software devices
I Sound, video and game controllers
Gy Storage controllers
¥m System devices
i Universal Serial Bus controllers

Update driver

Uninstall device
Scan for hardware changes

Properties

Fig. 49: Device Manager

7. Click on the tab Policies.

8. Deactivate the option Enable write cache on the device.
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Adaptec Array SCSI Disk Device Properties =

General FPolicies  Volumes Driver Detalz  Events

White-caching policy

[] Enable write caching on the device

Improves system peformance by enabling write caching on the
device, but a power outage or equipment failure might result in data
loss or comuption.

Tum off Windows write-cache buffer flushing an the device

To prevent data losz, do not zelect this check box unless the
device haz a separate power supply that allows the device to
fluzh itz buffer in caze of power failure.

Cancel

Fig. 50: Properties of hard disk

9. Click on the button OK.
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6 Quick guide ‘\
6 Quick guide
6.1 General requirements
« 3 partitions:

At least 60 GB for the system partition

At least 40 GB for the database partition

At least 150 GB for the data partition
6.2 Observe the following after the installation of Microsoft Windows Server 2019

Configure network card:

Windows icon key > Control Panel > Network and Internet > Network and Sharing
Center > Change adapter settings > NIC > right-click NIC > Properties > Internet Proto-
col, Version 4 (TCP/IPv4) > Properties > Use the following IP address > enter IP ad-
dress, subnet mask, default gateway > OK > Configure > Power Management > deacti-
vate Allow the computer to turn off this device to save power

if no sniffer card > OK.
Configure sniffer card for passive recording:

> Advanced > Receive Buffers or Receive Descriptors > Value: enter maximum value:
1024-2048 (depending on the network card) > OK.

. Install .NET framework:

Activate Server Manager > Add roles and features > Next > Next > Next > Next > NET
framework 3.5 Features > Next > Windows Explorer > This PC > right-click to copy
folder path DVD > Open > \sources\sxs: and change to the following window Add Roles
and Features Wizard > Specify an alternate source path > Path: paste copied folder
path > OK > Install.

Install Media Foundation (optional):

Activate Windows icon key > Control Panel > Programs and Features > Turn Windows
features on or off > Next > Roles-based or feature-based installation activate > Next >

Select a server from the server pool and select your server and activate > Next > Media

Foundation > Install > and reboot computer.

Install SNMP service:

Activate Windows icon key > Control Panel > Programs and Features > Turn Windows
features on or off > Add roles and features > Next > Role-based or feature-based in-
stallation activate > Next > Select a server from the server pool and select your server
and activate > Next > SNMP Service activate Add features > Restart the destination
server automatically if required > Install > and restart computer.

Configure services:
Server Manager > Tools > Services >
— Configure SNMP service:

right-click SNMP Service > Properties > General > Start type: Automatic > Agent >
activate services that you would like to monitor > Security > Add > enter name of the
community activate > Add> Accept SNMP packages from any host > OK > restart
SNMP service.

— Configure Windows Defender Firewall for SNMP service:

Select rule Control Panel > System and Security > Windows Defender Firewall >
Advanced settings > Inbound Rules > ASC_SNMP-GET > Properties > Protocols
and Ports > Protocol type: UDP > Local type: enter Specific Ports and port > Re-
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mote port: enter Specific Ports and port > OK > right-click SNMP Service (UDP) >
Properties > Advanced> ensure that profile Private and Public have been activated >
OK.

— Configure Windows Time:

right-click Windows Time > Properties > General > Startup type: Disabled > Stop >
OK.

— Configure Windows Audio (optional):
right-click Windows Audio > Properties > General > Startup type: Automatic > OK.
— Configure Windows firewall:

right-click Windows Firewall > Properties > General > Start > Startup type:
Automatic > OK.

* Enable script hosts:

Windows icon key > enter regedit.exe > right-click on search result regedit.exe > Run
as administrator > select path HKEY_LOCAL_MACHINE > Software > Microsoft > Win-
dows Script Host > Settings >

If the entry Enabled is not displayed in the main view, you do not have to continue the con-
figuration of the script hosts.

If the entry Enabled is displayed in the main view, proceed as follows: double-click En-
abled > Value Data enter 1 > OK.

* Configure maximum password age:

Windows icon key > enter gpedit.msc > right-click on the search result gpedit.msc >
Run as administrator > select path Computer Configuration > Windows Settings > Se-
curity Settings > Account Policies > Password Policy > right-click on Maximum pass-
word age > Properties > Password will expire in: enter value 0 > OK.

« Deactivate write cache for hard disk:

Windows icon key > Control Panel > All Control Panel Items > System open Device
Manager in the Disk drives structure view > right-click on the hard disk where database
data has been saved, deactivate > Properties > Policies > Enable write caching on the
device > OK.
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LDAP
Lightweight Directory Access Protocol

MPA
Mitel Performance Analytics

NTP
Network Time Protocol NTP is a standard for the synchronization of clocks in computer sys-
tems via packet-based communication networks. NTP uses the connectionless transport pro-
tocol UDP. It has been developed with the objective to guarantee reliable time verification
across networks with variable packet runtime. (Source: Wikipedia 12th June 2018)

PBX
Private Branch Exchange

SIP
Session Initiation Protocol

Sniffer card
A sniffer card is a network card approved by ASC for passive VolIP recording.

SNMP
Simple Network Management Protocol is a network protocol and serves to monitor and man-
age network components. The protocol does not depend on the IP network protocol for the
transport. It sends notifications (traps) about the activities on the network components on its
own accord.
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