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Chapter 1 Introduction

This is a quick start guide that explains the MiVoice Business (MiVB) and MiVoice Border
Gateway (MBG) configuration requirements to support the Mitel Interaction Recording (MIR)
application powered by ASC. Mitel Interactive Recording supports station-side or trunk-side
recording of calls. Refer to the respective sections in this guide for the configuration steps.
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Chapter 2 MivVB-MIR Integration Settings
Computer Telephony Integration (CTI) Authentication

Perform the following procedure to enable user access to the MIR application through MiVB.

1. Log ontothe MiVoice Business website.

o0 Mitel | Mivoice Business

Login ID

Password
|:| Remember Login ID

Install MiVoice Business Certificate

Enable pop-ups

2. Select System Administration Tool.

oo Mitel | Mivoice Business

D Desktop Tool

,'& Group Administration Tool

@ System Administration Tool
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3. Navigate to System Properties, click System Feature Settings, and select Shared
System Options.

0 Mitel MiVoice Business

Nez
(0

MN81

Licenses =
LAN/WAN Configuration
Voice Network

System Properties|

System Settings

| System Feature Settingsl

System Options

I Shared System Options & I

Class of Service Options &
SIP Device Capabilities ¢
Class of Restriction Groups &
System Access Points &
Feature Access Codes ¢
Independent Account Codes ¢
Default Account Codes &
System Account Codes ¢
System Speed Calls &
Tenants

SMDR Options &

Traffic Report Options o=

4. Enable CTI Application Authentication.

e Click Change onthe Shared System Options screen.

Shared System Options on Search DN v

¢ Shared System Options

DPNSS/QSIG Diversion Enabled Yes
Enable CTI Application Authentication Mo
Emergency DID Routing Enabled No
° ®
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¢ From the Change window, select Yes for Enable CTI Application Authentication,

and click Save.

Note: Enabling CTl Application Authentication conflicts with the MiVB configuration for

Cloudlink.

-—

Shared System Options

DPNSS/QSIG Diversion Enabled (::)NO@Y@S

! Enable CTl Application Authentication  (_)No(@®)Yes

Emergency DID Routing Enabled (@No( )Yes
Emergency Response

Enable ER TRAPS ()No(@)Yes

Trap IPAddress/FQDN for ER

Notification

TRAP Community String

Enable access to Server Manager

Maintain Original Forward or Reroute

Reason

10.211.26.172

datta
()No(@)Yes

()No(@)Yes

5. Navigate to System Properties, click System Administration, and select User

Authorization Profiles.

oo Mitel | Mivoice Business

MN81

Licenses

LAN/WAN Configuration
Voice Network
System Settings

System Feature Settings

| System Administration |

Device Certificate

SDS Form Sharing &
SDS Form Comparison
Admin Policies &

System Security Management ¢

| User Authorization Profiles ¢ I
3

MiXML Applications &
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6. Create a new user for the application level access for MiXML.

e Click Add in the User Authorization Profiles screen.

User Authorization Profiles on Search DN

User Authorization Profiles  Search

Find a field named: [ Login Id ~| that begins with a value of:

C—T-1-[ ]
“" User Authorization Profiles

Login 1d First Name Last Name PHI  Number Desktop  Group Admin System Admin System Admin Policy Name Server Manager Application

¢ Inthe Add window, enter the First Name, Last Name, Login id, and Password.
Select the Application check box and click Save.

& User Authorization Profiles

First Name WFQaccess
Last Hame DoMotRemove
PHI

Number

Department

Lecation

User Profile Language English v
Login id wipaccess
Password FEEEREEEE
Caonfirm Password sassnnane
ACCRss

Deskiop

Group Admin O

System Admin O

System Admin Policy Hame

Server Manager 0
Application =)
° ®
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o Afterthe setting is saved, the Application columnin the User Authorization

Profiles table will show as True.

User Authorization Profiles on

Search DN

User Authorization Profiles  Search:

Find zfieldnamed:[Lagin1d__|~| that begins with a value of
[
& User Authorization Profiles
Login Id First Name Last Name PNl Number Desktop Group Admin  System Admin  System Admin Policy Name Server Manager  Application
wioaccess  WFOaccess DoNotRemove False False False

False True

The user will now be able to access the MIR application through MiVB.

MiVoice Business for Station-Side SRC Recording

1. Station-side Secure Recording Connector (SRC) uses the SRC capability of the Mitel Border
Gateway (MBG) product. Mitel SRC provides two modes of operation: Direct and Indirect call
recording. Mitel supports Direct call recording with MIR only. Mitel also strongly recommends
using one MBG for Direct call recording and another MBG for Indirect call recording.

Mitel Interaction Recording for MiVoice Business

Direct IP phones (Hot Desking, ACD, etc.)

Call Recording

MiVoice Business

Mitel
Interaction
Recording

Gateway

-————

MiVoice “ONNectin,™ = == | CTiconnect
Border
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2.

Mitel Interaction Recording for MiVoice Business

Indirect
Call Recording

IP phones (Hot Desking, ACD, etc.)

MiVoice Business

Mitel
Interaction
Recording

4
@
b

MiVoice Border Gateway

Co

In Direct mode, the SRC is essentially a MiINET proxy on the network between the phones
and the MiVoice Business, and it provides a copy of the call audio to a call recording system.
The phones register with the SRC, which registers on their behalf with MiVoice Business.

Call recording servers can interact with multiple clustered SRCs for scaling and resiliency.
Clustering the SRC with Teleworker MBG is not supported.

MBG servers can be chained together to enable recording of remote teleworker phones. The
following figure shows an example of a teleworker set connecting through the edge MBG to
an MBG server for call recording (and finally to the MiVoice Business), so that it can be
recorded along with the sets on the Recorded LAN. To configure this scenario, an ICP entry is
added to the edge MBG containing the IP address of the LAN MBG used for recording. All
remote sets to be recordable must be configured with that ICP. The recording MBG will then
proxy the remote sets to their real ICP.

Any reference to third party trademarks are for reference only and Mitel makes no representation of the ownership of these
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N\ 66.45.23.65

7~ Sy
INTERNET
\,v/

Teleworker on MSL
configured to proxy
its sets to the SRC

Unrecorded LAN Recorded LAN

192.168.0.1 192.168.1.1

Router

NAT

SRC on MSL 192.168.1.2

(Z

IP Phone 192.168.1.3

(Z

IP Phone 192.168.1.4

MiVoice |ICP 192.168.0.2
Business

B

IP Phone 192.168.0.3

Teleworker Phone

The following sections describe the procedures for configuring MiVoice Business and MiVoice
Border Gateway for station-side SRC integration.

MiVoice Business

Station Class of Se

rvice

1. Navigate to System Properties and click System Feature Settings.

2. Select Class of Service Options Assignments.

@ uTEL Node House3300° Alarm
Status:

House3300

View by Category v < SDS Share

» Licenses
» LAN/WAN Configuration
* Voice Network

No Alarm 2011-May-19 01:35:39
Class of Service Options on

Class of Service Options Search:

Find afield named: Class Of Service Number v th,

System Options

Class of Service Options

» ACD

Class of Service Options

athas avalue of:

Message Board | About | Help | Logout

Show form on ot Ace

» System Settings Change l Print‘.] [ Import... ] [ Export... ] [ Data Refresh ]
I: System Feature Settings i

SIP Device Capabilities ¢ Class Of Service Number Comment
Class of Restriction Groups | _ 1 Standard User
System Access Points ¢ 2 Ext Hot Desk
Feature A( Codes ¢
eature Access Codes ¢ = ACD Agent 0Mrp
Independent Account Codes
4 ACD Sup 0/Wrp
Default Account Codes ¢
System Account Codes ¢ 5 Call Fwd Ext
System Speed Calls 6 Front Desk
Tenants 7 Hot Desk Phone
SMDR Options ¢ 8 ACD Agent 5Mrp
Traffic Report Options ¢ 9 ACD Sup 5Mip
Inward Dialing Modification ¢
L 10 ME W/ACD Mon
» System Administration
" AWC Ports
* Hardware
12 SIP Extensions
» Trunks
~ Users and Devices B
User and Device Configuration ¢ 14
» Attendants 15 auto-answer
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3. Make sure that Yes is selected for the following Station (Extension) COS
Assignments:

e HCI/CTI/TAPI Call Control Allowed
e HCI/CTI/TAPI Monitor Allowed

f £ --Webpage Dialog Ig‘
OTEET DL Camp ToT COUUEU T MUTUESKR USET 9 NO [ Yes 7
Group Call Forward Follow Me Accept @ No © Yes
Group Call Forward Follow Me Allow @ No © Yes
Group Page Accept 1 No @ Yes
Group Page Allow © No @ Yes
Group Presence Control © No @ Yes
Group Presence Third Party Control @ No © Yes

|| Handset Volume Adjustment Saved © No @ Yes '
Handsfree AnswerBack Allowed ) No @ Y. El
HCUCTITAPI Call Control Allowed @ No @ Yes lE
HCI/CTITAPI Monitor Allowed “ No @ Y, L
Head Set Switch Mute @ No @ Yes
Hot Desk External User - Answer Confirmation © No @ Yes

| Hot Desk External User - Display Internal Calling ID @ No @ Yes
Hot Desk External User - Permanent Login @ No © Yes
Hot Desk Login Accept @ No © Yes
Hot Desk Remote Logout Enabled @ No © Yes
Hotel Room Monitor Setup Allowed @ No © Yes
Hotel Room Monitoring Allowed @ No © Yes
Hotel/Motel Room Personal Wakeup Call Allowed @ No © Yes

|| Hotel/Motel Room Remote Wakeup Call Allowed @ No © Yes
Individual Trunk Access © No @ Yes
Local Music On Hold source ©) No @ Yes -

- )

Codec Requirements

1. Navigate to Voice Network, click Codec Settings and select Change.

° ®
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o) Mitel | Mivoice Business

N A= Codec Settings on
mivb8 i= 9
Licenses

LAN/WAN Configuration ¢ Codec Settings
Voice Network
G.711a Filtered

Network Elements ¢

G.7T11u Filtered
Cluster Elements g

Admin Groups G.722 Filtered |
Fax Service Profiles ¢ G.722.1 Filtered

Fax Advanced Settings G.723 Filtered

Network Zones & G.723.1c Filtered

Network Zone Topology ¢ G.728 Filtered

Bandwidth Management ¢ G.729%a Filtered

Codec Settings ¢ G.729b Filtered

Mass Audio Notification ¢
T.38 Filtered
System Properties
AMR Narrowband Filtered
Hardware

GSM FR (06.10) Filtered
Trunks { )

Users and Devices

2. Select Yes for the G.722 Filtered and the G.722.1 Filtered options.

3. Click Save.
~
¢ Codec Settings
G.711a Filtered Mo
G.711u Filtered Mo
| G.722 Filtered O No @ Yes
G.722.1 Filtered O No @ Yes
G.723 Filtered ® Mo (D) Yes
G.723.1c Filtered ® No (D Yes
G.728 Filtered ® No (D Yes
G.729a Filtered ® No (D Yes
G.729b Filtered ® No (O Yes
T.38 Filtered ® No (D) Yes
AMR Narrowband Filtered O No @ Yes
GSM FR (06.10) Filtered O No @ Yes w
=

MiVoice Border Gateway

Enable Call Recording in MBG
1. Log into the MBGWeb Admin using admin credentials.

11
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2. Navigate to Applications, click MiVoice Border Gateway, click Service
configuration, and select Application Integration from the drop-down list.

3. Under Call recording, select the Enabled check box and click Save.

‘ Mitel Standard Linux

[A plications

[ System status ~ Service configuration ~ System configuration ~ Administration ~
Remote proxy services
IserviceLink
Blades Page updated: Tue Jun 13 2017 13:31:08 GMT-0400 (Eastern Daylight Time)

Status

[ MiVoice Business Console
[Administration

Web services
Backup MiVoice Business Console support ~ []
View log files
Event viewer
System information

System monitoring

System users

Shutdown or reconfigure - call
|Security
Remote access
: Enabled Tone injection Enabled (]
Port forwarding
Syslog Include tones in recordings O
Web Server

4. Enterthe pre-shared key (PSK) password.

Note: Mitel Google Cloud Platform (GCP) requires PSK password as a replacement for
the MBG client certificate requirement.

bworking ~ SIP trunking - Call recording - Troubleshooting ~

5 GMT-0400 (Eastern Daylight Time)

Enabled
Mode Include tong
PSK password

For details on implementing MBG in VMware virtual machine environment, see the following
Mitel documents. All the documents are available on Mitel OnLine and InfoChannel.

e Virtual Appliance Deployment Solutions Guide

e VMware Virtual Appliance Quick Reference Guide

© Copyright 2020, Mitel Networks Corporation. All Rights Reserved.
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Add MiVoice Business as an ICP

1. Navigate to Applications, click MiVoice Border Gateway, click Service

configuration, and select Manage ICP from the drop-down list.

2. Add anew ICP with the following information.

a. Name: Type the descriptive name.

b. Hostname or IP address: Type the IP address of the MiVoice Business.

o

Type: Select MiVoice Business from the Type list.

e

SIP capabilities: Select UDP from the SIP capabilities list.

Note: Do not enable Indirect call recording.

O Mitel | Mitel Standard Linux

System users

System status ~ configurat System configuration ~ Administration ~
P Y

perviceLink

Blades Page updated: Tue Jun 13 2017 15:21:59 GMT-0400 (Eastern Daylight Time)

Status The following is a form for creating an icp entry. You may edit this information as you wish, and click on the "Save" button below when you are done.
Administration Manage ICP

Web services

Backup

View log files Name MiVB 1 Hostname or IP address 10.47.61.30

Pl MiVoice Business [ 7] iNet

System information Type MiNet installer password

System menitoring SIP capabilities ubP Indirect call recording capable L

The following shows an example of multiple configured ICP’s.

OO Mitel | Mitel Standard Linux

Applications
ce Border G System status ~ Service configuration « System configuration ~ Administration =
Remote proxy services
Servicelink
Blades Page updated: Tue Jun 13 2017 15:21:02 GMT-0400 (Eastern Daylight Time)
Status To test connectivity to your configured ICPs, or to run a DNS resolution test on configured hostnames, see the Diagnostics page.
Admlmstra-!ion - ICP Inf 2
View log files +
Event viewer -
Bk ien ki ciatioe Default Default Name Hostname or  Type Installer sip Indirect
System info " for for SIP IP address password  capabilities cal|
MiNet recording
capable
Tormity 0] 0 10.102.154.101 10.102.154.101  MiVoice Business uoP x @
Remote access = b
Port forwarding -
Syslog (0] O 10.19.4.21 10.19.4.21 MiVoice Business uDP x [}
Web Server
Certificat t =
kasabont S o o) 10.12.450 10.19.4.50 MiVoice Business uDP o i
Configuration
b O O i MiVoice Business uoeP @
il Sefibigs (@) (@) MiVB 1 10476130 M x i
Goagle Apps
DHCP O (®) MCS 10.35.102.2 MiVoice Business uoeP x (7]
Date and Time -

13
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Direct Call Recording

Add the Mitel MINET Device for each extension to be recorded.

1. Navigate to Applications, click MiVoice Border Gateway, and select Service
configuration.

2. Add anew device by configuring the following:
a. Enabled: Selectthe Enabled check box.
b. Configured ICP: Select a previously added ICP for the MiVoice Business.
c. MAC Address: Enter the MAC address of the device to be recorded.

d. Description: Enter a descriptive name.

00 Mitel | Mitel Standard Linux

System status ~ System configuration ~ Administration ~
ServiceLink
Blades Page updated: Tue Jun 13 2017 15:31:11 GMT-0400 (Eastern Daylight Time)
Status
[ Manage device
Administration -
Enabled LIz Configured ICP 1019421 ]
MAC Address | 00:03:5D:58:A3:16
Description 41220
Force set-side codec Use master setting| v Codec support Use master setting
Local streaming between device calls Use master'seting g
Log verbosity Use master setting| v Log to individual file 2]
Enable Detailed Jitter Log Use master setting| v RTP Framesize Use master setting[ V]
Disable SRTP Use master setting |V Timezone
Time Format | Use master setting[ Cluster Zone Product Support [ ¥
Tone injection Enabled (] Use master M

You can provision multiple devices for recording on MBG. To simplify this process, turn off
Restrict MiNet Devices in the MBG UI. This allows the devices to connect and forward call
recordings to the default ICP. The ICP will redirect the devices to their home element. For
more details, see MiVoice Border Gateway Installation and Maintenance Guide.

Note: The devices may not be activated into service if the default ICP is down when they
try to connecttoit.

3. Navigate to Applications, click MiVoice Border Gateway, click System, and select
Setting MiNet options from the drop-down list and clear Restrict MiNet devices.

0O Mitel | Mitel Standard Linux admagmbg mycompany ocsl  Staus.

Toneiecion

© Copyright 2020, Mitel Networks Corporation. All Rights Reserved.

The Mitel word and logo are trademarks of Mitel Networks Corporation.

Any reference to third party trademarks are for reference only and Mitel makes no representation of the ownership of these
marks.

09 Mitel

®
Powering connections



Mitel Interaction Recording

Approving MIR certificate

Note: Mitel GCP does not require approval for the MIR certificate. The PSK password is
used in place of the MIR certificate.

Performthe following step after the configuration for MIR-CTl integration is active.

To approve the MBG certificates:

1. Navigate to Security and select MBG client certificates.

) Mitel | Mitel Standard Linux

Applications
MiVoice Border Gateway welcome to the server

ServiceLink manager
Blades

This server is a very secure, reliable and cost
Status

platform for an expanding range of business ¢
Administration and services. For information about the specif
applications available for this platform, please|

Web services your authorized reseller.

Backup

Restore To perform a system administration function,
the links in the menu on the left of your screg|

View log files

Event viewer

System information ) i

System monitoring Mlte\VStandard Linux 11.0.69.0

MiVoice Border Gateway 11.0.0.308

System users © Mitel Networks Corporation

Shutdown or reboot
Virtualization

Securityl

Remote access
Port forwarding
Syslog

/eb Serve
MBG client certificates

Configuration

a. Inthe Queued CSRs section, select the CSR for the Call Recording server.
b. Scrolldown and select Approve.

Following is an example of an approved MBG certificate:

Manage Certificates (@)

In thes panel, you can manape all Certficate Sigrng Requests (CSRs) m the gueue of thes server, and any signed certificates isswed by
thes server's Certificate Authonty (CA)

TO approve or reject o request, chek on the Reguest 1D, and use the resulting page. Before you approve a CSR, you should establish the
indendual’s identty by some means (by a phonecall at the very least), or you will defeat the purpose of ths exercise
The following are the detads of your Certificate Authorty’s sigrang certificate.
Isswe Issuer: CoCA, STeON, O=Mitel Networks, OU«VolP, CN=Mitel 6000
CA/emadidiress=securty O Mitel. com
Subgect Subject: CNeServicelink Account 1D: 50309237/emaladdress=admn@orcOl meel com
O=X¥Z Corporatacn
Not before Jan 20 20:03:19 2009 GMT
Not after Jan 10 20:03:19 2015 GMT

UID=21454599-7634-4600-9931-4866 2¢730081, LeMed IFT,
CN=emng-meel-trnal_marnatch net, O=Martelo
UID=2145d599- 7634-4600-9931-48662¢730481, LeMad IFT,
CN=emng-meel-trnal marwatch net, O=Martelo

Subject
CN=Santch 10.39.164.100:0
CN=Satch910.39.40.202_SRCO10.35.3.7
CN=Satch$10.39.164.1)_SRCO10.35.2.7
CN=Enitch$10.35.3.42

15
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MiVoice Business for SIP Trunk-Side SRC Recording

The following sections describe the procedures for configuring MiVoice Business and
MiVoice Border Gateway for SIP trunk-side SRC recording. However, this section does
not provide an end-to-end explanation of SIP trunk configurations in MiVB. For details
about SIP trunk configurations, see the MiVB Help files.

MiVoice Business
1. Navigate to System Properties and select System Feature Settings.

2. Click Class of Service Options Assignments.

Details for this option are displayed on the right pane.

& Agualab - MiVoice Business - Internet Explorer - o X
& https://10.47.61.21/uwifuwi_Main.aspTlogoutParentSessionld=0 @ Certificate error
H i i e " " H -19 10:59:
> M|tel ‘ MiVoice Business  Nede ‘Aqualab’ Alam Status: [€l6aH 2016.0ct1910:59:38 (O
Aqualab ;E Class of Service Options on [AquaLab| DN to search ﬂ Show form on | Not »\iussﬂ.l'e v
I 2 I (T
-~
Licenses Page 1 of 11 Goto v Value ﬂ
LAN/WAN Configuration i i
. & Class of Service Options
Voice Network
| System Properties | Class Of Service Number Comment A
System Settings 1
System Feature Settings 2 Sets
ystem Opfions 3
Shared System Options & 4
Class of Service Options ¢ I 5 W
SIP Device Capahﬂes & -
Class of Restriction Groups & Advanced
System Access Points & ~
Class Of Service Number 1
Feature Access Codes &
Comment
Independent Account Codes &
Default Account Codes & AcD
System Account Codes & ACD Agent Behavior on No Answer Logout
System Speed Calls ACD Agent No Answer Timer 15
Tenants ACD Make Busy on Login No
SMDR Options ¢ ACD Silent Monitor Accept No
Traffic Report Options L2 ACD Silent Monitor Accept Monitoring Non-Prime Lines No
M LR MCRGCaRonTe ACD Silent Monitor Allowed Mo
Qutward Dialing Modification B
ACD Silent Monitor Notification Mo W
£ >
° ®
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3. Make sure that Yes is selected for the following Station and Trunk COS Assignments:
e HCI/CTI/TAPI Call Control Allowed
e HCI/CTI/TAPI Monitor Allowed

& Aqualab - MiVoice Business - Internet Explorer - (m] x

& httpsy//10.47.6121/uwi/uwi_Main.aspllogoutParentSessionld=0 @ Certificate error

> M":el ‘ MiVoice Business  Node ‘Aqualab’ Alamm Status: [€léal] 2016.0ct1910:59:38 (3

Class of Service Options on [AquaLab) DN to search ﬂ Show form on | Not Accessible V|

Aqualab

F 3
~
Licenses Page 1 of 11 Goto ~ | Value
LAN/WAN Configuration
& Class of Service Options
Voice Network .
System Properties 5 A
System Settings 6
System Feature Settings 7
System Options 8
Shared System Options & 3
Class of Service Options &
10 SIP v

SIP Device Capabilities &

Class of Restriction Groups & m Cancel

System Access Points & Advanced
Feature Access Codes & Campon Tone Security @No()Yes
)
Independent Account Codes ¢ External Trunk Standard Ringback (@®)No()Yes
Default Account Codes & Fax Capable
System Account Codes ¢ Return Disconnect Tone When Far End Party Clears
System Speed Calls & Hel
jLetants HCUCTUTAPI Call Control Allowed
SMDR Options &
HCUCTUTAPI Monitor Allowed
Traffic Report Options &
L o Hot Desk
Inward Dialing Modification ¢
. X . v Green BLF Lamp for Logged in Hotdesk User
Qutward Dialing Modification
< 5 Hot Desk External User - Allow Mid-Call Features Y

17
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4. Navigate to Voice Network, click Network Elements, and select Add to define an

Outbound Proxy element for MBG.

Note: In this example, MBG is added as the outbound proxy element.

& Aqualab - MiVoice Business - Internet Explorer

@ https://10.47.61.21/uwi/uwi_Main.asp?logoutParentSessionld=0

0 Mitel | Mivoice Business

e
i

AqualLab

Licenses
LAN/WAN Configuration

Voice Network |

<

I Network Elements ¢ I

Cluster Elements &
Admin Groups
Fax Service Profiles &
Fax Advanced Settings
Network Zones &
Network Zone Topology ¢
Bandwidth Management &
Codec Seftings &
System Properties
Hardware
Trunks
Users and Devices
Integrated Directory Services
Voice Mail
Call Routing
Music On Hold
Emergency Services Management
Property Management

Network Elements on [AquaLab

o ] oo ] oo

& Network Elements

DN to search ﬂ

Node ‘Aqualab’ Alarm Status: [Clear 2016-Oct-19 10:59:38 (] ?

- [}

& Certificate error

6]

Show form on |Not Accessible vl
A
I

[_| Name 4 Type ~ PBX Number/Cluster ElementID ~ FQDN or IP Address ~ Data Sharing ~ Ve
O Aqualab (Local) 3300 ICP 21 10.47 61.21 14
[] MBG Qutbound Proxy — 10.47.61.27 NO
I I:‘ PBX-CO Other 10.47.41.25 NO
<
Name MBG ~
Type Outbound Proxy
FQDN or IP Address 10.47.61.27
Data Sharing NO
Local False
Version
Zone 1
ARID
Outbound Proxy Specific v

- d e T T

00 Mitel

Pow

5. Add a network element for your edge device. In this example, PBX-COis added as

the network element. Make Note of the name given as this is used in configuring the
MBG and Call Recording.

Note: Scroll down and make sure that the SIP Peer Portis set to 5060.
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(& Aqualab - MiVoice Business - Internet Explorer

2 hittps://1047:61.21/uwifuwi_ Mzin.aspTlogoutParentsessionld=0

o) Mitel | MiVoice Business

o x

& Centificate error

Aqualab

Licenses.
LAN/WAN Configuration
Voice Network
Network Elements ¢
Cluster Elements
Admin Groups
Fax Service Profiles ¢
Fax Advanced Settings
Network Zones ¢
Network Zone Topology ¢
Bandvwidth Management
Codec Seftings ¢
System Properties
Hardware
Trunks

Users and Devices
Voice Mail
Call Routing

Music On Hold

Property Management

Integrated Directory Services

Emergency Services Management

Node "Aqualab’ Alarm Status; [CIear 2017 May 26 12:39:53 (3 ? [6)
2% Network Elements on DNtosearch || Show form on L
. CIETE
& Network Elements
=] Name+ Type ~ PEX Number/Cluster Element 1D »  FQDN or IP Address ~  Data Sharing ~  Version =  Zone
O AquaLab (Local) 3300 ICP 121 10.47.61.21 140001 1
ml MBS Outbound Prory _— 10476127 NO 1
I u PBX-CO Other = 10.47.41.25 NO 1 I
Name PBX-CO A
Type Other
FQDN o IP Address 10.47.41.28
Data Sharing NO
Local False
Version
zone 1
ARID
SIP Peer Specific
SIP Peer Transport default
SIP Peer Port 5060
. External SIP Proxy FQDN or IP Address.
3 External SIP Proxy Transport defautt v

6. Navigate to Trunks, click SIP, and select SIP Peer Profile to add a SIP Peer Profile
foryour edge device Network Element.

Note: Only one SIP PEER Profile is supported while the SIP Peer Profile Assignment is
being used by the Incoming DID Form on the MIVB. That is, only one of the SIP Peer
Profiles can be recorded.

7.

In the Basic tab, select MBG network element as the Outbound Proxy Server.

Note: This is the outbound proxy element defined for MBG in step 4 in this example.

& AquaLsb - MiVoice Business - Intemet Explorer

[m] X

@ https://1047.61.21/uwi/ uwi_Main aspTlogoutParentSessionld=0

00 Mitel | Mivoice Business

Node ‘Aqualab’ Alarm Status: Clear 2017 May-26 12:39:53

& Certificate error

Aqualab

Licenses

LAN/WAN Configuration
Voice Network

System Properties

Hardware

Trunks |

Trunk Attributes ¢

DTS Service Profiles

Analog

Digital

IPIXNET

SIP |

DID Ranfes for CPN Substitution

SIP Peer Profile Assignment by Incomir

SIP Peer Profile Called Party Inward Di
SIP Peer Profile Calling Party Inward D
URI/Number Translation

Users and Devices

Integrated Directory Services

Voice Mail

Call Routing

SIP Peer Profile on [AquaLab

CDEDED
A

DN to search ﬂ Show form on Not Accessible v *

SIP Peer Profile

Network Element

PBX-CO PbxCo

SIP Peer Profile Label

Outbound Proxy Server CPN Restriction Trunk Service Session Timer Zone

MBG No 10 o0 1

Lm_l:an Rouing Calling Line ID  SDP Options ~ Signaling and Header Manipulation  Timers ~ Key Press Event  Outgoing DID Ranges

Profile Information

SIP Peer Profile Label PbxCo "
Network Element PBX-CO
Local Account Information
Registration User Name
Address Type P Address: 10.47.61.21
Administration Options
Interconnect Restriction 1
Maximum Simultaneous Calls 25
Minimum Reserved Call Licenses. 0
I ‘Outbound Proxy Server MBG I
SMDR Tag 0
Trunk Service 10 v

19



Mitel Interaction Recording

8. Inthe Signaling and Header Manipulation tab,
e Select Yes for Use P-Call-Leg-ID Header.

o For P-Preferred Identity Header, select Peer Profile Default CPN from the
drop-down list.

9. Click Save.

00 Mitel

MiVoice Business Node Alarm Status: [Major 20:

Roger SIP Peer Profile on[Roger]
Licenses
LAN/WAN Configuration SIP Peer Profile
Voice Network
Network Element SIP Peer Profile Label Outbound Proxy Server CPN Restriction Trunk Service
System Properties
WiteISIP MiteISIP No 1
Hardware
Reval Revolut No 1
Trunks

Trunk Attributes ¢

IPIXNET

sip
DID Ranges for CPN Substitution
SIP Peer Profile

SIP Peer Profile Assignment by Incoming DID

SIP Peer Profile Called Party Inward Dialing Modification

SIP Peer Profile Calling Party Inward Dialing Modification Basic CallRoufing CallingLine ID  SDP Option) ENEEIEUEECERENEIELIM Timers  Key Press Event  Profile Information
URV/Number Translation

Suppress Redirection Headers No v

Users and Devices

Use Fixed Retry Time for 491 @No O Yes
Integrated Directory Services

Use Privacy: none @No O Yes
Voice Mail

Use P-Asserted Identity Header ONo@Yes
Call Routing

Use P-Asserted Identity for Biling ®No(O) Yes

Music On Hold

Use P-Call-Leg D Header ONo@® Yes
Emergency Services Management

Use P-Early-Media Header
Property Management

Use P-Preferred Identity Header
Maintenance and Diagnostics

Use Restricted Character Set For Authentication @y

Use To Address in Frem Header on Qutgoing Calls @NoQ Yes

Use user=phone ®NoO Yes

Use user=phone for Diversion Header @Ne O Yes

° ®
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MiVoice Border Gateway

1. Navigate to Applications, click Mitel Border Gateway, click Service Configuration,
and select SIP Trunking from the drop-down list.

‘ Mitel Standard Linux

|Applications A

MiVoice Border Gateway |

Remote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
View log filas
Event viewer
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access

Port forwarding
Syslog

System status - | Service configuration '| System configuration ~ £

Page updated: Fri May 26 2017 12:48:05 GMT-0400 (Eastern Daylight Time)

The SIP trunks Information section below shows a short summary of each SIP trunk. Click on the SIP trur]

To make changes to SIP settings in general, please see the SIP settings in System configuration.

To test DNS resolution on any configured hostnames, please refer to the Diagnostics page.

r_SIP trunk information |

Enabled Name Remote endpoint Number of routing rules PRACK support

V/ PEX-CO  10.47.41.25 : 5060 1 Use master setting

2. Click the “+” mark to add a new SIP trunk. Make sure that the name matches that of
the network element in MiVB.

Note: The name of the MiVB network and the SIP trunk must match exactly (case
sensitive), for the recording of the audio to function properly.

3. Enterthe IP address of the edge device and select the appropriate MiVB as the

Primary.
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0 Mitel | Mitel Standard Linux admin@aqua-mbg.qalocal  Status: NN B

poieitons System status = Service configuration = System configuration =~  Administration [)

Rermots prowy serices
servicaLink Page updated: Fri May 26 2017 12:51:49 GMT-0400 (Eastérn Daylight Time)

s This interface provides the ability to edit a SIP trunk's detals. Edit below, and lick Ehe "Save” button to commit the changes. If you do not wish to save, simply navigate

s elsewhere.
 Administration
[ tianage S1P runk |
Enabled (7]
I—N!Iﬂ—lwm - Remote trunk endpoint address | 1 47 41 o5
Remote trunk endpoint port | cooo Accept traffic from any port [ ]

Virtuslization Options keepalives | . v Options interval | 4,
secury

femate access Rewrite host in PAL || Remote RTP framesize (ms) Auto V|

or ararding

syelog )

T Idle timeout () 5000 RTP address override g

Cartcate Hanagament
Configuration Local sraaming [ PRACK sumport Uy 1ot seting -

Networks

Cmal satung [P T — Authentication usermame

vt Use master sstting E

och

Date and Tima Authentication password Confirm authentication password

Mostnames and addresses
Domains Set-side RTP security . Icp-side RIP security | i

TPvE-in-TPv4 Tunnel Alloy [~ Disable [~
sump
Ethernet Cards Re-invite conversion [ ]

Raview configuration

Miscellangou Search routing rules
Support and licansing Next Pravious
Help

Nate, if you madify your routing rules, you must save them before changing pages or navigating elsewhar, or these changes will be lost.

Page 1of1 Jump to page . =
Rules per page 1o v
First Prev Next Last
Match Rule Primary Secondary Description
U Requesturv] | [+ WivB Aquariua V] v LS |

Enable Call Recording in MBG
To enable Cal Recording in MBG:

1. Navigate to Applications, click MiVoice Border Gateway, click Service
Configuration, and select Application Integration from the drop-down list.

2. Under Call Recording, selectthe Enabled check box and click Save.

> Mitel | Mitel Standard Linux

lApplications )
MiVoice Border Gateway bystem status ~ Service conﬁguraf.lon v bystem conf;guratlo:‘: v Administration «

Remots proxy services

ServiceLink
Blades Page updated: Tue Jun 13 2017 13:31:08 GMT-0400 (Eastern Daylight Time)
Status
[~ MiVoice Business Console
lIAdministration
Neb services
Backup MiVoice Business Console support =]

View log files
Event viewer
System information

System maonitoring

System users

Shutdown or reconfigure ~ Call recording
Security
Remote access
2 Enabled @ Tone injection Enabled (]
Port forwarding
Syslog Include tones in recordings O

Web Server

° ®
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Chapter 3 References

For more details regarding specific guides/topics, see the following MiVoice Business documents in
Document Center:

o Failover - See Resiliency Guidelines

https://www.mitel.com/document-center/business-phone-systems/mivoice-business/mivoice-
business/90sp3/en/4mivoicebusiness90sp3res

For more details regarding specific guides/topics, see the following Mitel Border Gateway documents
in Document Center:

e MBG Engineering Guidelines

https://www.mitel.com/document-center/applications/mivoice-border
gateway/100/en/mbgengs100
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