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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction @sc

2 Introduction

This document describes the installation and configuration of Microsoft Windows Server 2012
R2 for the EVOIPneo software.
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3 System requirements ‘\Asc

3 System requirements

@ The system requirements are described in the installation manual Installation requirements.

Update operating system

Updates of the operating system are supported with the exception of complete service packs.
@ The installation of new service packs has to be approved explicitly by ASC.

Deactivate the "Automatic update function" of the operating system and install necessary up-
dates manually if required.

The service Windows Firewall has to be started before the installation of the ASC software to
guarantee the correct operation of the recording system (see chapter "Configure services", p.
21). ASC only supports the Windows Firewall.

©

S

File Access Auditing/File Access Log must not have been activated.

Exclusively install software approved by ASC!

@ For information about approved software refer to the current neo Integration Overview in the
ASC Partner Portal.

For information about the system requirements for virtual environments refer to the installation
manual /nstallation requirements.
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&

Installation Microsoft Windows Server 2012 R2

Make sure that 3 partitions have been created and configured as follows:

The partitions of the following variants are supported:

- 1 hard disk with 3 partitions
- 3 hard disks with 1 partition each

1. System partition
The system partition should have a minimum of 60 GB.
— 40 GB operating system
— 20 GB neo software

2. Database partition
NOTICE! The database partition is required if you install the database on this server.

— The size of the database depends on the number of recordings and on the retention pe-
riod of recordings.

Information about how to calculate the size of the database partition can be found in the file
Postgres_Callpool_Sizing available on the Manual CD in the folder 1_Sizing calculator.

3. Data partition
NOTICE! The data partition is required if you save the pool of data on this server.
— The size of the data partition depends on the recording requirements.
A minimum of 150 GB is mandatory.
Install the operating system Microsoft Windows Server 2012 R2.

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4
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5.1

Configuration Microsoft Windows Server 2012 R2

This chapter exclusively refers to the English-language version since ASC only supports the
English-language operating system.

The following images refer to the display mode View by Category preset by default.
Configure the EVOIPneo software as follows to guarantee smooth operation:

» chapter "Configure remote desktop", p. 8

» chapter "Configure Internet Explorer", p. 9

» chapter "Deactivate Internet Explorer Enhanced Security Configuration (IE ESC)", p. 9

» chapter "Configure energy scheme", p. 10

» chapter "Network cards", p. 12

+ chapter "Deactivate automatic replay", p. 17

» chapter "Configure services", p. 21

Configure remote desktop

1. Press the Windows key.

2. Open the system configuration via Control Panel > System and Security > System.
3. Click on the shortcut Remote settings.

i System == -

© ~ 4 [+ Control Panel » System and Security » System v o‘ [ search Control Panel A

L]

Coentrol Panel H . P .
entrerfend Reme View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows Server 2012 Standard
&) Advanced system settings @ 2012 Microsoft Corporation. All rights reserved. ==“Wind0ws Server2012
System
Processor: Intel(R) Xeon(R) CPU ¥5650 @ 2.67GHz 2.67 GHz (2 processors)
Installed memory (RAM): 4,00 GB
System type: #4-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-NBAEOLEIS1S #)Change settings
Full computer name: WIN-NBAEOLEIS1S
Computer description:

Workgroup: WORKGROUP
Windows activation
Windows is not activated. View details in Windews Activation

Product ID: 00183-80003-71784-AA557

See also
Action Center

Windows Update

Fig. 1: System

4. Click on the tab Remote.
5. Activate the option Allow remote connections to this computer.
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System Properties

5.2

5.3

Computer Name I Hardware I Advanced | Remote |

Remote Assistance

Remote Desktop

Help me choose

Allow Remote Assistance connections to this computer

Advanced...

Choose an option, and then specify who can connect.
(O Don't allow remote connections to this computer

(® Allow remete connections to this computer

[ Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

ok || Cancel

Apply

Fig. 2: System Properties

6. Click on the button OK to save the settings and to close the window.

Configure Internet Explorer

Follow the installation manual Configuration Browser to install the Internet Explorer.

Deactivate Internet Explorer Enhanced Security Configuration (IE ESC)

1. Open the Server Manager in the taskbar.

2. Select the menu item Local Server in the structure view.

3. Inthe IE Enhanced Security Configuration, click on On.

[ Server Manager == -
@ v Server Manager * Local Server Manage  Tools  View
_ = PROPERTIES =
B2 Dashboard . For WIN-NBAEOLEI&15 TASKS ¥
i Local Server i -
- Computer name WIN-NBAEOLEIG15 Last installed updates Never
W& All Servers Workgroup WORKGROUP Windows Update Not configured _
% File and Storage Services b Last checked for updates Never -
e us
Windows Firewall Public: Off Windows Error Reporting Off
Remote management Enabled Customer Experience Improvement Program  Not participating
Remote Desktop Enabled |E Enhanced Security Configuration On =
NIC Teaming Disabled Time zone (UTC+01:00) Amsterdam
COMip 192.168.169.143, IPv6 enabled Product ID Not activated
Sniffer 10.0.0.143, IPv6 enabled
Operating system version Microsoft Windows Server 2012 Standard ~ Processors Intel(R) Xeon(R) CPU
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 4GB
w
< W - ) >
EVENTS
All events | 11 total TASKS
5 @~ @~ ©
Server Name D Severity Source Log Date and Time
WIN-NBAEQLEIGT> 1111 Error Microscft-Windows-TerminalServices-Printers  System 09.12.2013 11:52:32 -
WIN-NBAEQLEIGT> 1111 Error Microscft-Windows-TerminalServices-Printers  System 09.12.2013 11:52:32
WIN-NBAECLEI6TS 1111 Error Microscft-Windows-TerminalServices-Printers  System 09.12.2013 11:52:32 - v
Fig. 3: Server Manager
4. Activate the option Off in Administrators and Users.
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‘" Internet Explorer Enhanced Security Configuration -

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

'@' ) on (Recommended)

B @®of

'@' ) on (Recommended)

B @®of

More about Internet Explorer Enhanced Security Configuration

oK | | Cancel

Fig. 4: IE ESC

5. Click on the button OK to save the settings and to close the window.

Configure energy scheme
1. Press the Windows key.

2. Open the hardware options via Control Panel > Hardware > Power Options.

3. Activate the option High performance.

> Power Options == -
© - 4 |3 » Control Panel » Hardware » Power Options v o‘ [ search Control Panel A
Control Panel Home . ©
Choose or customize a power plan
Require a password onwakeup /A power plan is  collection of hardware and system settings (like display brightness, sleep, etc.) that manages
how your computer uses power, Tell me more sbout power plans
Choose what the power button
does Preferred plans
Create a power plan () Balanced (recommended) Change plan settings
& Choose when to turn off the Automatically balances performance with energy consumption on capable hardware.
display
® Change when the computer @® High performance Change plan settings
sleeps Favors performance, but may use more energy.
Show additional plans (O]
See also
User Accounts
Fig. 5: Power Options
4. Under High performance, click on Change plan settings.
5. Click on Change advanced power settings.
Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4 10/ 41
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© - 1t[%®» ControlPanel » Hardware » PowerOptions b Edit Plan Settings v ¢ | [ Search Control Pandl 2|

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use.

B Pt computerfoseep

Change advanced power settings

Restore default settings for this plan

Fig. 6: Edit Plan Settings

6. Select the entry Never in the field Hard disk > Turn off hard disk after > Setting (Minutes).

Advanced settings

Select the power plan that you want to customize, and
\@ then choose settings that reflect how you want your
computer to manage power.

|High performance [Active] v|

High performance

= Hard disk

= Turn off hard disk after
Setting (Minutes):

Internet Explorer

Sleep

USE settings

Power buttens and lid

PCl Express

Processor power management
Micnlzs

1B EEEEHERA

| Restore plan defaults

Lok |[ conced |[ remy |

Fig. 7: Power Options

7. Select the entry Never in the field Sleep > Sleep after > Setting (Minutes).

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4 11741



R2

Configuration Microsoft Windows Server 2012 ASC

N

5 Power Options Llllll_
Advanced settings I
&)

= Select the power plan that you want to customize, and
\[Q then choose settings that reflect how you want your
computer to manage power.

|High performance [Active] v

High performance ~
Hard disk
Internet Explorer

0EHEHBE

Sleep

= Sleep after =
:

= Allow wake timers
Setting: Disable

USE settings

Power buttens and lid
DIl Evmrace

1 HH

| Restore plan defaults |

[ ok ][ cancel |[ ppy

Fig. 8: Power Options

8. Inthe field Sleep > Allow wake timers > Setting, select the entry Disable.

5 Power Options Llllll_

Advanced settings

then choose settings that reflect how you want your

\[- i Select the power plan that you want to customize, and
computer to manage power.

|High performance [Active] v

High performance ~
Hard disk
Internet Explorer

0EHEHBE

Sleep

= Sleep after
Setting: Mever

= Allow wake timers

USE settings

Power buttens and lid
1 _Drl Evnrare

| Restore plan defaults |

[ ok ][ cancel |[ ppy

Fig. 9: Power Options

9. Click on the button OK to save the settings and to close the window.

Network cards

Change IP address

The IP address should have been configured before the installation of the ASC software.

Changing the IP address once the recorder application has been installed affects the certifi-
cates. For further information refer to the installation manual Installation of the recording soft-

ware of ASC.

If you use a sniffer card, you have to enter an unambiguous IP address and a protocol version

for this card, too.

An overview of the supported VolP network cards can be found in the installation manual /nstal-

lation requirements.

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4
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Check the network speed.

® Autonegotiation has been set as default for network cards. As a consequence, the network
cards agree on the same speed between switch and recorder.

ASC recommends a transmission speed of 1000 Mbit/s Full Duplex.

5.5.1 Configure network cards
1. Press the Windows key.

2. Open the window Network and Sharing Center (network connection) via Control Panel >
Network and Internet > Network and Sharing Center.

3. Click on Change adapter settings on the left side.

. Network and Sharing Center \;‘i-

-:?—:} * b

:‘: <« MNetwork and Internet » Network and Sharing Center W C,| | Search Control Panel 0 |

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type: Mo Internet access
settings Private network Connections: [ DMZ2

Change your networking settings

‘{E- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troublesheoot preblems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Firewall

Fig. 10: Network and Sharing Center

4. Click on the inserted card.
5. Open the context menu with a right-click.
6. Select the menu item Properties.
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T ||__@ » Control Panel » Metwork and Internet » Network Connections v 0| | Search Metwork Connections @ |

Organize = Disable this network device  Diagnose this connection  Rename this connection = ai - m @

= | DMZ2 |
- MNetwork N
G2 Intel(R) 82574L Gigabit Network C..| @  Disable
Status

Diagnose
Bridge Connectiens

Create Shortcut
Delete

Rename

Properties

1 item 1item selected

Fig. 11: Network Connections

7. Make sure that the following options have been activated:
* Client for Microsoft Networks
* File and Printer Sharing for Microsoft Networks
* Internet Protocol Version 6 (TCP/IPv6)
* Internet Protocol Version 4 (TCP/IPv4)

Metworking

Connect using:
| Q Intel{R) 82574L Gigabit Network Connection

This connection uses the following items:

% Client for Microsoft Networks
[ JmlQoS Packet Scheduler
.Q File and Printer Sharing for Microsoft Networks
[J -= Microsoft Netwark Adapter Multiplexor Protocol
[J -+ Link-Layer Topology Discovery Mapper 140 Driver
[J -+ Link-Layer Topology Discovery Responder
<& Intemet Protocol Version & (TCP/IPvE)
Intemet Protocol Version 4 (TCP/IPv4)

[ msal. || Unnsisl | [ Properties
Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

Fig. 12: Network connection properties

8. Click on Internet Protocol Version 4 (TCP/IPv4).
9. Click on the button Properties.

10. You have to assign a static IP address for the ASC software. Select the option Use the fol-
lowing IP address.

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4 14 /41
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Internet Protocal Version 4 (TCP/IPv4) Properties _

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 171 . 86
Subnet mask: 255.255.243 . 0
Default gateway: 192 . 168 . 168 . 11

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 168 . 11

Alternate DNS server:

|

[[validate settings upon exit

| oK | | Cancel |

Fig. 13: Internet Protocol Version 4 (TCP/IPv4) Properties (example)

11. Enter the IP address, the subnet mask, and the default gateway.
12. Click on the button OK to save the settings and to close the window.
13. Click on the button Configure.

U] DMZ2 Properties x|

Metworking

Connect using:

l_-?‘ Intel{R) 82574L Gigabit Network Connection

This connection uses the following items:

9% Client for Microsoft Networks

O QQOS Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

[J -= Microsoft Netwark Adapter Multiplexor Protocol
[J -+ Link-Layer Topology Discovery Mapper 140 Driver
[J -+ Link-Layer Topology Discovery Responder

<& Intemet Protocol Version & (TCP/IPvE)

P8 Intemet Protocol Version 4 (TCP/IPv4)

Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ Ccancel

Fig. 14: Network connection properties

14. Click on the tab Power Management.
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Intel(R) 82574L Gigabit Network Connection Properties -

| General | Advanced | Driver | Details | Events | Power Management

L-. Intel{R) 82574L Gigabit Network Connection

Allow this device to wake the computer

Only allow a magic packet to wake the computer

Waming: I this is a laptop computer and you run it using battery power,
allowing the network adapter to wake the computer could drain the battery
more quickly. it might also cause the laptop to become very hot if it wakes
up while packed in a camying case.

[ ok ][ Ccancel

Fig. 15: Network connection energy options

15. Deactivate the check box Allow the computer to turn off this device to save power.
16. If you do not want to configure a sniffer card for the passive recording, click on the button
OK. The settings are saved and the window is closed.
If you would like to configure a sniffer card for the passive recording, proceed as follows:
17. Click on the tab Advanced.

Intel(R) 82574L Gigabit Network Connection Properties -

General | Advanced | Driver I Details I Events I Power Management |

The following properties are available for this network adapter. Click

the property you want to change on the left, and then select its value
on the right.

Property: Value:

Max number of RSS Processors | [2043] 2
Maximum Mumber of RSS Gueues v
Prefemed NUMA node

Priority & VLAN

Receive Side Scaling

RSS Base Processor Number
Speed & Duplex

TCP Checksum Offload (|Pv4)
TCP Checksum Offload (IPvE)
Transmit Buffers

UDP Checksum Offload (|Pv4)
UDP Checksum Offload (IPvE)
Wait for Link >

[ ok ][ canca |

Fig. 16: Network connection advanced properties (example)

@ Depending on the network card, the following setting dialog may differ.

18. Select the option Receive Buffers or Receive Descriptors in the list.

19. Enter the maximum value in the field Value. Click on one of the arrows to increase or de-
crease the value.

@ Depending on the inserted card the maximum value lies between 1024 and 2048.

20. Click on the button OK to save the settings and to close the window.

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4 16 /41
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5.6 Deactivate automatic replay
1.
2.
3.

Press the Windows key.

Deactivate the check box Use AutoPlay for all media and devices.

g

AutoPlay

==

Open the window AutoPlay by clicking on Control Panel > Hardware > AutoPlay.

®

* 1 |@ v Control Panel » Hardware » AutoPlay

v & | | Search Control Panel

2

Choose what happens when you insert each type of media or device

[] Use AutoPlay for all media and devices

Removable drives

= Removable drive

Choose a default

[] Choose what to do with each type of media

Camera storage

(& Memory card

DVDs
& DVD movie
%_E Enhanced DVD movie
% Blank DVD

{4 DVD-Audio

Blu-ray discs
@ Blu-ray disc movie

% Blank Blu-ray disc

CDs
¥ Audio CD
{4 Enhanced audio CD
@4 Blank CD
& Video CD

# Super Video CD

Choose a default

Choose a default

Choose a default

Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

| Choose a default

~

Fig. 17: Deactivate automatic replay

4.
5.7 Deactivate file indexing
1. Open the Windows Explorer in the taskbar.
2.
= A context menu appears.
3.

Right-click on This PC > Database in the structure view.

Click on the menu item Properties in the context menu.

Click on the button Save to save the settings and to close the window.

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4
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Drrive Tools

Home Share View Manage

@ = F |E Expand w G| | Search Database (D)

Pin to Start Date modified Type Size

4757 Favorites
Open AutoPlay...
B Desktop B s 21.09.2017 08:53 File folder

j, Downloads Open in new window
2 Recent places Share with
Configure Shadow Copies...

4 M This PC Restore previous versions
12 .H Desktop Include in library
I 2| Documents
4 j Downloads

Format...

b |4 Music Copy
b |1 Pictures Renamne
= E Videos Mew
b i, System (C:)

P s Database (D)

b = Calldata (E:)

Properties

Dq‘! Network

Fig. 18: Open window "Database Properties"

4. Deactivate the check box Allow files on this drive to have contents indexed in addition to file
properties.
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| Shadow Copies | Previous Versions | Guota | Customize
General | Tools | Hardwars I Sharing | Security

[Database

Type: Local Digk
File system:  MNTFS

. Ised space: 1.175.766.784 bytes 1.05GE
. Free space: 40.763.269.120 bytes 375GE

Capacity: 41.943.035 904 bytes 39.0GB

[ | Compress this drive to save disk space

[ ] Mllow files on this drive to have contents indexed in addition to
file properties

Fig. 19: Database Properties

5. Click on the button OK.
= The following window appears:

‘fou have chosen to make the following attribute changes:

enable indexing
Do you want to apply this change to drive D:\ only, or do you want to apply
it to all subfolders and files as well?

() Apply changes to drive D:\ only
(®) apply changes to drive D:\, subfolders and files

Lo [ conee

Fig. 20: Confirm Attribute Changes

6. Click on the button OK to save the settings and to close the window.
7. Right-click on This PC > Calldata in the structure view.

= A context menu appears.
8. Click on the menu item Properties in the context menu.

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4 19741
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Drrive Tools

Home Share WView Manage ", ﬂ

®© © 1 |ca » ThisPC » Calldata (E) » v & | [ search Calldata (E) P

43r Favorites | Date modified Type Size
Pin to Start

B Desktop 26.08.2017 01:00 File folder
1 Open AutoPlay..

@ Downloads =l

E Recent places Open in new window

Share with

a8 .This pC Configure Shadow Copies...
I | pg Desktop

3 E Documents
4 j Downloads
b |4 Music

b _El Pictures Copy

[ E Videos Rename
b i, System (C:)
I o Database (D:)
I -~y Calldata (E:)

Restore previous versions

Include in library

Format...

Mew

Properties

Dq‘! Network

Fig. 21: Open window "Calldata Properties"

9. Deactivate the check box Allow files on this drive to have contents indexed in addition to file
properties.
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| Shadow Copies | Previous Versions | Guota | Customize
General | Toolz | Hardwars I Sharing | Security

| Calldata

Local Disk
File system:  MNTFS

. IUsed space: 265 545 472 bytes 257 MB
. Free space: 20.333.520 256 bytes 185GE

Capacity: 20.603.465.728 bytes 19,1 GB

[ ] Compress thiz drive to save disk space

[ ] Allow files on this drive to have contents indexed in addition to
file properties

Fig. 22: Calldata Properties

10. Click on the button OK.
= The following window appears:

‘fou have chosen to make the following attribute changes:

disable indexing
Do you want to apply this change to drive E:\ only, or do you want to apply
it to all subfolders and files as well?

() Apply changes to drive E:\ only
(® Apply changes to drive E:\, subfolders and files

Lo [ conee

Fig. 23: Confirm Attribute Changes

11. Click on the button OK to save the settings and to close the window.

5.8 Configure services

For SNMP-GET requests, the recording system uses its own SNMP service. The SNMP ser-
® vice of the operating system is not used.

Please deactivate the SNMP service of the operating system unless you need it for other appli-
cations!
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1.  Open the Server Manager in the taskbar.
2. Click on the menu item Tools > Services.

Server Manager

« Dashboard | : Manage  Tools View Help

Component Services

Computer Management

PVEECOMED/SERVERMANAGER Defragment and Optimize Drives

Event Viewer

i Local Server
ii All Servers
g

) ) iSCSI Initiatar
0 Configure this lo Local Security Policy
ODBC Data Sources (32-bit)
‘ODBC Data Sources (64-bit)

ile and Storage Services I

QUICK START

Add roles and fea

M

Performance Monitor

Resource Manitor

(98]

Add other servers
Security Configuration Wizard

HEATEREW 4 Create a server gr|__|Services
System Configuration
System Information
Task Scheduler
LEARN MORE Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

Fig. 24: Select services

During the ASC setup the necessary port releases will be entered automatically if the firewall
has been activated. For information about the communication matrix (port configuration) see in-
stallation manual Installation requirements.

Windows Firewall
To start the service Windows Firewall, proceed as follows:
1. Right-click on the entry Windows Firewall.

= A context menu appears.

2. Click on Properties in the context menu.
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., Services (Local)

-

Windows Firewall Name Description Status Startup Type

‘.‘..;;';,VMware Snapshot Provider Wiware 5n... Manual

Stop the service 2 Volume Shadow Copy Manages an... Manual

Restart the service ‘%WindowsAll—U;erlnstallAgent Install AppX... Manual (Trigger Start)
25 Windows Audio Manages au... Manual

Description: 4, Windows Audio Endpoint Builder Manages au... Manual
Windows Firewall helps protect your ‘%Wmdows Color System The WesPlu... Manual
computer by preventing
unauthorized users frem gaining
access to your computer through the
Internet or a network. 1. Windows Event Collecter This service ... Manual

‘(U.J,Wmdows Driver Foundation - User-mode Driver Framework  Creates and... Manual (Trigger Start)

‘SE.Wmdows Error Reporting Service Allows error... Manual (Trigger Start)

‘S;',Windows Event Log i Running  Automatic
. dows Firewall Start

L, Windows Font Cache Service

;. Windows Installer Adds, modi..
Q;,,Windows Management Instrumentation Provides a ...
Q;;,Windows Modules Installer Enables inst... Resume
‘.‘..;y,Windows Presentation Foundation Font Cache 3.0.0.0 Optimizes p... Restart
‘.‘..;;,Windows Process Activation Service The Windo...
‘_(;y,Windows Rernote Management (W5-Management) Windows R...
‘_(;,';,Windows Store Service (WSService) Provides inf... Refresh
‘%WindowsTime Maintains d... Properties
‘2 Windows Update Enablesthe...
‘QWMH'ITP Web Proxy Auto-Discovery Service WinHTTP i...
‘S;',ered AutoConfig The Wired ... Manual
‘S;',WMI Performance Adapter Provides pe... Manual

Stop

Pause

All Tasks

Help

2} Workstation Creates and... Running  Automatic
1, World Wide Web Publishing Service Provides W.. Running  Automatic

<|

Extended /, Standard /

Contains actions that can be performed on the item,

Fig. 25: The window “Windows Firewall Properties” appears.

3. Click on the tab General.
4. Click on the button Start.

General | Log On I Recovery I Dependencies |

Service name: MpsSve

Display name: Windows Firewall

reventing unauthorized users from gaining access [,

Description: F‘hndows Firewall helps protect your computer by ~

Path to executable:
C:A\Windows'system32'svchost exe 4 LocalService NoMNetwork

Startup type: | Automatic

Help me corfiqure service startup options.

Service status:  Stopped

| Start | | Stop | | Pause | | Resume |

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Fig. 26: Windows Firewall Properties

5. Inthe drop-down list Startup type, select the option Automatic if the service Windows Fire-
wall is supposed to be started automatically upon starting Windows.

6. Click on the button OK to save the settings and to close the window.

Windows Audio

To allow a local replay on the server, the Windows Audio Service has to be enabled. Proceed
as follows:
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1. Right-click on the entry Windows Audio.
= A context menu appears.

2. Click on Properties in the context menu.

. Services (Local)

Windows Audio I‘_{ame - Description Status Startup Type L~
£ VMware Snapshot Provider YMware 5n... Manual L¢

Start the service %Vuluma Shadow Copy Manages an... Manual L
. Windows All-User Install Agent Manual (Trigger Start)

Description: : Start

Manages audio for Windows-based 2 Windows Audio Endpoint Builder Manages au... L¢

programs. [f this service is stopped, Windows Color System The WesPlu... Sien L¢

audio devices and effects will not i, Windows Driver Foundation - User-mode Driver Framewark Creates and... Pause Start) L

function properly. If this service is Py

disabled, any services that explicitly % Windows Error Reporting Service Allows error... Resume Start) L¢

depend on it will fail to start 4, Windows Event Collector This service ... Restart N
%W?ndows E?.'ent Log Th.\s servicE. All Tasks , Le
4, Windows Firewall Windows Fi... Le
%Windows Font Cache Service Optimizes p.. Refresh L¢
‘_‘.,»}Windows Installer Adds, modi.. Properties L«
£, Windows Management Instrumentation Provides a c.. o L¢
i Windows Modules Installer Enables inst... b L¢
. Windows Presentation Foundation Font Cache 3.0.0.0 Optimizes p.. Manual L¢
£ Windows Process Activation Service The Windo..  Running  Manual L¢
‘_‘.,{‘gWindows Remote Management (W5-Management) Windows R...  Running  Automatic N
%Windows Store Service (WSService) Provides inf... Manual (Trigger Start) L«
%WindowsTime Maintains d... Manual (Trigger Start) L¢
% Windows Update Enables the ... Manual (Trigger Start) L¢
%WIHHTFP Web Proxy Auto-Discovery Service WinHTTP i... Manual L
4, Wired AutoConfig The Wired ... Manual L
‘Q;',WMI Performance Adapter Provides pe... Manual L
£ Workstation Creates and... Running  Automatic N
2 World Wide Web Publishing Service Provides W.. Running  Automatic Ls

v

<] [ >

Extended / Standard /

Fig. 27: Open the window "Windows Audio Properties"

3. Click on the tab General.

4. In the window Windows Audio Properties, go to Startup type and select the option Auto-
matic.

General | Log On I Recovery I Dependencies |

Service name:  Audiosrv

Display name: Windows Audio

Descrintion: Manages audio for Windows-based programs. I this| ~
Escription Fenrice is stopped, audio devices and effects will not,

Path to executable:
C:\Windows\System32\svchost exe 4 LocalService Network Restricted

Startup type: | Automatic

Help me corfiqure service startup options.

Service status:  Stopped

| Start | | Stop | | Pause | | Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Fig. 28: Windows Audio Properties

5. Click on the button OK to save the settings and to close the window.
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Windows Time

Since ASC uses a time emitter system based on NTP, the Windows time emitter service has to
be deactivated. Proceed as follows:

1. Right-click on the entry Windows Time.
= A context menu appears.
2. Click on Properties in the context menu.

File Action View Help

lep|[m] B 6= Boe| » wnw

Windows Time Mame - Description Status Startup Type L~
ﬁ_},VMware Snapshot Provider Vhware 5n... Manual L¢

Start the service ﬂ_},\a’olume Shadow Copy Manages an... Manual L
4, Windows All-User Install Agent Install AppX... Manual (Trigger Start) L«

Description: S},WmdowsAudlo Manages au... Manual L«

Maintains date and time ‘%, Windows Audio Endpoint Builder Manages au... Manual L«

synchrenization on all clients and %, Windows Color System The WesPlu... Manual L«

servers in the network. If this service

is stopped, date and time “:.;-J',Windows Driver Foundation - User-mode Driver Framework Creates and... Manual (Trigger Start) Le
synchronization will be unavailable, If “..;-Q',Windows Error Reperting Service Allows error.., Manual (Trigger Start) L«
this service is disabled, any services % Windows Event Collector This service ... Manual N
that explicitly depend on it will fail to ‘%Windows EventLog This service .. Running  Automatic L¢
start ‘..é-_é,Windows Firewall Windows Fi.. Running  Automatic L¢
%Windows Font Cache Service Optimizes p.. Running  Automatic L¢
.{'.f,‘aWindows Installer Adds, modi.. Manual L«
(..,'Q_Q,Windows Management Instrumentation Providesa c.. Running  Automatic L«
(..'.?”Windows Modules Installer Enables inst... Manual L¢
ﬁ_},Windows Presentation Foundation Font Cache 3.0.0.0 Optimizes p... Manual L«
,,é-_a",Wmdows Process Activation Service The Windo... Running  Manual L«
., Windows Remote Management (W5-Management) WindowsR... Running  Automatic N

4, Windows Store Service (WSService) Provides inf... Manual (Trigger Start) L«

& AWindows Time Maintains d... Start

%Wlndows Update Enables the ... Start) L«

£, WinHTTP Web Proxy Auto-Discovery Service WinHTTP i... Skep L
‘I.:;;Wired AutoConfig The Wired ... Pause Ls
‘QWMI Performance Adapter Provides pe... Resume Ls
“‘.;Q,Workstatioﬂ Creates and... Restart N
‘%World Wide Web Publishing Service Provides W... Ls

All Tasks 2

<] [ Refresh

Extended /(Standard/ Properties
Refreshes the current selection.

Help

Fig. 29: Open the window “Windows Time Properties”

3. Click on the tab General.
4. In the window Windows Time Properties, go to Startup type and select the option Disabled.

5. Check whether the service status has been set to the mode Stopped. If this is not the case,
stop this service by clicking on the button Stop.
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Windows Time Properties (Local Computer) -

General | Log On | Recovery | Dependencies |

Service name:  W32Time

Display name: Windows Time

Description: Maintains date and time synchronization on all ~
lients and servers in the network. If this service is

w

Path to executable:
CA\Windows'\system32'evchost exe 4 LocalService

Startup type: | Disabled A

Help me corfiqure service startup options.

Service status:  Stopped

Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

[0k [ Gorea ] [ o]

Fig. 30: Windows Time Properties

6. Click on the button OK to save the settings and to close the window.

Install .NET framework
1.  Open the Server Manager in the taskbar.

= The following window appears:

= Server Manager == -

- (‘_:’::) | r Manage Tools

i5 Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
- o Configure this local server
WE File and Storage Services b -
e IS QUICK START
2 Add roles and features -
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
Hide
LEARN MORE L |

ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Serverstotal 1

= File and Storage -
= Services ° ! o 1S !
@ Manageability @ Manageability

Events Events

Performance Services

Fig. 31: Server Manager

2. Click on Add roles and features.
= The following window appears:
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Before you begin

Before You Begin

Installation Type

Server Sglaction

Add Roles and Features Wizard

DESTIMATIOM SERVER
WIN-MBAEOLEIG15

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing documents, or
hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel

Fig. 32: Add Roles and Features Wizard

© N o o R~ o

Click on the button Next.
Click on the button Next.
Click on the button Next.
Click on the button Next.
Activate the check box .NET Framework 3.5 Features.
Click on the button Next.

= The following window appears:

N
==
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DESTINATION SERVER

Confirm installation selections WIN-SNLENNLPURG

| M Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... X

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [T Restart the destination server autematically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. if you do not want to install these optional features, click Previous to clear
=

FEEr (L= their check boxes.

Features

MET Framawork 3.5 Features
MNET Framework 3.5 (includes .NET 2.0 and 3.0)

Export configuration settings
Specify an alternate source path

Fig. 33: Add Roles and Features Wizard

9. Press the Windows key.
10. Click on the button Computer.
11. Right-click on the DVD drive.
= A context menu appears.
12. Click on Open in the context menu.

Drive Tools
Computer View Manage v o
L |n!| » Computer » v & ‘ | Search Computer ) |
¢ Favorites 4 Hard Disk Drives (2)
B Desktop ==,, Local Disk (C:) Local Disk (E:)
' e e—
j Dovnloads @ 64,7 GB free of 79,6 GB @ |99,5 GE free of 99,9 GB

5 Recent places
4 Devices with Removable Storage (2)

[ Libraries ~— DVD Drive (D) |
=] Documents é Floppy Disk Drive (A:) ﬁ Open
J Music Open in new window
] Pictures Bin to Start
8 videos Share with 3
18 Computer Burn to disc
iy Local Disk (C3) Eject
€ DVD Drive [D3) Copy
a Local Disk (E:) Create shortcut
7‘! Nebwork Properties

4iterns  1itern selected

Fig. 34: Computer
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13. Double-click on the folder sources.

14. Click on the folder sxs.

15. Left-click into the address bar at the top.
= The folder path is selected.

16. Right-click into the address bar at the top.
= A context menu appears.

17. Click on Copy in the context menu.

niEm - a6 | = [ o [
Home Share View v @

© - [I== v ¢ [ somch o 2]
Unde
ifi o i -
i Favorites Name Cut fified foee e
B Desktop 4 Filesd[  Copy
_& Downloads | amd Paste E1:54AM  File folder
=] Recent places . amd Delete 21:54 AM  Filefolder
. amd Select All File folder
- Libraries
@ Documents : amd Right to left Reading order File folder
. amd . File folder
J’ Music Show Unicede control characters
. amd p— : T — File folder
nsert Unicede control character
[E5] Pictures amd File folder
B videos amd Open IME File folder
. amd Reconversion File folder
B :,-Cnmputer . amd&4_microsoft-windows-netfx3-core_.. 7 File folder
s Local Disk (C) . amd64_microsoft-windows-wcfcorecom...

012 1:54 AM  File folder
2154 A

2012 :54 AM  File folder

a Local Disk (D)
8 DVD Drive (E:) HRM_

. amd64_microsoft-windows-wpfcorecom... AM File folder

. amd64_rmsbuild_b03f5f7f11d50a35_3.5.92...

. . amdb4_msbuild_b03f5f7f11d50a3a_6.2.92... 20121:54 AM  File folder
€ Network | amds4_mscorlib_b77a5c561934¢089 6.2.... File folder
. amd64_netfx-_ve_assembly_linker_dll_b0... File folder
. amd64_netfx-_vec_assembly_linker_messa... File folder
. amd64_netfxd-_dataoraclec.._shared12_n... File folder
. amdbd_netfed-_dataoraclec..hared12_neu... File folder
. amd64_netfrd-_dataperfcou.._shared12_n... File folder
. amd64_netfxd-_dataperfcounters_ini_b03... File folder
. amdB4_netfxd-_networkingperfcounters_... 012 1:54 AM File folder
amAdRA nebfed. nehunrbinanarfonntare 1T 1EA AR Fila falder
772 items

Fig. 35: Copy source path for configuration settings

18. Change to the window Add Roles and Features Wizard.
19. Click on Specify an alternate source path.
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Confirm installation selections LN PR

'WIN-GMLENNLPURG

| M Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... X

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [T Restart the destination server autematically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear

server Roles their check boxes,

Features

Confirm: MNET Framework 3.5 Features
MNET Framework 3.5 (includes .NET 2.0 and 3.0)
Remote Server Administration Tools

Feature Administraticn Tools
SNMP Taols

SNMP Service

Export configuration settings
Specify an alternate source path

Fig. 36: Add Roles and Features Wizard

20. Right-click in the entry field Path.
= A context menu appears.

21. Click on Paste in the context menu.
= The path is pasted.
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Specify Alternate Source Path

Some servers might not have all source files available to add all roles, role services, or features. The source files
might not have been installed, or might have been removed by users after the operating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
try to get files by using Windows Update, or from a location that is specified by Group Policy.

You can also specify an alternate path for the source files, if the destination server does not have them. The

source path or file share must grant Read permissions either to the Everyone group (not recommended for

security reasons), or to the computer (local system) account of the destination server; granting user account
access is not sufficient.

The following are examples of a valid source file path where the destination server is the local server, and where
the E: drive contains the Windows Server installation media.

Source files for NET Framewaork 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (5x5) foldern:
E\SourceshSxSh,

Source files for other features are available in the Install.wim file, Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get source files. In the following example, the index is 4:
WIM:ENSources\Installwirm:4

Path: E:‘\sources\sxﬂ |

ok || cancel |

Fig. 37: Copy source path for configuration settings was pasted

22. Click on the button OK to save the settings and to close the window.
23. Click on the button Install to install the service.
24. Click on the button Close to close the window.

5.10 Install Media Foundation
1. Press the Windows key.
2. Open the Windows options via Control Panel > Programs and Features.
3. Activate the option Turn Windows features on or off.

Ei Programs and Features

&« v Ei » Control Panel »
Control Panel Home
View installed updates

G Turn Windows features on or
off

Fig. 38: Windows options

4. The following window appears:
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Fﬁ Add Roles and Features Wizard —

- DESTINATION SERVER
Before you beg n WIN-CLO062UVDOD
You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organizaticn, such as sharing documents, or
Installation Type hosting a website.

Server Sglaction

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel

< Previous

Fig. 39: Add Roles and Features Wizard

5. Click on the button Next.

6. Under Installation Type, activate the option Role-based or feature-based installation.

& Add Roles and Features Wizard — O e
. . DESTINATION SERVER
Select installation type WIN-CLEO62UVDOD

Before You Begin Select. the installaticn .type..\"ou can |n5t.all roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Sglaction

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Fig. 40: Installation type

7. Click on the button Next.

= The following window appears:
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& Add Roles and Features Wizard — O e

DESTINATIOM SERVER
WIN-CLS062UVDOD

Select destination server
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Selection

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

WIN-CL9062UVDOD

169.254.162.12... Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Cancel

| < Previous | | Next > Install

Fig. 41: Server selection

8. Under Server Selection, activate the option Select a server from the server pool.
9. Select your server from the pool of servers.

10. Click on the button Next.
= The following window appears:
& Add Roles and Features Wizard — O e

DESTINATIOM SERVER
WIN-CLS062UVDOD

Select features

Before You Begin
Installation Type
Server Sglaction
Server Roles

Confirmation

Select one or more features to install on the selected server.

Features

[1 Failover Clustering

[1 Group Policy Management

[ 170 Quality of Service

[] 115 Hostable Web Core

[1 Internet Printing Client

[ 1P Address Management (IPAM) Server
[] iSNS Server service

[] LPR Port Monitor

[C] Management OData |15 Extension

[[] Message Queuing

[1 Multipath /0

[] MultiPaint Connectar

[] Metwork Load Balancing

[] Peer Name Resolution Protocol

[] Quality Windows Audio Video Experience

[C] RAS Connection Manager Administration Kit (CM2
[] Remote Assistance

[1 Remote Differential Compression

Description

Media Foundation, which includes
Windows Media Foundation, the
Windows Media Format SDK, and a
server subset of DirectShow,
provides the infrastructure required
for applications and services to
transcode, analyze, and generate
thumbnails for media files. Media
Foundation is required by the
Desktop Experience.

< Previous | | Next >

Install

Cancel

Fig. 42: Features

11. Under Features, activate the option Media Foundation.
12. Click on the button Install to install the service.

13. Reboot the computer once you have finished the installation to apply the settings.
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5.11 Enable script hosts

To check whether script hosts have been enabled and to configure scrip hosts if required, pro-
ceed as follows:

1. Press the Windows key.

2. Start Windows PowerShell as administrator.
3. Start the regedit.exe.
4

Change to the path HKEY _LOCAL_MACHINE > Software > Microsoft > Windows Script
Host > Settings.

5. If the entry Enabled is not displayed in the main view, you do not have to continue the con-
figuration of the script hosts.
If the entry Enabled is displayed in the main view, proceed as follows:

Double-click on the entry Enabled.
In the entry field Value Data, enter the value 1.

& Registry Editor = || =] =
File Edit View Favorites Help
----- ., WIiMMount ~ || MName Type Data
). Windows E_?J(Default] REG_SZ (value not set)
b~ [ Windows Defender ab] ActiveDebugging REG_SZ 1
B Ly Windows Mail ab] DisplayLogo REG_SZ 1
I- - Windows Media Foundation ff]SiIentTerminate REG_SZ 0
b~y Windows NT a5]UseWINSAFER  REG_SZ 1
4-Ji Windows Script Host %) Enabled REG_DWORD 0+00000D0D (0)
oy Settings
I~ 1 Windows Search
I~ L WindowsRuntime
B b Wisp Edit DWORD (32-bit) Value -
b - Wow64ProxyAgent H
I -y WSDAPI Value name:
b ) Mozilla [Enabled |
b -l MozillaPlugins Value data: Base
k-l ODBC (®) Hexadecimal
I-- | Policies —
B || PostgreSQL @ E=iE
b -8 PostgreS0L Global Development Group
[> . Realtek | OK | | Cancel
. RegisteredApplications
i | SonicFocus
b~ L) SRS Labs
l> . Waves Audio
bl WowB432Node
P~ L) SYSTEM =
I~ . HKEY_USERS
b~ || HKEY_CURRENT_CONFIG
b
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Script Host\Settings

Fig. 43: Enable script hosts

8. Click on the button OK to save the entries and close the window.

5.12 Configure maximum password age
1. Press the Windows key.
2. Enter gpedit.msc.
3. Inthe list of search results above, right-click on gpedit.msc.
= A context menu appears.
4. Click on Run as administrator in the context menu.
= The window Local Group Policy Editor opens.

5. Change to the path Computer Configuration > Windows Settings > Security Settings > Ac-
count Policies > Password Policy.
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File Action View Help

o« nE Xz BHE

.__EJ' Local Computer Policy
4 i Computer Configuration
p [ | Software Settings
4 7] Windows Settings
B[] Name Resolution Policy
|| Scripts (Startup/Shutdown)
4 é Security Settings
4 E Account Policies
b
[ 3 Account Lockout Policy
[ E Local Policies
5 [ Windows Firewall with Advanced Security
[ ] Network List Manager Policies
5[] Public Key Policies
b [ ] Software Restriction Policies
[~ Application Control Policies
I ,g IP Security Policies on Local Computer
5[] Advanced Audit Policy Configuration
Iyl Policy-based QoS
p ] Administrative Templates
4 4%, User Configuration
p [ | Software Settings
B ] Windows Settings
B Administrative Templates

Policy

5 Enforce password history

5 Maximumm password age

[ Minimum password age

5 Minimurmn password length

2] Password must meet complexity requirements
] store passwords using reversible encryption

Security Setting

0 passwords remembered
42 days

0 days

0 characters

Enabled

Disabled

Fig. 44: Local Group Policy Editor

6. In the main view, right-click on Maximum password age.

= A context menu appears.

Click on Properties in the context menu.

Under Password will expire in enter the value 0.

= In the description, Password will not expire is displayed.

Local Security Setting | Explain

Maximum password age

Password will not expire.

F R

Fig. 45: Maximum password age Properties

9. Click on the button OK to save the entries and close the window.
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6 Quick guide ‘\
6 Quick guide
6.1 General requirements
« 3 partitions:

At least 60 GB for the system partition

At least 40 GB for the database partition

At least 150 GB for the data partition
6.2 Observe the following steps after the installation of Windows Server 2012 R2

Configure remote desktop:

Windows key > Control Panel > System and Security > System > Remote Settings >
Remote: activate Allow remote connections to this computer > OK.

Deactivate IE Enhanced Security Configuration (IE ESC):

Server Manager > Local Server > IE Enhanced Security Configuration: On > Adminis-
trators, Users: select Off respectively > OK.

Configure energy scheme:

Windows key > Control Panel > Hardware > Power Options > Choose or customize a
power plan: activate High performance > Change plan settings > Change advanced
power settings > Hard disk > Turn off hard disk after > Setting (Minutes): Never >
Sleep > Sleep after > Setting (Minutes): Never > Sleep > Allow wake timers > Set-
ting: Disable > OK.

Configure network card:

Windows key > Control Panel > Network and Internet > Network and Sharing Center >
Change adapter settings > NIC > Properties : only activate Client for Microsoft
Networks, File and Printer Sharing for Microsoft Networks, Internet
Protocol Version 6 (TCP/IPv6) and Internet Protocol Version 4 (TCP/IPv4) >
Internet Protocol Version 4 (TCP/IPv4) Properties: Use the following IP address en-
ter IP address, subnet mask, default gateway > OK > Configure > Power Management:
deactivate Allow the computer to turn off this device to save power

if no sniffer card > OK.
Configure sniffer card for passive recording:

> Advanced > Receive Buffers or Receive Descriptors > Value: enter maximum value:
1024-2048 (depending on the network card) > OK.

Deactivate automatic replay:

Windows key > Control Panel > Hardware > AutoPlay deactivate Use AutoPlay for
all media and devices > Save.

Deactivate file indexing:

Windows Explorer > right-click This PC > Database > Properties > to deactivate Allow
files on this drive to have contents indexed in addition to file
properties > OK > OK > right-click This PC > Calldata > Properties > to deactivate
Allow files on this drive to have contents indexed in addition to file
properties > OK > OK.

Configure services:

Server Manager > Tools > Services > Windows Firewall > Properties > General > Start
> Startup type: Automatic > OK > Windows Audio > Properties > General > Startup
type: Automatic > OK > Windows Time > Properties > General > Startup type:
Disabled > Stop > OK.

. Install .NET framework:
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Server Manager > Add roles and features > Next > Next > Next > Next > activate .NET
framework 3.5 Features > Next > Windows key > Computer > right-click to copy folder
path DVD > Open > \sources\sxs: and change to the following window Add Roles and
Features Wizard > Specify an alternate source path > Path: paste copied folder path >
OK > Install.

* |nstall Media Foundation:

Activate Windows key > Control Panel > Programs and Features > Turn Windows fea-
tures on or off > Next > Roles-based or feature-based installation activate > Next >
Select a server from the server pool and select your server > Next > activate Media
Foundation > Install and reboot computer.

« Enable script hosts:

Windows key > Windows PowerShell > enter regedit.exe Enter key > select path
HKEY_LOCAL_MACHINE > Software > Microsoft > Windows Script Host > Settings.

If the entry Enabled is not displayed in the main view, you do not have to continue the con-
figuration of the script hosts.

If the entry Enabled is displayed in the main view, proceed as follows: double-click En-
abled > Value Data enter 1 > OK.

* Configure maximum password age:

Windows key > enter gpedit.msc > right-click on search result gpedit.msc > Run as ad-
ministrator > select path Computer Configuration > Windows Settings > Security Set-
tings > Account Policies > Password Policy > right-click on Maximum password age >
Properties > Password will expire in: enter value 0 > OK.
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NTP
Network Time Protocol NTP is a standard for the synchronization of clocks in computer sys-
tems via packet-based communication networks. NTP uses the connectionless transport pro-
tocol UDP. It has been developed with the objective to guarantee reliable time verification
across networks with variable packet runtime. (Source: Wikipedia 12th June 2018)

Sniffer card
A sniffer card is a network card approved by ASC for passive VolP recording.

SNMP
Simple Network Management Protocol is a network protocol and serves to monitor and man-
age network components. The protocol does not depend on the IP network protocol for the
transport. It sends notifications (traps) about the activities on the network components on its
own accord.

VolP
Voice over IP

Configuration Microsoft Windows Server 2012 R2 - neo 6.x Rev. 4 41/ 41



	 Contents
	1 General information
	2 Introduction
	3 System requirements
	4 Installation Microsoft Windows Server 2012 R2
	5 Configuration Microsoft Windows Server 2012 R2
	5.1 Configure remote desktop
	5.2 Configure Internet Explorer
	5.3 Deactivate Internet Explorer Enhanced Security Configuration (IE ESC)
	5.4 Configure energy scheme
	5.5 Network cards
	5.5.1 Configure network cards

	5.6 Deactivate automatic replay
	5.7 Deactivate file indexing
	5.8 Configure services
	5.9 Install .NET framework
	5.10 Install Media Foundation
	5.11 Enable script hosts
	5.12 Configure maximum password age

	6 Quick guide
	6.1 General requirements
	6.2 Observe the following steps after the installation of Windows Server 2012 R2

	 List of figures
	 List of tables
	 Glossary

