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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction

This document describes the configuration of Microsoft SQL Server 2014 for the EVOIPneo
software.

For Microsoft SQL databases, we support the high-availability AlwaysOn Failover Cluster In-
| stances and AlwaysOn Availability Groups. The MS SQL functionality Dynamic Ports is not
@ supported for always-on.

Configure the failover operation according to the manual of the manufacturer.

For Microsoft SQL databases, we support connections to cluster instances which can be
@ reached by means of an IP address. Primary and failover database nodes with different IP ad-
dresses in high-availability configurations are not supported.
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3 Preconditions \ Asc

3 Preconditions

Make sure that the Microsoft SQL Server 2014 has been installed according to the Microsoft
manual.

Adjust the following settings in the setup:

1. In the window Database Engine Configuration select the option Mixed Mode.

2. Click on the button Add Current User, to add the current user as SQL Server administrator.
3. Create a password for the SQL Server administrator.

5 SQL Server 2014 Setup | = | o

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories,

Product Key Server Configuration | Data Directories | FILESTREAM
License Terms
Global Rules Specify the authentication mode and administrators for the Database Engine,
Microsoft Update Authentication Mode =
Intall Setup Hies () Windows authentication mode
Install Rules -
® Mixed Mode (S0OL Server authenticaticn and Windows authentication)
Setup Role
Feature Selection Specify the password for the SQL Server system administrator (sa) account.

Eeathie Riles Enter password: | |

Instance Configuration

Server Configuration Sl o | |

Database Engine Configuration Specify SOL Server administrators =

Feature Configuration Rul
Gk SQL Server administrators
Ready to Install have unrestricted access
Installation Progress to the Database Engine,
Complete
Add Current User | | Add... | | Remove |
| < Back | | Mext > | | Cancel | | Help

Fig. 1: Select authentication mode
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4.2

Configure Microsoft SQL Server 2014

The external database has to be installed before installing the neo software. If you would like
to use an external database, you have to open the port which allows the neo software to ac-
cess the database.

The ASC software uses the default port 1433 for MSSQL.
Observe the following order during configuration:

Configure SQL Server Manager

Install EVOIPneo software

Configure database properties

Configure database backup

Configure backup of the transaction protocol

Start SQL Server Agent

The individual steps are described in the following sections:

o gk wbh =

Configure SQL Server Configuration Manager
1. After the installation of the SQL server, start the SQL Server Configuration Manager.

2. Change to the protocol MSSQLSERVER in the menu item SQL Server Network Configura-
tion.

3. Activate the protocol TCP/IP.

Sqgl Server Configuration Manager
File Action “iew Help

@ H B G

‘@ S0L Server Configuration Manager (Local) Protocol Mame Status
B SQL Server Services % Shared Memary  Enabled
ﬂ 30L Zerver Metwork Configuration (32bit] | %= Named Pipes Disabled
I» .. SOL Mative Client 11.0 Configuration (320 | s=Tcpgp Enabled

4 ﬂ SOL Server Network Configuration
B Protocols for MSSOLSERVER
[+ .. SOL Mative Client 11.0 Configuration

Fig. 2: Configure SQL Server Configuration Manager

If you do not want to use the default instance, a separate port has to be defined for this in-
stance:

SQL Server Configuration Manager > SQL Server Network Configuration > Protocols for... >
TCP/IP > IP Addresses

Enter this port for every IP address.

After that, restart the instance via the SQL Server Services. Open the port in the firewall. Use
this port during the setup, too.

Install ASC software

1. Install the EVOIPneo software. See installation manual Installation EVOLUTIONneo, Instal-
lation EVOLUTIONneo eco or Installation EVOLUTIONneo XXL.

Configuration Microsoft SQL Server 2014 - neo 6.x Rev. 4 7123



4 Configure Microsoft SQL Server 2014 \\ Asc

4.3 Configure database properties

The database properties may only be defined by an experienced administrator. Setting general
autogrowth parameters causes performance problems since the database for the application is
@ not available during the autogrowth.

Check back on the value of the autogrowth after a certain period of productive usage. If re-
quired, adjust the value to a changed database size.

Configure asc_rs database:

1. Startthe SQL Server 2014 Management Studio via Start > All Programs > Microsoft SQL
Server 2014.

2. Select the database in the SQL Server 2014 Management Studio.

a Mi_cr_o_soft SQ_L Server Managemer_lt Studio mumi_nis_ira_tu!_)

File Edit View Debug Tools ‘Window Help

Pl e 1 | L New Query [0y oy R 4 2 B9 - - | [ IR e G-
Object Explorer v ax

Connect~ & % w7 7] 5§
= LB STR-171016-5LA (SOL Server 11.0.3128 -
= [ Databases
# [ System Databases
% [ Database Snapshots
= [ B3
% [ Database Diagrams
% [ Tables
® [ Views
# [ Synonyms
% [ Programmability
% [ Service Broker
% [ Storage
5 (3 Security
m [ Security
[ [ Server Objects
[ [ Replication
5 [ AlwaysOn High Availability
# [ Management
[ [ Integration Services Catalogs
[ SOL Server Agent (Agent XPs disabl

Fig. 3: Select database

3. Right-click on the folder ASC database and open the context menu.

4. Select the menu item Properties.

5 Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools MWindow Help
e e e R e - T =) | - = ol

Object Explorer X
Connect~ @) 3 m T F] .5
= [ STR-171016-5L4 (SQL Server 11.0.3128
= [ Databases
% [ System Databases
% [ Database Snapshots

= (™
= 02 Mew Database...
= G Hew Query
=0 | Seript Database as
=
20 Tasks
=4 Policies
o . Facets
= 03
% [ Security Start PowerShell
% [ Server (
= OF Feplica e
5 [ Aharays! Renarme
3 Managl 0 pyyy,
# [ Integral
[ SQL Ser Refresh
Properties

Fig. 4: Select properties of the asc_rs database

5. Click on Select a page > Files.
Go to the table with the database files and scroll to the right.
In the line asc_rs in the column Autogrowth, click on the button with the 3 dots.

© N o

In the following window, set the parameter File Growth to 1/8 of the database size in
megabytes.

9. For the maximum file size, select the option Unlimited.
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10. Click on the button OK.

f h
H Change Autogrowth for asc_rs ﬁ

Enable Autogrowth

File Growth

) In Percent 10F2

® In Megabytes 1002
Maimum File Size

() Limited to (ME) 2097.152/2

® Unlimited

0K ][ Cancel

b

Fig. 5: Change autogrowth for the dat file (example)

11. In the line asc_rs_log, click on the button with the 3 dots.

12. In the following window, set the parameter File Growth to 1/8 of the database size in
megabytes.

13. For the maximum file size, select the option Unlimited.
14. Click on the button OK.

F'_ B
|j Change Autcgrowth for asc_rs_log ﬁ

Enable Autogrowth

File Growth

) In Percent 105

® In Megabytes 100/%
Maxdmum File Size

(O Limited to {MB) 2 097.152/-%

® Unlimited

L

Fig. 6: Change autogrowth for the log file (example)

15. Click on Select a page > Options.

16. On the right side under Recovery model, select the option Full.
17. Under Automatic > Auto Shrink, select the value True.

18. Click on the button OK.
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r U Database Properties - asc_rs Elﬂlg‘
Select a page I -
4 General 5 serpt = [ Help
27 Files
2 Filegroups Colation: [Latin1_General_CIAS -
2 Opti
g Chal:zz Tracking Recovery model [Full ']
2 Pemmissions Compatibility level: [SQLServer 2014 (120) v]
27 Extended Properties Containment type: [Nune v]
Auto Close False B
Auto Create Incremental Statistics False
Auto Create Statistics True =
True [+]
Auto Update Statistics True
Auto Update Statistics Asynchronously False = |
4 Containment
Default Fulltexd Language LCID 1033
Connection Default Language English
Server: Nested Triggers Enabled True
NEFROZHZ-PC Transform Noise Words False
Connection: Two Digit Year Cutoff 2049
gy 4 Cursor
NEPRozh2-PCIASCLaptop Close Cursor on Commit Enabled False
1!_:{ Vigw connection properties Default Cursor GLOBAL
4 FILESTREAM
o m— FIl FSTREAM Direrctore Mame 32
Auto Shrink
Ready
Caneel
Fig. 7: Adjust recovery type
4.4 Configure database backup
@ The backup interval has to be calculated individually for every client!
@ It is recommended to defragment the indices cyclically. For more information see https://solu-

tioncenter.apexsql.com/how-to-automate-and-schedule-sql-server-index-defragmentation/.

If many database transactions take place, a daily database backup and a backup of the transac-
tion protocol every 2 hours is recommended.

If few transactions are effected, a weekly database backup and a daily backup of the transac-
tion protocol is recommended.

1. Start the Microsoft SQL Server 2014 Management Studio.
2. Right-click on the folder of the ASC database and open the context menu.

3. Select the menu item Tasks > Back Up.

Configuration Microsoft SQL Server 2014 - neo 6.x Rev. 4
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Ao Microsoft SQL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
s a@=es-

P S @ | Mew Query [y Ry oE B 4 2

==

Object Explorer - R x
Connect~ 3 3] m T (2] W&
= [ STR-171016-5LA (SOL Server 11,0.3128 -
= [ Databases
® [ Systemn Databases
# [ Database Snapshots
= LJ E
= Ca News Database...
= 0m Mew Query
= G Script Database as
= O3
A 0al Tasks Detach...
=03 Policies » Take Offline
= @
Facet:
e acets Ering Online
® [ Securit Start PowerShell Shrink »
® [ Server
& 0 Replics Reports r Back Up...
# [ Alivay: Rename Restore 3
5 Ol banag Delete Miror..
® [ Integre i
(2 saL 5 Fefresh Launch Database Mirroring Monitor...
Bt Ship Transaction Logs...
Generate Scripts...
Extract Data-tier Application...
Deploy Database to SQL Azure..,
Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...
Delete Data-tier Application...
Import Data...
Export Data...
Copy Database...
Manage Database Encryption...
< mn >

Fig. 8: Tasks > Select backup
4. In the following window, under Source > Backup type, select the option Full.

T Back Up Database - asc_rs - | o[

Select a page [ X -
S - Helj
27 General ; . Lj -
27 Media Options
27 Backup Options Source
Database: |agc_rs hd |
Recovery model FULL
Backup type: | Full v |

[] Copy-only backup

Backup component:

Database

() Files and filegroups: | |

Destination

Back up to: | Disk v |

EAMSSGL11.MSSALSERVERWMSSQ

Connechion

Server:
STR-171121-5LA

Connection:
sa

3 Miew connection properties

Progress
Ready

ok | [ cancel

Fig. 9: Select backup type
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5. Under Destination, click on the button Add to add an existing destination folder or create a
new one. Here, you define the name of the backup file, too.

¥ Select Backup Destination z

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.
Destinations on disk

(® File name:

E:\MSSQL11.MSSQLSERVER\MSSQL\Backup', | -]

O Files and filegroups:
Destination
Back up to: Diiske

E:\MS55QL11.MSSQLSERVER\MSSQL \Backup'z

Conneclion

Server:
STR-171121-5LA

Connection:
sa

_@ﬂ View connection properties

Progress
Ready

[l Locate Database Files - STR-171121-SLA |= 18 -
Select the file:
"‘Lj C:
"‘Lj D
‘Lj E:
+-[J SRECYCLEBIN
=-C3 M5SGL11.MSSQLSERVER
. =-3 mssaL
Lj Backup
-3 Binn
+-J DATA
+-{J JOBS
! +-{ 1 Log
+-J M5SQL12 MSSQLSERVER
+-{ 1 System Volume Information
+-{ 3 F:
-0 1
+-C J:
Selected path: | E:AMSSQL11.MSSQLSERVER\MSSGL\Backup |
Files of type: | Backup Files(” bak;™tm) W |
File name: |asc:_rs_FL|II Database Backup_01| |

[ ok ][ cancel |

Fig. 10: Define name and destination directory of the backup file

6. Click on Select a page > Media Options.

7. To attach the backup to a backup set which already exists on the backup computer, go to
Overwrite media > Back up to the existing media set and activate the option Append to the

existing backup set.

To overwrite all backup sets which already exist on the backup computer, go to Overwrite
media > Back up to the existing media set and activate the option Overwrite all existing

backup sets.

Configuration Microsoft SQL Server 2014 - neo 6.x Rev. 4
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127 General g e © IB EE

%7 Backup Options Overwrite media

®) Back up tothe existing media set
@) Append to the existing backup set
O Overwrite all existing backup sets

[[] Check media set name and backup set expiration

Media set name: |

() Back up to a new media set. and erase all existing backup sets

| 8
Reliability
[] Verify backup when finished

New media set name:

New media set description:

[[] Perform checksum before writing to media
["] Continue on emor

Transaction log
O Truncate the transaction log
Server: -
STR-171121-5L4 (_) Back up the tail of the log, and leave the database in the restoring state
Connection: Tape drive
s2 [ Urload the tape after backup

ﬂ View connection properties [ Rewind the tape before unloading

Progress
Ready

ok | [ cancel

Fig. 11: Overwrite media

Click on Select a page > Backup Options.

In the field under Backup set > Name, enter a name for the backup set. In the field Descrip-
tion, you can optionally enter a description of the backup set.

Select a page X

|2 General ‘E;S g v IE 2T

g Media Options

i< Backup Options Backup set
Name: |asc_rsfF|.|H Database Backup |
Description: |

Backup set will expire:

©® per P ]

) On: 20.05.2015

days

Ci ion

Set backup compression:

| Use the default server setting

v
Encryption
[ Encrypt backup
e = Algorithm: \AES 128 v]
Server: Certificate or Asymmetric key: ‘ “ |
STRA71121-5LA
Connection: Encryption is available only when Back up to & new media set is selected in Media Options.
sa
37 View connection properties
Progress
Ready
ok | [ cemcsl |
Fig. 12: Define name and description of the backup set
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10. Click on Select a page > General.
11. Expand the menu Script by clicking on the arrow next to it.

12. Select the menu item Script Action to Job.

Selecta page

= =

2 Media Options
7 Backup Options

3 Script Action to New Query Window Ctrl+Shift+N
g Script Action to File Ctrl+Shift+F
5% Script Action to Clipboard Ctrl+Shift+C

to Job Ctrl +Shift+h4

Fig. 13: Select Script Action to Job

13. Enter a job name in the following window in the field Name.

Selectapage EE Script - IE Help

ﬁ General
1 Steps
& Schedules Mame:
5 Alerts

15 Maotifications

1 Targets

Owrer;

Category:

| [Uncategonzed [Local]]

Description:

Connection

Server [¥] Enabled

Connection:
za

ﬂ Wiew connection properties

Progress

Ready

Cancel

Fig. 14: Define job name

14. Click on Select a page > Schedules.
15. Click on the button New to create a new date.
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GElsetnipeoe EE Script - IE Help

ﬁ General
5 Steps

& Schedules Schedule list:
5 Blerts D
125 Maotifications

58 Targets

Hame Enabled Dezcription

Connection
Server
Connection:
za

ﬂ Wiew connection properties

Progress

Ready

Remove

|| Cancel |

Fig. 15: Create new date

In the following window, you can configure when the backup procedure is supposed to be re-
peated.

16. Under Name, enter a name for the schedule.

17. Confirm all windows by clicking on the button OK.

Configuration Microsoft SQL Server 2014 - neo 6.x Rev. 4 15/23
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e New Jab Schedule = [=[x]
M arme: ||

Schedule type:

Frequency

Doours:

Recurs even:

Daily frequency

) Occurs eveny:

Duration

Start date:

Summary

D escription:

® Dccurs once at:

| Recuring

v| ¥ Enabled

28.07.2013

1E:25:48 =

|'W'eek|y

v|

1

[] Monday
[] Tuesday

00:00:00 =

1 3 hiowrs)

28072013 [El+

o week[s] on

[[] wednesday
[] Thursday

[] Friday

000000
225353

Starting at:
Ending at:

() End date:

® Mo end date:

[] Saturday
Sunday

S I (R4 2

2072013 [E

Oecurs every week on Sunday at 00:00:00. Schedule will be uzed starting on 25.07.2013.

Fig. 16: Enter name of the schedule

Cancel ||

®

It is possible to create several schedules for one single process. That way the process can be
carried out on every first Monday of the month as well as on very 10th day of the month.

®

If the process does not start according to the schedule, read chapter "Start SQL Server
Agent", p. 16 in this installation manual.

4.5 Configure backup of the transaction protocol

Repeat all steps described in chapter "Configure database backup”, p. 10. The only difference is
in the selection of the backup type. Under Source > Backup type, select the option Transaction
Log (see Fig. 12, p. 13).

4.6 Start SQL Server Agent

1.
2.

Open the window Services via Start > Administrative Tools > Services.
Double-click on the service SQL Server Agent (MSSQLSERVER).

Configuration Microsoft SQL Server 2014 - neo 6.x Rev. 4
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File  Action  Wiew Help

@ iz HBE »anw

% S _

SQL Server Agent (M5SQLSERVER) Hame = Description Status Startup Type Log On & -~ |
-S;;.Specwal Administration Console ... Allows adm.., Manual Local Syste..

Start the service -%Spot\ferifier Verifies pot., Manual (Trig.. Local Syste..
5 501 Server (MSSOLSERVER) Provides sto...  Running  Automatic MNT Service...

Description:

Executes jobs, monitors SOL Server, S0L Server Browwser Provides 50, Disabled Local Service

fires alerts, and allows automation of 7 501 Server Va3 Wiriter Provides th.,  Running  Automatic Local Syste..,

omE adniatve tesics 5 ssDp Discovery Discowers n... Disabled Local Service
?S.;';SuperFetch Maintains a.. Manual Local Syste..,
-%System Event Motification Service  Monitors sy, Running  Automatic Local Syste..
5 Task Scheduler Enables a us.. Running  Autormatic Local Syste...
iS.;,",TCP,"IP MetBIOS Helper Provides su..  Running  Autormatic (T.. Local Service
?Q;';Telephony Provides Tel... Manual Metwark 5.,
-%Themes Provides us..  Running  Autormatic Local Syste...
JQ;,Thread QOrdering Server Provides ar. Manual Local Service
i%UPnP Dewvice Host Allows UPn... Disabled Local Service
ig;';l_lser Access Logging Service This service ... Running  Automatic (0. Local Spste... =
-%User Profile Service This service .. Running  Autormatic Local Syste...
i Wirtual Disk Provides m.., Manual Local Syste...
i%VMTDoIs Provides su..  Running  Autormatic Local Spste...
is;';\learE Snapshot Provider Whlware Sn... Manual Local Syste...
3%Vo|ume Shadow Copy tanages an.. Manual Local Syste...

Extended /(Standard/

Fig. 17: Edit service "SQL Server Agent"

3. Inthe tab General > Startup type, select the option Automatic.

4. Click on the button Start to start the service.

5. Click on the button OK.

= The service is now started automatically every time the system is booted.
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SQL Server Agent (MSSQLSERVER) Properties (Local CD...-

General | Log On | Recovery | Dependencies |

Service name:; SHLSERVERAGENT
Dizplay name: SOL Server Agent [MSSHELSERVER]

D escriptior: Erecutes jobs, monitors SAL Server, fires alerts, and| -

allows automation of zome adminiztrative tasks. i

Fath to executable:
"C:\Program FileshMicrozoft SOL ServerhhSSOLTT.MSSOLSERVE RSS!

Startup type: Autamatic e

Help me confiqure zervice starbup options,

Service status Stopped

Stop Pauze Resume

Y'ou can zpecify the start parameters that apply whet you start the zervice
from here.

Start parameters: | |

| 2k, || Cancel || Apply |

Fig. 18: Change properties of services

4.7 Connection to an AlwaysOn availability group

If a Microsoft SQL Cluster is supposed to be distributed across several locations, the following
manual configuration is required:

1. Stop the service ASC Application Server on the neo application server.
2. On the neo application server, open the configuration file domain.xml in an editor.
Example before:

<jdbc-connection-pool max-pool-size="60" fail-all-connections="true" vali-
date-atmost-once-period-in-seconds="60" datasource-classname="com.micro-
soft.sqlserver.jdbc.SQLServerConnectionPoolDataSource"” name="ASCSuitePool-
Standby" validation-table-name="asc_rs.db_connection_control" is-connection-
validation-required="true" transaction-isolation-level="read-uncommitted"
res-type="javax.sql.ConnectionPoolDataSource">

<property name="user" value="sa"></property>

<property name="url" value="7jdbc:sqlserver://#DNS-availability-group-1lis-
tener#:1433;databasename=asc_rs">

</property>

<property name="password" value="${ALIAS=db_password alias}">

</property>

<property name="selectMethod" value="cursor"></property>
</jdbc-connection-pool>

Example after:

Configuration Microsoft SQL Server 2014 - neo 6.x Rev. 4 18/23
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<jdbc-connection-pool max-pool-size="60" fail-all-connections="true" vali-
date-atmost-once-period-in-seconds="60" datasource-classname="com.micro-
soft.sqlserver.jdbc.SQLServerConnectionPoolDataSource™ name="ASCSuitePool-
Standby" validation-table-name="asc_rs.db_connection_control" is-connection-
validation-required="true" transaction-isolation-level="read-uncommitted"
res-type="javax.sql.ConnectionPoolDataSource">

<property name="user" value="sa"></property>

<property name="url" value="jdbc:sqlserver://#DNS-availability-group-1lis-
tener#:1433;databasename=asc_rs;multiSubnetFailover=true">

</property>

<property name="password" value="${ALIAS=db_password alias}">

</property>

<property name="selectMethod" value="cursor"></property>
</jdbc-connection-pool>

3. Start the service ASC Application Server on the neo application server.
= You can access both nodes in different networks.

= In case of an error, you can switch actively.
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5 Quick guide

» Adjust default setting during installation of SQL Server 2014: Activate SQL Server 2014
Setup > Database Engine Configuration > Authentication Mode > Mixed Mode: and
enter password.

« Start SQL Server Configuration Manager: activate SQL Server Network Configuration
> MSSQLSERVER > TCP/IP:.

» Start the SQL Server 2014 Management Studio: Start > All programs > Microsoft SQL
Server 2014 > SQL Server Management Studio: asc_rs database > right-click > Prop-
erties > Select a page: Files > asc_rs_dat: [...] for Autogrowth and rs_log: [...] for
Autogrowth

— File growth to 1/8 of the database size in megabytes.
— Maximum file size: Unrestricted file growth

+ Set database properties: Start > All programs > Microsoft SQL Server 2014 > SQL
Server Management Studio: asc_rs database > right-click > Properties > Options:
Select a page > Automatic > Auto Shrink: true.

» Database backup cannot be configured before the EVOIPneo software has been installed.

« Configure database backup: Start > All programs > Microsoft SQL Server 2014 > SQL
Server Management Studio > Databases > asc_rs > Tasks > Back Up > Backup type:
Full > Backup set: Name of the backup set >Destination: Add (a target directory) >
Options: Select a page

— Append backup to an already existing backup set on the backup computer: Activate
Append to the existing backup set

— Overwrite all already existing backup sets on the backup computer: Activate Overwrite
all existing backup sets

» Scrip settings: General: Select a page > Script > Script Action to Job: Enter name >
Schedules > New: Enter date.

Option: SQL Server Agent
« Start Agent: SQL Server Management > SQL Server Agent > Start.

Configuration Microsoft SQL Server 2014 - neo 6.x Rev. 4 20/23
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