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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction @sc

2 Introduction

This document describes the configurations required for running the EVOIPneo software in vir-
tualized environments.

For information about the installation and configuration of Microsoft Windows refer to the re-
I@| spective installation manual for system providers Configuration Windows Server 2012 R2, Con-
figuration Windows Server 2016 or Configuration Windows Server 2019.

In virtual environments, you can only use network drives for archiving, import and export of
@ data. Internal drives or USB drives are not supported as this may result in access and perfor-
mance issues if the drive is unavailable.
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3 System requirements ‘\Asc

3 System requirements

Exclusively install software approved by ASC!

@ For information about approved software refer to the current neo Integration Overview in the
ASC Partner Portal.

To be able to configure the virtualization in the application System Configuration, the customer-
specific license file must have been imported. For further information about licensing refer to the
administration manual System Configuration - License administration.

@ For a virtualization, VMware Tools must be installed.

Virtual machines must not be cloned.

The volume IDs of the drives in Windows must be unambiguous in a virtual neo system. This

@ means that in a distributed neo system, the volume ID must not exist more than once. You can
run a query of the volume IDs in the Windows command line prompt by entering the command
MOUNTVOL /L.

ATTENTION!

neo is a near real-time application which cannot work with resource sharing. Therefore,
VMware resources must be assigned exclusively to virtual neo machines. If his precondition is
not fulfilled, loss of recordings is imminent!

For information about the system requirements for virtual environments refer to the installation
manual Installation requirements.

Configuration virtualization - neo 6.x Rev. 3 6/29



Compatible VMware features
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SC

Compatible VMware features

VMware ESX/ESXi Server 5.5/6.0 features Compatibility
VM Templates (OVAs) Yes ?
Copy Virtual Machine No
Restart Virtual Machine on Different ESXi Host Yes '
Resize Virtual Machine Yes "2
Multiple Physical NICs and vNICs Yes
VMware High Availability (HA) No
VMware vNetwork Distributed Switch No
VMware vMotion No
Long Distance vMotion No
VMware Storage vMotion No
VMware Consolidated Backup (VCB) No
VMware Data Recovery (DR, VDR) No
VMware Snapshots Yes '
VMware Fault Tolerance (FT) No
VMware vCenter Converter Yes
VMware vShield No
Virtual Appliance Packaging of UC apps No
3rd-Party VM-based Backup Tools (e. g. Veeam, Viziocore, esXpress) Yes '
3rd-Party Physical To Virtual (P2V) Migration Tools Yes '
VMware Boot from SAN Yes '
All not-listed On request
' Downtimes are possible
2 No downsizing possible
% Only for OVAs provided by ASC

Configuration virtualization - neo 6.x Rev. 3 7129
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5 whereUSB \Asc

5 Installation and configuration Digi AnywhereUSB

For the operation of the ASC recording software in a virtual environment a permanent Internet
connection to ASC or alternatively a USB dongle is required. The Digi AnywhereUSB box can
be used to connect USB components such as a USB dongle.

The following chapter describes the installation and the configuration of the Digi AnywhereUSB
box which is required for the operation in a virtual environment.

@ The Digi AnywhereUSB box can only be operated with one server at the same time.

5.1 Install drivers
1. Connect the Digi AnywhereUSB box to the power supply.
2. Connect the Digi AnywhereUSB box to your network.

3. Download the driver and, if required, the latest firmware from the homepage indicated be-
low:
https://www.digi.com/support/productdetail ?pid=3747

Install the appropriate driver according to the setup instructions.

5. After the installation of the drivers, a CMD window is opened automatically. Verify that the
message System driver installed successfully! is displayed.

C : Drivers', Windows', 32bit', Setup.exe
Metwork Attached USB Hub Installation Version 2.3.2

Searching for previous installation...
Mo previous version found

Installing system drivers...

System driver installed successfully?

In order to connect to and configure your Metwork Attached USB Hub
Run the Configuration Utility in the Start — Programs menu

Press Enter key to exit

Fig. 1: Message informing about successful installation of driver

6. Press the [Enter] key to close the CMD window.

5.2 Configure Digi AnywhereUSB

5.21 Establish connection to the VMware server
1. Press the Windows key.
2. Click on the icon @.
= The installed apps are displayed.
3. Click on AnywhereUSB Configuration Utility.
= The following window appears:

Configuration virtualization - neo 6.x Rev. 3 8/29
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Installation and configuration Digi Any-

whereUSB
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5.2.2

: = AnywhereUSB Remote Hub Configuration Utility

File Edit Command Yiew Help

=101

&

Ewvent Log Rehoot

Configure Connect

Host PC Connection Status:

=] QE Subnet 192.168.168.0
Q Remate USE Hub [192.168.171.71]

This Remote Hub iz available for Host Connections

Remate Hub Infarmation:

I ame: Remate USE Hub
Serial Mumber:  SE20530874

MAC Address:  00403D0:4513F2

|IP &ddress: 192.168.171.71
Subnet Maszk:  255.2565.248.0

G ateway: 192.168.168.168
CHCP: Disabled

Boot Code: +1.9.0986
Firrnivsare: ¥1.381012
Hardware: Rev & - G2

Froduct Tepe: 2 Port

Device [D: Digi

Hardware ID:  0=0002

L ptimne: 2z 24 ming : 37 zecs

Connected To Me: 0

|T otal Discovered: 1

Available For Connection: 1

In Uze By Others: 0

Unconfigured: 0

Fig. 2: Connect VMware server

4. Click on the button Connect.

Change connection to the VMware server

If the Digi AnywhereUSB box is supposed to be used on another VMware server, proceed as

follows:

1. Press the Windows key.

2. Click on the icon &.

= The installed apps are displayed.

3. Click on AnywhereUSB Configuration Utility.

= The following window appears:

: = AnywhereUSB Remote Hub Configuration Utility

File Edit Command Yiew Help

=101

&

p|sconnect; Ewvent Log Rehoot

Configure

Host PC Connection Status:

=] QE Subnet 192.168.168.0
Q Remote USB Hub [192.168.171.71]

Connected to this Host PC
Crivver Status:

Remate Hub Infarmation:

Connection Successful to Remate Hub at 192.168.171.71

I ame: Remate USE Hub
Serial Mumber:  SE20530874

MAC Address:  00403D0:4513F2

|IP &ddress: 192.168.171.71
Subnet Maszk:  255.2565.248.0

G ateway: 192.168.168.168
CHCP: Disabled

Boot Code: +1.9.0986
Firrnivsare: ¥1.381012
Hardware: Rev & - G2

Froduct Tepe: 2 Port

Device [D: Digi

Hardware ID:  0=0002

L ptimne: 2hrg: 32 ming : 12 zecs

Connected To be: 1

|T otal Discovered: 1

Available For Connection: 0

In Uze By Others: 0

Unconfigured: 0

Fig. 3: Disconnect connection

4. Click on the button Disconnect.

Configuration virtualization - neo 6.x Rev. 3
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5.2.3

Installation and configuration Digi Any- ASC

whereUSB

N

5. Repeat all steps as described in chapter "Install drivers", p. 8.

6. Repeat all steps as described in chapter "Establish connection to the VMware server", p. 8.

Change IP address

By default, the Digi AnywhereUSB box has a DHCP network address. After the installation of
the drivers, the Digi AnywhereUSB box is found automatically and the IP address of the
VMware server is applied. This option has already been activated in the default setting.

To change the IP address, proceed as follows:

1. Start a browser.
2. Enter the IP address https://192.168.175.20 in the address bar.

3. The configuration program AnywhereUSB/2 Configuration and Management is opened.

Digt

Configuration
Network
System
Remote Management
Security

Home

Management
Connections

Administration
Backup/Restore
Update Firmware
Factory Default Settings
System Information
Reboot

Logout

AnywhereUSB/ 2 Configuration and Management

‘ Changes have been saved successfully. ‘

@ Help

Getting Started

Tutorial Not sure what to do next? This Tutorial can help.

System Summary

Model: AnywhereUSB/2
Ethernet MAC Address: 00:40:9D:45:13:F2

Ethernet IP Address: 192.168.175.20
Description: None
Contact: None

Location: None

Device ID: 00000000-00000000-00409DFF-FF4513F2

Copyright ® 1996-2010 Digi Intarnational Inc. All rights resarved.
vvarsdigi.com

Fig. 4: Configuration program AnywhereUSB/2 Configuration and Management

4. Select the menu item Configuration > Network in the structure view.

Digi

Home

Configuration
Network
System
Remote Management
Security

Management
Connections

Administration
Backup/Restore
Update Firmware
Factory Default Settings
System Information
Reboot

Logout

AnywhereUSB/2 Configuration and Management

@ Help

Network Configuration

~ Ethernet IP Settings (eth0)

@ Obtain an IP address automatically using DHCP =
@ use the following IP address:
=P Address:  [192168.17171
= Subnet Mask: 255.255.248.0
Default Gateway: 192.168.168.168

Enable AutolP address assignment

= Changes to DHCP, IP address, and Subnet Mask may effect your browser connection.

» Network Services Settings

» Advanced Network Settings

Copyright ® 1996-2010 Digi International Inc. All rights reserved,
v digi.com

Fig. 5: Change IP address

5. Inthe field Use the following IP address > IP Address, enter the new IP address.

6. Click on the button Apply.

7. Confirm the security prompt with Apply.

Configuration virtualization - neo 6.x Rev. 3 10/29



Installation and configuration Digi Any-
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D ) AnywhereUSB/2 Configuration and Management

y

@ Help

Apply Changes

The configuration changes will cause your network settings to take effect immediately.

Apply

Copyright © 1996-2010 Digi International Inc. Al rights reservad.
vavwedigi.com

Fig. 6: Confirm change

8. The VMware server recognizes the change of the IP address automatically. The connection
to the Digi AnywhereUSB box is reestablished.

O AnywhereUSB/ 2 Configuration and Management

@ Hebp

Reconnect In Progress

The AnywherelSB/2 with MAC address 00:40:9D:45:13:F2 is currently updating the network settings. You will be reconnected automatically in approximately 15
seconds.

If you are not reconnected automatically click here or use the discovery utility that was provided on your CD to find this device on the network.

Copyright & 1596-2010 Digi Intarnational Inc. All rights reserved.
vovve.digi.com

Fig. 7: Reconnect VMware server

9. Inthe configuration menu, the message Changes have been saved successfully appears.

‘@ AnywhereUSB/2 Configuration and Management
O

| Changes have been saved successfully. |

Home

@ Help

g voe______________

Network

System Getting Started

Remote Management Tutorial Not sure what to do next? This Tutorial can help.

Security
Management System Summary

Cennections

Model:  AnywhereUSB/2

Administration Ethernet MAC Address:  00:40:9D:45:13:F2
Backup/Restore

Update Firmware
Factory Default Settings
System Information

Ethernet IP Address: 192.168.171.71

Reboot Description: None
Contact: None
Logeut Location None

Device ID: 00000000-00000000-00408DFF-FF4513F2

Copyright © 1996-2010 Digi International Inc. All rights reserved.
vavre.digi.com

Fig. 8: Change of the IP address completed successfully
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Configuration vNetwork Default Switches \\Asc

6.1

Configuration vNetwork Default Switches

The following chapters of this document describe the configuration of the vSwitches for VMware
ESXi Servers by means of the vSphere client. The configuration is necessary to guarantee that
the ASC software functions correctly if it is supposed to be used in an ESXi-hosted virtual net-
work.

This document merely covers the basic configuration of the vSwitches of the VMware ESXi soft-
ware and not the basic installation or configuration of the VMware ESXi software in general. The
installation or the configuration of the VMware vSphere client is not part of this document either.
This information can be found in the manufacturer documentation Manual for the server configu-
ration for ESXi.

vNetwork default switches are abstract network devices which fulfill the following tasks in a
VMware ESXi-hosted virtual network:

» Control of the data traffic between virtual machines and external physical networks
« Control of the data traffic between virtual machines

» Combination of the bandwidth of several network adapters

 Distribution of the data traffic of several network adapters

» Mapping of failover scenarios in physical network adapters

» Substitution of a physical ethernet switch

When two or more virtual machines have been connected to the same vSwitch, the network
data transfer between these virtual machines is controlled locally. When an uplink adapter is
connected to the vSwitch, any virtual machine can access the external network that the adapter
is connected to. In order to emulate the connection of the ASC software to a physical network
best possible, two vSwitches have to be created. One for the administration of the ASC soft-
ware and the ESXi server as well as another for the purpose of passive recording.

The following paragraphs of this chapter describe the setup of the vSwitches if the ASC soft-
ware is supposed to be used in a VMware ESXi-hosted network.

Create vSwitch for administration

For communication with the ASC software for configuration and maintenance purposes a sepa-
rate vSwitch is required which is created as follows:

1. Log into the vSphere Client and click on the host in the inventory list window.

2. Click on the tab Configuration.

Configuration virtualization - neo 6.x Rev. 3 12729



6 Configuration vNetwork Default Switches \ A

192.168.1.63 - vSphere Client == x]

File Edit W¥iew Inventory Administration Plug-ins Help

a E ‘@ Home b gf Inventory b [F] Inventory
g @

[@ [192.168.1.63

localhost.lecaldomain ¥Mware ESXi

Configuration
Hardware View: | Virtual Switch
it erae Networking Refresh  Add Metworking.,.  Properties...
Processors
Memary Wirkual Swikch: vSwitcha Remove... Properties...
Storage Virtual Machine Pont Group Physical Adaspers
v Metworking L3 WM Network T e B vronic 1000 Full | (3
Storage Adapters 200 wirkual machineis)
Metwork Adapters Uhkemel Port
Advanced Settings £ Management Netwark e.
wmk0 ¢ 192.168.1.63
Software
Licensed Features .
Wirtual Switch: vSwitchl Remove... Froperties...
Time Configuration
Viruzl Machine Por Group Phiysical Adaprers
DNS and Routing [ M Netwark IT 2} B vmnic3 10 Haf 3

Wirtual Machine StartupShutdawn B1|1 virtual machine(sy

Wirtual Machine Swapfile Location Windows 2003 Server 32-bit Engl @

Security Profile
System Resource Allocation
Advanced Settings

Recent Tasks x

Fig. 9: vSphere Client (example)

3. Click on the menu item Networking.
4. Select the view Virtual Switch.

5. Click on Add Networking.
6

Accept the default connection type Virtual Machine and click on the button Next.

) Add Metwork Wizard 10l =l

Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity,

Connection Type
Metwork Access Connection Types
Connection Settings
Surmary

' yirtual Machine
Add a labeled network to handle virtual machine network traffic,

" yMkernel

The ¥Mkernel TCPJIP stack handles traffic For the Following ESXi services: YiMware WMotion, iSCSI, MNFS,
and host management.

Help | = Back

Fig. 10: Add virtual machine

Cancel |

4

7. Activate the option Create a virtual switch and the assigned physical adapters which are
supposed to be connected to this vSwitch.

Configuration virtualization - neo 6.x Rev. 3 13/29



6 Configuration vNetwork Default Switches
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[+¥ Add Network Wizard = ||:||1|

£

Yirtual Machines - Network Access
Wirkual machines reach networks through uplink adapters attached to virtual switches,

Connection Tvpe Select which wirtual switch will handle the network traffic For this connection. You may also create a new virbual switch
MNetwork Access using the unclaimed network adapters listed below,
Connection Settings
Summary & Create a virtual switch Speed Metworks
vV E@ vmnict dowin Mone
[ E@ vmnicz dowin Mone
' Use vSwitcho Speed Metworks
BB wmnico 1000Ful  192.168.1.1-192.168.1.254
" Use vSwitchi Speed Metworks
[ R 10 Half 192.62.62.62-192.62.62.62
Previgw:
Wirtual Machine Part Group Physical Adapters
Wirtual Machine Metwork. g E@ vmnicl

Help | = Back | Mext = I Cancel |

4

Fig. 11: Create a virtual switch (example)

8. Click on the button Next.

9. Inthe entry field Network Label, enter a term for the port group to be created (e. g. VM Net-
work I).

(%] Add Network Wizard =101x]

¥irtual Machines - Connection Settings
Use network labels to identify migration compatible connections common ko bwo or more hosts,

Connection Type

Port Group Properties

Mebwork Access
Connection Settings Metwark Label: IVirtuaI Machine Metwork
Summary YLAN ID (Optional): [ =1
Previgw:
Wirtual Machine Part Group Physical Adapters
Wirtual Machine Metwork. g E@ vmnicl

Help | = Back | Mext = I Cancel |

4

Fig. 12: Enter network label (example)

10. Click on the button Next.
11. Verify that the vSwitch has been configured properly.

Configuration virtualization - neo 6.x Rev. 3 14729



6 Configuration vNetwork Default Switches ‘\Asc
=Y
Ready to Complete
Werify that all new and modified virtual switches are configured appropriately,
Connection Type Host networking will include the Following newe and modified vSwitches:
Mebwork Access s
Connection Settings
Summary Wirtual Machine Part Group Physical Adapters
Wirtual Machine Metwork. g BB vmnicl
Help | = Back | Einish I Cancel |
4

Fig. 13: Configuration ready to finalize (example)

12. Click on the button Finish.

When all configuration steps mentioned above have been concluded, the vSwitch has been cre-
ated successfully and is ready for enhanced configuration.

6.2 Configure vSwitch for administration

For the new vSwitch for administration to be used with the ASC software, the following configu-
ration steps have to be carried out:

1. Click on the Properties of the corresponding vSwitch.

2. Click on the configuration vSwitch.

Configuration virtualization - neo 6.x Rev. 3 15729
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"-_' vSwitchD Properties i |EI|1|
Parts |Netw0rk Adapters I
Configuration | Summary | [ e ST
T wawitch 56 Parts | Mumber of Ports: 56
g WM Network T Virtual Machine ...
g Management Met... YMotion and IP ... —Default Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Reject
Forged Transmits: Reject
Tralffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing: Part ID
Metwork Failure Detection: Link Status only
Motify Switches: es
Failback: Yes
Active Adapters: srnicll
Standby Adapters: Mone
Unused Adapters: Mone
Add... Edit... Remove
Help
Fig. 14: Edit vSwitch (example)
3. Click on the button Edit.
4. Click on the tab Security.
[~ vSwitchO Properties x|
Traffic Shaping | NIC Teaming |
Policy Exceptions
Promiscuous Mode: |Rejett d
MAC Address Changes: |Rejett :]
Forged Transmits: |Reject =]
| oK I Cancel | Help |

Fig. 15: Define policy exceptions

5. From the drop-down list, select the parameter Reject for the following options:

* Promiscuous Mode
* MAC Address Changes
* Forged Transmits

6. Click on the button OK.

7. Verify the configuration.

Configuration virtualization - neo 6.x Rev. 3
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Switch0 Properties 1o =|
Parts |Netw0rk Adapters I
Configuration | Summary | [ e ST
| I wswikch 56 Porks ] Mumnber of Parts: 56
WM Network T Virtual Machine ...
g Management Met... YMotion and IP ... —Default Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Reject
Forged Transmits: Reject
Tralffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: e
Failover and Load Balancing
Load Balancing: Part ID
Metwork Failure Detection: Link Status only
Motify Switches: es
Failback: Yes
Active Adapters: srnicll
Standby Adapters: Mone
T T Unused Adapters: Mone
Close Help

Fig. 16: Verify vSwitch configuration (example)

8. Select the respective virtual network which you have created in one of the previous configu-
ration steps.

Switch0 Properties 1o =|
Parts |Netw0rk Adapters I
Configuration | Summary | LR i S =
ﬁ, vSwitch 56 Ports Mebwork Label: WM Metwork I
Y Metwark I virtual Machine ... | YLAN ID: Maone
Management Met... YMotion and IP ...
—Effective Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Reject
Forged Transmits: Reject
Tralffic Shaping
Average Bandwidth: -
Peak Bandwidth: e
Burst Size: &5
Failover and Load Balancing
Load Balancing: Part ID
Metwork Failure Detection: Link, Status only
Motify Switches: es
Failback: Yes
Active Adapters: wnicl
Standby Adapters: Mone
Add... Edit. .. Remove Unused Adapters: Mone :I
Close I Help |

Fig. 17: Edit VM Network | (example)

9. Click on the button Edit.
10. Click on the tab Security.

Configuration virtualization - neo 6.x Rev. 3 171729
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(<) ¥M Network I Properties X

General k;Sogxﬂt\anI Traffic Shaping | NIC Teaming |

Policy Exceptions
Promiscuous Mode: m IReject d
MAC Address Changes: u IRejgct d
Forged Transmits: I~ |reject =]

Fig. 18: Define policy exceptions

11. From the drop-down list, select the parameter Reject for the following options:
* Promiscuous Mode
* MAC Address Changes
* Forged Transmits

12. Click on the button OK.

When all mentioned configuration steps have been carried out successfully, the ASC software
can be configured via this interface.

Create vSwitch for passive recording

For passive recording by means of the ASC software, a separate vSwitch is required which is
created as follows:

1. Log into the vSphere Client and click on the host in the inventory list window.

2. Click on the tab Configuration.

(%) 192.168.1.63 - vSphere Client =8l

File Edit Yiew Inventory Administration Plug-ins Help

E ‘@ Home b gF Inventory b [ Inventory

. 3
& &
E 192.168.1.63 localhost.localdomain ¥Mware ESXi, 4.0.0, 171294
[Ee tarted  Summary Wit i tion | Perfarmance Configuration
Hardware view: | Virtual Switch
LAt e Networking Refresh  Add Metworking.,.  Properties...
Processors
Mamary wirtual Switch: wSwitcha Remove...  Properties...
Storage Virtual Machine Port Group Physical Adapters
v Networking L3 WM Netwark T @ B vronic 1000 Full | (2
Storage Adapters 20 wirkual machinels)
Metwork Adapters Vhketmel Port
Advanced Settings £ Management Netwark e
wmkd t 192,168,1,63
Software
Licensed Features .
wirkual Switch: vSwitchl Remove...  Properties...
Time Configuration
Virtusl Machine Pont Group Physical Adapters
DHS, ahd Rodlting 3 UM Network IT 8. BB vonic3 10 Haf 2
Wirtual Machine StartupShutdawn 1|1 virbual machine{s)
Wirtual Machine Swapfile Location Windows 2003 Server 32-bit Engl
Security Profile
System Resource Allocation
Advanced Settings
Recent Tasks x

Fig. 19: vSphere Client (example)

3. Click on the menu item Networking.
4. Select the view Virtual Switch.

Configuration virtualization - neo 6.x Rev. 3 18/29
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5. Click on Add Networking.
6. Accept the default connection type Virtual Machine and click on the button Next.

[ Add Network Wizard

=gl x|
Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity,

Connection Type
Metwork ficcess Connection Types
Connection Settings o o .
Summary Yirtual Machine

Add a labeled network to handle virtual machine network traffic,

" yMkernel
The ¥Mkernel TCPJIP stack handles traffic For the Following ESXi services: YiMware WMotion, iSCSI, MNFS,
and host management.
Help | = Back Cancel |
4

Fig. 20: Add virtual machine

7. Activate the option Create a virtual switch and the assigned physical adapters which are
supposed to be connected to this vSwitch.

r:T Add Network Wizard I

Yirtual Machines - Network Access
Wirkual machines reach networks through uplink adapters attached to virtual switches,

=10j x|

Connection Type
Network Access
Connection Settings

Select which wirtual switch will handle the network traffic For this connection. You may also create a new virbual switch
using the unclaimed network adapters listed below,

Summary & Create a virtual switch Speed Metworks
T E@ vmnict down Mone
v E@ vmnicz dowin Mone
" Use v5Switcho Speed Metworks
[ B wmnico 1000Ful  192.168.1.1-192.165.1.254
" Use vSwitchi Speed Mebworks
BB wmnics 10 Half 192.62.62.62-192.62.62.62
Previgw:
Wirtual Machine Port Group Physical Adapters
Yirbual Machine Metwork g -o B vmnic2

Help | = Back | Mext = I

Cancel |

Fig. 21: Create a virtual switch (example)

8. Click on the button Next.

9. Inthe entry field Network Label, enter a description of the port group to be created (e. g.
VM Network II).
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[ Add Network Wizard N =lalx|

¥irtual Machines - Connection Settings
Use network labels to identify migration compatible connections common ko bwo or more hosts,

Connection Type

Port Group Properties

Mebwork Access
Connection Settings Metwark Label: IVirtuaI Machine Metwork
Summary YLAN ID (Optional): [ =l
Previgw:
Wirtual Machine Part Group Physical Adapters
Wirtual Machine Metwork. g BB vmnicz

Help | = Back | Mext = I Cancel |

4
Fig. 22: Enter network label (example)
10. Click on the button Next.
11. Verify that the vSwitch has been configured properly.
(%) Add Network Wizard i 10l =l
Ready to Complete
Werify that all new and modified virtual switches are configured appropriately.
Connection Type Host networking will include the Following new and modified vSwitches:
Mebwork Access Bl
Connection Settings
Summary Wirtual Machine Part Group Physical Adapters
Wirtual Machine Metwork. g E@ vmnicz
Help | = Back | Einish I Cancel |
4

Fig. 23: Configuration ready to finalize (example)

12. Click on the button Finish.

When all configuration steps mentioned above have been concluded, the vSwitch has been cre-
ated successfully and is ready for enhanced configuration.
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6.4

Configure vSwitch for passive recording

For the new vSwitch for passive recording to be used with the ASC software, the following con-
figuration steps have to be carried out:

1. Click on the Properties of the corresponding vSwitch.

2. Click on the configuration vSwitch.

(%] vSwitch1 Properties 1o =|
Parts |Netw0rk Adapters I
Configuration | Summary | [ e ST
T wawitch 56 Parts | Mumber of Ports: 56
g WM Network 1T Virtual Machine ...
—Defaulk Palicies
Security
Promiscuous Mode: Accepk
MAC Address Changes: Accept
Forged Transmits: Accepk
Tralffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing: Part ID
Metwork Failure Detection: Link Status only
Motify Switches: es
Failback: Yes
Active Adapters: wmnic3
Standby Adapters: Mone
T e T Unused Adapters: Mone
Help

Fig. 24: Edit vSwitch (example)

3. Click on the button Edit.
4. Click on the tab Security.

(<) ¥vSwitch1 Properties 3 X

Traffic Shaping | NIC Teaming |

—Policy Exceptions
Promiscuous Mode: |Accept ﬂ
MAC Address Changes: |Ar_cept _'J
Forged Transmits: |p,c.;ept ﬂ

[ ok | coce |  heo |

Fig. 25: Define policy exceptions

5. From the drop-down list, select the parameter Accept for the following options:
* Promiscuous Mode
* MAC Address Changes
* Forged Transmits

6. Click on the button OK.

7. Verify the configuration.
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8. Select the respective virtual network which you have created in one of the previous configu-
ration steps.

(%] vSwitch1 Properties 1o =|
Parts |Netw0rk Adapters I
Configuration | Summary | LR i S =
@. vSwitch 56 Ports Mebwork Label: WM Metwaork IT
6 M Metwark IT virtual Machine ... | WLAN ID: Hone
—Effective Policies
Security
Promiscuous Mode: Accepk
MAC Address Changes: Accept
Forged Transmits: Accepk
Tralffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing: Part ID
Metwork Failure Detection: Link, Status only
Motify Switches: es
Failback: Yes
Active Adapters: wmnic3
Standby Adapters: Mone
Add... Edit... Remove Unwsed Adapters: Maone :I
Close I Help |

Fig. 26: Edit VM Network Il (example)

9. Click on the button Edit.
10. Click on the tab Security.

(<) ¥M Network IT Properties 3 X

Traffic Shaping | NIC Teaming |

—Policy Exceptions
Promiscuous Mode: I |Accept ﬂ
MAC Address Changes: v |Ar_cept _'J
Forged Transmits: 12 |nccept ﬂ

[ ok | coce |  heo |

Fig. 27: Define policy exceptions

11. From the drop-down list, select the parameter Accept for the following options:
* Promiscuous Mode
* MAC Address Changes
» Forged Transmits

12. Click on the button OK.

When all mentioned configuration steps have been carried out successfully, the ASC software
can be used for passive recording via this interface.
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7 Configuration Hyper-V

Since Hyper-V works with its own NTP server, you have to use one of the following options to
ensure an accurate time synchronization:

- The same NTP servers must have been configured for the recording system and for Hyper-V.
@ - Switch off the NTP server in the recording system.
- Remove the NTP server in the recording system.

For further information about the administration of the NTP servers of the recording system re-
fer to the installation manual Configuration of servers and recording architectures.

When using passive recording solutions

To use Hyper-V in promiscuous mode to monitor external data traffic in virtual environments,
enter the following commands with your configuration parameters in the Hyper-V console:

Examples:
Set-VMNetworkAdapter MyVM -PortMirroring Destination

Get-VMNetworkAdapter MyVM | ? MacAddress -eq 'xxxxxxxx' | Set-
VMNetworkAdapter MyVM -PortMirroring Destination

$portFeature=Get-VMSystemSwitchExtensionPortFeature -FeatureName "Ethernet
Switch Port Security Settings”

# None = @, Destination = 1, Source = 2
$portFeature.SettingData.MonitorMode = 2

Add-VMSwitchExtensionPortFeature -ExternalPort -SwitchName MySwitch -
VMSwitchExtensionFeature $portFeature
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8 Configuration System Configuration
To be able to operate the recording system in a virtual environment, you have to adjust the fol-
lowing configurations in the Servers module of the application System Configuration:
1. Activate the VM support, see chapter "Tab Usage", p. 24.
2. Enter the connection data to the dongle, see chapter "Tab Keystore/Virtualization", p. 25.
3. To save the settings, click on the button Save in the detail view.
For information about starting and using the application System Configuration refer to the user
manual Usage System Configuration.
8.1 Tab Usage

In this tab, you can configure the purpose of the selected server.

< Details* Usage* Media Streamer* Replay Server Address Mapping Key M »
Ll

API Server 4

Audio Analysis 4

Recording Control/Key Management 4

Data Processing 4

Replay 3
Virtualization 4 y

Reset

Fig. 28: Servers module - tab Usage

Group field Virtualization
1.  Open the group field Virtualization.

Virtualization -

VM support

Fig. 29: Group field Virtualization

2. Enter the following parameters:

VM support If the system has been installed in a virtual environment, you have to
activate the VM support.

= VM support has been activated.
O = VM support has not been activated.

When activating this functionality, the Licensing module has to authen-
ticate on one of the following instances:

Dongle Manager or ASC License Management System
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The system therefore requires a permanent connection either to the
ASC License Management System at the ASC headquarters or to a
dongle on one of the servers of the system. About the configuration of
the connection data, see chapter "Tab Keystore/Virtualization", p. 25.

NOTICE! This functionality can only be activated on servers with an
Enterprise Core.

NOTICE! This function can only be activated if the system has been in-
stalled in a virtual environment.

For the virtualization without Internet connection, a dongle is required which contains the sys-
® tem information. The application Dongle Manager, required to read the dongle, has to be in-
stalled on the server that the dongle has been connected to.

8.2 Tab Keystore/Virtualization
1. Click on the tab Keystore/Virtualization in the detail view.

In this tab, you can configure the connection data for the service DongleMan for the neo key
management and for the authentication of the VM.

If your system has been installed in a virtual environment, the application Dongle Manager

@ must have been installed and started locally outside the VM so that the access to the dongle
works. The dongle must have been connected to the server on which the VM has been in-
stalled.

@| For detailed information about neo key management refer to the administration manual Encryp-
tion of recordings.

L Replay Server Address Mapping Key Management Keystore/Virtualization
Server address 192.168.169.192
Port 5180
Reset

Fig. 30: Servers module - tab Keystore/Virtualization

Server address Enter the address of the server for this connection.
 If you use the neo key management as well as the virtualization:

IP address of the server that the service DongleMan has been in-
stalled on.

 If you use only virtualization, you can authenticate the VM via the
ASC License Management System, too. In this case, enter the fol-
lowing address:

licensing.asc.de
 If you use only the ASC key management:
IP address of the server with the master password database
Port Enter the port for the connection.
Default value: 5180
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9 Quick guide

9.1 Install and configure Digi AnywhereUSB
 Install drivers:
Download drivers from homepage and follow setup instructions.
» Establish connection to the VMware server:
Windows key > icon @, > AnywhereUSB Configuration Utility > Connect.
» Change connection to the VMware server:

Windows key > icon @, > AnywhereUSB Configuration Utility > Disconnect > follow
setup instructions > Install Drivers > Windows key > icon @ > AnywhereUSB Configu-
ration Utility > Connect.

9.2 Create and configure vSwitch for administration
» Create vSwitch:

Register vSphere Client > in the inventory window on host > Configuration > Networking
> Virtual Switch > Add Networking > Virtual Machine > Next > Create a virtual switch
and activate adapter > Next > Enter network label > Next > Finish.

» Configure vSwitch:

Select vSwitch > Properties > vSwitch > Edit > Security > Promiscuous Mode: Reject
> MAC Address Changes: Reject > Forged Transmits: Reject > OK > Click on previ-

ously created network > Edit > Security > Promiscuous Mode: Reject > MAC Address
Changes: Reject > Forged Transmits: Reject > OK.

9.3 Create and configure vSwitch for passive recording
» Create vSwitch:

Register vSphere Client > in the inventory window on host > Configuration > Networking
> Virtual Switch > Add Networking > Virtual Machine > Next > Create a virtual switch
and activate adapter > Next > Enter network label > Next > Finish.

» Configure vSwitch:

Select vSwitch > Properties > vSwitch > Edit > Security > Promiscuous Mode: Accept
> MAC Address Changes: Accept > Forged Transmits: Accept > OK > Click on previ-

ously created network > Edit > Security > Promiscuous Mode: Accept > MAC Address
Changes: Accept > Forged Transmits: Accept > OK.

9.4 Configure virtualization in System Configuration
» Activate VM support:
Servers module > Usage > Virtualization > Activate VM support > Save
» Enter connection data for authentication:

Servers module > Keystore/Virtualization > Server address: enter licensing.asc.de
or IP address to the server with the dongle enter > Port: port (default 5180) > Save
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Glossary

DHCP
A Dynamic Host Configuration Protocol allows integrating computers into an existing network
without configuring the network interface manually. Necessary information such as IP ad-
dress, net mask, gateway, name server (DNS) and additionally required settings are distrib-
uted dynamically. (Source: Wikipedia 5th April 2017)

NTP
Network Time Protocol NTP is a standard for the synchronization of clocks in computer sys-
tems via packet-based communication networks. NTP uses the connectionless transport pro-
tocol UDP. It has been developed with the objective to guarantee reliable time verification
across networks with variable packet runtime. (Source: Wikipedia 12th June 2018)

USB
Universal Serial Bus

VM
Virtual machine
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