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1 General information \\Asc

1 General information

In the context of this document ASC represents ASC Technologies AG, its subsidiaries, branch
offices, and distributors. An up-to-date overview of the aforementioned entities can be found at
https://www.asctechnologies.com

ASC assumes no guarantee for the actuality, correctness, integrity or quality of the information
provided in the manuals.

ASC regularly checks the content of the released manuals for consistency with the described
hardware and software. Nevertheless, deviations cannot be excluded. Necessary revisions are
included in subsequent editions.

Some aspects of the ASC technology are described in general terms to protect the ownership
and the confidential information or trade secrets of ASC.

The software programs and the manuals of ASC are protected by copyright law. All rights on the
manuals are reserved including the rights of reproduction and multiplication of any kind, be it
photo mechanical, typographical or on digital data media. This also applies to translations.
Copying the manuals, completely or in parts, is only allowed with written authorization of ASC.

Representative, if not defined otherwise, is the technical status at the time of the delivery of the
software, the devices and the manuals of ASC. Technical changes without specified announce-
ments are reserved. Previous manuals lose their validity.

The general conditions of sales and delivery of ASC in their latest version apply.
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2 Introduction @sc

2 Introduction

The EVOIPneo passive software is a passive recording solution to record VolIP calls. To receive
the audio data, you only have to connect a computer with an installed EVOIPneo passive soft-
ware to the particular network. This is the easiest way to record calls.

The EVOIPneo recording system can be connected via different devices and to various network
architectures. Besides general information, this document contains short descriptions of the
most common network devices and their different network configurations.

Only switches which support the functions port mirroring,SPAN (Switched Port Analyzing) or
RSPAN (Remote SPAN) are suitable for the connection to the EVOIPneo recording system. By
activating one of those functions, the data stream of one or several ports can be copied to a
particular port. The EVOIPneo server has been connected to this port.

In practice, however there are more complicated network structures, where e. g. different
switches are connected to each other.

The following sections contain several switches which can be used with the EVOIPneo record-
ing system as well as their typical configurations and settings.

Support of SPAN function

Nearly each Cisco Catalyst Switch supports SPAN. Catalyst 6500 for example supports RSPAN
and SPAN.

@ Details on possible restrictions of the SPAN and RSPAN properties can be found in the user
manuals of the individual switches.

Features Catalyst 6500
* RSPAN sessions or SPAN sessions possible
* Monitoring entire VLAN, several ports
» Monitoring only RX of an entire VLAN
* Monitoring RX and TX of only 1 port

These types of switches are perfectly suited for passive conversation recording with EVOIP-
@ neo recording systems. Many configuration possibilities are provided to cover a wide range of
network architectures.
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3 Configuration
31 Number of devices to monitor
Depending on the number of source ports that are supposed to be monitored, different configu-
rations are necessary.
3141 Monitoring source ports
If only one source port is used to receive data, then this is a gateway-side recording of all exter-
nal calls. In this case, the gateway is connected to your source port. In addition, there is also the
possibility to connect only a single IP phone to the source port that should be recorded.
To record all data, the source port must be configured to record both data directions of the
source port, i. e. the RX as well as theTX direction are recorded. Otherwise, only one conversa-
tion direction is recorded.
Make sure to configure a gateway as non-phone IPs in the EVOIPneo configuration.
Example:
A VolP gateway is connected to port 23 with IP address 192.168.1.15. The EVOIPneo server
has been connected to the ports 10 and 11. The monitoring should be realized with the network
card connected to port 10.
» Switch settings
Monitoring port 23 RX and TX
Destination port 10
» Settings on the EVOIPneo recording system
Non phone IP: 192.168.1.15
Activation of the network card connected to port 10 for data monitoring purposes.
3.1.2 Monitoring several source ports

If VLAN is used as a source, usually there are more than one source port available.

If more than one source port is used to record the audio data of different IP phones, the switch
should be configured as follows:

To avoid duplicating packages, configure the source port to only copy the data of one direction
to the destination port or RSPAN VLAN. Usually, this is the receive direction (RX) of each
source port.

The directions of different sources must not be mixed.

To recorded calls with both conversation directions, the following devices have to be used as
source ports or within the source VLAN:

» Ports with IP phones connected to them which are supposed to be recorded

» Ports with IP phones connected to them which are not supposed to be recorded but which
can communicate with devices which are supposed to be recorded (if this is not ensured,
only one conversation direction is recorded in connections between an IP phone monitored
by a switch and an IP phone not monitored. The audio part of the not-monitored end device
is not recorded.)

» Ports with a VolP Gateway connected to them to receive external calls
» Ports with a Conference Bridge (Cisco: usually the CCM) connected to them

The following ports should not be configured as a source port, not even in the source VLAN
which is supposed to be monitored:

» Ports which connect other switches if the other switch has its own SPAN (trunks)
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3 Configuration ‘\Asc
» Ports without connected IP phones (these ports should be excluded from the VLAN which
has been configured as source for the monitoring)
3.2 One-switch configuration
This example describes the configuration of one switch with different VLANs. VLAN 1 and VLAN
3 exclusively contain IP phones. VLAN 2 is a data network for computers only. The EVOIPneo
recording system has at least 2 network cards (NICs). The first network card is used to record
audio data (the recording NIC) and the second is required to enable access to the EVOIPneo
recording system via the network, e. g. for administration purposes or for replay applications like
POWERpl/ay Web. This separate network card is required because the switch port configured
for call recording does not provide a general network access.
P Phone Phone Phone
WLAMN 1
WLAN 2
Phone P VLAN 3
2nd MIC
Fig. 1: Connection example
To record specific IP phones from VLAN 1 and VLAN 3, configure the monitoring ports as fol-
lows:
3.21 Exemplary configuration: Cisco Catalyst
Configuration possibilites:
* VSPAN session:
— Monitoring of VLAN1 and VLAN 3 only RX
— Destination port 8
* SPAN session:
— Port monitoring — source ports : 2, 3, 4, 5 all only RX
— Destination port 8
3.3 Multiple-switch configuration

If more than one switch exists in your company with devices to be monitored connected to
them, you can either use the singe-switch configuration described above by integrating separate
monitoring network cards for each switch or you can configure the switches to cooperate.
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Trunk cannection

Phone Phone
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Fig. 2: Multiple-switch connection configuration

3.31 Cisco Catalyst

RSPAN

Switch A has been connected to the EVOIPneo recording system. IP phones the calls of which
are supposed to be recorded with the EVOIPneo recording system have been connected to
both switches A and B. To be able to record the calls of all IP phones, the relevant data has to
be transmitted from switch B to switch A. This is achieved with an RSPAN (Remote SPAN) ses-
sion. A RSPAN session can either be configured to monitor single ports or whole VLANSs.

It is not possible to select an entire VLAN as source for an RSPAN session as there would be
duplicated packages due to the trunk line. Instead, each single port has to be selected sepa-
rately as source.

To transfer all data traffic of the call VLANs 1 and 3 via the monitoring NIC of the EVOIPneo
recording system, configure the switches as follows:

Switch A

RSPAN session

» Port monitoring — RSPAN source ports: 2, 3, 4, 5 all only RX, added to the RSPAN VLAN
300

» Defining the destination port for RSPAN VLAN 300, port 8 in the example above
Switch B

RSPAN session
» Configuration of a new VLAN for RSPAN — e. g. VLAN 300
» Port monitoring — RSPAN source port for the selected VLAN: 2, 3, 8 all only RX of switch B
» Defining RSPAN destination port, port 5 in the example above
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3.4 Network card
3.41 Using several network cards

3.5

If a network card has been configured as a sniffer device in the system without a network ca-
ble connected to it the EVOIPneo passive module remains inactive after the EVOIPneo pas-
sive configuration change.

All network cards which are supposed to be used to record the audio data must be operated in
a subnet which does not exist yet. Otherwise problems may occur when trying to access the
EVOIPneo server for administration purposes or to replay a call.

Example for a configuration:

The company uses the following network addresses:
192.168.1.0 to 192.168.1.255 and

192.168.50.0 to 192.168.50.255

The EVOIPneo server with 3 network cards is supposed to monitor the data traffic on both sub-
nets. In order to receive al required data, the monitoring network cards can be set to any IP ad-
dress without using a default gateway.

NIC1 (monitoring network card):

IP address: 1.1.1.1 or any other except the already existing subnets 192.168.1.x and
192.168.50.x

Subnet: 255.255.255.0

Default gateway: none

NIC2 (monitoring network card):

IP address: 1.1.1.2 or any other except the already existing subnets 192.168.1.x and
192.168.50.x

Subnet: 255.255.255.0

Default gateway: none

NIC3 (communication card):

IP address: 192.168.1.73 or any other IP address in the existing network

Subnet: 255.255.255.0, depending on the network addresses used in this subnet
Default gateway: 192.168.1.254, the gateway which allows reaching the other subnet

Make sure that no other network card uses the same default gateway; otherwise no specified
NIC has been defined for sending the data.

Device Filter/Filter Presets

These values usually do not have to be changed. In some cases it may be necessary to add
some values to avoid errors or incorrect recordings.

Using NORTEL IP phones

TO avoid that internal messages are interpreted as calls, the filter string for your network cards
must be changed as follows:

(ip and udp and !(port 16550)) or
(vlan and ip and udp and !(port 16550))
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Glossary

NIC
Network Interface Card

RSPAN
Remote Switched Port Analyzing

RX
Receiver, RX is the term for a receiver, i. e. for receiving a radio package in radio communica-
tion or of computer data (downloading); Rx stands for receiver whereas the x is a variable for
the letters behind the R

SPAN
Switched Port Analyzing

TX
Transmitter, TX is the term for a sender, i. e. for sending a radio package in radio communica-
tion or of computer data; Tx stands for transmitter whereas x is a variable for the letters be-
hind the T

VSPAN
VLAN Virtual Local Area Network; SPAN Switched Port Analyzing
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