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Introduction 1

Collaboration Management (CMG) is a collaboration and presence management suite
enabling business users to manage their day-to-day communication.

The CMG suite includes the CMG Web component, enabling users to manage their activities.
With the CMG Web site, users can perform “smart-search” directory services, use click-
to-dial, set activity timeline and manage call-routing preferences based on the calendar/
activities.

Integration with the BluStar Server (BSS) enables users to see, in real-time, their colleagues’
rich presence information, including BluStar user presence status, calendar activity and line
state from all available sources provided by the BluStar Server.

Mitel Installer is the tool used for installing and upgrading CMG. The installation and upgrade
is performed from a wizard or the classic package browser and is further described in the
documents CMG Installation Guide [3] and CMG Configuration Guide [4].

This document describes the actions to complete before installing CMG.
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Requirements Overview 2

This chapter contains the following sections:

* Prerequisites

* Antivirus Software

« Component Requirements

* CMG Server in a VMware ESX Environment

This chapter outlines the prerequisites for installing CMG.

It is assumed that the person installing the CMG system is an experienced system
administrator or network administrator who knows how to install, configure, and manage
Windows™ servers as well as the call manager (also called PBX in this document).

2.1 Prerequisites

Note:

IPVv6 is not supported in this version of CMG and must be disabled.

The following software prerequisites must be satisfied before installing CMG:

+ Administrator rights are needed on the server where the software is installed.
* Microsoft SQL Server 2012/2012 R2/2016/2019 must be installed on the server.

For more information, refer to chapter 6.

* Enable Internet Information Services (11IS) 6 Management Compatibility, ASP.NET and
ASP.NET 3.5 and ASP. For more information, refer to chapter 5.2.
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* You must disable the Use FIPS compliant cryptographic algorithms policy. To
disable and verify this policy perform the following steps:

1. Go to, Administrative Tools > Local Security Policy > Local Policies > Security
Options.

2. Select System cryptography: Use FIPS compliant cryptographic algorithms,
including encryption, hashing and signing algorithms policy.

3. Right-click the selected policy and select Properties. Set the value as DISABLED,
click Apply and the click OK.

4. Start regedit and right-click and select Run as administrator. Verify that the
change is stored in the registry as indicated below and ensure that this registry sub
key is set to 0:HKEY_LOCAL_MACHI NE \ SYSTEM \ Current Control Set \
Control \ Lsa \ fipsalgorithnpolicy

5. Restart the server.

Note:

This instruction is valid to ALL installations of CMG, InAttend and Virtual Reception
regardless of PBX platform.

* A PDF reader must be installed for reading the CMG documentation.

For software compatibility and hardware requirements, see CMG Compatibility Matrix [7]
available on InfoChannel.

2.2 Antivirus Software

The following trace folders should be excluded from local virus scanning due to
performance issues:

* If Attendant Server Services are installed on the same server as CMG Server:
<pat h>\ni cesrv

* For BluStar Server: <pat h>\ Bl uSt ar Server
* For Calendar Connection (if installed): <pat h>\ Cal endar Connecti on

2.3 Component Requirements

The following general requirements must be fulfilled for CMG.
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» Enterprise License Manager (ELM) must be installed in the network.For more
information, refer to section 4.3.

e Microsoft .NET Framework 4.7.2 must be installed on the Windows Server.For
installation info, refer to CMG Installation Guide [3].

 Internet Information Services (11IS) 6 Management Compatibility.

The table lists the requirements that are specific to some of the CMG applications. The
software can be installed from the Mitel Installer.

Application Specific requirement
Enterprise Microsoft IIS 6 Management Compatibility enabled for
LicenseManager (ELM) Windows Server. See chapter 5.2 for further information.

A license file must be available.

CMG Web Microsoft .NET Framework 4.7.2.

CMG Web Service Microsoft Internet Information Services (11S).

In addition to the default values, ASP.NET and ASP has to
be activated for IS Roles.

Calendar Connection Oracle Java SE Development Kit 7 or 8 (i586) also on 64-
bit OS.

Office Web components.

BluStar Server (BSS) Oracle Java SE Development Kit 7 or 8 (x64).
Microsoft .NET Framework 3.5.
Microsoft .NET Framework 4.7.2.

Microsoft Internet Information Services (11S).
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Corporate Directory for IP | Internet Information Server (11S) with ASP.NET must be
Phone (MX-ONE) enabled.

IIS 7 must be configured for IS 6 Metabase Compatibility.
Microsoft .NET Framework 3.5.

CMG Web Service Interface (CWI) must be installed on
the CMG Server.

IP Phone Services for Office Web components.
Cisco

* This is an optional application installed from the classic package browser so the
requirements are not applicable when installing from a wizard.

2.4 CMG Server in a VMware ESX Environment

The CMG Server has been tested and is supported for VMware ESX/ESXi.

The system requirements for running the CMG Server apply also to a virtual machine, in
the means of required operating system, hard disk space, additional supportive software.

For software compatibility and hardware requirements, see CMG Compatibility Matrix [7]
available on InfoChannel.

For further information on how to prepare CMG Server to run in a VMware ESX/ESXi
environment, see chapter 6.

2.4.1 VMware Limitations

* Although VMware HA (High Availability) is fully supported, it does not guarantee
seamless operation of the CMG Server in case of failure of the primary host server.
Should the primary VMware host server fail, presence status will be lost. Once
the CMG Server restarts on the secondary VMware host, normal operation will be
restored.

* VMware Fault Tolerance (FT) is not supported with the CMG Server.



Firewall Ports

The following ports are used in CMG and should be considered for firewall configuration.

It is important to open these ports, if a hardware/software firewall is used.

Client(used

by)

description

25 SMTP Simple Mail Transfer Protocol
80/443 | Web applications | Web-based Used by the web based administration
administration tools to connect to a web application.
tools
389 LDAP Server CMG Web Used for caller identification or directory
Service searches.
InAttend client
Directory Server
443 Calendar Exchange Server
Connection and | 2007/2010/2013
IMAP
1352 Calendar Lotus Notes
Connection Client
1433 MS SQL Server | DAL Server Used to store configuration data.
BluStar Server
Administration
2580 Enterprise BluStar License Used to retrieve information about

License Manager

Manager

available licenses and reserve/release
licenses.
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Firewall Ports

Client(used

by)

description

5050 Presence Server | InAttend Socket connection
Webadmin
5051 Calendar Calendar Used for line state and presence
Connection Connection integration as well as calendar integration
with MS Exchange server, Lotus Notes or
GroupWise
5062 Presence Server | CMG Web Used for line state and presence
Service integration as well as calendar integration
with MS Exchange server.
5071 DAL Server BluStar Server Data Access Layer for the BluStar Server
and InAttend client.
InAttend client
Interface for the SQL Database, used by
InAttend to read configuration. InAttend
also uses DAL Server to save call
information and read call information
history.
5077 BluStar Server Presence Server | Used for line state information via
NeMex.
5199 NiceSrv InAttend client Used by CMG Server to give access
to the nice database to all clients
communicating using the RDS interface.
6001 CMG Server Call Manager For PBXSTD process.
7191 Calendar Novell GroupWise
Connection Server (SOAP)
8002 CMG Web InAttend client Used for presence information.
Service
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Client(used

by) description
8080 BluStar Server Presence Used to get notifications from MS
Notification Exchange server (Apache web server).
service
63148 | Calendar Lotus Notes
Connection Server (DIIOP)




License Handling 4

This chapter contains the following sections:

* Order and Information Flow

* CMG Licenses

* Enterprise License Manager Installation
» License File Handling

Enterprise License Manager (ELM) is the application that controls the licenses for CMG. The
ELM installation and license file handling is further described in document CMG Installation
Guide [3].

For detailed information on ELM, please refer to Enterprise License Manager Technical Guide
[6].

4.1 Order and Information Flow

Since licenses are non-physical products there is no physical delivery.

The process for ordering CMG licenses is as follows:
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1. Customer purchases the CMG
software.

2. When the order is
acknowledged, the Mitel
Licensing Server (SLS) creates
and delivers a voucher.

3. Customer installs the ELM
software on the server where
CMG server components
are installed. (If ELM server
software is already installed
elsewhere, then only the ELM
client is installed.)

4. Customer creates a “fingerprint”
file through the ELM web
interface.

5. Customer uploads the
fingerprint file and registers the
voucher at Mitel Connect.

6. SLS generates the license file
and emails it to the customer.

Customer uses the ELM web
interface to install the CMG license
file.

4.2 CMG Licenses

The license file is downloaded from the License Administration Web interface and
installed in Enterprise License Manager (ELM), which controls the licenses for CMG.

BluStar License Manager periodically communicates with ELM to determine if the license
information has changed. If this is the case, BluStar License Manager updates the
internal license information within the CMG Server database, seen in CMG CM. The
periodic interval is 5 minutes.

These are the licenses for CMG:
* CMG system license - for the whole CMG system.

This license is connected to the version of CMG Server.
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+ API (CWI) system license - for application programmers to interact with CMG Server
(e.g. to integrate with a 3rd party system).

« User license - to allow usage for a given amount of users according to the customer
needs. A user is allowed usage when defined in a CMG directory or when the privilege
to use the CMG Web application has been given to the user, even if the user is not
connected at the moment.

« Additional directory entries - used to extend the directory with extra searchable
items (external numbers to taxis, hotels etc.)

For a complete list of available feature licenses and mapping between system and
feature licenses, please refer to the ordering information.

4.2.1 CMG Trial License

The CMG software package includes a trial license. The trial license is for training
purposes only, and has the following limitations:

* Supports a maximum of five CMG Web users (not concurrent users, the users must be
pointed out in Directory Manager).

* Supports a maximum of 20 directory entries.
+ Valid for 30 days.

4.3 Enterprise License Manager Installation

Enterprise License Manager (ELM) controls the licenses for CMG. The ELM client

is automatically installed with CMG and the server is installed separately. For more
information about the installation procedure, refer to CMG Quick Installation Guide [2] or
CMG Installation Guide [3].

For ELM to run on Windows Server, |IS 6 compatibility must be setup on the web server.
This is done during the Windows Server installation, described in section 5.2.

4.4 License File Handling

When a product is ordered, a voucher is generated in SLS. As soon as the voucher is
registered (activated), a license file is created and delivered by e-mail.

This section provides an overview of how to generate a license file in the License and
Services (SLS) application and how to install it in ELM.
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4.4.1 SLS Access

You must have access to use the SLS application and to generate and download license
files. Access rights must be set up for:

* Application Access
* License Manager access

4.4.2 Generate License File

To generate the license file, do the following:

1. Log on to Mitel Connect and then click on Licenses and Services in the sidebar.
2. In the Register voucher field, enter the voucher number and clickRegister voucher.

3. If you have another voucher, add the voucher number in the Voucher field in the next
window and click Add voucher. When finished, click Next.

4. In the next window, upload the file f i nger pri nt . bl ob in Enter fingerprint. When
finished, click Next.

5. In the next window, check the System data and Ownership information details. You
will also see the see all the licenses from the Voucher you are registering, as well as
the accumulated number of licenses. Click Confirm input.

6. If everything is OK, click Confirm and Generate License Key. The license is now
generated and e-mailed to you.

4.4 .3 Install License File

Install the new license file in ELM. For more information about how to install the license
file, follow the steps in Enterprise License Manager Technical Guide [6].

Note:

The product version displayed in CMG CM application under Site Configuration-> Al
Licenses, gets updated only with the respective version licenses installed and fail to
work with the previous installed version licenses.



Microsoft Windows Server Installation 5

This chapter contains the following sections:

* Install
+ ADD ROLE SERVICES
* IS 6 Compatibility

This section describes the installation and configuration of Microsoft Windows Server required
for CMG. For software compatibility and hardware requirements see CMG Compatibility
Matrix [7] available on InfoChannel.

5.1 Install

To install Microsoft Windows Server, do the following:

1. Install Windows Server as a standalone server or as a member of the domain.

Note:

Do not install as a domain controller.

2. Name server something that is unique over the installation base, for example:

CMGSELECTA, CMGNASSJO etc.

Note:

Avoid using the underscore character.
3. Make sure User Account Control (UAC) is disabled.
4. Set Language for non-Unicode programs to English:

a. Control Panel -> Clock, Language, and Region -> Region and Language.
b. In the Administrative Tab, set "Language for non-Unicode programs" to English.
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5.2 ADD ROLE SERVICES

5.2.1 Microsoft Windows Server 2012 and 2012 R2

To configure server roles, do the following:

1. In the Control Panel, navigate to Administrative Tools, and then Server Manager.

2. In the left navigation panel, click on Next before beginning Wizard and select
Installation type as Role-Based or feature-based Installation, and click Next.

3. In the Select Server Roles window, select the following roles and click Next.

* Application Server
* Web Server (I1S)
4. In Features, select the following features and click Next.

* _Net Framework 3.5 Features

* .Net Framework 3.5 (include .Net 2.0 and 3.0)
* Windows Process Activation Service

* Process Model
» Configuration APIs

Note:

Windows Process Activation Service (Automatically selected as part of .Net
Framework 3.5 Features).

5. In Application Server — Role Services, select the following services and click Next.

* .Net Framework 4.7.2

TCP Port Sharing

* Web Service |IS Support

* Windows Process Activation service support

* Named Pipes Activation
« TCP Activation
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Note:

Include all sub role services.

6. In Web Service (lIS) — Role Services, select the following services and click Next.

« Common HTTP Features
* Health and Diagnostics

* Performance

+ Security

* Application Development

 ASP.NET

* ASP.NET 3.5

+ ASP
* 1IS Hostable Web Core
« Management Tools

Note:

Include all sub role services.
7. In Confirmation, specify an alternate source path in Path, click Ok, and finally Install.
8. Configure IIS (Internet Information Services). Do the following:
a. Open IIS Manager and select Default Web Site.

b. Verify that Session State is set to In process.
c. In the 1IS section, open ASP and set Enable Parent Paths to True.

5.2.2 MICROSOFT WINDOWS SERVER 2016 and 2019

To configure Server Roles, do the following:

1. Click the Windows Start menu.
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2. Click the Server Manager application that turns up in the right part of the screen as
shown below.

— Recently added Windows Server
= | WinRAR

Acrobat Reader DC % >. .‘___};:,

Windows Windows
Meost used Server Manager  PowerShell PowerShell ISE

Snipping Toal

Internet Explorer g ﬂ E

-
Windows
Paint Administrativ... Task Manager Control Panel

I .
Acrobat Reader DC e l H
New () . —

Remote

Desktop... Event Viewer File Explorer

Search
Server Manager

Settings
TeamViewer 12

Windows Accessones

Windnwse Adminicteative Tanle

e %
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3. Click Dashboard. The following figure displays to view the Add roles and features in
the WELCOME TO SERVER MANAGER screen.

I8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

B Al Servers s '« SN I - R
_ _ Configure this local server
W§ File and Storage Services P -

QUICK START
Adc \er Servers age
WHAT'S NEW e
& _redle a se C Ll
g ect Serve C ervice
LEARN MORE

4. Click Add roles and features to start the Add Roles and Features Wizard. Click
Next before Wizard starts.

5. Click Next in the Before you begin screen appears.

6. Select Installation type as Role-based or feature-based Installation, and click Next
as displayed in the following screen.

[z Add Roles and Features Wizard - ] X

DESTINATION SERVER

Select installation type MG Inetturont

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

maching, or on an offling virtual hard disk (VHD).
Installation Type
Server Selzction ® Role-based or feature-based installation
ST Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previgus | | Next > Instal Cancel
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7. Select the Destination Server. Make sure your server is selected, and click Next.

3 Add other servers to manage
= M Add Servers e O *
Active Directory DNS Import Selected
— Computer
Location: ‘ I§ inetdu » &)
Operating System:| All b
IPS
Serverz{ | Name (CN): |crr:gw
Find Now
MName Operating System
CMGVR Windows Server 2012 R2 Standard >
1 Computeris) found 0 Computer(s) selected
Help oK Cancel

Tip! If you have a multi-server solution, you can do this for all servers at the same
time. In this case, you need to log on with a domain account that has local admin
rights on all servers. Before starting the Add Roles and Features Wizard, you must
select option 3 Add other servers to manage. You can search for and add the other
CMG servers also, and then add them to the selected group of computers.
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8. In the Select server roles window, select the following role.

+ Select Web Server (lIS) and click Add Features button on the screen and click
Next.

[z Add Roles and Features Wizard = O X
. . DESTINATION SERVER
Select server roles CMGaL Tnstdurost

Select one or more roles to install on the selected server.

Before You Begin

nstallation Type Roles Description
Server Selection || Active Directory Federation Services ~ Web Server (|IS) provides a reliable,
[[] Active Directory Lightweight Directory Services maznageable, and scalable Web
[] Active Directory Rights Management Services application infrastructure.
- [] Device Health Attestation
web Server Role (IIS) [] DHCP Server
S — [ DNS Server
(0l2 Services [—] Fax Server

Confirmation

[ File and Storage Services (1 of 12 installed)
[C] Host Guardian Service

[ Hyper-V

[ MultiPoint Services

[] Metwork Policy and Access Services
[_] Print and Document Services

[] Remote Access

] Remote Desktop Services

eb Server (IIS)

] Windows Deployment Services

] Windows Server Essentials Experience
[] Windows Server Update Services

[ Volume Activation Services

< Previous | | Mext » Insta
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9. In the Select Features dialog box, select the following features and click Next as

mentioned in the following screen.

Microsoft Windows Server Installation

Confirmation

[z Add Roles and Features Wizard

Select features

Before You Begin

web Server Role (I1S)

Role Servicas

Select one or more features to install on the selected server,

Features

I [+ Windows Defender Features (Installed)
[[] Windows Identity Foundation 3.5
] Windows Internal Database
| [M] Windows PowerShell (2 of 5 installed)
P Windows Process Activation Service
[ Process Model
[] .NET Environment 3.5
Configuration APls
] Windows Search Service
[] Windows Server Backup
[] Windows Server Migration Tools
[] Windows Standards-Based Storage Management
] Windows TIFF IFilter
] WinRM IIS Extension
] WINS Server
[ Wireless LAN Service
1 vm Shielding Tools for Fabric Management
~ WoW64 Support (Installed)
] XPS \iewer

DESTINATION SERVER
CMGEL Instduroot

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
infermation, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | | Mext =

nsta Cancel

* _Net Framework 3.5 Features

* .Net Framework 3.5 (include .Net 2.0 and 3.0)
* HTTP Activation
* Non-HTTP Activation

* Net Framework 4.6 Features

* _Net Framework 4.6

* ASP.NET 4.6

« WCF Services (Select all sub roles as shown in below screen)
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fi, Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Server Selection

Server Roles

Web Sarvar Role (115)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

4 MET Framewark 3.5 Features

.NET Framework 3.5 (includes .NET 2.0 and 3.0}

HTTP Activation
Mon-HTTP Activation
4 [W] NET Framework 4.6 Features (2 of 7 installed)
+'| .NET Framework 4.6 (Installed)
ASP.NET 4.6
4 [W] WCF Services (1 of 5 installed)
HTTP Activation
Message Queuing (MSMQ) Activation
MNamed Pipe Activation
TCP Activation
+/| TCP Part Sharing (Installed)
I [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLacker Netwaork Unlack
[] BranchCache
[ Client for NFS

-~

- O X

DESTIMATION SERVER
WIN-E2POMMNFROMTT

Description

Windows Process Activation Service
generalizes the |15 process model,
removing the dependency on HTTP,
All the features of IIS that were
previously available only to HTTP
applications are now available to
applications hosting Windows
Communication Foundation (WCF)
services, using non-HTTP protocols.
115 10.0 also uses Windows Process
Activation Service for message-
based activation over HTTP.

[1 Containers

(¥

* ]IS Hostable Web Core

Media Foundation

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Server Selection

Server Roles

Web Server Role (115)
Role Services

Confirmation

Select one or more features to install on the selected server.
Features

[ 170 Quality of Service 63

IS Hostable Web Core

[] Internet Printing Client

[] IP Address Management (IPAM) Server
[] iSNS Server service

[] LPR Port Moniter

[] Management OData |IS Extension
Message Queuing

[J Multipath 1/

[ MultiPoint Connector

[] Network Load Balancing

[ Peer Name Resalution Protocol

[] Quality Windows Audio Video Experience
[] RAS Connection Manager Administration Kit (CM2
[ Remote Assistance

[] Remote Differential Compression

[ Remote Server Administration Tools

[71 RPC over HTTP Proxy

- O X

DESTINATION SERVER
WIN-2POMNFOOMTT

Description

Media Foundation, which includes
Windows Media Foundation, the
Windows Media Format SDK, and a
server subset of DirectShow,
provides the infrastructure required
for applications and services to
transcode, analyze, and generate
thumbnails for media files. Media
Foundation is required by the
Desktop Experience.

| < Previous | | MNext =

Cancel

Windows Process Activation Service
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* Process Model
» Configuration APIs

Note:

Windows Process Activation Service (Automatically selected as part of .Net
Framework 3.5 Features).

[z Add Roles and Features Wizard

DESTINATICGN SERVER

Select features CMGBA Tnetiuroor

Before You Begin Select one or more features to install on the selected server.

nstallation Type Features Description
Server Selection I |+ Windows Defender Features (Installed) A NET Framework 3.5 combines the
Server Roles [[] Windows Identity Foundation 3.5 power of the NET Framework 2.0
] Windows Internal Database APls with new technalogies for
Features I [M] Windews PowerShell (2 of 5 installed) building applications that offer
Weh Server Rale (IS A Windows Process Activation Service appealing user interfaces, protect
o [+ Process Model your customers’ personal identity
Role Services [] .MET Envirenment 3.5 information, enable seamless and
Confirmation Configuration APls secure communication, and provide
[] Windows Search Service the ability to model a range of
[] Windows Server Backup business processes,

[ Windows Server Migration Tools

[_] Windows Standards-Based Storage Management

] Windows TIFF IFilter

] WinRM IIS Extension

] WINS Server

] Wireless LAN Service

D WM Shielding Tools for Fabric Management

| WoW64 Support (Installed)

] XPS Viewer .

< Previous | | Mext » Insta Cancel
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and click Next.

10. In the Web Service (lIS) — Role Services, click Next to select the following services

|
[z Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (IIS)

nstallation Type Role services

4 [¥] Web Server

Server Roles 4[] Common HTTP Features
Default Document
[+] Directory Browsing
HTTP Errors
Static Content
[+#] HTTP Redirection
WebDAV Publishing

4 Health and Diagnostics
[] HTTP Legging
Custom Logging
Logging Tools
[w] ODBC Logging
Request Monitor
[v] Tracing

4[] Perfarmance
Static Content Compression

4 [V Security

— 0 hod

DESTINATION SERVER
CMGEL Instduroot

Description

Dynamic Content Compression
provides infrastructure to configure
HTTP compression of dynamic
content. Enabling dynamic
compression always gives you mare
efficient utilization of bandwidth, but
if your server's processor utilization
is already very high, the CPU load
imposed by dynamic compression
might make your site perform more
slowly.

< Previous | | Mext =

Insta Cancel
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11. Select the following services, and then click Next as mentioned in the above screen.

e Common HTTP Features

Default Document
Directory Browsing
HTTP Errors

Static Content
HTTP Redirection
WebDAV Publishing

* Health and Diagnostics

HTTP logging
Custom Logging
Logging Tools
ODBC logging
Request Monitor
Tracing

* Performance

Static Content Compression
Dynamic Content Compression

[ Add Roles and Features Wizard

Select role services
Bafore You Begin Select the role services to install for Web Server (1I5)

nstallation Type Role services

Server Salection Mol

Server Roles 4[] Common HTTP Features

Feat Default Document
atures

[¥] Directory Browsing
HTTP Errors
Static Content
[+] HTTP Redirection
[+f] WebDAV Publishing
4 [v] Health and Diagnostics
[¥] HTTP Legging
Custom Logging
Logging Tools
[+/] ODEC Logging
Reguest Monitor
[+] Tracing
4[] Performance
Static Content Compression

4 [¥] Security

Web Server Role (JIS)

Role Services

Confirmation

DESTINATION SERVER
CMGEL Instduroot

Description

Dynamic Content Compression
provides infrastructure to configure
HTTP compression of dynamic
content. Enabling dynamic
compression always gives you mare
efficient wtilization of bandwidth, but
if your server's processor utilization
is already very high, the CPU load
imposed by dynamic compression
might make your site perform more
slowly.

< Previous | | Mext > nsta

Cancel

*  Security
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* Request Filtering

* Basic Authentication

* Centralized SSL Certificate Support

* Client Certificate Mapping Authentication

+ Digest Authentication

+ 1IS Client Certificate Mapping Authentication
* IP and Domain Restrictions

* URL Authorization

* Windows Authentication

E;' Add Roles and Features Wizard

Select role services

Select the role services to install for Web Server (1IS)

Installation Ty Role services

] Security

Server Roles [w] Request Filtering
Pzt Basic Authentication
T Centralized S5L Certificate Support
Web Server Role (IIS) [¥] Client Certificate Mapping Authentication
e [/] Digest Authentication
IIS Client Certificate Mapping Authenticatic
Canfirmation [+#] 1P and Domain Restrictions

URL Authorization

Windows Authentication
4[] Application Development

NET Extensibility 3.5

[ .NET Extensibility 4.6

[1 Application Initialization

ASP

[v] ISAPI Extensions

DESTINATION SERVER
CMGE4 1netdu root

Description

ASP.NET provides a server side
object oriented programming
environment for building Web sites
and Wek applications using
managed code. ASP.MET is not
simply a new version of ASP. Having
been entirely re-architected to
provide a highly productive
programming experience based on
the .NET Framework, ASP.NET
provides a robust infrastructure for
building web applications.

< Previous | | MNext >

Application Development

.NET Extensibility 3.5
.NET Extensibility 4.6
+ ASP

ASP.NET 3.5
ASP.NET 4.6
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ISAPI Extensions and ISAPI Filters (Automatically selected as part of ASP and

ASP.NET 3.5).

Fg'. Add Roles and Features Wizard

Select role services

Defore You Beoin Select the role services to install for Web Server (IIS)

Installation Typ Role services
|o#] 115 Client Certificate Mapping Authenticatic
IP and Domain Restrictions
URL Authorization
Windows Authentication

4 Application Development

NET Extensibility 3.5
NET Extensibility 4.6
[] Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.6
[ cal
ISAP| Extensions
ISAP| Filters
O
[ webSocket Protocol

4 FTP Server

FTP Service
FTP Extensibility

Confirmation

- O X

DESTINATIOM SERVER
WIN-8POMNFOQMTT

Description

Server Side Includes (551) is a
scripting language used to
dynamically generate HTML pages.
The script runs on the server before
the page is delivered to the client
and typically involves inserting one
file into another. You might create
an HTML navigation menu and use
55l to dynamically add it to all pages
on a Web site.

| < Previous | | Next >

Management Tools

IIS Management Tools

IIS 6 Management Console (Select all sub roles)
IIS Management Scripts and Tools

Management Service
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[ Add Reles and Features Wizard - ] b
. DESTIMATIOMN SERVER
Select role services CMGAL Inestu ot
Before You Begin Select the role services to install for Web Server (1I5)
Installation Type Role services Description
Server Selection || .NET Extensibility 3.5 A IS 6 Management Compatibility
Sarver Roles [ .NeT Extensibility 4.6 provides forward compatibility for
] Application Initialization your applications and scripts that
Features ] Asp use the two IS APls, Admin Base
Web Server Role {IIS) ASPNET 3.5 Object (ABO) and Active Directory
[] ASP.NET 4.6 Service Interface (ADEI). You can use
Role Ser [ cai existing IS & scripts to manage the
Confirmation ISAPI Extensions NS 10 Web server.
ISAPI Filters
[] Server Side Includes
] WebSocket Protacal
4 [] FTP Server
] FTP Service

[] FTP Extensibility
Pl Management Tools
[ 115 Management Console
b [l ity
[/] 11S Management Scripts and Tools
Management Service

| < Previous | | Next > | Install | Cancel |

12. If you get the message about any alternate source path in the Confirm Installation
selections screen, specify an alternate source path (that is, DVD-drive:\sources) as
mentioned in the following figure and click Install.

f Add Reles and Features Wizard = ] X
Confi . 15t lecti DESTINATION SERVER
ontirm Installation selections EMGEA Inerdu.root
| A Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

To install the following roles, role services, or features on selected server, dick Install.

[C] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear
their check boxes,

MET Framework 3.5 Features
NET Framework 3.5 (includes NET 2.0 and 3.0)

Framework 4.6 Features
P.NET 4.6

Web 3erver (115)

Minagement Tools
II5 6 Management Compatibility
IS 6 Metabase Compatibility

Management Conscle

Export configd¥ation settings

Specfy an altemate source pat

< Previous | Install H Cancel
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13. When the Installation is ready, the following screen displays.

[ Add Roles and Features Wizard

Finstallation progress

o Feature installation

__-——'-'-',_

Installation succeeded on CMGEA. Inetdu.root.

.NET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

.NET Framework 4.6 Features
ASBNET 4.6

——
Results Management Tools

115 6 Management Compatibility
115 6 Metabase Compatibility

15 Management Console
Web Server

Annlication Develonment

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext > Close

[}

You can close this wizard without interrupting running tasks. View task progress or open this

X

= —5— — DESTINATION SERVER
Installation progress ChGE Tt romt

14. Click OK and Install.
15. Configure IS (Internet Information Services).

5.2.2.1 Configuring IS

To configure server roles, do the following:

1. Go to Tools menu in Server Manager.
2. Open IIS Manager and select Default Web Site.
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3. Verify that Session State is set to In process as mentioned in the following screen.

Connections

@-LH 28

0 Default Web Site Home

-y Start Page
v --“i_i_l CMGE4 (TNET4AMmanthe)
..} Application Pools
v (@] Sites
&) Default Web Site

Connections
@-id 2|\

_----'H"ﬂ Start Page
v 83 CMGE4 (INET4U\manthe)
J Application Pools
v . [@ Sites
&) Default Web Site

Filter: v Go ~ (g Shov
ASP.NET
52% 1?, 4:5.4 ‘
ha
NET NET Error N
Compilation Pages  Global

& =

Providers sion State SMTP E-mail

ate Mode Settings

enabled
® In process
() Custom

4. In the IIS section, open ASP

and set Enable Parent Paths to True and click Apply as

mentioned in the following screen.

Connections
@-H @ .
65 Start Page
w83 CMGE4 (INET4U\manthe)
Q Application Pools

Filter:

v (@] Sites &
€ Default Web Site N~
NET JNET

L0 Rules |

(peh

Connections
@-id | #8
&5 StarPge
- .aa CMGE [ INET4U manthe)

0 ASP

Display: Friendly Nares

| 0 Default Web

&

Providers  Session State

i

|- &) Application Pacls
v [@l sites
& Delault Web Site

Restant On Config Change

Installation Preparation Guide



Microsoft Windows Server Installation

5.2.2.2 Verifying 8dot3 name creation on all drives before
installing anything more

1. Open a command prompt as an Administrator.

2. Right-click on the Start menu (Windows flag) and select Command Prompt (Admin).

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

L =

3. Check behavior status for 8dot3 name creation (should be 0 — Enable 8dot3 name
creation on all volumes).

C:\Windows\system32>fsutil behavior query disable8dot3

The registry state is: 2 (Per volume setting - the default).
4. Check C:

C:\Windows\system32>fsutil behavior query disable8dot3 c:
The volume state is: 0 (8dot3 name creation is enabled).
The registry state is: 2 (Per volume setting - the default).

Based on the above two settings, 8dot3 name creation is enabled on c:
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5. Check D: (or any other drive on the server).
C:\Windows\system32>fsutil behavior query disable8dot3 d:
The volume state is: 1 (8dot3 name creation is disabled).

The registry state is: 2 (Per volume setting - the default).

Based on the above two settings, 8dot3 name creation is disabled on d:
6. Enable 8dot3 name creation on all drives

C:\Windows\system32>fsutil behavior set disable8dot3 0

The registry state is now: 0 (Enable 8dot3 name creation on all volumes).
7. Verify D: again to verify (and all other drives).

C:\Windows\system32>fsutil behavior query disable8dot3 d:
The volume state is: 1 (8dot3 name creation is disabled).
The registry state is: 0 (Enable 8dot3 name creation on all volumes).

Based on the above two settings, 8dot3 name creation is enabled on d:

5.3 IS 6 Compatibility

To install the 1IS 6.0 Management Compatibility Components, do the following:

1. In the Control Panel, navigate to Administrative Tools, and then Server Manager.
2. In the left navigation pane, expand Roles.

3. Right-click Web Server (1IS) and select Add Role Services.

4. On the Select Role Services panel, then IIS 6 Management Compatibility, select:

* 1IS 6 Metabase Compatibility console

+ |IS 6 Management console and click Next.
5. Click Install on the Confirm Installations Selections panel.
6. Click Close to leave the Add Role Services Wizard.
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This chapter contains the following sections:

e Install SQL Server 2012
e |nstall SQL Server 2016
e Install SQL Server 2019

This section describes the installation and configuration of Microsoft SQL Server 2012 and
higher and the configuration required for CMG.or more information on SQL Server, please
refer to the Microsoft documentation.

Note:

Do not install the database in case-sensitive or binary mode.

Before installing SQL Server, consider the following:

« SQL Server must be installed as a "Default instance". Named instances are not supported.

* Microsoft SQL Express does not support scheduled tasks (e.g., backup handling and
clearing of the transaction log), which means that such tasks must be handled manually.
See the description provided in the document CMG Configuration Guide [4].

Note:

When using Microsoft SQL Express, “TCP/IP” must be enabled in the “SQL Server
Configuration Manager” and also the windows service “SQL Server Browser” should be
running (start mode “Automatic”).

6.1 Install SQL Server 2012

To install SQL Server 2012 on CMG Server, do the following:

1. Run auto play from the MSSQL Server media.

The SQL Server Installation Center is opened.
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2. Select Installation and then:

a. For Microsoft SQL Server 2012:

i. Select New SQL Server stand-alone installation or add features to an
existing installation.

ii. Follow the instructions in the installation wizard until you reach the Installation
Type page.

3. For SQL Server 2012, select SQL Server Feature Installation, and click Next.
Continue to follow the instructions in the installation wizard.

4. When you reach Feature Selection, select the following:

Database Engine Services

SQL Server Replication

Full-Text Search

SQL Server Books online (not available for SQL Server 2012)
Management Tools Complete

Note:

If you are installing SQL Server Express, not all of the features mentioned are
available. For SQL Server Express installations, click Select All.

5. In the Instance Configuration dialog, select Default Instance.

Note:

Named instances are not supported.
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6. The Server Configuration dialog opens. Do the following:
a. In the Service Account tab:

i. Use built in system account and local system.
ii. Set Startup type to Automatic.
b. In the Collation tab:

i. Click Customize next to Database Engine.

ii. Select Windows collation designator and select the appropriate designator
from the list. For example:

Sweden/Finland: Finnish_Swedish

Denmark/Norway: Danish_Norwegian
iii. For remaining settings in this dialog, select the default values.

7. In the Database Engine Configuration dialog, on the Account provisioning tab, do
the following:

a. Select Mixed Mode.
b. Click Add current user to specify SQL Server administrators.
8. Follow the remaining instructions in the installation wizard.
9. When SQL Server is installed, verify that the following service keys are started:

a. SQL Server (MSSQLSERVER)
b. SQL Server Agent (MSSQLSERVER)

Note:

For SQL Express, this service key is disabled.

10. Open SQL Server Configuration Manager from the Configuration Tools folder
installed with SQL Server 2012.

11. Expand SQL Server Network Configuration, and select Protocols for
MSSQLSERVER.

12. Enable Named Pipes and TCPI/IP.
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Note:

* Microsoft SQL Server 2005 Backward Compatibility pack has to be installed as
an addition to Microsoft SQL Server. See CMG Installation Guide [3] for more
information.

6.2 Install SQL Server 2016

To install SQL Server 2016 Express on CMG Server, do the following:

1. Run the setup file as an Administrator. The Installation type window is displayed.

2. Select Custom when installing SQL 2016 Express from Internet (Basic installs name
Instance, not default Instance) after downloaded and starts installing (SQLServer2016-
SSEI-Expr.exe) file as shown in below screen.

WhatsNew? () — X

SQL Server 2016 with SP1
Express Edition

Select an installation type:

Basic Custom Download Media
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3. Select the Media Location to download media.

Microsoft SQL Server Installation

SQL Server 2016 with SP1
Express Edition

Specify SQL Server media download target location

What's New? © — X

MINIMUM FREE 5
7389 MB
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4. Run auto play from the MSSQL Server Media. The following screen SQL Server
Installation Center is displayed.

What's New? © — X

SQL Server 2016 with SP1
Express Edition

Specify SQL Server media download target location

MINIMUM FREE SPACE
7389 MB

DOWNLOAD SIZE

419 MB

Install

5. Select Installation > New SQL Server stand-alone installation or add features to
an existing installation as mentioned in the following screen.

T 5QL Server Installation Center - 0 X
ik

Planning h Mew 501 Server stand-alone installation or add features to an existing installation

Installation Launch a wizard to install SOL Server 2016 in a non-clustered environment or to add
features to an existing SOL Server 2016 instance.

Maintenance

Tool W7 Install SQL Server Managemient Tools

ools . Wk
138 Launch a download page that provides a link to install S0L Server Management Studic,

Resources SOL Server command-line utilities (SOLCMD and BCP), 50U Server PowerShell provider,
S0 Server Profiler and Database Tuning Advisor, An internet connection is required to

QOptions install these tools.

J/ Imstall SOL Server Data Tools

B Launch a download page that provides a link to install SQL Server Data Tools (SSDT), S5DT
provides Visual Studio integration including project system suppaort for Azure SQL
Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services, An internet connection is required to install S50T.

== Lpgrade from a previous versien of 0L Server

Launch a wizard to upgrade a previous version of S0L Server to SOL Server 2016.

(Follow the instructions in the installation wizard until you reach the Installation Type
page).
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6. Select to perform a new installation of SQL Server 2016 and click Next.

o SOL Server 2016 Setup

License Terms

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

= m} X

To install SQL Server 2016, you must accept the Microsoft Software License Terms,

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER 2016 EXPRESS

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any
Microsoft

» updates,

* supplements,

s Internet-based services, and

a  sunnnrt servires

53 :
Copy  Print

| accept the license terms.
SQL Server 2016 transmits information about your installation experience, as well as other usage and

performance data, to Microsoft to help improve the product. To learn more about SOL Server 2016 data
processing and privacy controls, please see the Privacy Statement.

< Back Mext > Cancel
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7. Check the Use Microsoft Update to check for important updates (recommended)

and click Next as mentioned in the following screen.

o SOL Server 2016 Setup = O X

Microsoft Update

Use Microsoft Update to check for important updates

License Terms Microsoft Update offers security and other important updates for Windows and other Microsoft

Global Rules software, including SQL Server 2016. Updates are delivered using Automatic Updates, or you can visit
Microsoft Update the Microsoft Update website,
Product Updates Use Microsoft Update to check for updates (recommended)

Install Setup Files
Microsoft Update FAQ
Install Rules

Feature Selection Microsoft Update Privacy Statement

Feature Rules
Feature Configuration Rules
Installation Progress

Complete

< Back Mext = Cancel
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Note:

If the internal Windows Firewall is disabled, a warning message is displayed as
mentioned in the following screen.

T S0L Server 2016 Setup S O X

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
can continue.

License Terms Operation completed. Passed: 4. Failed 0. Warning 1. Skipped 0.

Microsoft Update

Product Updates Hide details << Re-run

Install Setup Files View detailed report

Install Rules

Feature Selection Rule Status

Feature Rules @ Fusion Active Template Library (ATL) Passed

Instance Configuration @ Consistency validation for SQL Server registry keys Passed

Server Configuration @ Computer domain controller Passed

Database Engine Configuration (@ | Microsoft NET Application Security Passed

Reporting Services Configuration Ay | Windows Firewall Warnin

Consent to install Microsoft R ...

Feature Configuration Rules

Installation Progress

Complete

< Back Next > Cancel

8. Click Next.

9. When you reach Feature Selection, select the following features:

+ Database Engine Services
» SQL Server Replication
* Full-Text and semantic extractions
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10. Click Next.

T 50L Server 2016 Setup

Feature Selection

License Terms

Global Rules

Microsoft Update

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Cenfiguration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Select the Express features to install.

Features:

Instance Features

Database Engine Services
SOL Server Replication
[ R Services (In-Database)
Full-Text and Semantic Extractions for Sea
[] PolyBase Query Service for External Data
[] Reporting Services - Mative
Shared Features
[ Client Tools Connectivity
[] Client Tools Backwards Compatibility
[ Client Tools SDK
[] Documentation Components
[ 50L Client Connectivity SDK

Feature description:

The configuration and operation of each
instance feature of a 5QL Server instance is
isolated from other SOL Server instances. SOL
Server instances can operate side-by-side on

Prerequisites for selected features:

Already installed:
.. Windows PowerShell 3.0 or higher

- Microsoft WFT Framewnrk 4.6
£ >

Disk Space Requirements

Drive C: 1479 MB required, 37719 ME available

Select All Unzelect All

Instance root directory:

|C:\Program Files\Microsoft SOL Server', |

Shared feature directory:

|C:\Program Files\Microsoft SOL Server', |

Shared feature directory (x86}):

|C:\Program Files (x86)\Microsoft SCL Server', |

< Back Mext = Cancel
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11. In the Instance Configuration dialog, select Default Instance as mentioned in the
following figure.

T SQL Server 2016 Setup = O *

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

License Terms (@ Default instance

Sl O Named instance: MSSQLSERVER

Microsoft Update

Product Updates

Install Setup Files Instance ID: MSSCQLSERVER

Install Rules

Feature Selection

Feature Rules SQL Server directory: d:\Program Files\Microsoft SOL Server\MSSQL13.MSSQLSERVER
Instance Configuration Reporting Services directory:  d\Program Files\Microsoft SQL Server\MSR513.MSSQLSERVER

Server Configuration _

Database Engine Configuration Installed instances:

Reporting Services Configuration Instance Mame Instance ID Features Edition Version
Consent to install Microsoft R ...

Feature Configuration Rules

Installation Progress

Complete

< Back Mext > Cancel

Note:

Named instances are not supported.
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12. Click Next. The Server Configuration screen displays.

T SQL Server 2016 Setup

Server Configuration

Specify the service accounts and collation configuration.

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Reporting Services Configuration
Consent to install Microsoft R ...
Feature Configuration Rules
Installation Progress

Complete

= O
Service Accounts  Collation
Microsoft recommends that you use a separate account for each SQL Server service.
Service Account Name Password Startup Type

Automatic ~

SQL Server Database Engine NT Service\M5SCLSERVER

SOL Server Reporting Services NT Service\ReportServer Automatic |~
SQL Server Launchpad NT Service\MS50LLaun... Automatic

SQL Full-text Filter Daemon Launc... |NT Senvice\MSSOLFDLa... Manual

SQL Server Browser NT AUTHORITY\LOCAL ... Disabled ~

[] Grant Perform Velume Maintenance Task privilege to SOL Server Database Engine Service
This privilege enables instant filz initialization by avoiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed.

Click here for details

< Back Mext = Cancel

13.In

the Server Configuration dialog, select Service Account tab and do the following:

Use built in system account and local system.
+ Set Startup type to Automatic.
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14. In the Server Configuration dialog, select Collation tab. The following screen
appears.

T SQL Server 2016 Setup = O *

Server Configuration

Specify the service accounts and collation configuration.

License Terms Service Accounts  Cellation
Global Rules

Microsoft Update Database Engine:

Product Updates Finnish_Swedish_CI_AS | | Customize...
Install Setup Files

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Install Rules insensitive for Unicode Data, 5OL Server Sort Order 52 on Code Page 1252 for non-
Feature Selection Uiaziz i
Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Consent to install Microsoft R ...
Feature Configuration Rules

Installation Progress

Complete

< Back MNext = Cancel

* In the Collation tab, do the following to set your Collation:

+ Click Customize next to Database Engine.
« Set Startup type to Automatic.

+ Select Windows collation designator and select the appropriate designator from
the list.

For example: Sweden/Finland: Finnish_Swedish

Denmark/Norway: Danish_Norwegian
* For remaining settings in this dialog, select the default values.
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15. Click Next. The following Database Engine Configuration screen is displayed.

o SOL Server 2016 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Consent to install Microsoft R ...
Feature Configuration Rules
Installation Progress

Complete

= O X

Server Configuration Data Directories TempDB  User Instances  FILESTREAM
Specify the authentication mode and administrators for the Database Engine.

Authentication Mode
() Windows authentication mode

(® Mixed Mode (SOL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator (sa) account.

Enter password: |""0"n |

Confirm password: |"""0"| |

Specify SQL Server administrators

1NET4Nmanthe (Mans Thelander) SOL Server administrators

have unrestricted access
to the Database Engine.

Add Current User Add... Remove

< Back Mext = Cancel

In the Database Engine Configuration screen, do the following:

+ Select Mixed Mode as Authentication mode.
» Enter the password that will be used for the SA account.
» Click Add current user to specify SQL Server administrators.
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Note:

If your server is joined in a domain with password policies, you have to set a
password that meets the complexity of that policy.

-}
Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

License Terms 9 Server Configuration Data Directories TempDB  User Instances FILESTREAM
Global Rules

Microsoft Update Specify the authentication mode and administrators for the Database Engine.

Product Updates Authentication Mede

e=talletipllisy (O) Windows authentication mode

Install Rules 50| Server 2016 Setup X
Feature Selectio

There are validation errors on this page. Click OK to close this dialog box. Review errors at the

Feature Rules bottom of the setup page, then provide valid parameters or dlick Help for more information.

Instance Config

]

Server Configur

Database Enginj | oK | |
Reporting Services Configuration Specify SOL Server administrators

Eon=snbialins all s o=l HRES 1NETAU\manthe (Mans Thelander) SOL Server administrators
Feature Configuration Rules have unrestricted access

Installation Progress to the Database Engine.

Complete

Add Current User Add... Remove

|I®l The specified sa password does not meet strong password requirements. For more information ...

< Back Mext = Cancel
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16. In the Report Service Configuration screen, select Install and configure and click
Next. The following screen appears.

T SQL Server 2016 Setup = O *

Reporting Services Configuration

Specify the Reporting Services configuration mode.

License Terms Reporting Services Native Mode
Global Rules
Microsoft Update

(®) Install and configure.

Installs and configures the report server in native mode. The report server is operational after

Product Updates setup completes.
Install Setup Files O Install only.
Install Rules

Installs the report server files. After installation, use Reporting Services Configuration Manager
Feature Selection to configure the report server for native mode.
Feature Rul - - ;
Fature Rules Reporting Services SharePoint Integrated Mode
Instance Configuration

Server Configuration

SharePoint Central Administration to
Reporting Services service is started and
s service application. For more information,

Installs the report server files. After installation us
complete the configuration. Verify the SOL S
Reporting Services Configura... create at least one SQL Server Reporting Service

Consent to install Microsoft R ... click Help.

Database Engine Configuration

Feature Configuration Rules
Installation Progress

Complete

< Back MNext = Cancel
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17. Click Accept and then click Next.

o SOL Server 2016 Setup = O X

Consent to install Microsoft R Open

Download and install necessary pre-requisite.

License Terms . . I - .
Microsoft R Open is an enhanced distribution of R made available by Microsoft under the GNU General

Global Rules Public License v2.

Microsoft Update

Product Updates

Install Setup Files R is @ the R Foundation for Statistical Computing. For mere information on R-related preducts and services,

Install Rules visit http://r-project.org.

Feature Selection
Feature Rules By clicking "Accept” you are choosing to download Microsoft R Open and install it on your machineg, and
Instance Cenfiguration agreeing to accept patches and updates to this software according to your SGL Server update preferences.
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Consent to install Microsoft R ...
Feature Configuration Rules
Installation Progress

Complete

Accept

< Back Mext = Cancel
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18. Click Accept and click Next. The following Complete screen is displayed with all the
product updates.

SQL Server 2016 Setu — O >
p
Complete

Your 5QL Server 2016 installation completed successfully with preduct updates,

el Information about the Setup operation or possible next steps:

i:?::ls:;l Zspdate I Feature Status ~
Product Updates @ SQL Writer Succeeded
@ LocalDB Succeeded
Install Setup Files @ SQL Client Connectivity Succeeded
Install Rules @ 5L Client Connectivity SDK Succeeded
Feature Selection @ Setup Support Files Succeeded »
Feature Rules
Instance Configuration
Server Configuration Details:
Database Engine Configuration
Reporting Services Configuration
Consent to install Microsoft R ... Product Update:
Feature Configuration Rules Product Update has successfully applied KB 3182545 <http//support microsoft.com/?id=
Installation Progress 318254 5>, These updates have set the patch level of the Setup operation to 13.1.4001.0.
Complete

Summary log file has been saved to the following location:

C\Program Files\Microsoft SQL Server130\Setup Bootstraphl ogh20170411 163508
\Surnmary CMGS4 20170411 163508.txt

Close
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19. Click the Install the SQL Management Tools.

T SOL Server Installation Center

Planning
Installation
Maintenance
Tools

Resources

Options

Microsoft” SQL Server 2016

o

= O X

Mew SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SOL Server 2016 in a non-clustered environment or to add
features to an existing SOL Server 2016 instance,

Install SQL Server Management Tools

Launch a download page that provides a link to install SOL Server Management Studiao,
SOL Server command-line utilities (SQLCMD and BCP), SOL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor. An internet connection is required to
install these tools,

Install S0L Server Data Tools

Launch a download page that provides a link to install SQL Server Data Teols (SSDT), 550T
provides Visual Studio integration including preject system suppert for Azure SOL
Database, the SQL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install $5DT.

Upgrade from a previous version of 50L Server

Launch a wizard to upgrade a previous version of 5QL Server to SOL Server 2016,

20. Click Close after the successful completion of the Install the SQL Management

Tools.
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Note:

If you have installed SQL Server 2016 Enterprise edition, you must stop the below
mentioned services (if present) from running before installing CMG.

+ SQL Server Launchpad Service
+ SQL Server PolyBase Data Movement
* SQL Server PolyBase Engine

To stop the services, do the following:

+ Click the Windows start menu, then type services.misc and search for SQL
Server Launchpad service.

ling Pretoccl Senice

* Go to SQL Server Launchpad (MSSQLSERVER), right-click and select Stop.

* Repeat the above steps for SQL Server PolyBase Data Movement and SQL
Server PolyBase Engine to stop the services.

6.3 Install SQL Server 2019

You can install SQL Server 2019 Standard version or SQL Express version on InAttend
Server.

To install SQL Server 2019 Standard version on InAttend Server, do the following:

1. Run auto play from the Microsoft SQL Server media. The SQL Server Installation
Center opens.
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2. Select Installationand then select Install SQL Server Management Tools.

T SOL Server Installation Center - m] £
Fllll!illg -_‘E Mew SOL Server stand-aslone installation or add features to an existing installation
Installation Launch a wizard to install SOL Senver 2019 in a non-clustered environment or to add
features to an edsting SOL Server 2019 instance.

Maintenance

Tock Install 501 Server Reporting Services
Launch a download page that provides a link to install SOL Server Reporting Senvices.

Resources An intemnet connection is required to install SSRS,

Advanced Install SQL Server Management Tools

Options Launch a download page that provides a link to install SOL Server Management
Studio, SOL Server command-line utilities (SQLCMD and BCP), SOL Server PowerShell
pravider, SOL Server Profiler and Datsbase Tuning Advisor. An interniet connection is
required to install thess toals.

3. Install Setup Files and Rules.
4. Enter the product key and click Next.

-~

B 0L Server 2019 Setup - =] x

Product Key

Specify the edition of SQL Server 2019 to install

Product Key Validate this instance of SQL Server 2019 by entering the 25-character key from the Microsoft certificate
License Terme of m:th_enli(irg,uI or product pac Iugmg You can also specify a free edition of SQL Server: Devd.uper.

Evaluation, or Express. Evaluation has the langest set of SQL Server features, as documented in SOL Server
Global Rules Books Online, and is activated with a 180-day expiration. Developer edition does not have an expiration,
Microscft Update has the same set of features found in Evaluation, but is licensed for non-production database application
Product Updates development only. To upgrade frem one installed edition to another, run the Edition Upgrade Wizard.
Install Setup Files o ——

stion:

Install Rules Spkcity a f1ae esion
Feature Selection Ehabuntion
Feature Rules (®) Enter the product key:
Feature Configuration Rules |I = - - = J
Ready to Install

Inztallation Progress

Complete

5. Accept the license terms and click Next.

50 Server 2018 Setup - o x

License Terms

T ingtall SOL Server 2019, yrow mut ecept the Microdolt Saftware License T

lobal fles MICROSOFT SOFTWARE LICENSE TERMS !
Microscdt Update
Product Updates MICROSOFT SOL SERVER 2019 STANDARD
Ingtall Setup Files .

These boense terms are an agreement between you and Microsoft Corparation (or one of
Install Rules its affiliates). They apply to the software named above, which indudes the media on which
Product Key (you recerved it. if any. The terms also apply 10 any Marosoft senvices o software updates
License Terms. (except to the extent such services or updates are accomipanied by new or additional
[ rarrns, in which exte these difierent terms apply prospectively snd de et slter yeur or
Festure Rusbes Micrazoft's fights relatng to pre-updated software or senices). IF YOU COMPLY WITH

TLIESE §IFERCE TEBAIE VA LAVE TUE BITUTS BE A EAB FAFW SEBVER Vol i
Feature Configuration Rules b 3
Ready b2 Inatall Copy  Print
Installation Progress

] I accept the licence terms and  Privacy Statement
Coenplete
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T SOL Server 2010 Setup

Feature Selection

Microsoft SQL Server Installation

Database Engine Services
SQL Server Replication (only if the InAttend backup SQL server is used)
Client Tools Connectivity
Client Tools Backwards Compatibility
Installation path for SQL server

Salect the Standard featines ta install.

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Fules

Preduct Key

Lizenze Tenms

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Datsbaze Engine Configurstion
Festure Configuration Rules
Ready to Install

Iinstallation Progress
Complete

Note:

0 Locking for Reporting Services?  Doswnload it fr

Features:

Instance Features|
[ Datatase Engine Services
[ 504 Server Replication
[] Machane Leaming Sensces and Langusge
Or
[ Pythan
v
[ Full-Tet and Semantic Extractions for Sed
[ Data Quality Services
[ PelyBase Query Senice for External Data
[] 1ava connector for HOFS data sources
[ Analysis Services
Shared Features
[l Dats Qusality Client
[ Client Toels Connectivity
[ integration Sendces
[ Scale Out Worker
[ Client Toels Backwards Compatibility
[C) Client Tocls SDK
[ Distributed Replay Controller

Selexct All Unsalet AN

Instance roct directony:

m the vtk

Feature description:

The configueation and cperation of each
instance feature of a S04 Server instance is
isolated from other SQL Server instances. 301
Server instances can operate side-by-side on
the same computer.

Prevequistes for selected features:

Already installed:
Windows PowerShell 3.0.0r higher
Microsoft Visual €+ + 2017 Redistributable

Disk Space Requirements

D C: 236 MB required, 50580 ME available
Duive 2 902 ME required, 47417 ME available

&\ Pragram Files\Microsoft SOL Senves

Named Instances are not supported.

T SOL Server 2019 Setup

Instance Configuration

Specify the name and instance ID for the instance of S0L Server. Instance 1D becomes part of the installation path.

Glebal Rules

Microsoft Update
Product Updates

Install Setup Files

Install Rules

Product Key

License Tesms

Feature Selection
Feature Rules

Instance Configuration

Server Configuration

(®) Default instance

() Named instance:

Instance ID: [mssarsenver

SQL Sarver divectony:  E\Program Files\Micresoft SOL Server\MSSOL15.MSSOLSERVER

Installed instances:

Instance Name Instance ID

Faatures Editian

Version

6. ClickFeature Selection, from the left panel and select the following:

7. Click Instance Configuration from the left panel and select Default Instance.
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8. Click Server Configuration from the left panel and do the following:

a. In the Service Account tab:

+ Set Startup Type of SQL Server Agent to Automatic.
+ Set Startup Type of SQL Server Database Agent to Automatic
+ Set Startup Type of SQL Server Browserto Automatic.
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Note:

Local NT account is created by CMG server setup, but can be changed to a
domain account with local administrator rights on the server.

7 SQL Server 2019 Setup - O X

Server Configuration

Specify the service accounts and cellation configuration.

Global Rules Service Accounts  Collation

Microzoft Update

Product Updates Microsoft recommends that you use a separate account for each SOL Server service.

Install Setup Files Serace Account Name Password Startup Type
Install Rules SOL Server Agent GTS\cmgsne O T Automatic -
Product Key SCL Server Database Engine GTSemgsry wrenrey Automatic  ~
License Terms SOL Server Browser NT AUTHORITYALOCAL -.. Automatic v
Feature Selection

Feature Rules [] Grant Perform Volume Maintenance Task privilege to SQL Server Database Engine Service
Instance Configuration This privilege enables instant file initialization by avoiding zercing of dats pages. This may lead
Server Configuration to infermation disclozure by allowing deleted content to be accessed.

Database Engine Configuration Click here for details

b. Click the Collation tab:

i. In the Database Engine field, select the appropriate designator from the list.
For example:
Sweden/Finland: Finnish_Swedish
Denmark/Norway: Danish_Norwegian

Default is SQL_Latin1_General_CP1_CI_AS

¥ 5QL Server 2019 Setup - O *

Server Configuration

Specify the service accounts and collation configuration.

Global Rules Service Aceounts  Collation
Microsoft Update
Product Updates

Install Setup Files Finnigh_Swedish_CI_Al

Install Rules

Database Engine:

Finnish-Swedish, case-insensitive, accent-insensitive, kanatype-insensitive, width-
Product Key insensitive

License Terms

Feature Selection
Feature Rules

Instance Configuration
Server Configuration
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9. Click Database Engine Configuration from the left panel, select the Server
Configuration tab, and do the following:

a. Select Mixed Mode.
b. Add the SQL server administrators.

Before You Begin

fi= Add Roles and Features Wizard — O *
DESTIMNATIOMN SERVER
Select features WIN-2POMNEOQMTT

Installation Type Features Description
Server Selection ] /0 Quality of Service Media Foundation, which includes
Server Roles IIS Hostable Web Core e apceioe
[ Intemet Printing Client Windows Media F?rmat SDK, and a
= = [] 1P Address Management (IPAM) Server S20 SL"bSEt_ of DirectShow, .
Web Sarver Rale (115) [ iSNS Server service provides the infrastructure required
o [ LPR Port Monitor for applications and services to
Role Services ! transcode, analyze, and generate
[[] Management OData |15 Extension = analyze, and g i
Confimation Media Eoundation thumbnails for media files. Media
| Message Queing Foundation is required by the
] Multipath 1/0 Desktop Experience.

Select one or more features to install on the selected server.

[ MultiPoint Connector

[] Network Load Balancing

[ Peer Name Resoluticn Protocol

[ Quality Windows Audio Video Experience

[] RAS Connection Manager Administration Kit (CM2
[ Remote Assistance

[] Remate Differential Compression

[ Remaote Server Administration Tools

[™1 RPC over HTTP Proxy

| < Previous | | Mext = | Install Cancel

10. Click Install and the installation of Server 2019 begins. Click Finish when done.

M SOL Server 2019 Setup

Ready to Install

- o x

Verify the SQL Server 2019 features to be installed.

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules:

Product Key

License Terms

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready ta lnstall

Installation Progress
Complete

Ready to install SOL Server 2019:

[& Surnmary |

Edition: Standard
Action: Install (Product Update)
Presequisites
= Already installed:
Windows PowerShell 3.0 or higher
Microsoft Visual Co + 2007 Redistributable
= General Configuration
Features
Database Engine Services
Client Tools Connectivity
Client Tools Backwards Compatibility
- Instance configuration
Instance Marme: MSSOLSERVER
Instance ID: MSSQLSERVER
= Instance IDs
S0L Database Engine: MS50L15. MSSOLSERVER
- [ —_—

[ TRy Y VPR IR Y P A T T PPy

< : »

Configuration file path:

.C:‘\ngram Files\Microsoft QL Server, 1504 Setup Bootstrap'Logh20210104_153401\ConfigurationFile.ini
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11. After installation, the tool connects to http://docs.microsoft.com . Download the latest
SQL Server Management Studio (SSMS) version. Current version is 18.8.

5 S0OL Server Installation Center - o ®
A

Planning h Mew SOL Server stand-alone installation or add features to an existing installation

. ad  Launch a wizard to install SQL Server 2019 in a non-clustered environment or to add
I
mE A festures o an existing SOL Server 2019 instance.
Maintenance
e fl Install SOL Server Reporting Services
ools ==

=88l Launch a dewnload page that provides a link to install SQL Server Reporting Services.

Resources An internet connection is required te install SSRS.
Advanced WT Install SQL Server Management Tools
Options %Y Launch a download page that provides a link to install SOL Server Management

Studie, SOL Server command-line utilities (SOLCMD and BCP), SQL Server PowerShell
provider, SCL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these toals.

12. Verify that the following service keys are started:

a. SQL Server (MSSQLSERVER)
b. SQL Server Agent (MSSQLSERVER)

13. Open SQL Server Configuration Manager from the Configuration Tools folder
installed with SQL Server 2019.

14. Expand SQL Server Network Configuration, and select Protocols for
MSSQLSERVER.

15. Enable Named Pipes and TCP/IP.

For SQL Express version, no product key is required. But the SQL Server Agent,
although installed, will not run. Therefore, backup jobs need Task Scheduler and scripts
to run.

To install SQL Express version:
1. Download the SQL Express version (SQL2019-SSEI-Expr) from Microsoft.

2. Run the setup as administrator.
3. Select Custom.

SQL Server 2019
Express Edition

Select an installation type:
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4. Specify MEDIA LOCATION.

SQL Server 2019
Express Edition

Specify SQL Server media download target location

5. Click Install. The rest of the installation procedure is the same as that described for
SQL 2019 Standard.
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This section describes important information for preparing the CMG Server to run in a
VMware ESX environment. For requirements, see section 2.4 .

When a virtual machine or the CMG Server is created, ensure the following CPU and memory
resources:

e CPU Resources
Set Shares to Normal, reserve at least 2400 MHz and set limit to Unlimited.

It is strongly recommended to set the CPU affinity to an exclusive processor or share this
processor only with low performance virtual machines.

 Memory Resources
Set Shares to Normal, reserve at least 2048 MB and set limit to Unlimited.

Extend the specific resource pool if you plan to add one or more virtual InAttend Server to this
pool.

@ "7 -\Virtual Machine Properties E@ﬂ—hj
Hardware ] Options Resources Virtual Machine Version: &
Settings sotiiiy Resource Allocation
CPU 2400 MHz
Memary 2048 MB | Shares: Mormal ﬂ | 1000 :I
Disk Normal Reservation: — J» 2400 3: MHz
Advanced CPU HT Sharing: Any
iy
Limit: — J 2593 = MHz
V' Unlimited
A Limit based on parent resource pool or current host

It is strongly recommended that any VMware-based installation be carried out by a VCP
certified engineer. If you are not VMware certified, you should work with a VCP certified
VMware partner or, alternatively, a VCP certified customer engineer during the InAttend
installation in the VMware environment.
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This section describes important information for preparing the CMG Server to run in an Azure
environment.

Ensure to have the following CPU and memory resources allocated for the resource in the
Azure Environment:

* CPU Resources: Standard D2s v3 (2 vCPUs).

* Memory Resources: Reserve a memory of 8 GB in the Size field of the Essentials page
as shown in the following image:

Figure 1: Azure Environment

Installation Preparation Guide m



Azure HCI Stack Environment

9

This section describes important information for preparing the CMG Server to run in a Azure

HCI Stack environment.

When a virtual machine or the CMG Server is created, ensure that the following Azure HCI
Stack Configuration, Disk Allocation, CPU and memory resources are allocated:

* Azure HCI Stack Configuration

Parameter Value
Memory Assigned 8 GB
Dynamic Memory Disabled

Status

Operating normally

wwwwwww

Te051

nnnnnnnnnn

Figure 2: VM Configuration on Azure Environment
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* CPU Resources: The number of processors required for the Azure HCI Stack environment

are 2.

* The Startup memory required is around 8 GB.
* The minimum memory that can be allocated is 0.5 GB.
* The maximum memory that can be allocated is 1024 GB.

Windows Admin Center | Server Manager ~ m Microsoft

- —

@ An update is available for this extension. Update now

Tools <

Search Tools £ |

BB rFirevial

= Instalied apps

&2 Local users & groups
< Networks

B, Packet monitoring
fifl Performance Monitor
B Powershel

B erocesses

8 Registry

() Remote Deskiop

B Roles & festures

™ Scheduled tasks

% services

Settings for InAttend-2019

&5 General Processors

B8 Memory A\ Some settings cannot be modified because the virtual machine is running.

E Disks

4 Networks

B Boot order

(D) Checkpoints

i Integration services

@, Security

Figure 3: Azure HCI Stack Processor Requirements
* Memory Resources:

* The Memory buffer can vary in terms of percentage. The value taken in the following
Memory Resources screenshot is 20.

Windows Admin Center | Server Manager -

— e ——

© An update is available for this extension. Update now

Tools <

Search Tools pel

B rirewsl

= Instalied apps

= storage

B storsge Repiica

Memory weight

Figure 4: Azure HCI Stack Memory Resource

Settings —
#2 General Memory
B Memory A\ Some settings cannot be modified because the virtual machine is running.
@ Processors Startup memory (GE)* N
E Disks
45 Networks
Minimum memory (G8)
[ Boot order 05
©) Checkpoints i ;B
[C Maximum mamory (GB) ‘ 1022
5 Integration services
Memory buffer (3)*
€, Security ‘ 20
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Disk Allocation: The Disk size allocated for Azure HCI| Stack environment is 127 GB.

Figure 5: Azure HCI Stack Disk Space Allocation



Technical Assistance

Mitel provides www.mitel.com as a starting point for technical assistance regarding all
products, including the CMG application suite. From here, partners can obtain online
documentation, FAQs, latest software updates and request further technical assistance.

10
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