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What's New in this Document?

This section describes the important changes to this document due to the new and changed

functionality in InAttend Release 8.5 SP4.

Table 1: Version 1.0

Feature/Enhancement Update

Added a step to display prof

Location Publish Date

of CMG 8.5 SP4 and onwa
rd

Deletion of Users on
page 32

CMG Server Applications ) . . February 2022
ile picture Basic Configuration
in Configuration
Manager on page
11
Configuring Universal Se Added steps to To enable Sep 2022
arch in BlueStar WebServ universal search in CMG Configuring
ice Config.xml Web Service Universal Search in
BlueStarWebService
Config.xml on page
43
Deletion of Users Added steps For versions Sep 2022
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Introduction 2

Mitel CMG Suite is a collaboration and presence management suite enabling business users
to manage their day-to-day communications.

The CMG package includes the CMG Web component, enabling users to manage their
activities. With the CMG Web site, users can work with “smart-search” directory services, use
click-to-dial, set activity timeline and manage call-routing preferences based on the calendar/
activities.

The integration with the BluStar Server enables users to see, in real-time, their colleagues’
rich presence information, including BluStar user presence status, calendar activity and line
state from all available sources provided by the BluStar Server.

This document describes the configuration of CMG. For installation information, refer to the
following documents:

* CMG Quick Installation Guide [2] - describes how to install CMG on a single server using
the Mitel Installer wizard.

* CMG Installation Guide [3] - describes how to install CMG from the classic package
browser, to install the components one by one.

For configuration of Calendar Connection, refer to Calendar Connection Configuration Guide
[4].
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Configure CMG

This chapter contains the following sections:

» Configuration Tools

» Configuring CMG Server Functions

* Backing up the CMG Database

*  Optimizing Nicesrv

» Configuring Advanced Security

» Configuring EFS

+ Setting up Connection to the Telephony System (PBX)

» Setting up Connection to the E-mail System

* Configuring MX-ONE Provisioning Manager Integration

» Configuring Active Directory Synchronization

* Customize CMG Web

« CUSTOMIZE CUSTOMER GROUP SEARCH

+ Setting up CMG Web for Visual Voicemail in the MiCollab Client
« Configuring Universal Search in BlueStarWebService Config.xml

When CMG has been installed, there is some configuration required for different parts of the
system. This is described in the following sections, starting with an overview of the different
configuration tools.

3.1 Configuration Tools

Configuration Manager on page 3
Directory Manager on page 5

[IS Manager on page 10

Spman Tool on page 10

3.1.1 Configuration Manager

Configuration Manager is a web-based tool used by system administrators to configure
and manage the CMG system.

You can access Configuration Manager either through Internet Explorer by entering the
server address in the format: htt p: / / <ser ver nane>/ CM3CM or from your server
where the product is installed (http://localhost/ CMGCM).
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You can also access Configuration Manager either through Edge Chromium by entering
the server address in the format: ht t p: / / <ser ver nanme>/ CMa. CM or from your server
where the product is installed (http://localhost/CMG.CM).

The starting point for working with Configuration Manager is the sidebar. The
sidebar consists of headings with subheadings under which you can perform various
configurations. To go to different pages, click the relevant heading.

For more information about how to use Configuration Manager, see the online help. You
can access the online help by clicking Help in the sidebar.

6 Note:

Google Chrome and Mozilla Firefox browsers are not supported to access CMG
Configuration Manager.

+ Enable active scripting for Internet Explorer on page 4
» Configuration Manager — Security Restrictions on page 4

3.1.1.1 Enable active scripting for Internet Explorer

Active scripting is enabled to use Internet Explorer with Configuration Manager or
Directory Manager. To enable active scripting, do the following:

1. Open Internet Explorer.
2. Select Tools - Internet options from the main menu.
3. Click the Security tab, next click Custom level...

4. In the Security Settings — Internet Zone dialog, go to the Scripting section. Select
Enable for Active scripting:

= saipﬁng
=0 | Active scripting
() Disable
@ Enable

() Prompt

3.1.1.2 Configuration Manager — Security Restrictions

As part of Polisen security issues, few characters (For example, <>*$ * -- ) are
restricted, which are the malicious characters to hack the system.
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Hence, it is not allowed to use these characters from CMG CM 8.4 onwards.

3.1.2 Directory Manager

Directory Manager is a web-based tool including a suite of functionality for management
of user information in the organization.

You can access Directory Manager either through Internet Explorer by entering the
server address in the format: ht t p: / / <ser ver nane>/ CMGDM or from your server
where the product is installed (http://localhost/ CMGDM).

You can also access Directory Manager either through Edge Chromium by entering the
server address in the format: htt p: / / <ser ver nane>/ CMG. DM or from your server
where the product is installed (http://localhost/CMG.DM).

The starting point for working with Directory Manager is the sidebar. The sidebar consists
of headings with subheadings under which you can perform various configurations. To go
to different pages, click the relevant heading.

For more information about how to use Directory Manager, see the online help. You can
access the online help by clicking Help in the sidebar.

0 Note:

Google Chrome and Mozilla Firefox browsers are not supported to access CMG
Directory Manager.

* Enable active scripting for Internet Explorer on page 5
» User Image Deletion on page 6
» Configure Logging to capture deleted users from DM application on page 8

3.1.2.1 Enable active scripting for Internet Explorer

Active scripting is enabled to use Internet Explorer with Directory Manager. This
procedure is described in above section 2.1.1.1.
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3.1.2.2 User Image Deletion

You must configure Folder permissions to delete the User image when the User is
deleted from the Directory Manager. Perform the following steps to configure the folder
permissions.

1. Browse to the physical folder that is defined in the CMG CM > CMG Web >
Parameters > LogiclmageDir.

2. Right-click, Properties > Security tab and click Edit.
L SUBSLRIBERIMALCS Properties S|

General | Sharing Securty | Previous Versions I Customize |

Object name:  C:hinetpubswwwroot\CmoCffice \SUBSCRIBERIM?

GI’DIJI] ar user names:

TICREATOR OWNER |

82 1usR
§2, 5YSTEM

Q2 Adminictr=tare (T EEPCRAG SERVA Sdministratanst
< n |

b

[ > -
To change pemissions, click Edi.

Permissions for CREATOR
OWHNER Allow Dery

Full control i {

Modify

~

3. Click Add.

i

" Permissions for SUBSCRIBERIMAGES.

Securty

Object name:  C:hinetpub®swwwroot\CmgOffice \SUBSCRIBERIM!

GI‘GLII:I Or User names:
~
82 1USR [
52 SYSTEM
?r,‘_'_,ﬁu:lministmturs (DILEEPCMG SERV Administrators)
52, Users (DILEEPCMGSERV'\Users) v
m | >

Permigsions for CREATOR

OWMER Allow Dermy
I Full control . ] ] __A_]

T e e T [ e N P

Ll
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4. Search IUSR and then click Ok.

Enter the object names to select (mamples):

J Permissions for SUBSCRIBERIMAGES | X | |
Select Users or Groups -
Select this object type:
|L.Isers.Grnups.ur Buitt-in secunty principals | | Object Types... |
From this location:
[DILEEPCMGSERV | [ tocations... |

ISR

Check Names

|

OK || Cancel |

5. Select Full Control permissions for the IUS

R user and then click Ok.

Security !F‘reuious Versions |Custnmize |

_S-;cuﬁt'_.' |

Cn- N S Ly (3 R S BT eVl od B f et B0 0 W

n Permissions for SUBSCRIBERIMAGES

GI’CIIJFI ar user names:

Object name:  Chinetpubwwwroot\CmgOffice’\SUBSCRIBERIM!?

9@‘ Administrators (DILEEPCMGSERV  Administratars)
Sﬂ Everyone

82, Users (DILEEPCMGSERV\Users)

82 115_IUSRS (DILEEPCMGSERVAIS_IUSRS)

82 1usR

N T I O s T— 4P

Full contral
Modify
Fead & execute

List folder contents
Fead
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6 Note:

The deletion works only when TELNO is mapped to PictureField in CMG CM >
CMG Web > Parameters > PictureField.

' —
| | PictureField ITELNO - Phone ﬂ Defines the field containing the reference to the image

3.1.2.3 Configure Logging to capture deleted users from
DM application

You must configure folder permissions and set the trace log level in order to generate the
logs that has the details of users that are deleted from DM application:

To Set Trace log level

Enable Trace log level by performing the following steps:

1. Log in to CMGCM.
2. Go to CMG Directory manager > Advanced Parameters.

CMG Directory Manager
t

Advanced Parameters
Standard Layouts

3. Under Log parameters, set TraceLogLevel to 4 and click on Save to save the
changes.

Log Parameters

TraceLoglevel 4 Defines trace log level. Valid values: 0,1,2,3 or 4. 0: no trace, 1:errors, 2:database update, 3: all database
access, 4: MTS com components

To Configure Folder Permissions

Document Version 1.0
CMG Configuration Guide




Configure CMG

1. Browse the C:\NiceSrv\log folder, and then right click log properties dialog box
opens. In that select Properties > Security tab. Click Edit button.

log Properties -
General | Sharing | Securty | Previous Versions | Customize
Oiectname:  C\NceSrviog
Group oruser names
TTICREATOR OWNER
83, 5YSTEM

ASR NET Machusa oon . il EERCUGSERIRASENET
To change penmissions, cick Edt

Permiasiona for CREATOR
OWNER

Fud control =
Modfy
Fead b exsate =
LList folder corterts
Read
| wite - B BN

For specisl pemissions o sdvanced sstings.
cick Advanced,

ok | [ Coma |

2. Click Add. The Select Users or Groups window opens.

Enter IS_IUSRS and click Check Names. Click OK.

Select Users or Groups

Seecttisobjecttpe:
|Users, Groups, or Builtin securty pancipals

| [Oerect Tipes.. |

Exom this bction:.
[PiLEEFCHGSERY | [Cocoona |
[ oo ames |

(EEOLI [t

3. In Permissions for IIS_IUSRS, select Full control and then click Apply > OK.

Permissions for log B

8, SYSTEM

8, NETWORK SERVICE

2. ASPNET Machine Account (DILEEPCMGSERV\ASPNET &
82, Administrators (DILEEPCMGSERV\Administrators)
8,115_IUSRS (DILEEPCHGSERVIS_IUSRS)

< w

ad. | [ Femove |
Pemssicra forl15_IUSRS Now Doy
Full control v ™ ~|
Moty v
Fead & exncute v
Lise folder contents. v
Fead v 5
[0k ][ Concei | [ emy |
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4. Finally reset IIS by following the below steps:

a. Open Command prompt with run as administrator.

Command Prompt

L3 Run as administrator
[0 Open file location
-9 Pin to Start
<= Pin to taskbar

X Remove from device history

b. Type iisreset and click Enter.

3.1.3 IS Manager

[IS Manager is used to configure web applications and is opened from the Windows
Control Panel.

3.1.4 Spman Tool

Spman is a tool used to handle CMG processes.

To start Spman, open the Windows Start menu/screen and search for Spman.

3.2 Configuring CMG Server Functions

This chapter includes all configuration needed for the CMG Server applications.

6 Note:

The Windows Start Menu is not visible in Windows Server 2012/2012 R2. In
Windows Server 2012/2012 R2, the different tools and applications to be used for
configuration of CMG are accessed from the Windows Start Screen.

+ Basic Configuration in Configuration Manager on page 11
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* Add an Application Pool on page 14

» Configure BluStar Server Integration on page 14

» Configure AnA to Connect to External CMG Server on page 15

* Configure BluStar Presence Status on page 15

+ Enable Click-to-Dial on page 16

» Configure which SMS Signature to use in Configuration Manager on page 17
« Enable Time Zone Functionality on page 18

* 1IS configuration to access CMG CM, CMG DM and CMG WEB applications over
HTTPS on page 21

* Configure NeTS WCF Server on page 22
3.2.1 Basic Configuration in Configuration Manager

To perform a basic configuration of CMG Server, do the following:

1. Open CMG Configuration Manager.

2. If needed, set up new customer groups by expanding Site Configuration in the
sidebar and then clicking Customer Groups. Customer group (01) is created as
default group.

3. In the database, there is a default company with default settings installed. You can
edit the settings by expanding Site Configuration in the sidebar and then clicking
Companies/Views,Ext... You can, for example, edit and add the following:

* Name- The company name.

o Note:

There can only be one company on one server.

* Servername - The CMG Server.

0 Note:

It is recommended that you use the static numerical IP address of the server.

* Views - Which customer groups that can be accessed when logged in to a certain
company view. Click the New button, select View and click OK. In the new window,
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enter the name of the view in the Name field and the customer groups in the
Customer group list field. Click OK when finished.

+ Extensions- Extensions/number series that belong to the certain company. Click
the New... button, select Extension and click OK. In the new window, select a PBX
from the drop-down list and enter information in the Low number, High number
and Flash ICP fields. Click OK when finished.

» Enter the activity codes of your choice by expanding Site Configuration -
Diversions in the sidebar and then clicking PBX Codes. By clicking on the
check boxes by the flags, you get access to editing the activity codes of different
languages.

o Note:

Consult your PBX partner to verify that the settings of the activity codes are
correct.

4. Enter new users in the CMG system. Expand Site Configuration in the sidebar and
then click All Users.

* Click New User to set up the account. Enter values in the Name, Password and
Fullname fields and click OK.

+ Click Add Service to set the rights for the user. Select the appropriate service rights
and then click OK.

o Note:

Integration with MX-ONE Provisioning Manager (user and extension
management application) requires a user account with permission to access
CMG Web Service Interface (CWI).

+ Select Add User Viewsby expanding Site Configuration in the sidebar and then
clicking Companies/Views,Ext... Define what part of the database the user is
given.
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5. If desired, configure the possibility for CMG Web users to send requests to change
their user information. The Change Request function is configured using Configuration
Manager and Directory Manager. Do the following:

a. Open CMG Configuration Manager and expand CMG Web. Click Parameters
and do the following:

i. Make sure ChangeRequestMode is set to ENABLED.
ii. Define the path to the Visitor Service webservice, VisitorServicePath.

b. Open CMG Configuration Managerand expand CMG Web Components. Click
Parameters and do the following

i. Type the e-mail address for UpdMailTo to the directory administrator (or an
address to a group of administrators).

ii. Check that the path in the parameter UpdMailSavePath is correct.
iii. Create the corresponding folder for UpdMailSavePath at the path destination.
c. Open CMG Directory Manager and do the following:

i. In Settings, add a user with the same e-mail address as the administrator for
change requests specified in CMG Configuration Manager.

6. To configure subscriber image for InAttend with CMG usage. Do the following:

a. Open CMG Configuration Manager and expand CMG Web.
b. Click Parameters and do the following:

i. Verify/change image path in: LogiclmageDir.
ii. Verify/change image file extension in: PictureFileExt.

iii. If the local web server is not used, set image path (url) in:Custom photo source
URL.

iv. To display profile picture, select ENABLED from the Showlmages drop-down
list.

7. For new parameters open CMG Configuration Manager and expand CMG Web.
Click Parameters and do the following:

a. Make sure Use live presence updates Linestate is set to ENABLED for medium
system with moderate requests. By default it is DISABLED.

b. Make sure Use live presence updates Visit is set to ENABLED, if Visit is used. By
default it is DISABLED.

c. Make sure Use live presence updates Voice Message is set to ENABLED, if
CMG Speech VM is used. By default it is DISABLED.
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3.2.2 Add an Application Pool

A classic .NET application pool is available for the CMG web services/ applications to
enable 32-bit applications on a 64-bit Windows Server.

The application pool is automatically added during installation and named "CMG 32
Classic", but there might be situations when it has to be re-added.

To add an application pool, do the following:

. Open IIS Manager.

. Expand your connection.

. Click Application Pool...

. Right-click Application Pools and select Add Application Pool.
. In the Add Application Pool dialog box, do the following:

a b WON =

a. Name the application pool "CMG 32 Classic".

b. Set the .NET Framework version to 2.0.

c. Select Classic from the Managed pipeline mode drop-down list.
6. Click OK.

7. Select the newly created “CMG 32 Classic” and right-click and select Advanced
Settings from the drop down menu. Make sure the following is true:

a. .NET Framework Version is set to v2.0.
b. Enable 32-Bit Applications is set to True.
c. Managed Pipeline Mode is set to Classic.

8. Assign the CM, DM, Office, CWI, EPBXWS, and Personal Number web services/
applications to the new application pool. Do the following:

a. Right-click on the application name (for example CMGCM) and select Manage
application -> Advanced settings -> Application pool.

b. Select the newly created application pool in the scrollbar.

3.2.3 Configure BluStar Server Integration

BluStar Server integration settings are configured in CMG Configuration Manager. The
settings can be found in the BluStar Server part of the CMG Web, Parameters section.

To integrate with BluStar Directory Server, configure the following settings:

» BluStar Directory Server
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» BluStar Directory Base Path
» BluStar Directory Username
» BluStar Directory Password

To integrate with BluStar Presence Server, configure the following settings:

» BluStar Presence Server
e BluStar Presence Username

For descriptions of each setting, refer to Configuration Manager online help.

3.2.4 Configure AnA to Connect to External CMG Server

The default setting is to connect to the CMG database as "localhost", using the same
credentials that CMG CM/DM uses. If not default, web. confi g is configured so that the
AnA web service can connect to the CMG database server.

Do the following:

1. Open web. conf i g in a text editor.

2. Change the value of the below parameter by replacing | ocal host with the new CMG

database server:<add key="Def aul t Dat abaseServer" val ue="1ocal host"/
>

3. Change the value of the following parameter from t r ue to f al se:<add
key="Fet chDbUser nanePasswor d* val ue="fal se"/ >

3.2.5 Configure BluStar Presence Status

By default, the BluStar presence status function is disabled. To enable the function, do
the following:

1. Open CMG Web web. confi g file in a text editor.

2. Edit the following parameter in the <appSettings> section, and set the value to
true:<add key="Set Bl uSt ar PresenceSt at us" val ue="true"/>

3. Restart the web service.
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6 Note:

When BSW Service connects to BluStar Presence Server for SIP presence
subscriptions, the TCP protocol is used (UDP is not used).

3.2.6 Enable Click-to-Dial

The Click-to-Dial function allows a user to click on a telephone number in CMG Web to
call the number when using CMG Web with MiVoice MX-ONE.

6 Note:

The call back click-to-dial option cannot be used from a “forked extension” (i.e.
multiple terminals associated to the same number) in MiVoice MX-ONE. Recording of
personalized voice mail greeting phrases requires that Click-to-Dial is enabled.

To enable Click-to-Dial for CMG Web, do the following:

1. Open CMG Configuration Manager.
2. To enable Click to Dial, expand CMG Web in the sidebar and then click Parameters.

a. Type in the URL to the PBX.
b. Set ClickToDial to ENABLED.
c. Click the Save button.

3. To enable Click to dial for the PBX, expand Site configuration in the sidebar and then
click Parameters PBX:s & Flash clients.

a. Select the Click to Dial check-box in the PBX:s configuration to the right.
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o Note:

Click-to-Dial is only valid for MiVoice MX-ONE, not for Mitel TSW.

b. Specify the host name in the Click to dial link field.
c. Enter account and password in the User Account and User Password fields.

o Note:

The administration user (UserAccount) and password (UserPassword) fields are
not used when using MiVoice MX-ONE.

d. Define the prefixes for calling, in the fields:

i. External Prefix

ii. Abroad Prefix
e. Define the maximum number length for extensions in the Dial Prefix field.
f. Click the Save button.

4. Click to Dial must also be enabled for the users that should have this service. This is
done in CMG Directory Manager. Do the following:

a. Open CMG Directory Manager.

b. For each user, click the Settings tab and select the Click and dial check-box.
c. Click the Save button.

3.2.7 Configure which SMS Signature to use in Configuration
Manager

Configure the SMS signature function in Configuration Manager. Do the following:

1. Open CMG Configuration Manager and expand CMG Web.
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2. Click Parameters and do the following:

a. Set SMSAutoSign to ENABLED
b. Set SMS Signature Type to the chosen alternative:

i. Default (mobile)
ii. Extension
3. Click Save.

3.2.8 Enable Time Zone Functionality

There are two options for time zone handling in CMG:
* No time zone handling

Suitable only when all users are in the same place as the server.
* Time zone handling

CMG handles different time zones and daylight saving times. All time fields are
displayed and stored according to the time zone of the database server. If a CMG
database contains data for subscribers from more than one time zone, the time is
displayed according to the time zone of the client, but still stored according to the time
zone of the server. This applies to the CMG Quick, InAttend client, and to the CMG
Web application.

For example: If a Danish CMG Web user surfs from a PC with a regional setting for
the Danish time zone, he will get all time references in Danish time whether he looks
at his own CMG data or the data of a colleague in New Orleans.

9 Note:

* By default, the time zone in the InAttend client is set to the same time zone as the
server. See the InAttend user guides for information on how to change the time
zone.

* By default, the time zone in CMG Web is set to the same time zone as the server.
* The time zone in CMG DM is the same as for the server, and cannot be changed.

The following sections describe how to enable time zone functionality for the different
CMG applications.
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*+ CMG Web on page 19
* InAttend client on page 19

3.2.8.1 CMG Web
To enable Time Zone functionality for CMG Web, do the following:

1. Open CMG Configuration Manager.
2. Expand Site Configuration in the sidebar and click System Parameters.
3. Scroll to Time zone parameters. Do the following:

a. Set TimeZone to ENABLED.
b. Set TimeZoneAdv to ENABLED.

c. Set the TimeZoneld for the server. It is important that this time zone is the same as
on the used database server.

o Note:

If you change the TimeZoneld, you need to restart NICESRV.

4. Click Save.
5. Restart CMG Web on all clients.

6. All users in CMG Directory Manager need to have their time zone defined. This is
done from Settings for each user in CMG Directory Manager.

0 Note:

Remember to specify time zone when adding new users.

Also remember to remove time zone value when disabling.

3.2.8.2 InAttend client

To enable Time Zone functionality for the InAttend client, do the following:
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If any of the variables listed below does not exist, create it and set it to Enabled.

2. For the NICESRYV process, set the ClientTimezone variable to Enabled. See the
example in the figure below.

3. For the NICESRYV process, set AdvancedTZ to Enabled.
4. For the DBTOPBX process, set Timezone to Enabled.
5. For the PBXIR process, set Timezone to Enabled.

6. Save and restart the processes.

= Server: TBWIN200881N DBID: 01 |L|i-
File Command WinTeols Help
Program Jricesry
Program path |nicestv.exe Save |
Parameters | e
Wait 0 —
May restarts 4 Delete
Start order 0
Enabled v
r Previous
- Mext
State |ﬁlnu1!ng
Start time h510¢21242
Errors h
Additional parameters
Group Name Value
[Tune v| [ChentTimezane [Enabled
{Port 5199
__EEE;__l Edit !gﬁgnspcrt TCP
CMGVoice Disabled
VipAndHOW Di=zabled

AckOnDistribute Enabled
ClientTimezone Enabled
AdvancedTZ Dizabled

7. Restart InAttend client.
8. All users in CMG Directory Manager need to have their time zone defined. This is

done from Settings for each user in CMG Directory Manager.
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6 Note:

Remember to specify time zone when adding new users. Also, remember to
remove time zone value when disabling.

3.2.9 lIS configuration to access CMG CM, CMG DM and
CMG WEB applications over HTTPS

To access CMG CM and CMG DM Applications over https, do the following:

1. Create or import a server certification from the IIS server as shown in below
screenshot.

DRI lojghd  MMETYDE  Modues

|
H’II Server Certificates

Fesre  Shwed
Delegat  Confguraton

B femd i Ut i s ket g corbcatn P the o v s wth et
2 heshensen Bosks i -
-

et vem
Feady

Hare = | ismed o | temmct
3 ] st dent

. Go to Sites > Default Web Site.
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3. Click on Bindingsin the right-side pane and add a new https binding by choosing a
certificate created in the first step as shown in the below screenshot.

S ) S - - tindings....
- © R & ¢ 3 N b se
% et chent v '
& F praden sEr e METProfie  METTrust  Apphcaon  Conachon  Maching Ky View Applcatons
. Corplaton  Gbakzation Levels Settrgs Strirgs
5 mamre
# ¥ webadmn ~ -

ttinapmar elrstal 2 g Site Bindings [2]=]
P nd  SessonfState  SMTPEmal
Cantrols Type | HostName Port | IP Address Ex s |
to 20
ns net.tcp H 4'
- — et pige
- | i = " Ceeoe |
Y e o il & ] netm... v
Sumentcaton Comgresson  Default Drectery  EmerPages  Hander HTTR 4| | ] I
Oecument  Browaing Mappings  espo
- " . 1
" g .
V] ul i | i ?! e HE
ISAFites  loggng MMETypes  Modies Quipd 55 Setgs SO obee |
Caching =2 Type: TP address: Port:
e =] Wowered Ak

e e

0 Note:

All the above settings are valid for CMG Web that you can access it over https.

3.2.10 Configure NeTS WCF Server

To record CMF Speech phrases from CMG Web, perform the following steps and make
the required configuration in NeTS.

1. Go to CMG CM > CMG Web > Parameters > Nets WCF Server, enter the NeTs
server |P address.

NeTS WCF Server
NeTS WCF Server

| 192.168.26.150 xlThe IP address or hostname of the NeTS WCF Server host

2. In the server where NeTS is installed, open the NeTs configuration tool.
3. In the NeTS tab, select the Enable NeTS Remoting API check-box.
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4. Enter the port number in the WCF TCP port field.

& Network Telephony Services configuration
HeT5 I SIP I Quewe Managerl

¥ Enable NCLA
Statemachine folder IC:\F‘rogram Files [+8E)\AastiahT elephonyS ervices Statemachines' |

Statemachine unload poll interval (z] ax acceptable service startup duration (z]
I B0 3: I 20 3:

Logging

Fuolder |C:\F'rograrn Files (286N astrabTelephonyServices\Logs\MeaTSh |

Lewel IDebug+5 vI Delete alder than [daps] I? 3: Maw size [MB) ID 3:

[~ MeTS Tester on allinbound calls ¥ Enable MeTS Fiemoting AP
¥ Trace statemachine loading WEF TCF port I 85203:

ok I LCancel | Apply |

5. Log on to the CMG Web application and go to Preferences > Voice Service >
Phrases.

6. Enter a valid number to record a phrase and click Call.

Language English (US) ﬂ

7. Select any phrase that you want to record and click Record.

Greeting phrase Menu Voice Length

Genera

Default menu ﬂ My x

Greeting phrase - General

I = N
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6 Note:

The record button is enabled only if the call is made by entering the correct number in
step 6.

3.3 Backing up the CMG Database

The CMG setup program creates four backup jobs for backup and maintenance of the
CMG database. A backup job is scheduled to run every night at 1.00 AM. The five most
recent backups are kept and older backups are purged. The part of the registry where
the CMG system stores startup information is also backed up.

The backups are created as disk files in the SQL sub directory, for example:

C.\Program Fil es\M crosoft SQ. Server\MsSSQL10 50. MVSSQLSERVER
\ M5SQL\ Backup\ .

0 Note:

If you run SQL Express, you need to create the backup tasks manually since
scheduled tasks are not supported by SQL Express. Follow the procedure in section
3.1 to add the CMG SQL Express backup as a scheduled task.

3.4 Optimizing Nicesrv
Nicesrv is the process used by InAttend client for accessing the database. Optimization
of nicesrv is achieved using the following formula:
MaxThreads = NumberOfAttendants * 4
MinThreads = 0.75 * MaxThreads
Connections = MaxThreads

Open the Spman tool and set the NICESRV parameters:
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Server: TBWIN200SS81N DBID: 01 \;li-

File Command WinTools Help

Program [NICESRY

Program path |nicesrv.exe G

Parameters |

Hew
it 1] .—]
M an restarts 4 Delete
Start arder 1]
Enabled v

| Previous

= Mext

State Fiunning
Start time 1510121242
Ermaors a
Additional parameters
Group MHame Walue
|Tune ﬂ |L0ngTimeout

l—l . |ShortTimeout
Sltalgs Edit | ppections

HinThreads

HaxThreads
Port
Transport
IFC

3.5 Configuring Advanced Security

You can set basic or advanced security for CMG users. Advanced security means that
higher standards can be set for users with regard to password quality, with the possibility,
for example, of locking them out after failing to log in.

Advanced security is managed in Configuration Manager, and the function is enabled
with the AdvancedSecurity parameter.

* User Management on page 25
« Security Parameters in Configuration Manager on page 26

3.5.1 User Management

The following is a summary of the advanced security settings for users:

* A user can be set to inactive or be deleted due to inactivity if the user has not logged
for a certain number of days.

» A user can be locked out of the system after a specified number of failed log in
attempts.

* An administrator can specify that a password never expires for a user.
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* An administrator can force a password change for a user in the following cases:

+ After an account expiry

* Atthe nextlogin

+ After account activation

» After an account has been unlocked

+ An administrator can manage the settings for users and an administrator account can
never be deleted, locked out or expire.

3.5.2 Security Parameters in Configuration Manager

The following advanced security parameters can be set in CMG CM:

AdvancedSecurity Set to Enabled to turn on the advanced security
functions. This means that the parameters below are
used.

DaysUntilLockout Number of days an account can be inactive before it

is locked. After that, the account is unlocked by the
administrator.

ForcePasswordChangeOnRes¢tf set to Enabled, the user must change the password
when the account is reset (i.e., activated after lockout
or inactivation).

DaysUntilDelete Number of days an account can be inactive before it is
deleted. A system account cannot be deleted.

MaxLogonErrors Number of failed login attempts before the account
is locked. A system account is permitted an infinite
number of login attempts.

PwdExpirationIntStd Number of days a user has to change the password,
before the password expires. A system account never
expires.
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Security Parameter Description

PwdEXxpirationIntAdm Number of days a Configuration Manager and
Directory Manager user has to change the password,
before it expires.

UserMustChangePwdFirstLogdnf set to Enabled, the user must change the password
when logging in for the first time.

MinPasswordLength Minimum number of characters in the password.
MinUserNamelLength Minimum number of characters in the user name
PasswordRules If set to 0, all passwords with the required number of

characters are allowed.

If set to 1, the password can contain only
alphanumeric characters (a-z, 0-9), and at least one
character is numeric and one character is a letter.

3.6 Configuring EFS

Encrypting File System (EFS) is a feature that provides filesystem-level encryption.

It is recommended to enable EFS on the folders where the application log, trace files and
database backups are stored. This will ensure the prevention of unauthorized access.

You must run Nice server in service manager console using nice credentials. Nice
credentials can also have administrator privileges.

Encryption for CMG should be done with nice user account only.

For Reference of log files that needs to be encrypted — see Section 4.2 Log Directory for
each Component.
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3.7 Setting up Connection to the Telephony System (PBX)

There are different installation and configuration procedures for the communication
between a CMG Server and a PBX system.

» Connection to Cisco Call Manager Systems on page 28
» Connection to Other Systems on page 28

3.7.1 Connection to Cisco Call Manager Systems

To set up the connection to a Cisco Unified Communication Manager (CUCM) system,
please refer to Attendant Connectivity Server (ACS) documentation.

3.7.2 Connection to Other Systems

To set up the connection to another system than CUCM, see Appendix VI - Connecting to
the PBX.

3.8 Setting up Connection to the E-mail System

After establishing the connection between the PBX and the CMG system, you must set
up the connection to the e-mail system.

Supported e-mail systems are:
* IMAP (Internet Message Access Protocol)

To set up the connection to the e-mail system, see Appendix VII — Connecting to the E-
mail System.

3.9 Configuring MX-ONE Provisioning Manager Integration

When an organization unit is created or updated through the MX-ONE Provisioning
Manager system, PM sends the new information on to CMG so that the changes can
be reflected in the CMG system as well. For this to work, a number of parameters are
configured in the web. conf i g file for CWI User Information service.

The parameters in the following table are implemented to support the MP integration:
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Parameter Value

CreateOr Set this parameter value to “True” to create organization units that
9 do not exist in CMG.
Set this parameter value to “True” to delete organization units that
DeleteOrg .
not are in use.
AddAppNameOrg This parametgr valu_e indicates which applllcatlon has created the
new organization unit, or updated an existing one.

To configure the MP integration, do the following:

Open a text editor and edit the file:C: \ i net pub\ wwwr oot
\ CMGUser | nf ormati onSer vi ce\ web. confi g

Add the parameters according to the example:

<appSettings>

<add key="CreateOrg" val ue="True"/>

<add key="Del eteOrg" val ue="True"/>

<add key="AddAppNaneOrg" val ue="Created by MP"/>

</ appSettings>
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3.10 Configuring Active Directory Synchronization

Configuration of Active Directory (AD) synchronization is performed using CMG CM. For
further information regarding CMG CM, see CMG — CMG Web Configuration Guide or
the built-in Help section.

Information to Configure on page 30
Deletion of Users on page 32

Change of Synchronized Users in Active Directory on page 32
ADSYNCCEFG tool on page 32
Mapping configuration for other fields from AD to CMG on page 34

3.10.1 Information to Configure

When configuration of the below parameters are completed please click on the “Save”
button. To activate the synchronization please mark the checkbox for “Activate” and click
on “Save” again.

The parameters are located in: CMG CM >> Active Directory Sync >> Parameters

Parameter Type Example Description

Document

Address Field ADsrv.company.com Address of the AD directory
Port Field 389 Default port to access the AD
directory. Verify with the customer IT
department.
Username | Field CmgAdSync Username to connect to AD (with
read rights)
Password Field TR Password to the above user
Use TLS/ FALSE/ False Specifies whether SSL has to be
SSL TRUE(Will used or not to connect to AD
be
checkbox)
Version 1.0
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Parameter Type Example Description

Activate FALSE/ False To enable or disable the AD
TRUE(Will synchronization
be
checkbox)
Directory Field DC=Mitel, Path to retrieve users from AD
DC=com
Prefix Field +468123 Prefix for internal number (i.e.

presence of the prefix in the number
identifies it as an internal number)

Extension Field 5 Length of extension for internal
length 1 number (i.e. if number in E.164
format is +46812345678, internal
number is 45678)

PBXID 2 Scrollbar 1 ID of PBX for every user who has an
internal number. This parameter can
be undefined. In this case, no PBX ID
is set for the user.

Msg sys ID | Scrollbar 1 Message system number in CMG to
access e-mail address of the user
(i.e. to know where to store and
retrieve e-mail address of the user)

Poll Interval | Field 5 Minimum interval between each
synchronization (in minutes)

1. If extension length is changed after the first synchronization (not typical), the phone
number of users already imported will not be changed, unless some data are changed
in AD for this user (which means that a new synchronization is performed). In this
case, the phone number is re-imported with the new extension length.

2. PBX ID is only set during the first synchronization (i.e., creation of the user in CMG
database). If PBX is changed in CMG database after this first synchronization, it is
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not changed if a new synchronization is performed on this user (synchronization is
performed if some data is changed in AD for this user).

3.10.2 Deletion of Users

For versions of CMG up to 8.5 SP3:

When a user is deleted in AD, it is not deleted in CMG, but it is rendered inactive.
Specifically:

* Phone number is removed from the Phone field in CMG

« PBX s set to None

* The checkbox for Main record is set to be un-marked

* All privileges (such as CMG Web user, Visit user, etc) are removed
« Calendar synchronization is disabled

For versions of CMG 8.5 SP4 and onward:

« If a useris deleted in AD, then it will be deleted in CMG as well(if not deleted, they will
copy CMG Web Directory Entry licenses.)

6 Note:

If an existing user in AD is removed in CMG, it will not be created in CMG again until:

» any data for the user is changed in AD
+ the AD Synchronization service is restarted

3.10.3 Change of Synchronized Users in Active Directory

If an already synchronized user gets the TelePhoneNumber removed in AD, it is kept in
CMG. The same applies for mail addresses as well.

3.10.4 ADSYNCCFG tool

More fields can now be synchronized from AD to CMG with the ADSyncCfg tool

(\'ni cesrv\ pgm ADSyncCf g. exe).
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This tool creates a XML-file that ADSync Service uses.

The required parameters are:

1. Filter: LDAP filter filters the records that have to be synchronized.Example:
Company=Mitel, co=Sweden, co=se, co=dk (can also be empty).

2. Field in AD: The name of the field in AD.

Example: title, description, homePhone, pager, physicalDeliveryOfficeName.
3. Field in CMG: The name of the field in CMG.

Example: misc1, misc2...misc30, cordless, division, dep1, dep2.
4. InitOnly:

* If checked, synchronization will only be executed the first time ADSync runs and the
record is created in CMG.

» If unchecked, synchronization is executed every x minute.
* The interval is set in CMG CM ADSync Parameters.

Further configuration is done in CMG CM ADSync Parameters.

] ADSynchronization Config I;Ii-

File Tools WinTools About
Fiter | |
Fieldin AD | |  FedincMG | v| [ hitonly
Fieldin AD | |  FeldincuG | v| [ mitonly
Fieldin AD | |  FeldincuG | v| [ miony
Fieldin AD | | Fedincyg | v| O mtonty
Fieldin AD | |  FeldincMG | v| [ mitony
Fieldin AD | |  FeldincuG | v| [ mitonly
Fieldin AD | |  FeldincuG | v| [ mionly
Fieldin AD | | FeldincvG | v| O mionly
Fieldin AD | |  FeldincMG | v| [ mitonly
Fieldin AD | | FedincmG | v| [ mitonly
Fieldin AD | |  FeldincuG | v| [ miony
Fieldin AD | | Fedincmg | v| [ mitony

CearAl | | OpenlogFle | [ OpenCMGCM | [ OpenCMGDM | [ SopSevice | | Save | [ Bt |

Document Version 1.0
CMG Configuration Guide




Configure CMG

3.10.5 Mapping configuration for other fields from AD to CMG

0 Note:

The easiest way to add or remove fields is to use the ADSyncCfg tool.

Editing the config file in Notepad (or similar) will not be reflected in the ADSyncCfg
tool. Only use Notepad, if more than 12 fields are going to be synchronized.

To synchronize other fields from AD to CMG predefined fields, update the config file:
%r ogram Fi l es% M t el \ ADSyncSer vi ce\ ADSyncConf i gurati on. xm as
below:

<ADSyncConfiguration filter="(| (co=sweden) (co=se) (co=dk))">
<Mappi ng AD="title" CMG="m sc7" InitOnly="fal se"/>

<Mappi ng AD="description" CMZ"m scl9" InitOnly="fal se"/>

</ ADSyncConf i gur ati on>

PARAMETEREXAMPLE DESCRIPTION
Filter (|(co=sweden)(co=se) Filter specifies the conditions that have to be
(co=dk)) met for a user to be sync from AD to CMG.

() is used to separate each filter.| is used for
OR condition between everyspecified filter.

AD Title Name of the field in the AD.

CMG misc7 Name of the field in CMG.
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InitOnly “true” or “false” true: the value of the AD mapping field
is only imported when you make the first
synchronization.

false: if the mapping field value is changed
in AD, then always synchronization is
performed and the value is changed in CMG.

To change the Log Level in AD Sync, edit:
%r ogram Fi l es% M t el \ ADSyncSer vi ce\ ADSyncSer vi ce. exe. confi g
for AD Sync and update LogLevel:

<?xm version="1.0" encodi ng="utf-8"7?>

<confi guration>

<setting name="LoglLevel " serializeAs="String">
<val ue>7</val ue>

</setting>

</ configuration>

Valid values are 1, 2, 3, 4, 5, 6 and 7. If not set, the log level is set to 3.

3.11 Customize CMG Web

How to customize CMG Web with customer logo/pictures and text:
+« The CMG Web images are stored on the web server and can be replaced by more

customized images.
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* The directories names to search in, are also changed in CMG CM

Configure CMG

Corporate Phone Book  BluStar Server  Quick Info w

0 Note:

Any change of the images must be approved by Mitel.

3.12 CUSTOMIZE CUSTOMER GROUP SEARCH

* INFORMATION TO CONFIGURE on page 36

+ CUSTOMER GROUP SEARCH IN CMG WEB on page 38

+ CMG Installation-Configuration on Azure on page 39

3.12.1 INFORMATION TO CONFIGURE

1. User can add more than one customer groups by selecting Customer groups tab

under Site Configuration in CMG CM.

i Mitel

Customer Groups
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2. Enable Search all customer groups (Cust-grp) parameter under CMG Web -

Parameters in CMG CM.

00 Mitel CMG Web - Parameters

o

[N—

3. Assign users to the Customer groups (Cust-grp) in CMG DM when the above

configuration is done as shown in the following figure.

4. Click Save.
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3.12.2 CUSTOMER GROUP SEARCH IN CMG WEB

1. If Search all customer groups parameter in CMG CM is enabled, then the customer
groups list is shown in CMG Web as shown in the following figure.

o Mitel | cme

Directory  Organization  Activitie

Search Advanced search

a Note:

The All option only gets displayed when the Search all customer group
parameter is enabled.

2. Select a Customer group from the drop-down list and search for the desired users.

fiefie  feficfe

Document Version 1.0

CMG Configuration Guide




Configure CMG

3. If you select All as an option, then you can able to see all the added/existing users
irrespective of Customer groups assigned.

coMitel | cme

Directory ~ Organization  Acthvities

Sewch  Advanced search

fepepepe | | pepepepe

6 Note:

If Search all customer groups parameter is disabled in CMG CM, then Customer
group search option is not visible in CMG Web. The searches are done against
currently logged in user’s customer group.

3.12.3 CMG Installation-Configuration on Azure

1. Log in to the Azure portal.
2. Go to the Resource group and click Add to create a virtual

(s) MXONE QA #

A = Essentials

maCh i ne . @ Tags 18c4M630-8331 <433 -Cae 2 - 106EaS5735c1
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3. Choose any Windows server version; for example, Windows Server

£ Search the Marketplace

Azure Marketplace Seeall

Get started
Recently created
Al + Machine Learning

©

Analytics

2016.

4. Provide all the necessary details as shown in the following screen

Home > MXONE_QA > New >

Create a virtual machine

Subseription * (O

MXOME_CIA

Create new

Resource group * (&

Instance details

Virtual machine name *

Popular

Windows Server 2016 Datacenter

Quickstarts + tutorials —

Ubuntu Server 18.04 LTS

Learn more

Microsoft Azure Enterprise (18d4f63b-8331-4e33-8ae2-1d6fa55735¢f) e

capture.

Region* (O {US) South Central US L
Availability options (& Mo infrastructure redundancy required il
Image* (& Windows Server 2016 Datacenter - Gen1 kv
Browse all public and private images
. - M) (o)
Azure Spot instance (D oves B No
Size * () Standard_D2s_v3 - 2 wopus, 8 GIB memory (CA$197.10/month) e

Select size

5. Select the review+create tab. The virtual machine is created.

6. Go to Networking and check the Network Interface

Inbound port rules

Select which virtual machine network ports are accessible from the pub
network acoess on the Metworking tab,

0. ~ ™y
Public inbound ports * (0 ) Mene '®) Allow sel

Select inbeund ports * HTTP [80), HTTPS (443), R
B e o)

B #imies aaz)

[ ssm22)

RDP (3389)
Licensing

Save up to 49% with a license you already own using Azure Hybdid Ben

~
Would you like to use an existing Windows L) ves ') nNe
Server license?* (0

Réview Azure bybnd benefit compliance

Search (Ctris,

H Capture [ Delete ()

Refresh  [] Shave to mobile

B Cverview

B sty g

& ditach nebwork interface
wertificate-server-s380

P usibquation

B cveniew
H Actrylog

. Acoess control (LAN)

@ Tags
Seuth india
Sk

£ Diagnose and sobee problems

I —
details. - ...
7. Go to IP configurations and provide

1834F636-833 1-4e33-Baed- 16557 35!

Saarch (Cirls, i + add

@ Oveniew 1P forwardeng settings

B Acthry log 1P ferwarding

R Access conkicl (LM Vit network

© g
IP configurations

Selttings Subnet *

L=

B 1P configurations "<,
P——
B ONS servers = -
M 1P Virsian
@ hetwork security group
ipcontigl 1Pwd

M Propenies

address.
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Standard D2 v3 (2 vepis, B GI8 memory]

019202
) Retresh
Enabled
AHONE QA Subne
Subnet_172_20_112:0-24 (172200120/24)
Type Private P address Public IP addres
Primary 17220011246 (Static)

A

5 Access contl (M} ponchg Primary) -

i B Mo twark batarlacs: eoit
Wirtisal Aetwirt/ubnet M

e perver 5182

4% Duagriase and sohve proslen 8, Skt
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Inbeasrdl poat rules  Outhound port rles Apglicat
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8. After the IP address is assigned, use remote desktop and start CMG installation and
configuration. Refer to CMG documentation for CMG installation and configuration for
details.

3.13 Setting up CMG Web for Visual Voicemail in the MiCollab
Client

Before you Begin

Before you can set up CMG Web for Visual Voicemail in the MiCollab Client, CMG Web
must be enabled for HTTPS and the value of the HTMLAudioControlPlay setting in the
Web.MiCollab.config file must be set to true. If it is not possible to do these in the existing
CMG Web, create a new website for MiCollab’s usage.

9 Note:

If the MiCollab application is accessible from the internet (Teleworker), the CMG Web
must be accessible from internet as well, otherwise this will only be accessible in LAN
mode.

Procedure

To set up CMG Web for Visual Voicemail in the MiCollab Client:

1. Edit the Web.MiCollab.config file in the (C:\inetpub\wwwroot\CMGWeb) location.

2. Update MiCollabFQDN and CMGWebFQDN (in two places) to the MiCollab server
FQDN and the CMGWeb server FQDN.

3. Copy or rename the Web.MiCollab.config to Web.config on C:\inetpub\wwwroot
\CMGWeb.

4. Log in to the Server Manager Configuration panel for the MiCollab application.
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5. Go to Applications > MiCollab Client Service > MiCollab Client Service
Configuration.

Configure CMG

o0 Mitel | Micoliab

Applications
Users and Services
Audio, Web and Video
Conferencing
MiVoice Border Gateway
NuPoint Web Consola

MiCollab Client Service Configuration

Enterprise  Synchronizsfion FPBX Modes = Accounts

MiCollab Client Service

| This page contains enterprise-wide configuration settings, including the ability to create and delste enterprises.

MiCallab Client Deployment
Licensing Information

ServiceLink
Install Applications

View log files

Event viewer
System information
Systemn monitoring
System users
Shutdown or reboot

Virtualization

Enterprise domain
Vaice msil server type:

MiCollab AM URL:

Administrator e-mail:

Settings
Status
Administration ¥ Sattings
Web services
Badup Enterprise ID: micallab
Restore
Description: MiCollab Client Service on micelisb enterprisedemc

micollsb enterprisedema net

© nMuPoint ® MiGallab Advanced Messaging () EMEM
CMGWEBFOON/CMEWab{messages! x

Corporate Directory | ACD Settings  Collaborstion = Features Peering Federation  User Profiles

Switch type- MilVoice MX-ONE
Configuration Callaboration server type: MiCallab Audic. Web and Video Canferencing
Integrated Directory Service Avatar URL: hitp:/imicollsb. i ]
MiCallab Client Integration :
Wisard Language: Swedish [+]
Time zone: EUROPE/STOCKHOLM [v]

MiCollab Settings
e .

6. Select MiCollab Advanced Messaging as Voice mail server type.
7. Enter the URL for the CMG website in the MiCollab AM URL field.

Example: (CMGWEBSERVERFQDN/CMGWeb/messages/). The MiCollab Client by

default prepends HTTPS:// to the URL.

[ Micolb - 6 X

1w H
@ tome o Mitel | cme
8 coms
Katalog  Organisation  Ativiteter  Vidarekoppling  Meddelanden  Besdkare  SMS
& MTeam
® cabisoy la -
isk

P . T
. M
& seuns o .

i ¥

Réstmeddelande:
Vidarebefordra till

Bifoga kommentar & 2084

> 000/000 @

e Note:

Using Click to Callfrom the embedded CMGWeb in the client is not supported but

you can copy the number to the client.
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This completes the setup of CMG Web for Visual Voicemail in the MiCollab Client.

3.14 Configuring Universal Search in BlueStarWWebService
Config.xml

To enable universal search in CMGWebService, open and edit
BluStarWebServiceConfig.xml as shown below:

<Uni ver sal Sear chEnabl ed>t r ue</ Uni ver sal Sear chEnabl ed>

<l--
Here set which fields should be included in the index.

Note that that m ght be different fields than |ater shown in
the search-resul t-view

For instance departnent name, or m scl9 m ght be used for
find search-results, but not being shown fields.

Exclude msc fields with sensitive or private data, an
exanpl e can be m scl0

For cases like that the search results m ght seem unexpected

to users.

Choose what suits the custoner.
-->

<l-- Uncomment m sc and specify which msc-fields to search
in, separated by comma. Oherwise no msc-fields are searched
-->

<l-- <msc>1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13,
14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29.
30 </ msc> -->
</ Uni ver sal SearchFi |l ter>
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This chapter contains the following sections:

Configuring CMG Server SQL Express Backup
Configuring Mitel LDAP Server for CMG
Configuring IP Phone Services for Cisco
Configuring CMG Corporate Directory for IP Phones
Configuring CMG Personal Number Interface

4.1 Configuring CMG Server SQL Express Backup

If you run SQL Express, you must create the backup tasks manually since scheduled
tasks are not supported.

To add the CMG SQL Express backup as a scheduled task, do the following:

6 Note:

The screenshot examples below are from Windows 2008.
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1. Open Task Scheduler.

The Task Scheduler window is displayed:

@ Task Scheduler L =1ai=l
File Action View Help
5| Actions
® Task Scheduler Library Task Scheduler (Local) -

|»

. You can use Task Scheduler to create and

4 manage common tasks that your computer
will carry out automatically at the times you
specify. To begin, click a command in the
Acticn menu.

—2

Tacke are ctored in falders in the Tack

sk stz

| SREY

Status of tasks that have sta... |L55t24 hours 'l

Summary: 21 total - 3 running, 17 succeeded, 1 stopped...

Run Result | le

| =
Refresh |

Task Mame
CMG SQL Backup (last run succ...
Consclidator (last run succeede...

LPRemove (last run succeeded ...
MAPStatus UI (last run was stop...
QueueReperting (last run succe...

Last refreshed at 2010-02-18 15:08:26

Connect to Another Computer...
@ Create Basic Task...
L Create Task...
Import Task...
f::] Display All Running Tasks
AT Service Account Configuration
View ¥
G| Refresh

Help

In the Task Scheduler (Local) column to the right, click Create Basic Task...
2. In the Create a Basic Task dialog, do the following:

T o

. Type a name for the task. Then click Next.
. In the Task Trigger dialog, select how often you want the task to be performed (for

example Daily). Then click Next.

- ® QO 0

. In the Daily dialog, select the time and day the task should run, and click Next.
. In the Action dialog, select Start a program, and click Next.

. In the Start a program dialog, click Browse....
. In the Open dialog, select the file CMGExpressBackup.cmd and click Open to

return to the Start a program dialog. Then click Next.

Finish. Then click Finish.

. In the Finish dialog, select Open the Properties dialog for this task when | click
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3. The Backup Properties dialog is now displayed:
x|

General |Trigger5| Acticnsl Conditionsl Settingsl Hi5t0r:,rl

MName: ICMG 5QL Backup
Author: CMG-NG-011%Administrator
Description:

— 3ecurity options
When running the tazk, use the following user account:

CMG-NG-011"Nice Change User or Group...

¢ Run only when user is legged on

@' Run whether user is logged on or not
" Denot store password, The task will enly have access to lecal computer resources,

I Run with highest privileges

™ Hidden Cenfigure for: | Windows Vista™ or Windows Server™ 2008 j

QK I Cancel |

a. Click the button Change User or Group... to select the user to run this job. This
user has to be Local Administrator.

b. Select Run whether user is logged on or not.
. Select the correct Windows Server version in the Configure for: list.
d. Click OK.

(2]
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4. The Task Scheduler dialog is displayed:
21

=

Enter user account information for running this task.

User name: |£3 CMG-NG-011Mice = J

Password: I loocot.oo|

O I Cancel |

Enter the user’s password. Click OK.

The job has now been created in Task Scheduler Library:

@ Task Scheduler o ] [

File Action View Help

e el ol 7]

@ Task Scheduler (Local)

El [ Task Scheduler Library
| Microsoft

Actions
Task Scheduler Library -
@ Create Basic Task...

iz Create Task...
Import Task...
[ Display All Running Tasks

« | = * New Folder...
- — View »
Genera[l Triggersl Actions  Conditions |5ettings| Histar}fl
7 |G| Refresh
Specify the conditions that, along with the trigger, determine—
if any condition specified here is nottrue. To change these c Help
Properties command. Selected Ttem n
Idle &
un
[~ Startthe task only if the computer is idle for: 2
m En
Wait for idle for: & Dissble
[¥ Stop if the computer ceases to be idle Il Export...
I~ Restartif the idle state resumes Properties
Power x Delete
[# Start the task only if the computer is on AC power Help
| [T Stan if the Faranibar m.[ih-hsc . hatrens naer _lLI
4 4

4.2 Configuring Mitel LDAP Server for CMG

* Enable LDAP Server on page 48

» Configure LDAP Server on page 48
» Configuration on page 49

+ Database on page 49
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* SQL/CMG Login Information on page 50

* New Country on page 51

* Logging on page 52

* General on page 52

* Menu: File - Change Path to LDAP Server on page 53

4.2.1 Enable LDAP Server

The LDAP server is enabled and disabled for CMG in CMG Configuration Manager.

To activate the import of the data to the LDAP server, expand Site Configuration in the
sidebar and click System Parameters. The System parameters page is displayed:

System parameters

EasLED

Set LDAP to ENABLED.

4.2.2 Configure LDAP Server

The LDAP Server is administered using the TsLdap Administrator tool. The configuration
settings for this tool are stored in the TsLdapAdmi n. i ni file in the W ndows directory.

1. Open TsLdapAdministrator. The main window is displayed:

2. Follow the instructions in the coming sections in order to configure the different parts
of TsLdap Administrator.
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4.2.3 Configuration

The sl apd. conf file contains the configuration of the Mitel LDAP Server.

In the Configuration section of the TsLdap Administrator GUI, click Load
Configuration to load the current settings of the LDAP Server.

Save the current configuration by clicking Save Configuration.

= ® TsLdap Administrator =] E
File 2
— Configuration
Fath and name of the configuration file;
C:\Program FileshSHAPSRVAT SLOAP slapd. conf
i Load Configuration | Save Configuratian | -
Current state: STARTED
— D atabaze
nd | At | Current country code;
nidex thributes I—
ch
DeleteMrite access | Reset Database | Poit rumber [default 289)
g g 389
[+ Enable direct disc Change country code |
synchronization R
 ad 4 S Size limit of zearch:
vanced connection handling I— _
5000 entries
- Ledging Expoit |
[~ Active [T Status [~ Debugging
[T Conmections [ Filter + Configuration Impart | LDAR Import
[ Functions [T Access control

4.2.4 Database

In the Database section, it is possible to configure the following:

— Database [backend: SOL/CHG]

Attributes |
Backend zetlings |
Change country code |

Attributes - the attributes of the LDAP Server

Backend settings - the connection to the CMG database (NICE)
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+ Change country code - the country code of the LDAP Server
See the coming sections for further descriptions.

* Custom Attributes on page 50
4.2.4.1 Custom Attributes

Custom attributes can be added when needed.

0 Note:

Attributes configured in the CMG table Idap_attr_mappings (for mapping CMG
fields to LDAP attributes) must also be configured in the LDAP Server.

Custom attributes x|

Configured custorm attributes:

Cancel

Advanced...

<< Add <«

[ A=t |
B
EE==r)

»» Remove >3

Click the Advanced... button to show the already existing built-in attributes of the LDAP
Server.

4.2.5 SQL/CMG Login Information

The LDAP Server connects to the CMG database using ODBC to retrieve the data
through the SQL Backend. The initial configuration for the access to the database is
configured during the setup of the LDAP Server.
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SQL/CMG login informatio x|

|Jzer;
Inice

Pazzword:

ODBC data source:
INiceLDAF’

Cancel |

User: Authorized user to access the CMG database NICE.
Password: Password of the authorized user.

ODBC data source: Name of the ODBC data source used for the connection.

0 Note:

The data source has to be configured using the Control Panel.

4.2.6 New Country

Click the Change country code button to change the current country. After the
installation, the country code is configured to com in the LDAP Server and in the CMG

database.

x

Pleaze inzert the new countny;
[for Germany type 'de’, for France type 'fr', ...

Cancel |

net
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6 Note:

After changing the country code in the LDAP Server, the configured value has to be
changed in the CMG table LDAP_ config.

4.2.7 Logging

In the Loggingsection, you can activate and configure the LDAP Server logging function.
The log files can be found in the log subfolder under the program directory of the LDAP

Server.

Logging
" Debug mode

V¥ Active

Lodfile zize [KByte]: |4DDD Mumber of logfiles: I‘IDD

More logging can be found in the SQL LDAP_nessages table, which contains
messages pointing to inconsistencies in the NICE database.

This table is populated by sp_LDAP_checkDat abase. Messages older than 30 days
are deleted/updated when sp _LDAP_fi || LDAPEntri es is executed.

4.2.8 General

In the General section, the following can be configured:

Current country code:

cormn

Part number [default 389);

ISSS

Size limit of search:

|5DDD entries

« Current country code - The country code com results in a default search base
c=com to access the data of the LDAP Server.

* Port number - It is possible to reconfigure the port number used to access the Server.
By default the LDAP Server access TCP port is 389.
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6 Note:

If using a firewall, the LDAP TCP port has to be opened.

» Size limit of search — This is the maximum number of entries that is returned on a
single search request (maximum is 10 000).

4.2.9 Menu: File - Change Path to LDAP Server

The File - Change path to LDAP Server menu allows you to change the path to the
LDAP Server.

Path to TsLdap.exe |

Flease ingert the path to the LDAP server Tsldap. exe:
IE: YProgram Files'AastriahTSLDAP sldap. exe |

Cancel |

4.3 Configuring IP Phone Services for Cisco

Cisco Call Manager and Cisco IP Phone services are configured in Cisco Unified CM
Administration (htt ps://<C sco server nanme>/ccrmadnin).

+ Cisco Call Manager Configuration on page 53
» Cisco IP Phone Services Configuration on page 54
+ CMG System Configuration on page 54

4.3.1 Cisco Call Manager Configuration

1. Open Cisco Unified CM Administration.

2. Navigate to the Cisco IP Phone Services Configuration section in Call Manager
Administration.

3. Add the CMG Activity Service:

a. In the Service Name field, add the name CMG ACTIVITY.

b. In the Service URL field, add the URL you created during installation. For example:
http://<CM5 Server _nane>/ cngof fi ce/ i pphoneservice/start. asp
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4. Add the CMG Directory Service:

a. In the Service Name field, add the name CMG DIRECTORY.

b. In the Service URL field, add the URL you created during installation. For
example: htt p: / / <CMG_Ser ver _nane>/ cngof fi ce/ i pphoneservi ce/
sear chnmenu. asp

4.3.2 Cisco IP Phone Services Configuration

Open Cisco Unified CM Administration and define and maintain the list of Cisco IP
Phone Services to which users can subscribe at their site.

Users can then log on to the Cisco Call Manager User Preferences panel and subscribe
to these services for their Cisco IP phones.

For more information, see to the help section in Cisco Unified CM Administration.

4.3.3 CMG System Configuration
Configure IP Phone Services from CMG Configuration Manager.

1. Open CMG Configuration Manager.
2. Expand CMG Web Components and select Parameters.
3. Set the DefLanguage parameter to the chosen language.

4. For the CMGIpPhonePath parameter, point at the destination folder where IP Phone
Service is installed.

5. Set the CiscolpPhone parameter to ENABLED.
6. Click Save.

4.4 Configuring CMG Corporate Directory for IP Phones

This section describes how to configure the different IP phones to function with the

Corporate Directory application. This section also describes how to configure localization
files.

» Configure Localized Resource Files in Microsoft IIS on page 55
* CMG Connection Settings and Dialing Plan on page 58
* IP Phones Configuration on page 61
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» Configure Prefix for Multi Node Configuration on page 65
4.4.1 Configure Localized Resource Files in Microsoft 11S

For Mitel 7400 and MiVoice 4400 phones.

» Configure application settings in IS on page 55
» Configure language settings on page 56
+ Verify the settings on page 56

4.4.1.1 Configure application settings in |IS

To configure the ASP.NET application settings with IIS 7.0, do the following:

1. Open IIS Manager.
2. Select CorpDir web site.

a. Right-click ASP.NET/Application setting and select Open Feature.
b. Use Add or Edit to match the configuration at your site.

Key Value

cmg_server The name or IP address of the CMG directory server.

cmg_port The port number configured for the web server where the CMG CWI
web service is running.

cmg_user The name of the CMG user account that is used to search the
directory.

Note! The user must have the CMG Web User Interface enabled.

cmg_password | The password for the CMG user account that is used to search the
directory.

cmg_results The maximum number of results shown on the telephone.

Note! If set too high, a buffer overrun error occurs in the phone
browser.
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4.4.1.2 Configure language settings

Localized resource files are installed in the Cor pDi r/ App_Q obal Resour ces folder
on the web server. Additional translated resource files can be copied to this folder.
Localized resource files have to be named according to the following naming convention:
Transl ati on. <l ocal e>. r esx.

Example: The Swedish localized resource file is named Translation.sv-se.resx

To change the language being used, do the following:
1. Open IIS Manager.

2. Select the ASP.NET tab in CorpDir Properties.

3. Click Edit Configuration...

4. Select the Application tab.

Select the desired language in the Culture and Ul culture drop-down list.For example:
For Swedish, select sv-SE.

4.4 1.3 Verify the settings

Start Internet Explorer and type http://localhost/CorpDir/default.aspx in the Address bar:
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ﬁ'Search Corporate Directory - Windows Internet Explorer

@@v |g http:,f,l'lc:calhu:ust,l’tu:urp[ﬁj - || A Ib Birig

File Edit Mjew Fawvarites Tools

Help

" . >
o Favorites i€ Search Corporate Directory | | i?i? - B - 3

Corporate Directory

Wame or Phone
|5ten|und

Cirgamization

Search |

[~
[ [ [ | [ Localintranet ; :

EE R BT

Type a name you know exists in the directory and click Search:

ff'Search Results - Windows Internet Explorer

M[=] E3

@A - |g http:,l',l'lc:calhu:ust,l'Cu:urpEj < || X Ib Eing !
File Edit Mew Favaoribes Tools  Help

< 7 Favarites & search Results | | - B - »

-

Corporate
. Mew Search
Directory [ tew Searn |

Stenlund, Bo

Fhone: 20099 Add to Contacts
Mobile: 1714 330 0182 Add to Contacts

Organization: Systern & Solution Design

[~
| I_ I_ I_ I_ I_ /% Localintranet

|45 = | R0 - g

If correctly configured, the Search Result page is shown.
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4.4.2 CMG Connection Settings and Dialing Plan

For Mitel 67xxi, 68xx, 69xx, and SIP-DECT phones.

CMG connection settings on page 58
Configuring dialing plan on page 59
Configuring language settings on page 59
Enabling logging on page 60

Verifying settings on page 61

4.4.2.1 CMG connection settings

To configure CMG connection settings, do the following:

1. Open the file Cor pDi r\ xm \ confi g\ cng_di rect ory. conf in Notepad.
2. Edit the parameters in section [CMG_Server]to match the configuration at your site:

Parameter Value

hostname The server name or IP address of the CMG directory server.

port The port number configured for the web server where the CMG CWI
web service is running.

username The name of the CMG user account that is used to search the
directory.
Note! The user must have the CMG Web User Interface enabled.

password The password for the CMG user account that is used to search the
directory.

cmg_results The maximum number of results shown on the phone.Note! If set too
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4.4.2.2 Configuring dialing plan

To configure a dialing plan, do the following:

1. Open the file Cor pDi r\ xm \ confi g\ cng_di rectory. conf in Notepad.
2. Edit the parameters in section [Dialplan] to match the configuration at your site:

Parameter Value

countrycode Country code.

If phone number starts with "+<countrycode>", this is removed.

international International Dialing Code.This prefix replaces the + sign in the
dialing strings.

longdistance Long distance prefix. This prefix is added to the number in case own
country code (+<countrycode>) has been removed.

outgoing Outgoing prefix (trunk access code).Prefix that has to be appended
for outgoing calls (all call but local calls), for example 0 or 9.

local List of local PBX number prefixes separated by a comma (in
national format). Prefix is removed no outgoing prefix is added.
Examples:

local=905760,978262
--> 9057602222 are replaced by 2222

--> 9782623333 is replaced by 3333.

localextlen Internal number length. Numbers with this number of digits or less
are treated as local PBX extensions. No prefix added.

4.4.2.3 Configuring language settings

Directory Search uses the configured input language as the phone’s Screen language.
You can force another specific language for the whole system by doing the following:
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1. Open the file Cor pDi r\ xm \ confi g\ server. conf in Notepad.
2. Edit the Language parameter.

This parameter can, for example, be set to en for English, fr for French, and es for
Spanish.

The actual translated strings are kept in the | anguage. i ni file, stored on the web
server in the folder named Cor pDi r\ xni . In this file, translations for each text string
used in the application are stored. Example:

[ Name or Phone: |
en=Nanme or Phone:
fr=Nom ou Tél éphone:
de=Nane oder Nunmer:
es=Nonbre o Tel éf ono:
pt =Nonme ou Tel ef on:
sv=Namm el |l er tel efon:
fi=Nm tai numero:
no=Navn el l er telefon:
da=Navn el | er Tel ef on:

i t=Nome o Tel ef ono: nl =Naam of Tel ef oonnr :

Additional translations can be added to this file when needed.

4.4.2.4 Enabling logging

If required, logging can be enabled by setting the parameter trace to 1 in the file:
Cor pDi r\ xm \ confi g\ server. conf
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The default location of the log files is: Cor pDi r\ xm \ | og

A new log file is created every day and the file name is <date>.log, where date is in the
format: mmddyy.

4.4.2.5 Verifying settings

Start Internet Explorer and goto htt p: / /1 ocal host/ xm / di rectory/
Cor pDi r. php

{f‘ http:/ /localhost/=xml/ directory /CorpDir.php - Windows Internet Explorer

@AVIE http:,I',l'localhost,l'xml,l'direj B[+ K I EBing 2

File Edit Wiew Favorites Tools Help

<7 Favaries :éhttp:,I',l'Iocalhost,l'xml,l’directory...| | M v B - ) o=y - Page - Safety - Tools - -

=

=7¥ml version="1.0" encoding="150-8859-1" 7>
- <AastralPPhonelnputScreen type="string" destroyOnExit="yes">
«<Title=Corporate Directory</Title=
<Prompt>=Name or Phone:</Prompt>
<URL=http://localhost/xml/directory/CorpDir.php?
action=search</JRL>

<Parameter>nameorphone</Parameter:>
<Default /=

</aastralPPhonelnputScreens

If correctly configured, the web server returns an XML structure as shown above.

4.4.3 IP Phones Configuration

This section describes how to configure the IP phones to function with the Corporate
Directory application.

* MiVoice 4425 phones on page 61

» Mitel 7400 phones (End Of Life) on page 62
* Mitel 67xxi SIP phones on page 63

» Mitel SIP-DECT 3.0 on page 63

+ Mitel SIP-DECT 3.1 on page 64

4.4.3.1 MiVoice 4425 phones

Enabling menu on the phone

To enable the CorpDirectory menu item on the IP phone to load the Corporate
Directory application, the configuration file for DBC42x IP phone has to be changed. The
configuration file is d42x02- confi g. t xt and it is stored in the dbc42x02 directory on
the IP Phone Software Server.
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You must set the DirectoryAddress parameter (under the [ WAP] section) to the IP
address of the web server where the Corporate Directory is installed and the path to the
. aspx file.

Example: If the web server is running on a server with IP address 192.168.1.10 then the
parameter has to be set as:

Di rectoryAddress=http://192. 168. 1. 10/ Cor pDi r/ d4/ d4. aspx

There are additional parameters that has to be set in the configuration file. For more
detailed information, see the description for Configuration File for DBC 42x and
Installation Instructions for DBC 425 in the CPI for MiVoice MX-ONE.

Configure number translation

Number translation settings can also be configured under the [ WAP] section of the
d42x02- confi g. t xt file, see description for Configuration File for DBC 42x in the CPI
for MiVoice MX-ONE.

4.4.3.2 Mitel 7400 phones (End Of Life)

Enabling menu on the phone
* Mitel 7433 and 7434 terminals:

To enable the Corporate Directory application in the Contacts menu, the configuration file
for DBC43x IP phone has to be edited. The configuration file is d43x01- confi g. t xt
and it is stored in the dbc43x01 directory on the IP Phone Software Server.

You must set the DirectoryAddress parameter (under the [ WEBBr owser ] section) to
the IP address of the web server where the Corporate Directory is installed and the path
to the. aspx file.

Example: If the web server is running on a server with IP address 192.168.1.10 then the
parameter has to be set as:

Di rectoryAddress=http://192.168. 1. 10/ Cor pDi r/ d4/ d4. aspx

There are additional parameters that has to be set in the configuration file. For more
detailed information, see the description for Configuration File for DBC 43x and DBC44x
and Installation Instructions for DBC 43x and DBC 44x in the CPI for MiVoice MX-ONE.

* Mitel 7444 and 7446 terminals:

To enable the Corporate Directory application in the Contacts menu, the configuration file
for DBC44x IP phone has to be edited. The configuration file is d44x01- confi g. t xt
and is stored in the dbc44x01 directory on the IP Phone Software Server.

Document Version 1.0

CMG Configuration Guide




Configure Optional Server Software

The parameter to be changed is located under the [ WEBBr owser ] section and is
dependent on the phone model. This parameter can be set to the IP address of the web
server where the Corporate Directory is installed and the path to the . aspx file.

Example: If the web server is running on a server with IP address 192.168.1.10 then the
parameter can be set as:

http://192.168. 1. 10/ Cor pDi r/ d4/ d4. aspx

There are additional parameters that has to be set in the configuration file. For more
detailed information, see the description for Configuration File for DBC 43x and DBC 44x
and Installation Instructions for DBC 43x and DBC 44x in the CPI for MiVoice MX-ONE.

Configure number translation

Number translation settings can also be configured under the [ WAP] section of
the d43x02- confi g. t xt and d44x02- confi g. t xt files, see description for
Configuration File for DBC 42x in the CPI for MiVoice MX-ONE.

4.4.3.3 Mitel 67xxi SIP phones

To set the Corporate Directory application to one of the function keys, one of the
configuration files has to be updated. Normally, it is the model-specific configuration file
that has to be edited.

Example: If the web server is running on a server with IP address 192.168.1.10 and the
wish is to put a Corporate Directory button on the soft key 6, the parameters can be set
as:

softkey6 label: Corp Di r

softkey6 value: htt p: //192. 168. 1. 10/ xm / di rect ory/ Cor pDi r. php

4.4.3.4 Mitel SIP-DECT 3.0

Within SIP-DECT 3.0, the Corporate Directory for IP Phone can be used as XML
Application when the handset is in idle state. This requires adding the Corporate
Directory for IP Phone as XML application in the OMM using OMP.

Connect to the OMM using OMP and go to Configuration > System features > XML
Applications.
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Configure a new XML application
Create:

Name: CorpDir

Protocol: HTTP

Server: <IP address of CMG Server>

Path: /xml/directory/CorpDir.php

To access CMG with a 600c/d handsetuse »?
> Applications > CorpDir or create a softkey

to link to this application

4.4.3.5 Mitel SIP-DECT 3.1

SIP-DECT 3.1 supports XML directories. The handset can access the directory in idle or
call state using the Directory %9 function. (e.g. Key Up:“ , P*within call /dial state).

This requires adding Corporate Directory for IP Phone as XML directory in the OMM
using OMP. Connect to the OMM using OMP or Web service and System features >
Directory.

] ) media/image47.png
Configure a new directory entry

Create:

Type: XML

Name: CorpDir

Protocol: HTTP

Server: <IP address of CMG Server>
Path: /xml/directory/CorpDir.php

To access the CMG directory with a
600c/d handset, use the built in central
directory functions and softkeys.
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4.4 .4 Configure Prefix for Multi Node Configuration

If the PBX system includes multiple nodes, prefixes have to be specified in order to setup
calls between the different PBXs through the Corporate Directory application.

» Configuration of CMGUserInformationService (CWI) on page 65
» Configuration of Corporate Directory application on page 67

4.4.4.1 Configuration of CMGUserlnformationService
(CWI)

The CWI specific information is configured in the web. conf i g file.

Parameter Value

PrefixAdd If prefix is used, set this parameter to value “True”

PrefixMaxExtLen | The maximum length of the internal number. A value of 5
means that the prefix is added for internal numbers containing a
maximum of 5 digits.

PrefixExternal The outgoing prefix (trunk access code) that has to be appended
for external calls (all calls but local calls), for example 0 or 9.

PrefixInternational | The international Dialing Code, for example, 00.This prefix
replaces the + sign in the dialing strings.

To configure multi node configurations, do the following:

1. Open a text editor and edit the file:C: \ i net pub\ wwwr oot
\ CM&User | nf or mat i onSer vi ce\ web. confi g
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2. Add the parameters according to the example:

<appSettings>

<add

key="CM3User | nf or mati onSer vi ce. t heAnAConput er . AnA"

val ue="http://1 ocal host/ NwWAnA/ AnaSer vi ce. asnx"/ >

<add

<add

<add

<add

<add

<add

<add

<add

<add

key="CMGover si on" val ue="75"/>

key="Logi nModeW ndows" val ue="True"/ >

key="Local DBNoAnA" val ue="Fal se"/>

key="Val i dat eAnAToken" val ue="Fal se"/>

key="Prefi xAdd" val ue="True"/>

key="Prefi xMaxExt Len" val ue="5"/>

key="Prefi xExternal " val ue="0"/>

key="Prefixlnternational" val ue="00"/>

key="TracelLevel " val ue="0"/>

</ appSettings>

0 Note:

If the PBXs are configured with different extension length, the PrefixMaxExtLen
parameter has to be configured with the maximum extension length in the PBX
network.
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4.4.4.2 Configuration of Corporate Directory application

The value for localextlen has to set to a high value, for example “99”, to disable the built-
in logic for local numbers.

See section 3.4.2.2 for more information about the localextlen parameter.

4.5 Configuring CMG Personal Number Interface

» Configuration in MX-ONE Provisioning Manager on page 67

« Enable CMG Personal Number in CMG Configuration Manager on page 69
* Enable CMG Personal Number in CMG Directory Manager on page 70

» Add Parameters to the PBXSTDNIU Process for TSW/MX-ONE on page 71
* Forwarding Personal Number PRoFILES— General Information on page 71

4.5.1 Configuration in MX-ONE Provisioning Manager

For more information, refer to the Provisioning Manager documentation.

* Create a User on page 67
* Add User to the Administrator Group on page 68

4.5.1.1 Create a User

1. Start Provisioning Manager.
2. Click Users and then User. On the User page, click Add.

On the Add User - step 1/3 page, fill in the fields: Last Name and User ID, of the
user.

A password is optional (minimum 6 characters).

3. Select one or more options in the list Existing Department(s); Location(s) and
click on the right-arrow. The selected option appears under Selected Department(s)
Location(s). When finished click Next.

4. On the User - Add - step 2/3 page,

click the tab Service Summary to add an IP extension.
5. Click Add to the right of the field Add New Extension.
6. On the Extension - Add - step 1/ 2 page,

select IP from the Extension Type list and click Next.
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7. On the Extension - Add - step 2 / 2 page, select whether the user allows dialing
internal, regional, national or international phone calls, from the Common Service

Profile list.

6 Note:

This depends on how the system was configured in the startup.

8. Click Continue.

9. On the User - Change page, click Apply and on the next page click Done.

4.5.1.2 Add User to the Administrator Group

1. Start Provisioning Manager.

2. Click Administrators and then Administrator tab.
3. On the Administrator page, click Add and choose a User.

a. Assign User to: - a pre-defined Security Profile (with Manage/View User Data).

- Department(s): All

- Locations(s): All

b. Click Apply and on the next page click Done.

Administrator - Add
Apply Cancel

(?) User Name(s), Extension Number, Department:

(@) Security Profile:
(Z) Access to Department(s):

(?) Access to Subsystems in Location(s):

Search

® sven , Sven Svensson , Mitel Networks Corp

System Setup Admin ¥ || View... || Edit...
Existing Department(s), Selected Department(s),
Location(s): Location(s):
Mitel Networks Corp: Globen All
= Move Up
<— Move Down
Globen
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4.5.2 Enable CMG Personal Number in CMG Configuration
Manager

To turn on this function in CMG, do the following:

1. Open CMG Configuration Manager.
2. Expand Site Configurationand select PBX:s & Flash clients.
3. Set the following PBX variables:

PEX:s
PBXs
Type W/l
Name =B
IPC
Forward ICP
R
voice
Exten.
engl 1P length
Log level 4 Delay
Fill ch
Massage wait Call setup -
Display support ¥/ Individual ICP ®
Person al
number
PBX version WX ONE
acira: 02118
1P port &
Node user POXA
Node password [«
lick to dial
Click to dial link
MX-OME &g https://M0LKCIOLI0443 /mts/callback?
calling=2mynumacalled=/2enumadir=/% mynum

* Individual ICP: Enabled

* Personal number: Enabled

* PBX version (MiVoice MX-ONE or Mitel TSW)
* |IP address (to the PBX)

* |IP port (PBX port)
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o Note:

For MiVoice MX-ONE use port 80.
For Mitel TSW use port 23.

* Node user
* Node password
4. Expand CMG Web Components and select Parameters.

a. In the Enable/Disable functions section, set PersonalNumberMode to
ENABLED.

b. In the Personal number parameters section, set the following:

i. CMGServerAddress: The IP address to the CMG Server.

ii. PNConfigUrl: The URL to the personal number configuration directory.
c. Click Save.

4.5.3 Enable CMG Personal Number in CMG Directory
Manager

1. Open CMG Directory Manager.

2. Click the Settings tab and enable Personal number for the users that shall use the
Personal Number function.

3. Click Save.
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4.5.4 Add Parameters to the PBXSTDNIU Process for TSW/
MX-ONE

1. Open the Spman tool and set the PBXSTDNIU parameters:

Server: TBWIN200881N DBID:01 | = | = [IEH
File Command WinTools Help
Fragram [PExSTDOON
Frogram path | phrstdniu, exe o |
Parameters |45
Mew
it 1]
P a restarts 3 Delete
Start order 1]
Enabled I
| Deskt [ Previous
- 1 VRS
State Funning
Start time 151012 12:42
Errars i}
Additional parameters
Group M ame Walue
|Eonfig ﬂ {ExternalSys Disabled 3
- <Hewr:
. ExternalSys
_ Stalus 1 Edit [T5]eDelay 1]

LocalPort 6001
PHUx1

PHWaitForStatus Disabled
FallbackPHFProfi 0

2. Set the following parameters:

PNUrl: The CMG Server IP address and the web service URL, example; htt p: //
<CMG Server | P_addr ess>/ epbxws/ epbxws. asnx

PNWaitForStatus: Enabl ed

FallbackPNProfile: 1

If a variable does not exist, create it and set it to the relevant value.
3. Click Save and restart the process.

4.5.5 Forwarding Personal Number PRoFILES— General
Information

1. To display the Personal Number profiles in CMG Web to users, go to CMG CM > CMG
Web > Parameters and set the parameter PersonalNumberMode to ENABLED.
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. To set the Personal Number profiles, go to CMG Web > Preferences > Call Routing
Profiles > Personal Number — Forwarding Profiles.

. You cannot remove the first profile (profile1) from CMG Web. You can remove it only in
the MX-ONE PBX or through the phone. (However, you can remove the other profiles
in CMG Web.)

. If you have only one profile (profile1) then it will be the active one. You cannot de-
activate it in CMG Web. It can be de-activated only in the MX-ONE PBX or through the
phone.

. Use the Active radio button to alter the active state of profiles. Using this button, you
can choose the profile that you would want to be the active profile.

0 Note:

The Personal Number - Forwarding Profiles field now list upto 10 profiles.




Logging 5

This chapter contains the following sections:

* Log Levels
* Log Directory for each Component

All components in CMG have log files for troubleshooting.

Make sure that enough hard drive space is available, as there is no size limiter (except for
number of days) for the logging. This could, in extreme cases on servers with a small C:drive,
fill up the hard drive. For example, the individual log files for CMG Web Service can reach 900
MB in size each.

5.1 Log Levels

The log levels are set in the Registry. The levels are from lowest level (Error) to highest
(Debug). The higher log level the more information is written to the log file.

REGISTRY
Log Level Value Description
Error 0 Error logs are written when errors occur.
Warnings 1 Warning logs are written when the system diverges from

normal behaviour.

Info logs are written for normal events in the system.This is

Info 2 the default log level for customer site installations.
Detailed logs but without extra data output needed for
Trace 3 :
debugging.
Debug 45,6 or 7 | The most detailed log level. Logs debug data.
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5.2 Log Directory for each Component

This section describes where find the log files for each component.

On new installations, the default log directory starts with:

C\ProgranData\M tel \. ..

C\ProgramFiles (x86)\Mtel\...
On upgraded system, the default log directory starts with:

C.\ ProgranDat a\ Aastra\. ..
C.\ Progr anDat a\ Net wi se\. ..

C.\Program Fil es (x86)\ Aastra\...

» Default software on page 74
+ Optional software on page 76

5.2.1 Default software

* AnA Web Service on page 74

» BluStar License Manager on page 75

*+ CMG Web and CMG Web Service on page 75

+ Calendar Connection on page 75

* CMG Activity Information Service (CWI) on page 75

+ CMG Configuration manager and Directory Manager on page 75
* CMG Office Web Components on page 76

* CMG Server on page 76

* CMG User Information Service (CWI) on page 76

» Enterprise License Manager (Server and Client) on page 76

5.2.1.1 AnA Web Service
The default log directory for Ana Web Service:

C:\nicesrv\log
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5.2.1.2 BluStar License Manager

The default log directory for BluStar License Manager is:

C\Program Files (x86)\Mtel\Bl uStarLicensemanager\

5.2.1.3 CMG Web and CMG Web Service

The default log directories for BSW Web respective BSW Service are:

C.\ ProgranDat a\ M t el \ CMGWeb. Wb\

C.\ ProgranDat a\ M t el \ CMGWDb. Servi ce
Change of log level (1-7, default 3) for CMG Web Service:

C\Program Files (x86)\Mtel\CMoWbServi ce
\ CMGWebSer vi ceConfi g. xm

5.2.1.4 Calendar Connection
The default log directory for Calendar Connection is:

C.\Program Fi |l es (x86)\ Aastra\ Cal endar Connecti on\ Defaul t\| ogs

5.2.1.5 CMG Activity Information Service (CWI)

The default log directory for CMG Activity Information Server is:

C.\nicesrv\log
5.2.1.6 CMG Configuration manager and Directory
Manager

The default log directory for CMG CM and CMG DM is:

C:\nicesrv\log
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5.2.1.7 CMG Office Web Components

The default log directory for CMG Office Web Components is:

C.\nicesrv\log

5.2.1.8 CMG Server

The default log directory for CMG Server is:

C:\nicesrv\log

5.2.1.9 CMG User Information Service (CWI)

The default log directory for CMG User Information Service is:

C.\nicesrv\log

5.2.1.10 Enterprise License Manager (Server and Client)

The default log directory for ELM server and client is:

C.\Program Files (x86)\Mtel\License Manager\| og

5.2.2 Optional software

* Optional - CMG Quick (client) on page 77

* Optional - BluStar Server and BluStar Presence Server on page 77
» Optional - CMG AD Sync on page 77

* Optional - CMG Corporate Directory for IP phone on page 77

* Optional - CMG IP Phone Services for Cisco on page 77

* Optional - CMG Personal Number Interface on page 78

* Optional - CMG Server SQL Express backup on page 78

* Optional - LSSCom Client Standalone on page 78

* Optional - Mitel LDAP Server on page 78

Document Version 1.0

CMG Configuration Guide




Logging

5.2.2.1 Optional - CMG Quick (client)

The default log directory for CMG Quick (client) is:

% OCALAPPDATA% M t el \ Bl uSt ar Qui ck

5.2.2.2 Optional - BluStar Server and BluStar Presence
Server

The default log directory for BluStar Server is:
C\Program Files (x86)\Mtel\BluStar Server\Trace
The default log directories for BluStar Presence Server are:

C\ProgramFiles (x86)\Mtel\BluStar Server\Trace\PresenceServer

C\ProgramFiles (x86)\Mtel\BluStar Server\PresenceServer\l ogs

5.2.2.3 Optional - CMG AD Sync

The default log directory for CMG AD Sync is:

C.\ ProgranDat a\ M t el \ ADSync\

5.2.2.4 Optional - CMG Corporate Directory for IP phone

The default log directory for CMG Corporate Directory for IP Phone is:

C.\Program Fil es (x86)\ Aastra\ CorpDir

5.2.2.5 Optional - CMG IP Phone Services for Cisco

The default log directory for CMG IP Phone Services for Cisco is:

C.\nicesrv\log
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5.2.2.6 Optional - CMG Personal Number Interface

The default log directory for CMG Personal Number Interface is:

C.\Program Fi |l es (x86)\ Aastra\ Per sonal Nunber\ EPBXW5\ Log

5.2.2.7 Optional - CMG Server SQL Express backup

The default log directory for CMG Server SQL Express Backup is:

C.\Program Fil es\M crosoft SQ. Server\MSSQL11l. MSSQLSERVER\ M5SQL
\ Backup

5.2.2.8 Optional - LSSCom Client Standalone

The default log directory for LSSCom Client Standalone is:

C.\Program Fil es (x86)\ Aastra\ Cf gAgent\ Logs\ Cf gAgent _YYMVDD. | og

5.2.2.9 Optional - Mitel LDAP Server

The default log directory for Mitel LDAP Server:

C\Program Files (x86)\M tel\TSLDAP\I og



Troubleshooting

This chapter contains the following sections:

* Enterprise License Manager (ELM)
+ CMG Web Trace Level

* Microsoft ODBC Drivers

* Microsoft Windows Server OS

This section describes what kind of information that is useful and has to be kept ready when

troubleshooting the CMG Server applications.

6.1 Enterprise License Manager (ELM)

The ELM setup contains software for both Server and Client (if required).

* ELM Client Installation on page 79
* ELM Server Installation on page 79

6.1.1 ELM Client Installation

0 Note:

If BluStar License Manager and ELM Server are installed on separate servers, the
ELM Client has to be installed on the same server as BluStar License Manager.

6.1.2 ELM Server Installation

When installing ELM on a Windows 2012 R2 server, the following error may occur:
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General View Manage About

We are sorry...

but Your request cannot be fulfilled at this time.

2014-05-28

Unspecified failure
Error number : 429

Error source : Microsoft VBScript runtime error
Error description : ActiveX component can’t create object

Enterprise License Manager

To correct this error, make sure that the following boxes are checked in Windows
2012 Server Manager -> Manage -> Add Roles and Features -> Web Server ->

Management Tools

4 [m] Management Tools (3 of 7 installed)
v [i5 Management Console {Installed

4 15 6 Management Compatibility (1 of 4 ins
¥| IS 6 Metabase Compatibility (Installed
[C] i5 6 Management Console
[] 1S & Scripting Tools
[ 115 6 WMI Compatibility

L 5 Management Scripts and Toaols

[] Management Service

If the error remains, please contact the Mitel Support.

6.2 CMG Web Trace Level

A new appSetting must manually be added to change the log level in CMG Web. Edit
\'i net pub\ wwwr oot \ CMGWAeb\ web. conf i g for CMG Web and add the appSetting

LogLevel.
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<appSettings>

<add key="LogLevel” value="3" [>...

</ appSettings>

Valid values are 1, 2, 3 and 4. If not set, the log level is set to 3.

6.3 Microsoft ODBC Drivers

For problems connecting a database through ODBC drivers, verify the connection
parameters using MS Query ( MSQRY32. EXE) from MS Office.

MS Query makes it possible to access the database through ODBC and see the
structure of tables, available views and field names. For advanced troubleshooting,
tracing can be activated within Windows ODBC configuration.

Default update intervals:

« Server - The Server checks for updates in the update folder at startup and every 60
minutes thereafter.

+ Client - The client checks for updates at startup and every 15 hours thereafter.

Please refer to the Microsoft documentation for details.

6.4 Microsoft Windows Server OS

There is no particular method for tracing the communication between Mitel products and
the Windows Server operating system (OS) using only one specific trace tool. However, it
is possible to activate product specific tracing, as described in this document.



Appendix | - Changing to Domain
Account

This appendix describes how to change from the local nice account to a domain account.
It is now possible to install CMG with both a local account and a domain account.

Important! Future updates of CMG will fetch the account and the encrypted password from
the registry. If you plan to use a domain account, be sure to create the domain account with
the exact same password as the local nice account, or install nice with the password that the
existing domain account already has.

o CMG Server -

CHG Local Account

Thiz account iz uged far administenng the CMG Server.

IJzend

xxxxxxxxx

Paszword |

xxxxxxxxx

Confirn Pazsword I

< Back | Mewst = | LCancel |

To change CMG to run on a domain account after the installation, do the following:

1. Start Windows Services.
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2. Double-click on the Nice Server (01) service and change to the domain account. See the
following example:

3. If there is a need to run SQL Server on the same account, double-click on the SQL Server
(MSSQLSERVER) service and change to the domain account. See the following example:

S

4. If there is a need to run SQL Server Agent on the same account (not valid for SQL Server
Express), double-click on the SQL Server Agent (MSSQLSERVER) service and change to
the domain account. See the following example:
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5. Run \NiceSrv\web\MTSCMGComSetup.exe to change identity for the CMG Components:

) MTSCMGCom Setup
File Help

Install CMGCom in Transaction Serser

FPackage name:

Hel
|CMGCam e

Fath ta dlis Wningtall
| C:\Micesr\web \CMG Comd dll

|E:\Nicesw\web\EMG Comnz.dl
| C:\Micesr\webSCMCom.di

Inztall Package

| Stop & Shutdown

Package identity:
Username:  |DOMAINYaCcount

Paszword: | ******** 4

Start Service

Exit

chfkel |

6. Remove the local Windows account nice from SQL logins and add ‘DOMAIN\Account’. See

the following example:

Add sysadmin as Server Role for * DOMAIN\Account’.

7. Remove the local Windows account Nice if there is a need for it. See the following

example:
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8. Change the registry parameter ‘Username’:

a. On a 32-bit Windows, change the value of registry parameter HKEY_LOCAL_MACHINE
\SOFTWARE\Netwise\Username to ‘DOMAIN\Account’. See the following example:

e

o 7 1008

b. On a 64-bit Windows, Change the value of registry parameter HKEY_LOCAL_MACHINE
\SOFTWARE\Wow6432Node\Netwise\Username to ‘DOMAIN\Account’. See the
following example:

e s s

0 Note:

The screenshots in this appendix are from a CMG installation on Windows 2008 with SQL
2008. If CMG is installed on Windows 2012/R2 with SQL 2012, the examples would look a
bit different, but the procedure would be the same.




Appendix Il - Configuring Single Sign- 8
On

This chapter contains the following sections:

* Single Sign-On for CMG Web

This appendix describes how to configure Single Sign-On on a Windows Server.

For Single Sign-On (SSO) to work, both the CMG Server and the CMG users have to belong
to the same domain.

6 Note:

The screenshot examples below are from Windows Server 2008 (32-bit).

8.1 Single Sign-On for CMG Web

To configure Single Sign-On for CMG Web, do the following:
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1. Open CMG Configuration Manager.

Base path is: CMG Web => Parameters => Windows Authentication

a. Give the IP or hostname of the AD server to be used for signing on user when
windows authentication is needed:

=> Active Directory Server
b. The LDAP path indicating the part of AD to be used for authentication:

=> Active Directory Path
c. Username and password for connecting to AD server:

=> Active Directory Username

=> Active Directory Password
d. Pick a miscfield in the database to hold the login information:

=> Active Directory User Identifier Field

e. Pick a field in CMG that is unique for a user that is used to match an AD user with a
CMG user:

=> CMG User Identifier Field
f. User authentication type can either be set to CMG or Windows.

Used when forms authentication is configured in IIS Manager:

=> User Authentication Type
2. Open CMG Directory Manager.

a. Enter information in CMG DM for all users in the newly renamed miscfield, in the
format DOMAIN\USERNAME.

3. Open IIS Manager and set Anonymous Authentication to “Disabled” and Windows
Authentication to “Enabled” for CMGWeb:

e Internet Information Services (IIS) Manager

o ~
@ | P r WIN-NFIF43IMAMN  » Sites » Default'Web Site » BluStaréeb »

File View Help

Connections L
-8 ‘i Authentication
€5 Start Page )
4 b; \I’.;"If*!-i_-g v v (e v e IWAdministrator) Group by: No Grouping
L. [ Application Poals Narne - Status Response Type
4-[@ Sites ]Anon)rmous Authentication Enabled |
4 &) Default Web Site ASP.NET Imnpersonation Disabled
p aspnet_client Basic Authentication Disabled HTTP 401 Challenge
b AttendantConfig Digest Authentication Disabled HTTP 401 Challenge

- AttendantConfiguration'deb Forms Authentication Enabled HTTP 302 Login/Redirect
b ‘1' BluStarweb IW'mdaws Authentication Disabled HTTP 401 Challenge |




SINGLE SIGN-ON FOR CMG WEB
USING SAML

This chapter contains the following sections:

+ TO CONFIGURE SINGLE SIGN-ON FOR SAML
+ METADATA FILE FORMAT:
+  SAML REQUEST AND RESPONSE EXPECTATIONS

Before configuring Single Sign On for SAML, ensure that the IDP has the following setup:

* The default value of Entity ID for CMG Web is set to MitelBluStarWeb.

» All the users must have a valid email address in CMG Web which are linked to the user
records.

« If the client configuration has multiple CMG Web URLs configured for a single instance,
then all the URLs must be configured on the client’s IDP.

* The SAML response from client IDP must have a valid Signature. For more details on the
format for a valid signature, see the section SAML AUTHENTICATION RESPONSE FROM
IDP TO CMG: on page 93.

* CMG Web will be using the POST URL from metadata file to send SAML request.
* The metadata’s Name ID format must be —

urn: oasi s: nanes:tc: SAM.: 1. 1: nanei d-f or mat : ermai | Addr ess
9.1 TO CONFIGURE SINGLE SIGN-ON FOR SAML

1. Open the Install directory of CMG Web, default path is: C: \ i net pub\ wwwr oot
\ CMGWeb

2. Add the following metadata file configuration:

a. Create a new folder App_Data in the below path:

C.\i net pub\ wwwr oot \ CMGWeDb\

b. Copy the IDP metadata file in the App_Data folder, and rename the file as
met adat a. xmi .
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SINGLE SIGN-ON FOR CMG WEB USING SAML

o Note:

You can get the metadata file from the client. For more details on Metadata file
format, see the section Metadata File Format.

3. To configure the SAML CMGWeb.configuration file:
a. Enter the following key details under the <appsettings> tag:

i. <add key="MetadatalLocation" value="{Path_Of Metadata_File}"/>

Enter the path value of the meta data file. The path value is set to value="~/
App_Dat a/ net adat a. xm ”

ii. <add key="Ser vi cePr ovi der Ur | " value="{ CMG\Wb_Si gn_Page Ul }"/>
Enter the complete CMGWeb Sign In URL. For example:
http://localhost/CMGWeb/Signin

The domain of the URL specified should be a localhost.
iii. <add key="STSNane" value="{ Nane_of _The_Provider}" />

Enter the STS name, that is, the Name of the Provider. By default, the value is
External Sign In and the client can change this value.

Figure 1: SSO-Login at Identity Provider (IDP)
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http://localhost/BluStarWeb/SignIn

SINGLE SIGN-ON FOR CMG WEB USING SAML

‘ User visits the
required login web
Start S

Validate and
parse the SAML

Userlogs |«
h
R
Generates SAML response Sonce SAML Redirects to CMG
with User Info ESSFPEV M:SIS Web login page

| e——

U
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SINGLE SIGN-ON FOR CMG WEB USING SAML

9.2 METADATA FILE FORMAT:

The metadata file has attributes value in place of “{}” and requires tags such as
X509Certificate, SingleLogoutService, NamelDFormat and SingleSignOnService. The
metadata file format is as follows:

<?xm version="1.0""?7>

<EntityDescri ptor

xm ns="urn:oasis: nanes:tc: SAML: 2. 0: netadata" entityl D="{}">

<| DPSSCDescr i pt or

xm ns:ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#"

pr ot ocol Support Enuner ati on="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol ">
<KeyDescri ptor use="si gni ng">

<ds: Keyl nf oxm ns: ds="htt p: // www. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: X509Dat a>

<ds: X509Certificate>{}</ds: X509Certificate>

</ ds: X509Dat a>

</ ds: Keyl nf 0>

</ KeyDescri pt or >

<Si ngl eLogout Ser vi ce
Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="{}"/>

<Nanel DFor mat >ur n: oasi s: nanes:tc: SAM.: 1. 1: nanei d-
format ; emai | Addr ess</ Nanel DFor nat >
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SINGLE SIGN-ON FOR CMG WEB USING SAML

9.3 SAML REQUEST AND RESPONSE EXPECTATIONS

Ensure that the IDP is compatible with CMG Web’s request and response syntax,
because CMGWeb reads SAML token only in the formats given in the following sections:

+ SAML AUTHENTICATION REQUEST FROM CMG WEB TO IDP: on page 92
* SAML AUTHENTICATION RESPONSE FROM IDP TO CMG: on page 93
+ SAMPLE METADATA, REQUEST AND RESPONSE on page 96

9.3.1 SAML AUTHENTICATION REQUEST FROM CMG WEB
TO IDP:

1. The SAML authentication request sent to IDP will be in the following format:

2. Here only the AssertionConsumerServiceURL and ID attribute values would be set
when sending a request to IDP.

3.ID - This is the Unique Id generated for each request.
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SINGLE SIGN-ON FOR CMG WEB USING SAML

4. AssertionConsumerServiceURL - This URL is taken from the ServiceProviderUrl
parameter.

<sanl p: Aut hnRequest I D="{}" Version="2.0"
| ssuel nst ant =" 2017- 06- 08T10: 51: 272"

Pr ot ocol Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
AssertionConsuner Servi ceURL="="{}"

xm ns: sanl p="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol ">

<sam : | ssuer
xm ns: sanml ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion">Mt el Bl uSt ar Web</
sam : | ssuer >

<samnl p: Nanel DPol i cy For mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: nan®i d-
format:unspecified" AlowCreate="true" />

<sam p: Request edAut hnCont ext Conpari son="exact">

<sam : Aut hnCont ext C assRef
xm ns: sanl ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion">urn: oasi s: nanes: tc: SA
sam : Aut hnCont ext C assRef >

</ sanm p: Request edAut hnCont ext ></ sanml p: Aut hnRequest >

9.3.2 SAML AUTHENTICATION RESPONSE FROM IDP TO
CMG:

1. The SAML response that CMGWeb receives from IDP must be in the following format.
2. The {} curly braces enclose the actual values.

<sam p: Response
xm ns: sanml ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion”
xm ns: sam p="urn: oasi s: nanmes: tc: SAM.: 2. 0: prot ocol "
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I D="{}" Version="2.0" |Issuelnstant="2017-06-08T10: 30: 44Z"
Destination="{recipient}" |InResponseTo="{}">

<sam : | ssuer>{}</sanl : | ssuer>

<sam p: St at us>

<sam p: St at usCode

Val ue="urn: oasi s: nanes:tc: SAM.: 2. 0: status: {}"/>
</ samnl p: St at us>

<sanl : Assertion

xm ns: sanml ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion”

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" xm ns: xsi ="http://
www. W3. or g/ 2001/ XM_Schema- i nst ance"” Versi on="2.0"
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| D="pf x1abc4703- b737- cbc2- bdd5- d35d07edbec6"
| ssuel nstant ="2017-06-08T10: 30: 447" >

<sam : | ssuer>{}</sanl : | ssuer>
<ds: Signature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf o>

<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 10/
xm - exc-cl4n#"/ >

<ds: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/
xm dsi g#r sa- shal"/ >

<ds: Ref erence URI ="#pfxlabc4703-b737-cbc2- bdd5-d35d07edbec6" >
<ds: Tr ansf or ns>

<ds: Transform Al gorithm="htt p://ww. w3. or g/ 2000/ 09/
xm dsi g#envel oped- si ghature"/ >

<ds: Transform Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc-
clan#"/ >

</ ds: Transfornms><ds: D gest Met hod Al gorithm="http://
www. W3. or g/ 2000/ 09/ xm dsi g#shal"/ >

<ds: Di gest Val ue>{} </ ds: Di gest Val ue>

</ ds: Ref erence>

</ ds: Si gnedl nf 0>

<ds: Si gnat ur eVal ue>{} </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>

<ds: X509Dat a>
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9.3.3 SAMPLE METADATA, REQUEST AND RESPONSE

Metadata File Sample:

<?xm version="1.0"7?>

<EntityDescriptor xm ns="urn:oasis: nanes:tc: SAM.: 2. 0: net adat a"
entityl D="https://app.onel ogi n. com san / met adat a/ 644310" >

<| DPSSQDescri ptor xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
pr ot ocol Support Enuner ati on="ur n: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol ">

<KeyDescri ptor use="signi ng">
<ds: Keylnfo xm ns:ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#" >
<ds: X509Dat a</ ds: X509Dat a></ ds: Keyl nf o></ KeyDescr i pt or >

<Si ngl eLogout Servi ce
Bi ndi ng="ur n: oasi s: nanes: t c: SAML: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://qwert-dev.onel ogin.com trust/sam 2/ htt p-
redirect/sl o/ 644310"/ >

<Nanel DFor mat >ur n: oasi s: nanes:tc: SAM.: 1. 1: nanei d-
f or mat : emai | Addr ess</ Nanmel DFor nat >

<Si ngl eSi gnOnSer vi ce
Bi ndi ng="ur n: oasi s: nanes: t c: SAML: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://qwert-dev.onel ogin.com trust/sam 2/ htt p-
redirect/sso/ 644310"/ >

<Si ngl eSi gnOnSer vi ce
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://qwert-dev. onel ogi n.con trust/sam 2/ htt p-post/
sso/ 644310"/ >

<Si ngl eSi gnOnSer vi ce
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: SOAP"
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Location="https://qwert-dev. onel ogin.con trust/sam 2/ soap/
sso/ 644310"/ >

</ 1 DPSSQDescr i pt or >

</ EntityDescriptor>
Authentication Request Sample:

<sam p: Aut hnRequest | D="_4f d95a67- 8e72-4054- 91d5-c7f b3d0c8b9a"
Versi on="2.0" |ssuelnstant="2017-06-08T10: 51: 272"
Pr ot ocol Bi ndi ng="urn: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP-
POST" AssertionConsuner Servi ceURL="http://| ocal host: 58267/
Si gnl n" xm ns: sam p="urn: oasi s: nanmes: tc: SAM.: 2. 0: prot ocol ">

<saml : | ssuer
xm ns: sam ="ur n: oasi s: nanes:tc: SAM.: 2. 0: asserti on">M t el Bl uSt ar Web</
sanl : | ssuer >

<sam p: Nanel DPol i cy Format ="urn: oasi s: nanes:tc: SAM.: 2. 0: nan®i d-
format: unspeci fied" Al owCreate="true" />

<saml p: Request edAut hnCont ext Conpari son="exact">

<sanl : Aut hnCont ext Cl assRef
xm ns: sam ="urn: oasi s: nanes:tc: SAM.: 2. 0: asserti on">urn: oasi S: nanes: tc: SA
sanl : Aut hnCont ext Cl assRef >

</ sam p: Request edAut hnCont ext >

</ sam p: Aut hnRequest >
SAML Response sample:

<sam p: Response
xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion”
xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "
| D="R0141a8df a0ed8f 47d0d7034f 6e55dde257620ad3" Ver si on="2. 0"
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| ssuel nst ant =" 2017- 06- 08T10: 30: 44Z" Destinati on="{recipient}"
| nResponseTo="_01c34e63- e72d- 4b5c- b4c7- 575b08a08ada" >

<saml : | ssuer>https://app. onel ogi n. com sam / net adat a/ 644310</
sam : | ssuer>

<sam p: St at us>

<sam p: St at usCode
Val ue="ur n: oasi s: nanes: tc: SAM.: 2. 0: st at us: Success"/ >

</ samnl p: St at us>

<sanl : Assertion

xm ns: sanml ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion”

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" xm ns: xsi ="http://
www. W3. or g/ 2001/ XM_Schema- i nst ance"” Versi on="2.0"
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| D="pf x1abc4703- b737- cbc2- bdd5- d35d07edbec6"
| ssuel nstant ="2017-06-08T10: 30: 447" >

<saml : | ssuer>https://app. onel ogi n. com sam / net adat a/ 644310</
sam : | ssuer>

<ds: Signature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >

<ds: Si gnedl nf o>

<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 10/
xm - exc-cl4n#"/ >

<ds: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/
xm dsi g#r sa- shal"/ >

<ds: Ref erence URI ="#pfxlabc4703-b737-cbc2- bdd5-
d35d07edbec6" ><ds: Tr ansf or ns>

<ds: Transform Al gorithm="htt p://ww. w3. or g/ 2000/ 09/
xm dsi g#envel oped- si ghature"/ >

<ds: Transform Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc-
clan#"/ >

</ ds: Tr ansf or ns>

<ds: Di gest Met hod Al gorithm="http://ww. w3. org/ 2000/ 09/
xm dsi g#shal"/ >

<ds: Di gest Val ue>WjKsl dUb9/ p41184UaTxsB2j S+l =</ ds: Di gest Val ue>

</ ds: Ref er ence>

</ ds: Si gnedl nf 0>

<ds: Si gnat ur eVal ue> ==</ds: Si gnat ur eVal ue>

<ds: Keyl nf 0>

<ds: X509Dat a> Document Version 1.0
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Appendix lll - Using Import Export 10
Configuration Tool

This chapter contains the following sections:

» Export Configuration

* Import Configuration

* Event Viewer

* Printing Import/Export Configuration

» Settings
* Additional Information
*  Queries
» Support

This appendix describes how to use the Import Export Configuration tool, which is used to
configure the Import and Export jobs in CMG.

The Import Export Configuration tool is located in the <dri ve: >\ Ni ceSr v\ pgmdirectory
and is called | mpExpCf g.

10.1 Export Configuration

This section describes how to do an export configuration.

Do the following:

1. Open the Import/Export Configuration Tool.
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2. On the start screen, click File and then select New (or Open or Delete) to display the
New job dialog:

i Import/Export Configuration Tool - New job = |22 -

File Programs Settings Cueries Help

Databaze Type of job: Mame in Spman:

I = =] =l
Get fieldnames from DB

W !

r

Database to set up the job in

E it the Import/E xport/Configuration tool |

The title bar shows the kind of operation being performed (in this case New job).
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3. Select the Database, the Type of job and the Name in Spman, then click
Parameters.

A new section (Parameters) appears in the dialog.

i Import/Export Configuration Tool - New job I;‘i-

File Programs Settings Queries Help

[ratabaze Type of job: Mame in 5pman:
[Micent ~|  [|exFoORT ~|  |ExPORT =]
Get fieldnames from DB
W !
in Swedish Parameters
7
Parameters
Rerun at (hhimm):  Run every (s3] Log level: Don't execute at once  Enable job
[l [ [5 r o

Parameters: -n EXPORT 15

Exit the Import/E xport/Configuration tool
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4. Type when and how often the job should run, then click Layout & Fields.

The following dialog is displayed:

= Export Configuration - Edit EXPORT

File Tools

Export Fields

Layout T Export Fields
Output destination of textfile; [130f128) Fixed length: Include Org:
.| |pisabled  ~|  |Erabled |
[T Add date to the end of the filename \ialid date: Inchude Drgl:
Field separator. ~ Subjseparator. SubjFlags: | |E niabled j
| TAB | 3 |Disabled ﬂ Org separator; Include Org2:
| \ |Enabled |
T ables [other than main). [Advanced] 0O of 255
| OrgSubFieldSepChar;  Org full path:
> Dizabled -
Where statement: 0of 255 | | : J
Org InclPri
| Count Besult Dizabled =
Order By: 0 of 285 Org InclSortids:
|I_name, f_name Dizabled -
LCancel | Save |

Full path including filename to the output textfile

The title bar shows the name of the job being edited.
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5. Define the Export text file (see example in the previous dialog) and click on the Export
Fields tab. The following dialog is displayed:

= Export Configuration - Edit EXPORT -
File Tools

Export Fields

Layout T Export Fields

Awailable fields Characters: Chosen fields:

“Chemts'

abzent
access_out
ACCIEas0n
actdate

clazs cordless
class_ext
click_to_call
cordless - [Mobil)
custgrp

deactdate
cep - Dep) = __Down_|
dep2 - [Depl]

deppri
directory_dep X

Available fields: 98 Exported fields: O

i

{{==

!

Lancel Save

Full path including filename to the output textfile
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6. Select the fields to be exported from Available fields, and then click Save.

The following dialog is displayed:

i Import/Export Configuration Tool - New job = |22 -
File Programs Settings Cueries Help
[atabasze Type of job: Mame in 5 pman:
[Micent =] |exPoORT ~|  |ExPORT Bd|
Get fieldnames from DB
W !
in Swedish Parameters
7
Parameters
Rerun at (hhimm):  Run every (s3] Log level: Dion't execute at once  Enable job
[ ] [ ] [ 5 B C
Parameters: -n EXPORT 15
Bun in conszole
[ Logenoars ta file Wiew Testfile
Wiew logfile
E it the Import/E xport/Configuration tool |

From this dialog, the job can be tested and the exported text file can be viewed.

10.2 Import Configuration

This section describes how to import a configurat

ion. The Import configuration process is

similar to Export configuration, except that there are three tabs to configure.

Layout Tab on page 106

Default Values Tab on page 108
Import Fields Tab on page 108
Importing the Text File on page 109

10.2.1 Layout Tab

The Import text file is specified on the Layout tab.
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- Import Configuration - Edit IMPORT [ x|
File Tools
Import Fields
Layout ] Default Values 1 Import Fields
Input destination of textfile: [240f128) Fixed length:
[E:\KF’N_BEheal\impml bt . Disabled =
DeleteDelay:
Field separatorl  Subj separator: /T
: 1
= = Org separator:
Function code: OrgUrits /
1 KeepSign: OrgPrilncluded:
hd ¢ OigUse0nlyDesc gep Ll LAl
Rename fle: W OigDesclsFullPath [Disabled  ~| [Disabled - |
Disabled  ~ " OrgUseOnlyOrg2 SubjFieldRemovel eadingSpace:
Append subject: " DigUseDescandOrgl Enabled :l'
Disabled -  Orglnclorg? ML.I“ID'EHECUIdMUdE DefaultSOLTime:
[Disahlad LI |\

Cancel Save

HNumber of milliseconds for the query execution

Ensure the imported data field values do not include any of the following permanently
restricted characters.

< | ; “ &#

0 Note:

“&#” as a combination is not allowed. “&”’and “#” as single characters are still allowed.

There are some other special characters that are not allowed in DM 8.5 version
by default. But, you can choose to allow these characters or restrict it in CMG CM
application.

To configure the list of allowed and restricted characters, go to CMG Directory Manager
> Parameters > ExceptionCharactersList.

Quickinfolnchided

Receptiondlisc
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6 Note:

If these restricted characters are included in any of the imported data fields, then the
import will fail to CMG and this will be logged in the import log file.

10.2.2 Default Values Tab

The default values for fields that are not imported are configured on the Default Values
tab.

- Import Configuration - Edit IMPORT -

File Tools

Import Fields

Layaut T Default Values T Impirt Figlds
Diefault custgroup: DefaultSearch_Mame v DefaultvisitorHostEnabled [~
1 Wiew CHMG DefaultSearch_office v
DefaultDeppri DefaultDirectany_name 2
500 DefaultDirectory_dep v DefaultSubjectFlags
DefaultPhsid: DiefaultClass_est - [ T - Operators
1 Wiew CMG DefaultClass_Cordless - [ K- Phonebook
Bz Defaulttdeszage_wait v [ 5 - Subject index
MULL Wiew CMG Defaults ecretary - [ 0O -Office uzers
D efaultProfilelevel: DefaultT elnoPri v
4 - DefaultS howlist -
DefaulFisedPhoneExists [~

LCancel Save

Full path including filename to the input textfile

10.2.3 Import Fields Tab

The fields into which data has to be imported are selected on the Import Fields tab.
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& Import Configuration - Edit IMPORT [ x|
File Tools

Import Fields

Layaut T Default Values T Import Fields

Awailable figlds Characters: Chogen fields:

actdate R
clage cordless
class_est )
click_to_cal Feyfield [ .
cordless - [Mobil] Mo keyfield
CTRL

custarp —
deactdate
depl - [Depl)
dep? - [Depd)
deppri
directory_dep -

Use az key

1]

Crown
directony_name

division - [Div]

f_name - [Frmamn] s

!

{==

R EE

Available fizlds: 31 Irmported fields: 0

LCancel Save

Full path including filename to the input textfile

10.2.4 Importing the Text File

When all values have been specified and saved, the following dialog is displayed:
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i Import/Export Configuration Tool - New job I;Ii-

File Programs Settings Queries Help

Databaze Type of job: Mame in 5pmar:

[Micent | [mFORT ~| |mPORT =]

v Get fieldnames from DB

i Swedish Parameters

7

Parameters

Ferun at (hhemm): Bun every (23] Log level: Dion't execute at once  Enable job
[ ] [ ] [ 5 ] [

Parameters: -n IMPORT 15

Bun in conzale

[ Log emars tao file

Wiew logfile

Wiew Textfile

Exit the Import/E xport/Configuration toal |

From this dialog, the job can be tested and the import text file can be viewed.

If anything goes wrong, use the Windows Event Viewer to check for errors. In this case,
the job has to be restarted from Spman tool.

10.3 Event Viewer

Event Viewer is launched from the menu Programs > Event Viewer.
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H Event Yiewer

| Action  view |J<:=- -b|||@

Tree I

@ Event Viewer {Local)
HRApplication Log
4| Security Log
4| System Log

- O] x|

Application Log 1 898 event(s)
Tvpe | Date | Time | Source | Ceﬂ
&Warning Z006-05-10 0510015 Mice0z T
&Warning Z006-05-10 05:0913 Mice0z T
&Warning Z006-05-10 05:05:11 Mice0z e
&Warning Z006-05-10 05:07:09 Mice0z T
&Warning Z006-05-10 05:06:07 Mice0z e
&Warning Z006-05-10 05:05:05 Mice0z T
&Warning Z006-05-10 05:04:035 Mice0z e
&Warning Z006-05-10 05:03:01 Mice0z T
&Warning 2006-05-10 04:32:01 Mice0z T
&Warning 2006-05-10 04:30:59 Mice0z T
&Warning 2006-05-10 04:03:05 Mice0z Tl
&Warning 2006-05-10 04:02:03 Mice0z Tl
&Warning 2006-05-10 04:01:01 Mice0z Tl
@'Infnrmation 2006-05-10 0z2:06:06 Seedli M
&Warning 2006-05-10 01:21:38 Mice0z T
&Warning 2006-05-10 01:20:36 Mice0z Tl
&Warning 2006-05-10 01:19:34 Mice0z T
@Warning 2006-05-10 01:18:32 Nicel2 ME
< | | »

| |

Sometimes, Nice Service stops after an Export or Import. If this happens, start it again
from Windows Services. Services can be started from the menu Programs > Services.

Services

1
%Nice Server (02)
8R4 NT LM Security Sup...
%Office Source Engine
%pcnnvwhere Host 5.,
i .

Started Automatic

Skarted Automatic
Provides 5...  Started fanual
Sparar inst,.. ranual
"Allows Re. ..

fanual

| action  iew |J4--b| ||@|Jb I om |
Tree I Marme  / | Descripkion | Skakus | Startup Type | Lag On As ﬂ
% Services (Local) %Internet Connectio...  Provides n... Manual LocalSystern
%IPSEC Palicy Agent Manages I... ranual LocalSystem
%Logical Disk Manager  Logical Disk. .. Skarted Aukannatic Local3ystem
%Logical Disk Manage... Administrat.., ranual LocalSystem
%Messenger Sends and ... Started Autarmatic LocalSystem
%Micrusul’t Search Creates ful...  Started Aukarnatic LocalSystern
%MSSQLSER\-’ER Started Aukamakic MWCORPY,..
%MSSQLSBNBMDHEI. . tanual Local3ystem
%Namn Manual LocalSystem
%Net Logon Supparts p...  Skarbed Aukamakic LocalZystem
%Netl\’leeting Remote... Allows aut...  Started Automatic LocalSystem
%Netwnrk Connections  Manages o...  Started ranual LocalSystem
%Netwurk CDE Provides n... Manual LocalSystern
%Netwnrk DDE DSDM Manages s.., ranual LocalSystem
%Nice CdrCheck Manual

Torbjornl. ..

LocalSystem
LocalSystem
Local3ystem

! "
MWCORPY...
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10.4 Printing Import/Export Configuration

If Import/Export is successful and you want to implement it somewhere else, the
configuration can be printed out from the menu File > Print Import/Export Conf.

If Import/Export is not successful, you can save it as a text file and send to Mitel Support
for investigation.

. —-Import/Export Configuration - P ﬂ
— Prnnt Configuration Options
P« Fis [
 Textfile... Cancel |
4@ " Begistyfile. ..

10.5 Settings

Import/Export Configuration Tool - New job =l -
File Programs m Queries  Help

\/ Language Ctrl+L
\/ 50L Version Ctrl+V

If supporting a CMG System in another language, fields that can be re-named can also
be displayed in any supported language. Choose menu Settings > Language
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.==Import/Export Configuration ll

— Language for the renameable helds ——

Renameable fields can be read from the
databaze. The following languages are
supparted.

Dutch
Dranizh

[ erman
Englizh
Firnizh
Frensh
Italian

M onwegian
Portuguize
Portuguese [BR]
Spanizh

98 mnaat lnll
II| Ulllem T 75 A1
?"J"J"J"J"J"J"J"J"J"J"J
5
=

Cancel | (] I

To be able to display the re-named fields in the selected language, the correct version
of SQL has to be specified. Click Settings, select SQL Version, and type the number
corresponding to the SQL version.

10.6 Additional Information

The Help menu contains other options, as shown in the following figure:
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+H

Import/Export Configuration Toaol - New job

File Programs Settings Queries

_I:I-

_| Systemn Description [ Import F5
Supported Languages Export F&
Database Prerequisits ImFlortOrg- i
Micedl How To
" ieéijddgﬁmes from DB Known Problems
" Support...
About ImpExpCfg... F1
Parameters About CMG System [

Programs can be started from the menu Programs as shown in the following figure:

i Import/Export Configuration Tool - New job I;Ii-
File Settings Queries Help
Services Shift+F2
Event YViewer Shift+F3  |pe of job: MName in Spman:
— [Hicedt =] [mFORT ~| |mPORT =]

0 Note:

Spman tool will get a new branch in the registry where statistics are located.Do not

edit this branch.

i Additional parameters
i Group Name Yalue
i ;l | “““““ NOTE! e DO MNOT modify the group ImpExp g

Config

R ImpExp ]
[~ Additional parameters
i Group MName Value
1 —| = - =
i ImpE sp _I MNOTE DO NOT maodify the group ImpExp j
1 <New>

Stat Edit |1 -1 5

el =L ized 2006-05-09

Counts 1
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10.7 Queries

You can use the configuration tool to get answers about records in the database.

i Import/Export Configuration Tool - New job = || = -
File Programs Settings Help

Total records in database Nice
Valid extensions in database Nice

Visitors in database Mice

[atabaze pmar:
Mizell Used licenses in database Mice

; Mot used licenses in database Mice
¥ Get fieldnarne

in Swedish
-

Compese query in Mice..

You can use the configuration tool to determine what alternatives you can enter in
the fields. Check the import text file for errors. Match fields from a post towards the
configuration to see where the data will go.

& Import Configuration - Edit IMPORT Lx]

File

View custgroups in CMG
View pbxid's in CMG

Iy View timezones in CMG

SR T Default Values T Impart Fields |
Match fields from textfile...

" Input deshinabion of texthls: 113 0f128) Fized length:

| o ’W‘

You can use the configuration tool to find out what you can expect from an export of data.

= Export Configuration - Edit EXPORT [ x|
File To ols
Count Expected Result
. Where
Export Fields

You can use the configuration tool to get help when filtering records for an export.
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= Export Configuration - Edit EXPORT [ x|
File
Count v
Where »| All users
Export Fields - Al users with an extension
All users without an extension
Export Fields
All users occuping a license
Output destinatic All users not cccuping a license length: Include Org:
: All users present pled j |Enabled j
[ Add date o] All users not present date: Include Orgl:
Field separater: All users without a first name |Enabled ﬂ
TAB Al users with a shared extension eparatar: Include Org2:

10.8 Support

If you encounter any trouble regarding the configuration tool, do the following:

1. Go to Help > Support and click Copy to clipboard.
2. Attach the info from the clipboard to the error report.

—-support x|

“When opening a call, the following parameters
need to be known. Click "Copy to clipboard” and
pazte the text into an e-mail. Send e-mail to:

Hozthame:

| CMG2007
CMG A ersion:

| 705P5

E sport: Import;  Importarg;  [mpE spCla:
{7030 7070 7020 ] 750

SOL-Server

| (local)
zer

I nice
Paszword:

| Tamat2007
SOL-Werzion:

| q

Language fieldnames:
| Swedish

LCloze |
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Authentication

This chapter contains the following sections:

CMG Forms Authentication

Windows Forms Authentication

Windows Authentication in IIS

Automatic Windows Forms Authentication

Active Directory Federation Services (ADFS) Authentication

There are multiple ways of authenticating users in CMG Web:

CMG user authentication using Forms Authentication with Extension and password, the
same as in Office Web. This is the default authentication setting after installation.

Windows authentication using Forms Authentication with Windows user and password.
LDAP is used to fetch a user unique field to match to a CMG user.

[IS Windows authentication with automatic logon, Windows authentication performed in IIS.
If the Windows account information is not provided by the browser, the user is prompted for
credentials in a separate dialog.

Automatic Windows authentication with Forms Authentication if Windows authentication
fails. If the browser does not provide the correct Windows user credentials, the Forms
Authentication is offered to the user. The Forms Authentication can be either CMG user
authentication or Windows authentication based on the configuration.

ADFS authentication

11.1 CMG Forms Authentication

In 1IS Manager, change Authentication - Forms Authentication to Enabled and leave
the Anonymous Authentication set to Enabled for the CMG Web Website.
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'!EInternet Information Services (I15) Manager

@m.. ¥ ["3 »  BluStar Weh Server : b Sikes » Defadlk Weh Sike  » BluStarweb »

File  Wiew Help

ST ? Authentication
*fj Stark Page R . .
[=1-%5 Blustar Web Server [ "\ Grouring
o, ‘2 Application Pools Marne = | Skatus | Response Type I
= | Sites Anonymous Authentication Enabled
E% Default Web Site ASP.MET Impersonation Disabled
-] aspnet_client Basic Authentication Disabled HTTP 401 Challenge

s
» BluStariieb Digest Authenticati jsahled HTTP 401 Challenge
f CMGACtvikyService orms Authentication Enabled HTTF 302 Login/Redirect

¥ Cmach windows AUthentcation Disabled HTTP 401 Challenge

If no authentication is required in order to perform a search in the CMG Web GUI, then
you can set the parameter “DirectoryPageRequireAuthentication” to “false” in Application
Settings Application Settings for the CMG Web in IIS Manager.

11.2 Windows Forms Authentication

1. Add the server running the CMG Server to the Windows domain.

2. In lIS Manager, change Authentication - Forms Authentication to Enabled for the
CMG Web Website.

3. Set up the parameters for Windows Authentication in CMG Configuration Manager.
Do the following:

a. Open CMG Configuration Manager and expand CMG Web in the sidebar. Select
Parameters and navigate to Windows Authentication.

b. Set up the Active Directory access parameters to access AD through LDAP.

. Set User Authentication Type to Windows.

d. Enter the correct values in the fields Active Directory User Identifier Field and
CMG User Identifier Field. These fields are used to match the Windows user to a

CMG user and the values have to be user unique and matched. The e-mail address
is used default to match the user.

(2]

11.3 Windows Authentication in IS

1. Add the server running the CMG Server to the Windows domain.
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2. In IIS Manager, change Authentication - Windows Authentication to Enabled and
all the other authentication options set to Disabled for the CMG Web Website.

| "-'E'Internet Information Services (IIS) Manager

@E.. 3 [ P » Blustar web Server : » Sikes ¢ Defaulk Web Site  » BluStarweb »
File  Wiew Help

_ &)  Authentication

IR =

b}] Start Page

E*’j Blustar Web Server Group biy: Hlo Grouping =

----- «:.:' Application Pools MName = | Status | Response Type
& Sites Anonymous Authentication Disabled
E% Diefault web Site ASP.MET Impersanation Disabled
B[] aspnet_client Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTF 401 Challenge:
Farms, icati jsabled HTTP 302 Login/R.edirect
- findows Authentication Enabled HTTP 401 Challenge

3. In IS Manager check Providers for Windows Authentication so that NTLM is the
enabled provider.

4. Set up the parameters for Windows Authentication in CMG Configuration Manager.
Do the following:

a. Open CMG Configuration Manager and expand CMG Web in the sidebar. Select
Parameters and navigate to Windows Authentication.

b. Set up the Active Directory access parameters to access AD through LDAP.

c. Enter the correct values in the fields Active Directory User Identifier Field and
CMG User Identifier Field. These fields are used to match the Windows user to a
CMG user and the values have to be user unique and matched. The email address
is used by default to match the user.

11.4 Automatic Windows Forms Authentication

1. Add the server running the CMG Server to the Windows domain.
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2. In IIS Manager, change Authentication - Anonymous Authentication and Windows
Authentication to Enabled to for the CMG Web Website.

'!EInternet Information Services (II5) Manager

@ e [ (';' b BluStar Web Server ¢ b Sites  » Default Web Sike » BluStarweb b
File  Wiew Help
e - H|Z & ? Authentication
Ef_:] Start Page i ) .
E1-¥3 Blustar Weh Server Bl Mo Grouping
i |2} Application Pocls ws | Respanse Typs
E-[a] Sites JAnonymaous Authentication Enabled::)
143 Default Web Site 5P NET TRpererrato—————— Disabled
B[] aspret_client Basic Authentication Disablad HTTP 401 Challenge
;f' BluStarieb Digest Authenticakion Disabled HTTP 401 Challenge
CMGACtivityService | |y thantisstio Lisabled HTTP 302 Lagin/Redirect
?\ CrgiCh Windows Authentication Enabled HTTF 401 Challenge:
_# CrgDit

3. In IS Manager check Providers for Windows Authentication so that NTLM is the
enabled provider.

4. Set up the parameters for Windows Authentication in CMG Configuration Manager.
Do the following:

a. Open CMG Configuration Manager and expand CMG Web in the sidebar. Select
Parameters and navigate to Windows Authentication.

b. Set up the AD access parameters to access AD through LDAP.

c. Set User Authentication Type to CMG or Windows, depending on what type of
authentication is to be offered in the Forms Authentication.

d. Enter the correct values in the fields Active Directory User Identifier Field and
CMG User Identifier Field. These fields are used to match the Windows user to a
CMG user and the values have to be user unique and matched. The e-mail address
is used default to match the user.

11.5 Active Directory Federation Services (ADFS)
Authentication

Active Directory Federation Services (ADFS) simplifies access to systems and
applications using a claims-based access (CBA) authorization mechanism to maintain
application security. For more information, please refer to: http://technet.microsoft.com/
en-us/windowsserver/dd448613.aspx

1. Inthe C. \'i net pub\ www oot \ CMGWeb directory:

a. Delete the existing web. confi g file.
b. Rename the web. adf s. confi g file to web. confi g.
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2. In the new web. confi g file, configure <appSet ti ngs>:

a. Set the value of User Cl ai niType to an ADFS claim type, which contains the
information to match with a CMG field (typically a claim type that contains the e-mail
address of the users), see step 6.

b. Set a value of C ai nkx> to filter on, for example, a group or a company.

3. Make sure that your ASP.NET application’s URL and port number match the values in
the audi encelUr i s entry, for example,

<audi enceUri s>
<add val ue="http://I ocal host/ CMGWeb" />

</ audi enceUri s>

4. Set a trusted issuer, for example:

<t rust edl ssuer s>

<add t hunbprint=" 1234567890ABCDEFGHI JKLMNOPQRSTUVWKYZ1234"
name="Your STSNane" />

</ trustedl ssuers>

It is possible to have several <t r ust edl ssuer s> elements.

5. Make sure that the i ssuer value fits your Security Token Service (STS) URL and
that your ASP.NET application’s URL and port number match the values in the realm
attribute of the <wsFeder at i on> element:

<wsFeder ati on passi veRedi rect Enabl ed="tr ue"
i ssuer="http://|ocal host: 13922/ wsFeder ati onSTS/ | ssue/ "

real m="http://1ocal host/ CMaAb" requireH tps="true" />

6. Open CMG Configuration Manager and expand CMG Web in the sidebar. Select
Parameters and navigate to Windows Authentication.

a. Enter the correct values in the field CMG User Identifier Field. This field is used
to match the domain user to a CMG user, and should indicate which CMG field that
contains the information to match with the content of the claim type specified in step
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2The setting should typically be set to MSGID to indicate that the e-mail address of
the user in CMG should match the content of the claim type from ADFS.

0 Note:

When setting up ADFS and IIS you need to configure the 1IS site (BSW) application
pool to set the Process model -> load user profile to ‘true’.
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Deployment 12

This chapter contains the following sections:

» Configure Server Address for CMG Web Service
* Configure CMG Web Service

Multiple CMG Web sites can be deployed using the same CMG Web Service. The CMG Web
sites can use different authentication methods and the application settings can be configured
individually for each site.

12.1 Configure Server Address for CMG Web Service

To connect CMG Web to CMG Web Service on another server, the following
configuration has to be done in IIS:

1. Open IS Manager, then select Application Settings.

2. In the Application Settings window, update the CMGWebServiceBaseUrl setting
with the address of the other server.

12.2 Configure CMG Web Service

If CMG Web Service is deployed on another server than the CMG Server, the
configuration file CMGWebSer vi ceConfi g. xm , located in the folder of CMG Wb
Ser vi ce, has to be modified.
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Set the following parameters, where the CMG Server, AnA and CWI web services are
assumed to be installed on a server named cmgsrv:

<CngDat abaseConnecti onStri ng>

server =cnygsrv; dat abase=ni ce; User | D=ni ce; Passwor d=t hepassword

</ CnyDat abaseConnecti onStri ng>

<CmgUser | nf ormati onServi ceUr | >

http://cmgsrv/ CM3User | nf or mat i onSer vi ce/ CMGUser Ser vi ce. asnx

</ CmgUser | nf or mat i onSer vi ceUr | >

<CngActivityServiceUrl >

http://cmgsrv/ CMGActi vityServi ce/ CMGAct i vi t yServi ce. asnx

</ CngAct i vityServiceUrl >

<AnASer vi celUr | >

htt p:// cnmgsrv/ nwAna/ AnASer vi ce. asnx

</ AnASer vi celUr| >
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This chapter contains the following sections:

* Connecting to Mitel TSW (serial)

» Connecting to Mitel TSW (with NIU2 board)
« Connecting to MiVoice MX-ONE

* Connecting to BusinessPhone

13.1 Connecting to Mitel TSW (serial)

This appendix describes the common installation and configuration procedure for the
communication between a CMG Server and one Mitel TSW with serial interface.

This description has to be used only when the serial interface from the PBX is connected
directly to the COM port of the CMG Server.

» Before the Installation on page 126
 Installation Steps on page 127
» Verify Call Forwarding on New Activity on page 127

13.1.1 Before the Installation

Before starting the configuration, note the following considerations:

* Available com port(s) at the CMG Server
» Speed and parity of the serial device/interface from the PBX. For example:

+ Speed = 2400
* Parity=8
* Bits =1
» StopBits = None
* ExtLth of the PBX. If the internal phone numbers are within the interval 1000 — 9999
then, normally the ExtLth =4, 10 000 — 99 999 then the ExtLth = 5, and so on.
* What to name the PBX in the CMG system.

The serial communication between the CMG Server and Mitel TSW requires one com
port. The interface communicates to the IDP-unit in the Mitel TSW through the NIU2
board.
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13.1

A OWODN -

N

10.

13.1

.2 Installation Steps

. Connect the cable from the PBX to a COM port in the CMG Server.

. Open CMG Configuration Manager.

. Choose PBX’s/Flash Clients in the left frame.

. As you will see, PBX number 1 is already installed by default with ExtLth=4.

Change the type and values to fit your system and save.

. Highlight the PBX. Extensions 1000-9999 are added as default.

Change the values to fit your system and save.

. Start Spman tool.
. Highlight the pre-configured PBXSTDO0O01 process and control the settings.
. The picture below describes the relationship between the key processes. Control and

— if necessary — modify the settings for the PBXSTD001 and PBXGWHVDO01 process.
These processes are pre-configured in Spman tool.

PBXSTD001 PBXGWHVDO1
GwAddress=localhost.6001 ¢ » LocalPort=6001
TCP/IP
= = P S
LocalPort=6002 Internal TCP/IP gort C_OM1 — ICU/NIU
LT peed=9600 :
communication Bits=8 Serial
inside the CMG StopBits=1 communication
server Parity=NONE External serial
communication between
the CMG server and the
MD 110

. If you have edited the processes, highlight PBXSTD001 and PBXGWHVDO01 and

choose Stop, then Start and then Refresh.

If the processes started without any errors, it is recommended that you also refresh
the following processes: DBtoPBX, IRTIMER, DELIR, MRTIMER, NICESRYV, and the
process for the IVR (if there is one).

.3 Verify Call Forwarding on New Activity

. Open CMG Directory Manager.
. Choose New record in the left frame. Add a test individual and type the extension

number to a telephone that is nearby. Be sure to give the record the correct PBX id or
PBX name. Save the record.

. Start CMG Web or the InAttend client and add a new current activity for your test

individual.
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4. Check the telephone whose extension you used for the test record. Verify that
forwarding is enabled on the phone, for example to the operator or the IVR system.

5. Delete the activity.

6. Add a new activity using the telephone (*23*...).

7. Check on the telephone that it is forwarded.

8. Check in CMG Web or the InAttend client that the activity has been entered.

13.2 Connecting to Mitel TSW (with NIU2 board)

This is a description of the common way to install and configure the communication
between a CMG Server and Mitel TSW with NIU2 (Network interface unit) board.

» Before the Installation on page 128
 Installation Steps on page 128
» Verify Call Forwarding on New Activity on page 129

13.2.1 Before the Installation

Before starting the configuration, note the following considerations:

* Available IP-ports at the CMG Server.
* |P address for the CMG Server.
* |P port of the PBX.

e ExtLth of the PBX. If the extension numbers are within the interval 1000 — 9999 then,
normally the ExtLth =4, 10 000 — 99 999 then the ExtLth = 5, and so on.

* What to name the PBX in the CMG system

The interface from the PBX to the CMG Server requires that the correct IP no for the
CMG Server is properly set in the PBX. At the CMG Server you only need to set the right
IP port number to/from the PBX.

13.2.2 Installation Steps

1. Open CMG Configuration Manager.
2. Choose PBX’s/Flash Clients in the left frame.

3. PBX number 1 is already installed by default with ExtLth=4. Change the type and
values to fit your system and save.

4. Highlight the PBX. Extensions 1000-9999 are added as default. Change the values to
fit your system and save.
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. Start Spman tool.
. The picture below shows the relationship between the key processes. Control and —

if necessary — modify the settings for the PBXSTDO0O01 process. This process is pre-
configured in Spman.

PBXSTD001 MD 110 NIU
: : aMGSer\.rer=IP nr
LocalPort=6001 « ™ Port=Port nr
TCP/IP

TCP/IP-communication.
between the CMG
server and the MD 110
NIU Ethernet

. If you have edited the process, highlight PBXSTD001 and choose Stop, then Start and

then Refresh.

. If the process started without any errors, it is recommended to also refresh the

following processes: DbToPBX, IRTIMER, DELIR, MRTIMER, NICESRYV, and the
process for the IVR (if there is one).

13.2.3 Verify Call Forwarding on New Activity

F=8

0 N O O

. Open CMG Directory Manager.
. Choose New record in the left frame. Add a test individual and type the extension

number to a telephone that is nearby. Make sure you give the record the correct PBX
id or PBX name. Save the new record.

. Start CMG Web or the InAttend client and add a new current activity for your test

individual.

. Check the telephone whose extension you used for the test record. Verify that

forwarding is enabled on the phone, for example to the operator or the IVR system.

. Delete the activity.

. Add a new activity using the telephone (*23*...).

. Check on the telephone that it is forwarded.

. Check in CMG Web or the InAttend client that the activity has been entered.

13.3 Connecting to MiVoice MX-ONE

This section describes the common way to install and configure the communication
between a CMG Server and MiVoice MX-ONE.
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Appendix VI - Connecting to the PBX

Before the Installation on page 130
Installation Steps on page 130
Verify Call Forwarding on New Activity on page 133

13.3.1 Before the Installation

Before starting the configuration, note the following considerations:

Available IP ports at the CMG Server.
IP address for the CMG Server.
IP port of the PBX.

ExtLth of the PBX. If the extension numbers are within the interval 1000 — 9999 then,
normally the ExtLth =4, 10 000 — 99 999 then the ExtLth = 5, and so on.

What to name the PBX in the CMG system.

The interface from the PBX to the CMG Server requires that the correct IP address for
the CMG Server is properly set in the PBX. At the CMG Server you only need to set the
right IP port number to/from the PBX.

13.3.2 Installation Steps

. Open CMG Configuration Manager.
. Choose PBX’s/Flash Clients in the left frame.
. PBX number 1 is already installed by default with ExtLth=4. Change the type and

values to fit your system and save.

. Highlight the PBX. Extensions 1000-9999 are added as default. Change the values to

fit the system and save.

. Start Spman tool.
. The picture below shows the relationship between the key processes. Control and —

if necessary — modify the settings for the PBXSTDO0O01 process. This process is pre-
configured in Spman.

PBXSTD001 MX-One

j [ -C.:IMGSen.rer=IP nr

LocalPort=6001 < > Pori=Port nr
TCP/IP

TCPAP-communication.
between the CMG
senver and the MX-One

. If you have edited the process, highlight PBXSTD001 and choose Stop, then Start

and then Refresh.
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8. If the process started without any errors, it is recommended that you also refresh the
following processes: DbToPBX, IRTIMER, DELIR, MRTIMER, NICESRYV, and the
process for the IVR (if there is one).

0 Note:

If adding more PBXs, this is done manually. You need to add a new PBX from
Configuration Guide - CMG.

* How to add PBXSTD for multiple PBXs. on page 131
13.3.2.1 How to add PBXSTD for multiple PBXs.

To add PBXSTD for multiple PBXs, follow the below steps:

1. First, launch the Spman > Click the Edit tab.

Server: WIN-ORKISRQJC6Q DBID: 01 | = | & [ % ]

Eile Cormmand WinTools  Help

Pragiam  |PBXSTDO0Z 03 Mitel
Frogram path |bh:-:$tdniu.e:-:e Save |
Parameters || -3
Hew
W it 1]
Max restarts 3 Delete
Start arder n
Enabled [
[ Prewvious
5 Mesxt
State MHat running
Start time
Errors 3
Additional parameters
Group MHame Walue
|Ennfig ﬂ |E:-:terna|5_l,ls ZHDisabled z|

Status Edit |

2. Select New button.
3. Type the desired Program name (Ex: PBXSTD002).
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4. Enter the Program Path as “pbxstdniu.exe”.
5. Provide the below details for the remaining parameters:

a. Parameters = "| -5"
b. Wait = "0"
c. Max restarts = "3"
d. Start Order = "0"
6. Check the Enabled check box.
7. Click Save to save the changes made.

To start the new PBXSTD program, toggle to Status tab from Spman.

+ Select the new program name that was given above.

(in this example, it is PBXSTD002)
* Click the Start button.

Server: WIN-ORKISRQJC6Q DBID: 01 | = | & [ % ]

Eile Cormmand WinTools  Help

Database | COMPANYOT | 0d Mitel
Program | Skart timne | Trace| Emors | State
IRCTOMOTES 0 0 Dizabled ” Select Al
IRTIMER 1701021825 D 0 Running
MINICALLAPS 0 0 Disabled Deselect Al |
tRTIMER 1701021825 0 0 Running
M5SGSHD 1701021825 1 0 Running
NICESRY 1701021825 0 0 Runring
MICESRWU 1701021825 D 0 Running
NOTESSRY 0 0 Disabled Trace
Oneb oxS| 1] 0 Disabled -
PEXIR 1701021825 0 0 FRuming | Befresh
FEX5TDO0 1701021825 0 0 Runring iew Log

=S5TDO02 17-01-09 16:02 [ 0  Running

FBXSYNC 1701021825 0 0 Aunring
PEXUPDATE 0 0 Disabled
PHSwnc 1] 0 Disabled
SMSHtp 0 0 Disabled i
Status |  Edit |

The new PBXSTD program is added and started.
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13.3.3 Verify Call Forwarding on New Activity

1. Open CMG Directory Manager.

2. Choose New record in the left frame. Add a test individual and type the extension
number to a telephone that is nearby. Ensure that you give the record the correct PBX
id or PBX name. Save the new record.

3. Start CMG Web or the InAttend client and add a new current activity for your test
individual.

. Check the telephone whose extension you used for the test record. Verify that
forwarding is enabled on the phone, for example to the operator or the IVR system.

. Delete the activity.

. Add a new activity via the telephone (*23*...).

. Check on the telephone that it is forwarded.

. Check in CMG Web or the InAttend client that the activity has been entered.

F-8

0 N O O

13.4 Connecting to BusinessPhone

This section describes the common way to install and configure the communication
between a CMG Server and a BusinessPhone.

» Before the Installation on page 133
* Installation Steps on page 134
» \Verify Call Forwarding on New Activity on page 134

13.4.1 Before the Installation

Before starting the configuration, note the following considerations:

« Available IP ports at the CMG Server.

* |IP address for the CMG Server.

* IP port on the PBX (default 2555).

* What to name the PBX in the CMG system.

The interface from the PBX to the CMG Server requires that the BusinessLinkClient is
installed on the CMG Server.
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13.4.2 Installation Steps

1. Open CMG Configuration Manager.
2. Choose PBX’s/Flash Clients in the left frame.
3. PBX number 1 is already installed by default with ExtLth=3.

Change the type and values to fit your system and save.
4. Highlight the PBX. Extensions 100-999 are added as default.

Change the values to fit the system and save.
5. Start Spman tool.
6. The picture below shows the relationship between the key processes.

Control and — if necessary — modify the settings for the PBXSTDO0O01 process. This
process is pre-configured in Spman.

7. Start the PBXSTDO001 process.

PBXSTD001 in CMG BusinessLink Client

ébLinkPod = Port number (= > éérver Name =
BPLinkIPAddress = IP PBX IP address

TCP/IP communication
between the CMG
server and the PBX A

Y
BusinessPhone PBX

8. If you have edited the process, highlight PBXSTDO001 and choose Stop, then Start and
then Refresh.

9. If the process started without any errors, it is recommended that you also refresh the
following processes: DbToPBX, IRTIMER, DELIR, MRTIMER, NICESRY, and the
process for the IVR (if there is one).

13.4.3 Verify Call Forwarding on New Activity

1. Open CMG Directory Manager.

2. Choose New record in the left frame. Add a test individual and type the extension
number to a telephone that is nearby. Ensure you give the record the correct PBX id or
PBX name. Save the new record.

3. Start CMG Web or the InAttend client and add a new current activity for your test
individual.
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4. Take a look at the telephone you chosen. Check if the phone is forwarded, for example
to the operator or the IVR system.

5. Delete the activity.

6. Add a new activity via the telephone (*23*...).

7. Check on the telephone that it is forwarded.

8. Check in CMG Web or the InAttend client that the activity has been entered.



Appendix VIl - Connecting to the E- 14
mail System

This chapter contains the following sections:

* Connecting to E-mail System using SMTP

14.1 Connecting to E-mail System using SMTP

Consider the following prerequisites:

* A connection to a customer’s e-mail server using SMTP
* An e-mail account that is allowed to send e-mail

 Installation Steps on page 137

+ Configuration of the E-mail Connection in CMG CM on page 138
» Verify the E-mail Function on page 138

* Troubleshooting on page 138
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14.1.1 Installation Steps

1. Configure the e-mail server registry parameters.
Start Spman tooland configure SMTPSRV.

See CMG Server System Process Description [5] for configuration information.

Server: TBWIN200SS81N DBID: 01 \;‘i-

File Command WinTools Help

Fragram [SMTPSRY

Program path |mai|sw.exe

Save

Parameters  |c 3 smipsry 45
Hew
it 1]
M a restarts 16 Delete
Start order 1]
Enabled v
m Previous
= Mext
State Running
Start time 1510-1212:42
Errars 0
Additional parameters
Group Mame Walue
|E0nfig ﬂ |MaiIUserN ame Mail address @@ compary| Z|
Status Edit |

Set the following values:
"MailUserName" = cmg.system@customer.com (Example of mail user name)
"MailUserPwd" = ********* (Password for the above mail user)

"MailHost" = = MailServerAddress (IP address or host name to the receiving email
server)

"MailFrom" = cmg.system@customer.com (normally be equal to the MailUserName
above)

"MailPort" = (Can be empty)
"IsSSLEnabled" = "0" (O for disabled, 1 for enabled)

“TLSVersion”=(Empty when IsSSLEnabled=0 but 1.0, 1.1 or 1.2 when
IsSSLEnabled=1)

Document Version 1.0
CMG Configuration Guide



mailto:Operator@%3ccompany%3e.com
mailto:Operator@%3ccompany%3e.com
mailto:Operator@%3ccompany%3e.com

Appendix VIl — Connecting to the E-mail System

6 Note:

Depending on the specific customer environment, a certificate might be needed on
the CMG server.

14.1.2 Configuration of the E-mail Connection in CMG CM

1. Open CMG Configuration Manager.

2. Select Message Systems in the sidebar. Some settings are optional. The default
program name, e-mail, relates to the MAPISRV-process in Spman default.

3. Change program MAPISRV to SMTPSRV.
4. Leave rest of parameters with default values.

14.1.3 Verify the E-mail Function

-_—

. When the parameters and configuration are completed, start Spman tool, and restart
MSGSND and SMTPSRV.

. Start the InAttend client and pick up your “Test individual”.

. Choose the right message System.

. Choose “New Message”.

. Add a manual timestamp and a relevant text in the body and send it.

a b~ ODN

Example: “Test nr 1, Time 15:31”
6. Verify that the mail was successfully delivered.

14.1.4 Troubleshooting

1. Start process with log level 6:

Spman — SMIPSRV —paraneters -c 1 -n sntpsrv -1 6
2. Make sure that the used IP address or host name is correct.
. Check that SMTP is enabled on the e-mail server.
4. Check that the CMG Server has user rights to connect on port 25.

w
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5. Check if there is any software or hardware firewall blocking port 25.
6. Check the Spman parameter mailfrom. This user must have access to send e-mail.



Appendix VIl - Change Nice Password 15
in SQL Server

This chapter contains the following sections:

* ChangeNicePwd.exe Usage

If you want to change the password in SQL for the database user nice or gmuser, use the tool

ChangeNicePwd, which will update registry and necessary tables in SQL, and in the SQL
Server.

15.1 ChangeNicePwd.exe Usage

Start \ ni cesr v\ pgml ChangeNi cePwd. exe and do the following:

. Select the database user to be changed (nice).

. Enter the password (the current password for the nice account).
. Check for access to the registry and to the database.

. Change in files, registry, and database, and in SQL.

. Reboot the server if password is changed in SQL.

. After the steps 1 — 4 are executed, all the servers involved have to be rebooted (CMG/
CMG Speech/CMGSpeech Telephony/BluStar Server).

7. Copy “ChangeNicePwd.exe” to any of the folder among the servers involved

OO b WODN =

(CMG/CMG Speech/CMGSpeech Telephony/BluStar Server).

8. The file “UMSCoder.exe” also needs to be copied to the same folder as
ChangeNicePwd on the server containing BluStar Server.
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File Teools Help

Database User: (1) Passwards for db user (2)
Old password: |rrom312007 ‘ New password: | |
(O Cument password for db userin SGL (O Cument password for db userin SQL
Test for access to (3) Installed Applications
[] - Mot tested ["] - Mot tested

CMG Visit
Change password for rice {4}

Change in files g CMG Speech

[] - Nat changed

Change in registry 0

[] - Mot changed

Change in databases ﬂ

0 CMGSpeech Telephony
(Standalone Server)

CMG Speech Attendant

InAttend
[] - Not changed 0
Change password for gmuser (4) [ Quality Manager
Change in files 0
[] - Mot changed [ Quality Mariager Wallboard

Change password in SQL (5)

Change in SQL Q

[] - Met changed for nice
[] - Mot changed for gmuser




Technical Assistance 16

Mitel provides www.mitel.com as a starting point for technical assistance regarding all
products, including CMG. From here, partners can obtain online documentation, FAQs, latest
software updates and request further technical assistance.

Document Version 1.0
CMG Configuration Guide



http://www.mitel.com

References 17

[1]CMG System Overview

[2]CMG Installation Guide

[3]CMG Quick Installation Guide
[4]Calendar Connection Configuration Guide

[5]CMG Server System Process Description

Document Version 1.0
CMG Configuration Guide




M 't [“ Copyright 2022, Mitel Networks Corporation. All Rights Reserved. The Mitel word and logo are trademarks of
00 I e mitel.com Mitel Networks Corporation, including itself and subsidiaries and authorized entities. Any reference to third party
Powering connections trademarks are for reference only and Mitel makes no representation of ownership of these marks.



	Contents
	What's New in this Document?
	Introduction
	Configure CMG
	Configuration Tools
	Configuration Manager
	Enable active scripting for Internet Explorer
	Configuration Manager – Security Restrictions

	Directory Manager
	Enable active scripting for Internet Explorer
	User Image Deletion
	Configure Logging to capture deleted users from DM application

	IIS Manager
	Spman Tool

	Configuring CMG Server Functions
	Basic Configuration in Configuration Manager
	Add an Application Pool
	Configure BluStar Server Integration
	Configure AnA to Connect to External CMG Server
	Configure BluStar Presence Status
	Enable Click-to-Dial
	Configure which SMS Signature to use in Configuration Manager
	Enable Time Zone Functionality
	CMG Web
	InAttend client

	IIS configuration to access CMG CM, CMG DM and CMG WEB applications over HTTPS
	Configure NeTS WCF Server

	Backing up the CMG Database
	Optimizing Nicesrv
	Configuring Advanced Security
	User Management
	Security Parameters in Configuration Manager

	Configuring EFS
	Setting up Connection to the Telephony System (PBX)
	Connection to Cisco Call Manager Systems
	Connection to Other Systems

	Setting up Connection to the E-mail System
	Configuring MX-ONE Provisioning Manager Integration
	Configuring Active Directory Synchronization
	Information to Configure
	Deletion of Users
	Change of Synchronized Users in Active Directory
	ADSYNCCFG tool
	Mapping configuration for other fields from AD to CMG

	Customize CMG Web
	CUSTOMIZE CUSTOMER GROUP SEARCH
	INFORMATION TO CONFIGURE
	CUSTOMER GROUP SEARCH IN CMG WEB
	CMG Installation-Configuration on Azure

	Setting up CMG Web for Visual Voicemail in the MiCollab Client
	Configuring Universal Search in BlueStarWebService Config.xml

	Configure Optional Server Software
	Configuring CMG Server SQL Express Backup
	Configuring Mitel LDAP Server for CMG
	Enable LDAP Server
	Configure LDAP Server
	Configuration
	Database
	Custom Attributes

	SQL/CMG Login Information
	New Country
	Logging
	General
	Menu: File - Change Path to LDAP Server

	Configuring IP Phone Services for Cisco
	Cisco Call Manager Configuration
	Cisco IP Phone Services Configuration
	CMG System Configuration

	Configuring CMG Corporate Directory for IP Phones
	Configure Localized Resource Files in Microsoft IIS
	Configure application settings in IIS
	Configure language settings
	Verify the settings

	CMG Connection Settings and Dialing Plan
	CMG connection settings
	Configuring dialing plan
	Configuring language settings
	Enabling logging
	Verifying settings

	IP Phones Configuration
	MiVoice 4425 phones
	Mitel 7400 phones (End Of Life)
	Mitel 67xxi SIP phones
	Mitel SIP-DECT 3.0
	Mitel SIP-DECT 3.1

	Configure Prefix for Multi Node Configuration
	Configuration of CMGUserInformationService (CWI)
	Configuration of Corporate Directory application


	Configuring CMG Personal Number Interface
	Configuration in MX-ONE Provisioning Manager
	Create a User
	Add User to the Administrator Group

	Enable CMG Personal Number in CMG Configuration Manager
	Enable CMG Personal Number in CMG Directory Manager
	Add Parameters to the PBXSTDNIU Process for TSW/MX-ONE
	Forwarding Personal Number PRoFILES– General Information


	Logging
	Log Levels
	Log Directory for each Component
	Default software
	AnA Web Service
	BluStar License Manager
	CMG Web and CMG Web Service
	Calendar Connection
	CMG Activity Information Service (CWI)
	CMG Configuration manager and Directory Manager
	CMG Office Web Components
	CMG Server
	CMG User Information Service (CWI)
	Enterprise License Manager (Server and Client)

	Optional software
	Optional - CMG Quick (client)
	Optional - BluStar Server and BluStar Presence Server
	Optional - CMG AD Sync
	Optional - CMG Corporate Directory for IP phone
	Optional - CMG IP Phone Services for Cisco
	Optional - CMG Personal Number Interface
	Optional - CMG Server SQL Express backup
	Optional - LSSCom Client Standalone
	Optional - Mitel LDAP Server



	Troubleshooting
	Enterprise License Manager (ELM)
	ELM Client Installation
	ELM Server Installation

	CMG Web Trace Level
	Microsoft ODBC Drivers
	Microsoft Windows Server OS

	Appendix I – Changing to Domain Account
	Appendix II – Configuring Single Sign-On
	Single Sign-On for CMG Web

	SINGLE SIGN-ON FOR CMG WEB USING SAML
	TO CONFIGURE SINGLE SIGN-ON FOR SAML
	METADATA FILE FORMAT:
	SAML REQUEST AND RESPONSE EXPECTATIONS
	SAML AUTHENTICATION REQUEST FROM CMG WEB TO IDP:
	SAML AUTHENTICATION RESPONSE FROM IDP TO CMG:
	SAMPLE METADATA, REQUEST AND RESPONSE


	Appendix III – Using Import Export Configuration Tool
	Export Configuration
	Import Configuration
	Layout Tab
	Default Values Tab
	Import Fields Tab
	Importing the Text File

	Event Viewer
	Printing Import/Export Configuration
	Settings
	Additional Information
	Queries
	Support

	Appendix IV - Setting up User Authentication
	CMG Forms Authentication
	Windows Forms Authentication
	Windows Authentication in IIS
	Automatic Windows Forms Authentication
	Active Directory Federation Services (ADFS) Authentication

	Appendix V - CMG Web Multi-Server Deployment
	Configure Server Address for CMG Web Service
	Configure CMG Web Service

	Appendix VI - Connecting to the PBX
	Connecting to Mitel TSW (serial)
	Before the Installation
	Installation Steps
	Verify Call Forwarding on New Activity

	Connecting to Mitel TSW (with NIU2 board)
	Before the Installation
	Installation Steps
	Verify Call Forwarding on New Activity

	Connecting to MiVoice MX-ONE
	Before the Installation
	Installation Steps
	How to add PBXSTD for multiple PBXs.

	Verify Call Forwarding on New Activity

	Connecting to BusinessPhone
	Before the Installation
	Installation Steps
	Verify Call Forwarding on New Activity


	Appendix VII – Connecting to the E-mail System
	Connecting to E-mail System using SMTP
	Installation Steps
	Configuration of the E-mail Connection in CMG CM
	Verify the E-mail Function
	Troubleshooting


	Appendix VIII – Change Nice Password in SQL Server
	ChangeNicePwd.exe Usage

	Technical Assistance
	References

