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Preface

This Integration Technical Note (ITN) is written for MiCollab Advanced Messaging (MiCollab AM) certified
technicians who are experienced with MiCollab AM and are familiar with its procedures and terminology.
This document also assumes that you are familiar with the features and programming of the Avaya Aura
Communication Manager Telephone system.

This document describes how to integrate MiCollab AM with an Avaya Aura Communication Manager
Telephone system, using the Session Initiation Protocol (SIP) integration. This integration operates
exclusively over an IP-based network. It uses no analog or digital voice telephony ports, but instead
passes voice communication and signaling information over the network.

The Avaya Communication Manager SIP integration consists of the following five major components:

e The Avaya Aura Communication Manager
e The Avaya G430/G450/G650 Media Gateway
e Avaya Aura Session Manager server
e Avaya Aura System Manager server
e MiCollab AM
MiCollab AM registers its SIP ports as terminals or endpoints with the Avaya Aura Session Manager server.

The SIP ports are configured as Off-Premises Stations (OPS) and are assigned into a hunt group of the
PBX.
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Figure 1. Avaya Communication Manager SIP Integration

Calls intended for MiCollab AM, whether direct or forwarded, are directed to the pilot number of this hunt
group. The Call Server uses these same lines to place or transfer calls to the telephone system.

MiCollab AM sets and clears message-waiting indicators (MWIs) by transmitting SIP messages to the Aura
Session Manager server. As a result, MWI operations never restrict the number of lines available for calls.

The integration process consists of configuring SIP support on the media server, configuring the
telephone system at the gateway, configuring subscriber workstations at the media server, and
configuring MiCollab AM. This document also describes the critical application considerations with which
you should be familiar before you begin work on the integration.
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References

A catalog of technical documentation is included on the MiCollab AM Installation Media. If you are
installing any advanced applications, such as Networking and Fax Server applications, you should refer to
the appropriate technical documentation for application and installation information.

Documentation

The technical documentation is produced in the PDF format and requires the PDF reader to view it. The
documentation set for this MiCollab AM includes the following documents and resources:

e Developer Resources. Contains programming guides and API references for developers for
integrating the server clients and web applications with MiCollab AM.

e Integration Technical Notes (ITN). Contains a set of guides that describe the integration methods
and instructions for a variety of phone systems to work with MiCollab AM. The ITNs are generally
used by resellers or administrators who are experienced with MiCollab AM and familiar with the
integration procedures and terminology.

e Quick Reference Card (QRC). Contains shortcuts and quick instructions telling subscribers how to
access and use the messaging system.

e Server Documentation. Available as a PDF only. Contains administrative guides for administrators
about installing, configuring, and administering the messaging system, and user guides for
subscribers about accessing the messaging system and checking and sending messages.

e Spare Parts Documentation. Contains a set of guides that describe the instructions for installing
and configuring hardware parts to work with MiCollab AM. These documents are written for Mitel
certified MiCollab AM technicians who are experienced with MiCollab AM and familiar with the
procedures and terminology.

e Software Release Notice (SRN). This notice introduces the new features, capabilities, and
hardware/software requirements for the corresponding MiCollab AM version.

Documentation Updates

Documentation updates may be available from the following sources:

e Mitel certified technicians can view or download the latest/updated documents and program files
from our partner web site: connect.mitel.com/connect

Help

The primary source of information about MiCollab AM is the online help available within any of its
administrative utilities. You can access Help as follows:

e C(lick the Help button in the dialog box or window in which you are working

e Press the F1 key at any time.
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Document Conventions

The following conventions are used in this document:

e Key Names. Names of keys on the keyboard are shown in a box.

I Example:
When two keys must be pressed simultaneously, they are joined by a + sign.

I Example: +

e Reference to Document. /talics fonts can also signify the titles of other documents.

I Example: Refer to System Installation Guide.

e Ul Element Names. Names of Ul elements such as dialog windows, screens, menu items, tabs,
buttons, icons, etc. are shown in bold.

I Example: On the Startup screen, click the Start icon.

e User Input. Information required to be typed is shown in italics.

I Example: Type the password voicemail.

e Warning, Caution, Important, and Notes. Text for the contents that require attention are shown as
follows:

WARNING A warning paragraph advises you of circumstances that can result in the loss of data,
harm to the system server platform, or personal harm.

CAUTION Failure to follow these recommendations can result in unauthorized access to the
system and consequent loss of data.

IMPORTANT An important paragraph gives decision-making information or informs you of the
order in which tasks need to be completed.

NOTE A note gives additional information, provides an explanation, or indicates an exception to
the information in the preceding text.
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Feature Supported by This Integration

The following tables list the features supported using the Avaya Aura Communication Manager SRTP-TLS

SIP Station integration.

Table 1. Call forward to personal greeting support for these common call types

Divert to MiCollab AM on Supported
No Answer Yes
Busy Yes
Forward All Yes
Do Not Disturb Yes

Table 2. Integration features supported for Avaya Communication Manager SRTP/TLS SIP Station

Feature Supported Notes
Automatic subscriber logon Yes

ANI/CLI Yes

“Announce Busy” greeting on forwarded calls Yes

Call screening Yes Note 1
Caller queuing Yes Note 1, 2
DNIS Yes

End-to-end DTMF, attendant console Yes

End-to-end DTMF, proprietary telephones Yes

Fax Tone Detection Yes

Internal calling party ID for reply Yes

Live record, integrated No

Live reply to sender Yes

Message notification callouts Yes

MWI, set/clear Yes
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MWI, inband/outband Outband

Networking, analog Yes

Overflow from MiCollab AM to attendant Yes

Overflow to MiCollab AM from attendant Yes

PBX-provided disconnect signaling Yes

Revert to operator Yes

Silence Timeout Yes

SRTP Yes Note 3
TLS Yes Note 3
Transfers, blind Yes

Transfers, confirmed Yes

Transfers, fully supervised Yes

Transfers, monitored Yes

Trunk 1D for call routing No

Multiple Integrations Yes Note 4

NOTES

1. Available only when using supervised transfers.

2. Caller Queuing is specific to each local Call Server. Call Servers within the system are unaware of
queued calls to the same subscriber on other Call Servers. For more information, refer to the next

section, Critical Application Considerations.

3. MiCollab AM supports negotiation for SRTP media streams using the Secure RTP profile defined in
RFC 3711 with the offer/answer model defined in RFC 3264. To enable SRTP, RTP, or both, see
integration configuration options documentation for the switch. The default setting is RTP. Please
note that MiCollab AM doesn’t support RFC 5939 which is an extension of RFC 3264.

4. Refer to the Critical Application Considerations section.
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Critical Application Considerations

Known limitations or conditions within the telephone system and MiCollab AM that affect the integration
performance are listed here. General recommendations are provided when ways to avoid these limitations

exist.

You must populate Line extension numbers on the Lines tab before starting MiCollab AM or the
integration will fail. The extension numbers are registered as SIP stations with the IP PBX during
system startup.

Configure the MiCollab AM Incoming Hunt Mode in the Switch Section Options dialog box. The
hunt mode must match the type of hunting provided by the IP PBX. This helps to alleviate any
“glare” conditions between the IP PBX and the Call Server. The default mode is Terminal.

You must configure the Hunt Group Access Code in the Switch Section Options dialog box. This
code cannot conflict with extensions.

For example:
You can use 6000 for the Hunt Group Access Code and start MiCollab AM extensions with 6001.

On a MiCollab AM server with two or more NICs, the NIC that supports this integration must not
occupy first place in the operating system’s binding order, the primary (public) network interface
card (NIC) must be the first network connection in the network binding order. MiCollab AM binds
and communicates to other servers and subscribers on this network connection. For more
information, refer to Changing the Network Binding Order on the MiCollab AM Platform later in this
document.

MiCollab AM supports G.729a with support for annex b on the incoming audio stream only.
MiCollab AM does not transmit annex b packets.

When codec negotiation takes place between MiCollab AM and the PBX, MiCollab AM always offers
the G.729a audio format as an option. You may configure G.729a as the preferred codec in MiCollab
AM; however, the decision whether to use G.729a is always made by the PBX.

The SIP Domain Name in the Integration Options dialog box must match the domain name
configured in the telephone system and on the TFTP server. This value is case sensitive.

The Integration Options parameter, “Validate Remote Hosts for Media” validates each incoming
audio packet and accepts it only if it is sent from a valid endpoint. The parameter is disabled by
default. Enabling this parameter causes MiCollab AM to reject RTP packets from invalid endpoints.
See Technical Bulletin #42285 for more information on this parameter.

IMPORTANT Enabling this parameter causes processing overhead and should only be enabled
when necessary.

The Call Queuing feature does not transcend the Call Server. Calls may be queued on multiple Call

Servers for the same subscriber but Call Servers do not have knowledge of calls in the queue on
other Call Servers within the system. Callers may be prompted with specific information about their
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place in the queue; however, the information pertains only to the specific Call Server on which their
call is queued.

If the Avaya H.323 telephones do not provide end-to-end DTMF to MiCollab AM, disable the
system-wide parameter “IP Shuffling” in the System Parameters programming section of the
Communication Manager. This is particularly important where multiple Avaya Medpro's are in use. Be
sure the parameter, “Hairpinning” is enabled for all H.323 telephones and the SIP Signaling Group
supporting MiCollab AM.

In an environment with Avaya Communication Manager, Session Manager, Nortel CS1000 Call server
and Signaling Server, there are limitations in transferring to Nortel phones registered to the
Signaling Server.

If another application requiring a different configuration will use Session Manager, a separate
gateway will be required.

Direct IP-to-IP communication settings updates for Avaya Aura:

o If the direct IP-to-IP setting is set as 'n’, it will route calls directly through the Session Manager
and bypass any MedPro configured on the TDM bus. This setting is also required to be used for
TLS calls which will route through the Session Manager as well.

o If the direct IP-to-IP setting is set as 'y’ it will route the call through the TDM Bus (MedPro)
resources.

e When you are using the MedPro on the TDM bus as your IP resource, and you are calling
between two SIP endpoints (when a SIP endpoint calls another SIP endpoint), the media stream
will initially pass through a TDM resource.

However, once the call has been established and the TDM resource is no longer required, the
call is “shuffled” away from the TDM bus and IP flows directly between the two SIP endpoints.
This will Free up the TDM resource, releasing time-slots on the voice bus, and allow IP media to
flow more efficiently

A few rules apply:

» Both SIP endpoints must be administered to allow shuffling. For Avaya phones, enable
Intra-region IP-IP Direct Audio, Inter-region IP-IP Direct Audio, and IP Audio Hairpinning
for the IP Network Region, and Direct-IP in System Features and the Signaling Group.

» The endpoints must be in the same LAN region or in interconnected LAN regions. The
inter-region connection management rules must be met. There is at least one codec in
common between the codec lists of the endpoints involved and the Internetwork region
connection management codec list.

» The endpoints don't have to do anything special to initiate shuffling. It's all handled by the
gateway. The endpoints will know when shuffling is occurring when they receive re-INVITE
messages with new media descriptions.

e For additional clarification on network regions defined in the Avaya Communication Manager
refer to the following two Avaya Documents:

» Administering Network Connectivity on Avaya Aura Communication Manager (Document
ID: 555-233-504)
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» Avaya Communication Manager Network Region Configuration Guide (Document ID:
103244)

e MiCollab AM 6.1 supports up to 10 integration types (i.e. licensed integrations) in total per system.
However, the following limitations apply to each Call Server:

e Limited to 3 integration types per Call Server
e The 3 integration types can be any mix of TDM and SIP (e.g. 1 TDM and 2 SIP)

e Limited to 1 Mitel MiTAl or 1 Cisco UCM SCCP IP integration. Can be mixed with TDM, but not
with SIP

e Connect up to 10 telephone systems total per Call Server (e.g. 2 Avaya Communication
Manager systems using SIP + 5 Avaya IP Office systems using SIP + 3 Siemens HiPath 4000
systems using Station Set Emulation)

e S|P timers for Aastra EETS integrations are incompatible with other SIP integrations. Thus, it is
not possible to have an EETS integration with any other SIP integration on the Call Server

Critical Application Considerations 12



Installation Requirements

Review the following information before performing any of the procedures in this document. To install
this integration successfully, you must meet the installation requirements for both the telephone system
and MiCollab AM.

Telephone System Requirements

e Avaya Aura Communication Manager 7.0 and prior
e Avaya Aura Session Manager 7.0 and prior

e G430 or G450 Media Gateways with possible additional DSP resources required; or G650 with C-LAN
and IP Media Processor with current firmware update, to handle voice processing tasks

e TN2302/TN2602 IP Media Processor with current firmware update, to handle voice processing tasks
(Applicable only in G650 configuration)

e TN799D C-LAN to process signaling information (Applicable only in G650 configuration)
e One Off-Premises Station (OPS) license per MiCollab AM port
e One Administered SIP Trunk license per MiCollab AM port

MiCollab AM Requirements

e MiCollab AM version 6.1

e MiCollab AM software key diskette or feature file with the Avaya Communication Manager SIP trunk
integration enabled and one RADVISION SIP and RTP license enabled for each port involved in the
integration

e One 100 Mbps or 1000 Mbps (1 Gbps) network interface card
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Programming the Telephone System

Follow the recommendations and programming examples in this section to program the telephone
system for integration with MiCollab AM. Programming examples show commands and parameters that
are necessary for integration; they do not represent PBX programming in its entirety. Settings that are
critical to the integration appear in boldface.

The installing technician should be familiar with programming the telephone system. For detailed
information on programming and installing the telephone system, refer to the Avaya documentation.

Preparing the Telephone System for the Integration

Before beginning the integration, make sure that the following configuration tasks are completed on the
telephone system.

e Verify the PBX has enough Administered SIP Trunk and OPS Extension licenses available for use with
MiCollab AM.

e Assigning IP node names and addresses to the components of the Communication Manager, and
the Session Manager server platforms.

e Defining IP interfaces.
e Administering IP network regions.

For more information on completing these tasks, refer to the documentation accompanying your
telephone system.

Assigning Node IP Addresses in the Communication
Manger

Assign the IP addresses on the Communication Manager. These IP address assignments are for
communication between the Communication Manager, the Session Manager, and the gateway. Use the
command, change node-names ip to assign the IP addresses required for the installation.

| J | help [f5) |cance|[esc]| enter (3] |schedule [fE|]| nest [f7] ||:|revious [f8]|
12|
IP HODE MAMES

Hame IP Address
Gatewaydsi 17216
Hugo 172 .16. i
Integautotestad 172 .16,
Inteqautotesta? 172 .16, ik
Lucy 172 .16. i
SUR-E1224 1721600
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Creating a SIP Signaling Group

Using an Avaya Site Administration (ASA) terminal, define a Signaling Group associating the
Communication Manager and Session Manager servers, as shown in the following example.

To create SIP Signaling Group:

1 Specify a node name for the Session Manager and a listening port accessible to both the Session
Manager and Communication Manager servers.

2 Specify the name of the domain on which the MiCollab AM platform is located.
3 Enable Direct IP-to-IP Audio Connections and IP Audio Hairpinning.

4 Specify the rtp-payload method for the telephone system to use in transmitting DTMF tone
sequences over the IP network.

| ~] | help (| cancelfescl | enter3) | schedule (/3] | |

U

SIGHALING GROUP

Group Humber: 1 Group Type: sip
IHMS Enabled? [n] Transport Hethod:
Q-SIP? [n
IP video? [n] Enforce SIPS URI for SRTP? [y

Peer Detection Enabled? [y| Peer Server: SH
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Humbers? y

Remove “+° from Incoming Called/Calling/Alerting/Diverting/Connected Humbers? n
Alert Incoming SIP Crisis Calls? [nf

Hear-end Hode Hame: |clani | Far-end Hode Hame: |avayasip |
Hear-end Listen Port: 5861 Far-end Listen Port: 5861

Far-end Hetwork Region: [1

Far-end Domain: [sample.domain.local

|

Bypass If IP Threshold Exceeded? E|

Incoming Dialog Loopbacks: RFC 3389 Confort Moise? [n
DTHF over IP: Direct IP-IP Audio Connections? [y

Session Establishment Timer(min}: IP Audio Hairpinning? [y]
Enable Layer 3 Test? [n] Initial IP-IP Direct Media? [n

H.323 Station Outgeing Direct Media? [n| Alternate Route Timer(sec): [6 |
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Defining the IP Interfaces

Define the IP Authoritative Domain and IP interfaces.

IMPORTANT Be sure the Authoritative Domain name is the same throughout the Session Manager
server, Communication Manager, and MiCollab AM programming.

Home Routing ®

« Home { Elements f Routing / Domains

Domain Management

Locations

Help 7

Adaptations New

SIP Entities

Entity Links 1ltem &

Time Ranges [ |Name

Routing Policies [ zample.domain.local

Select : All, Mone

Dial Patterns

Filter: Enable

MNotes

Regular Expressions

Defaults

Figure 2. Avaya System Manager

J | help [15] | cancel [e&c]|

| | niext [17] ||:urevi|:|us [F3)

2| 3|a|ls5|6|7]|8|9|10|11|12]13|14|15]/16|17|18|19] 20}

MEDIA PARAMETERS
Codec Set: 1
UDF Port Hin: 2848
UDP Port HMax: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHE Ualue: 46
Audio PHB UValue: 46
Uideo PHB Ualue: 26
882 .1P/) PARAMETERS
Call Control 882.1p Priority: 6
fudio 882.1p Priority: 6
Uideo 882_1p Priority: 5
H.323 IP ENDPOINTS
H.323 Link Bounce Recouvery? y

Keep-Alive Interval {sec): &
Keep-Alive Count: &

Region: 1
Location: 1 Authoritative Domain: 0
Hame: HR 1

Stub Hetwork Region: n

Intra-region IP-IP Direct Audio: yes

Inter-region IP-IP Direct Audio: yes
IP Audio Hairpinning? y

AUDID RESOURCE RESERUATIDOH PARAMETERS
RSUP Enabled? n

Idle Traffic Interval {sec): 20
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Creating a SIP Trunk Group

Create a Trunk Group and populate it with the ports that support the MiCollab AM integration, as shown
in the following two examples.

To create a SIP Trunk Group:
1 Specify sip as the Group Type and tie as the Service Type. (Page 1)

| J | help [f5] | cancel [esc]| enter [f3] |schedu|e [f9]| et [F7] | previous [f8]|

1]2)3|a|s|e|7|8|9|to|11]12]13|14]15]16|17]18]|19]20]21]

Group Number: 1 Group Type: siﬁ CDR Reports: E
Group Mame: [sip trunk |cor: f_] TH: 1] TAC: 201
Direction: [two-way Outgoing Display? [n]

pial Access? n Might Service: [ ]

Queue Length: @ |

Service Type: [tie | Auth Code? [n]

Member Assignment Hethod: |auto

Signaling Group: [1_|
Humber of Hembers: |255

2 Set the Preferred Minimum Session Refresh Interval to 12000. (Page 2)

| J | help (5] | cancel [esc]| enter (3] |schedule [f8]| et [F7] | prEvious [f8]|

1 2 |3|4a|s|e|7]|8|alto]11]12]13[14]15]16]17]|18]19] 20| 21]
Group Type: sip

TRUNKE PARAMETERS

Unicode Hame:
Redirect On OPTIH Failure:

SCCAN? [n] Digital Loss Group: [i8]
Preferred Minimum Session Refresh Interval{sec): 12888

Disconnect Supervision - In? [y] Out? [n]

X0IP Treatment: Delay Call Setup When Accessed Uia IGAR? [n]

Caller ID for Service Link Call to H.323 1xC: [station-extension

3 Verify that the settings match the following: (Page 3)
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| J | help [f5] | cancel [esc]| enter [f3] |schedu|e [f9]| nest [f7] | previous [f8]|

1]2 3|a|s|6|7|8]|9]|10]11]12]13]14]15]16]17]18]19]20] 21]

ACA Assignment? [n] Heasured:

Haintenance Tests? [y

Humbering Format:

UUI Treatment: [service-provider

Replace Restricted Mumbers? [n
Replace Unavailable Numbers? [n]

Hold/Unhold Hotifications? [y

Modify Tandem Calling Humber: |no
Show AMSWERED BY on Display? Eﬂ
4 Verify that the settings match the following: (Page 4)
| J | help [f5] | cancel [esc]| enter [f3] |schedule [f9]| nest [£7] | previous [f8]|

123 a|s|6|7]|8|9|10|11]12]13]14|15|16]17|18]19]20] 21|

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Humber?
Send Transferring Party Information?

Network Call Redirection?

Build Refer-To URI of REFER From Contact For HCR?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

S EIEEEIEIE]E]

=
-

Convert 188 to 183 for Early Hedia?

Always Use re-INUITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in INUITE?
fAccept Redirect to Blank User Destination?
Enable 0Q-3IP?

EREN

=]

-nsserted-Identity

EEE]

Interworking of ISDH Clearing with In-Band Tones:
Request URI Contents:

keep-channel-active
may-have-extra-digits

5 Associate the new Trunk Group with the Signaling Group you created previously.
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| J | help [f5] | cancel [esc]| enter [f3] |schedule [fEI]| nest [f7] | previous [f8]|

123|456 7]8]|9|10]11]12]13]14]15]16|17]18]19] 20| 21]
TRUHK GROUP
Administered Members {min/max): 17255
GROUP MEMBER ASSIGHHENTS Total Administered HMembers: 255
Port Hame
: Taees1 sip trunk
2: ToAAA2 sip trunk
3: 160603 sip trunk
4: TOO8Ay sip trunk
: Taeess sip trunk
: TO008s sip trunk
: TBABa7 sip trunk
8: TO0008 sip trunk
: TEeee9 sip trunk
18: Teas18 sip trunk
11: Tae147 sip trunk
12: TAA148 sip trunk
13: TOe149 sip trunk
14: TO@158 sip trunk
15: TAA151 sip trunk

Configuring Aura System Manager

In order to use SRTP/TLS, you must properly configure routing in the Avaya Aura System Manager. The
image below displays the main screen of the Avaya Aura System Manager. To configure the System
Manager, follow the steps in the subsequent sections.

Aura System Manager 7.0

Home
Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Platform Events
User Provisioning Rule IP Office Geographic Redundancy
Media Server Inventory
Meeting Exchange Licenses
Messaging Replication
Presence Reports
Routing Scheduler
Session Manager Security
work Assignment Shutdown

Solution Deployment Manager

Templates

Figure 3. Avaya Aura System Manager

Programming the Telephone System
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Configuring Domain

Log in to the System Manager, and go to Elements > Routing > Domains. The list of available domains
appear in the Domain Management page.

Home Routing x

Regular Expressions

Defaults

m4 Home § Elements § Routing f/ Domains
Domain Management

1ltem & Filter: Enahle
Select : All, None

| Resular Expressions |

| petours

Figure 4. System Manager — Routing Domain Management

e To add a new domain, click New.
e To edit an existing domain, select the domain name, or select the domain checkbox and click Edit.

e On the Domain Management page, configure the required Name field; and the remaining fields
appropriate for your organization.

Domain Management

1ltem & Filter: Enable
Name Type |Notes

*| sip [

Configuring Locations

Log in to the System Manager, and go to Elements > Routing > Locations. The list of available locations
appear in the Location page.

Home Routing *

Regular Expressions

Defaults

Figure 5. System Manager — Routing Location

‘ Home / Elements / Routing / Locations [+]

; Help ?
- Location

Locations

Adaptations Mew | Il l | More Actions ~

SIP Entities

Entity Links Litem & Filter: Enahle

Routing Policies O mMainoffice LAR -

Dial Patterns Select : all, Mone

Programming the Telephone System 20



To add a new location, click New.

To edit an existing location, select the location name, or select the location checkbox and click Edit.

On the Location Details page, configure the required Name field; and the remaining fields
appropriate for your organization especially the Per-Call Bandwidth Parameters and Alarm

Threshold sections.

Location Details

General
* Name:

MNotes:

Dial Plan Transparency in Survivable Mode

Enabled: []
Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units:  |Kbit/sec

Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth ( Intra-
Location):

Maximum Multimedia Bandwidth ( Inter-
Location):

* Minimum Multimedia Bandwidth:

* Default Audio Bandwidth:

Alarm Threshold

Owerall Alarm Threshold: |20
Multimedia Alarm Thresheld: |20
* Latency before Overall Alarm Trigger:

* Latency before Multimedia Alarm Trigger:

Location Pattern
Add Remaoye

0Items o

IP Address Pattern

2000 KbitfSec

2000 Kbit/Sec

&4 Kbit/Sec

80 |Kbit/sec v

v ey
v 0y
5| Minutes

5 Minutes

(Comme ) (caneel)

Filter: Enable

Motes
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Configuring Adaptation

Log in to the System Manager, and go to Elements > Routing > Adaptations. The list of available
adaptations appear in the Adaptations page.

Home Routing *

~ Routing « Home / Elements f Routing f/ Adaptations

Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Palicies
Dial Patterns

Regular Expressions

Defaults

O
O
O

AvayaCcHMe.0 DigitConversionadapter

CiscolJCM Ciscoddapter
Lynhe LyncAdapter

Select : All, Mone

Help ?
Adaptations
6 Items o Filter: Enahle
Egress
[ |Name Module Name Module Parameters URI Motes
Param|
[1 AwvayaCLAMA.0 DigitConversionAdapter

Digit Conversion between SM and CM

Figure 6. System Manager — Routing Adaptations

e To add a new adaptation, click New.

click Edit.

To edit an existing adaptation, select the adaptation name, or select the adaptation checkbox and

On the Adaptation Details page, configure the required Adaptation Name and Module Name

fields; and the remaining fields appropriate for your organization.

Adaptation Details

General

Egress URI Parameters: |

* Adaptation Name: |

Module Parameter Type:

Notes: |

Digit Conversion for Incoming Calls to SM

0ltems o Filter: Enable
|Matching Pattern |Min Max |Phone Context |Delete Digits | Insert Digits | Address to modify Adaptation Data MNotes
Digit Conversion for Qutgoing Calls from SM
0ltems o Filter: Enable
|Matching Pattern |Min Max |Phone Context |Delete Digits | Insert Digits | Address to modify Adaptation Data MNotes
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Configuring SIP Entities

Log in to the System Manager, and go to Elements > Routing > SIP Entities. The list of available SIP
entities appear in the SIP Entities page.

Home Routing *

~ Routing « Home f Elements / Routing / SIP Entities

N Help 2
Domains "

SIP Entities

Entity Links 31 Items

Locations

Adaptations

SIP Entities

Filter: Enable

Time Ranges O | Name ‘ FQDN or IP Address |Type Motes

Routing Policies [0 cCxHACallODl TCP cxhacallol, demainlocal SIP Trunk
Dial Patterns [0 LCxHACALLOL TLS cxhacalll1, domain lacal SIP Trunk

Call Server C¥

TLS/SRTP Route to Call<press
Regular Expressions [0 cCxHacallOz cxhacalloz, domain.lacal SIP Trunk Call Server Cx

Defaults [0 SessionManger 172.16.20 11 Session Manager

Select : &ll, Nane |:4 Page af 3 zl

Figure 7. System Manager — Routing Location

e To add a new SIP Entity, click New.

e To edit an existing SIP Entity, select the SIP Entity name, or select the SIP Entity checkbox and click
Edit.

e On the SIP Entity Details page, configure the required Name and FQDN or IP Address fields; and
the remaining fields appropriate for your organization.

SIP Entity Details

General

* Name: | |

* FQDN or IP Address: | |

Type: |Sessi0n Manager v|

Notes: | |

Outbound Proxy: | v|

Time Fone: |America,-‘LDs_Angeles v

Credential name: |

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration

Entity Links

0 ltems &

Filter: Enable

|Name |SIP Entity 1 | Protocol | Port | SIP Entity 2 |Port | Connection Policy Deny New Service

Image continues on next page
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Image continued from previous page
Listen Ports

TCP Failover port: I:I
TLS Failover port: I:I

0 Items o

Filter: Enable

Listen Ports

Protocol

Default Domain Notes

SIP Responses to an OPTIOMNS Request

0ltems o

Filter: Enable

Mark
Entity Notes
Up/Down

Response Code & Reason Phrase

Configuring Entity Links

Log in to the System Manager, and go to Elements > Routing > Entity Links. The list of available entity
links appear in the Entity Links page.

gﬂume Routing !_

~ Routing 4« Home / Elements / Routing # Entity Links

[+]
o Help 7
Domains k "
Entity Links
Locations ty
Adaptations MNew | | | | Maore Actions =
SIP Entities
Entity Links 26 Items Filter: Enahle
i Den
Time Ranges
g O |Name SIP Entity 1 Protocd Port | SIP Entity 2 D“[: Port C";:ﬁ: Me| Ny
Routing Policies | Serv
Dial Patterns [0 cSessionManger CHHACALLOL TCP 5060 TCP  SessionManger TGP 5060 CXHACALLOL_TCP [ s060 trusted [J
Regular Expressions [0 cSessionManger CHHACALLOZ TLS 5061 TLS  SessionManger  TLS 5061 CXHACALLOZ_TLS [J 5061 trusted [J
Defaults [0 SessionManger CXHASYSTEM S060 TCP SessionManger TGP 5060 CXHASYSTEM O soe0 trusted [J
[0 SessionManger CXHASYSTEM E061 TLS SessionManger TLS 5061  CKXHASYSTEM O 5061 trusted [J
Select : all, None "44 Page of 2 il

Figure 8. System Manager — Routing Entity Links
e To add a new Entity Link, click New.

To edit an existing Entity Link, select the Entity Link name, or select the Entity Link checkbox and click
Edit.

On the Entity Links page, configure the required Name, SIP Entity 1, Protocol, Port, SIP Entity 2,
and Port fields; and the remaining fields appropriate for your organization.

Entity Links

1Item &2 Filtar: Enahle
- N DNS Connection Deny New
[ |Name SIP Entity 1 Protocol | Port SIP Entity 2 Override Port Policy Service Notes
(mE | e | [rsv] »lsoer | *[@ | O ~[soex o [ 1
Select : all, None
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Configuring Time Ranges

Log in to the System Manager, and go to Elements > Routing > Time Ranges. The list of available time
ranges appear in the Time Ranges page.

Home Routing x

‘ Home f Elements f Routing f Time Ranges [+]
?
o
: Time Ranges

Locations

(e s Wew | | More Actions =

SIP Entities

Entity Links Litem & Filter: Enable
i |Name ‘MD |Tu ‘We |Th |Fr |Sa |5u |StartTime ‘End Time Notes

Routing Policies O 247 00:00 23:59 Time Range 24/7

Dial Patterns Select : All, Mone

Figure 9. System Manager — Routing Time Ranges
e To add a new Time Range, click New.

To edit an existing Time Range, select the Time Range name, or select the Time Range checkbox and
click Edit.

On the Time Ranges page, configure the required Name, Start Time, and End Time fields; and the
the days of the week boxes appropriate for you organization.

Time Ranges
1Itemn oo Filter: Enable
Name

|Mo |Tu |We |Th |Fr |Sa |Su |Start Time |End Time |Notes

* no:00] #2350 | |

Configuring Routing Policies

Log in to the System Manager, and go to Elements > Routing > Routing Policies. The list of available
routing policies links appear in the Routing Policies page.

Home Routing

4 Home f Elements / Routing / Routing Policies

| “Routng | o
: Routing Policies
Locations
Galaniativg: Mew | o o | More Actions =
SIP Entities
Entity Links 26 Items & Filter: Enable
[F | Name ‘ Disabled ‘ Retries | Destination Notes
Routing Policies [0 CxHACALLODL TLS ] 0 CHHACALLOL_TLS TLS_Routing
Dial Patterns [0 £ HACALLOZ CS1000e m] 0 CXHACALLOZ Calls to 41X¥ range
Regular Expressions O TosvayaCMe.o m] 0 CME,0_CLANL

Selact : all, Mone ki

:dpageuf2 b

Figure 10. System Manager — Routing Policies
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To add a new Routing Policy, click New.

To edit an existing Routing Policy, select the Routing Policy name, or select the Routing Policy

checkbox and click Edit.

On the Routing Policy Details page, configure the required Name and Retries fields; and the
remaining fields appropriate for your organization.

Routing Policy Details
General
* Name: |
Disabled: []
* Retries: D
Notes: |
SIP Entity as Destination
Mame | FQDN or IP Address Type Motes
Time of Day
| Add | | Remove | | Wiew Gaps/Overlaps |
1Itern o Filter: Enable
[ |Ranking . ‘Name ‘Mon Tue ‘Wed ‘Thu Sat Sun ‘Start Time End Time MNotes

o [ | 24/7

Select ; All, None

00:00 23:59 Time Range 24/7

Dial Patterns

0ltems o Filter: Enable
Pattern ‘Min ‘ Max ‘ Emergency Call SIP Domain Originating Location ‘Notes ‘
Regular Expressions
0ltems o Filter: Enable
Pattern Rank Order Deny MNotes
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Adding Avaya Trusted Certificates

Adding Trusted Certificates

You need to import the certificates that you want to add as trusted certificate in the trust store of the
application. The following are the four methods of importing a trusted certificate in the trust store for an
application instance:

e Import from existing
e Import from file
e Import as PEM Certificate

e Import using TLS

You can add a trusted certificate from a list of an existing certificates, a file, a remote location using TLS
connection, and by copying the content from a PEM file.

To add Trusted Certificates:

1 Log in to the System Manager, and go to Services > Inventory > Manage Elements. The Manage
Elements page appears.

Home Inventory ®

‘ Home f Services f Inventory f Manage Elements [+]
Help ?
Manage Elements "

Create Profiles and Manage Elements Discovery

Discover SRS/5CS

Manage Elements

> Manage
Service Elements

15 Items o Show al v Filter: Enable
I:‘ |Name |Nnde |Type Device Type
0 cw_tab 172.16.20.10 ﬁg;;";s:““a“””
I:‘ Carparate Directory 172.16.20.23 UCM&pp
D EM on sigserver 172.16.20.15 UCM&pp
O 1rsec 172.16.20.23 UCMApp
[0 Mumbering Groups 172.16.20.23 UCMApp
[0 Patches 172.16.20.23 UCMApp
O Zecure FTP Token 172.16.20.23 UCMapp
O SessionManger 172.16.20.24 Session Manager Session Manager
[0 snMPe Profiles 172.16.20.23 UCMApR
[0 software Deployrment 172.16.20.23 UCMApPR
I:‘ Systermn Manager 172.16.20.23 Systermn Manager

Selact : all, None

2 On the Manage Elements page, select checkbox(es) of the element(s) you want to add trusted
certificates to.

3 Click the More Actions dropdown list, and select Configure Trusted Certificates.
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4 On the Trusted Certificates page, click Add.

5 On the Add Trusted Certificate page, select store type from the Store Type field and perform one
of the following steps:

a To import certificates from existing certificates:
(D Click Import from existing.
(2) Select the certificate from the Global Trusted Certificate section.
(3 Click Commit.
b To import certificates from a file:
(1 Click Import from file.
(2) Enter the name of the file. You can also click Browse to select a file.
(3) Click Retrieve Certificate.
(®) Click Commit.
¢ To import certificates in the PEM format:
Locate the PEM certificate.
Open the certificate in the Notepad application.
Select all the contents in the file.
Perform a copy operation.

Click Import as PEM Certificate.

CONCNOCNONONC)

Perform a paste operation in the box provided at the bottom of the page.

NOTE You may include the start and end tags:
e BEGIN CERTIFICATE----- "and" ----- END CERTIFICATE----".

(@) Click Commit.
d Toimport using TLS:
(D Click Import using TLS.
(2) Enter the IP address of the computer in the IP Address field.
(3) Enter the port of the computer in the Port field.
(@) Click Retrieve Certificate.
(5 Click Commit.
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Setting up Avaya SRTP SIP

For detailed instructions on setting up Avaya SRTP SIP, please refer to Avaya the Solution &
Interoperability Test Lab Application Notes document entitled Configuring Secure Real-Time Transport
Protocol (SRTP) and G.722 Audio using Avaya 9600-Series IP Telephones running SIP and H.323 Firmware —
Issue 1.0. The document is available at: downloads.avaya.com/css/P8/documents/003954807.
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Programming MiCollab AM Ports

Assign the station ports to the trunk group you have created (and have therefore included in the
integration). Assign an Extension Number and a Name to each port and set the Station Type to 4602 +.

(Page 1)
| J | help (9] | cancel [esc]| enter [F3] |schedu|e [fEI]| nest [F7] | previous [f8]|
tlz]ala]s]
STATIOHN
Extension: 4882 Lock Hessages? [n| BCC: @
Type: [462m Security Code: [* TH: [1_|
Port: SO0068 Coverage Path 1: COR:
Name: [Test | Coverage Path 2: CoS: [1 |
Hunt-to Station: Tests? [yl

STATION OPTIONS

Time of Day Lock Table: []
Loss Group: Personalized Ringing Pattern: []
Message Lamp Ext: 4802
Speakerphone: 2—way Hute Button Enabled? [y
Display Language: enﬁlish Expansion Hodule? E
Survivable GK Mode Hame:
Survivable COR: |internal Media Complex Ext:
Survivable Trunk Dest? [y IP SoftPhone? [n|
IP Video? [n]
Short/Prefixed Registration Allowed: |[default

Customizable Labels? [y

(Page 2)
| J help (5] cancel [ezc) enter [F3] | schedule [f9]| nest [F7] | previous [f8)
1 2]3]a]s]
STATION
FEATURE OPTIONS
LWC Reception: |spe Auto Select Any Idle Appearance? E
LWC Activation? [y Coverage hsg Retrieval? [y
LWC Log External Calls? E Auto Answer: [none
COR Privacy? [n] Data Restriction? [p]
Redirect Motification? [y Idle Appearance Preference? [n]
Per Button Ring Control? [ Bridged Idle Line Preference? [n
Bridged Call Alerting? |n] Restrict Last Appearance? [y
Active Station Ringing: [single
EHU Login Allowed? [n]
H.328 Conversion? [n] Per Station CPH - Send Calling Humber? [
Service Link Mode: |as-needed EC588 State: |disabled
Hultimedia Mode: [enhanced Audible Hessage Waiting? [n
HWI Served User Type: [sip-adjunct Display Client Redirection? [n
Select Last Used Appearance? E
Coverage After Forwarding? E
Hultimedia Early Ansuer? [n]
Direct IP-IP Audio Connections? [y
Emergency Location Ext: flways Use? [n| IP Audio Hairpinning? [y
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(Page 3)

| I

| help [f5] | cancel [esc]| enter [f3) |schedule [f3]| et [f7] | previous [f8]|

12 3|a]s|

STATIOHN

Conf/Trans on Primary Appearance?
Bridged Appearance Origination Restriction?

Call Appearance Display Format:

]
]

disp-paran-default

IP Phone Group ID:

Enhanced Callr-Info Display for 1-Line Phones?

ol

ENHANCED CALL FORMARDING

Forwarded Destination Active
Unconditional For Internal Calls To: [n]
External Calls To: [n]
Busy For Internal Calls To: [n]
External Calls To: [n]
Ho Reply For Internal Calls To: []
External Calls To: [n]
SAC/CF Override: [n]
(Page 4)
| J | help (5] cancel [esc] enter 3] | schedule [F3) nest [I7] previous (18]
tl2]s afs]|
STATIOHN
SITE DATA
Room: Headset? [
Jack: Speaker? [
Cable: Hounting: [d]
Floor: Cord Length: [g ]
Building: Set Color:
ABEREVIATED DIALIHG
List1: ] Listz: [ Lists: [
BUTTON ASSIGHMENTS
1: |call-appr 5:

2: |call-appr
3: |call-appr
4:

Declare the ports you have defined, and any SIP-based extensions that MiCollab AM subscribers use, as
parts of an external integration.

To do this, enter the command change off-pbx-telephone station-mapping <number>, where
<number> is the station number for any port involved in the integration.

The command displays a table that you can use to configure all of the station ports you need to change.
Associate all of these ports with the trunk group you defined earlier, as the following two examples

demonstrate.
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(Page 1)

[

help (f5)

cancel [esc]

next (7] previous (8]

J2]3]
STATIONS WITH OFF-PBX TELEPHONE INTEGRATIOHN
Station Application Dial CC Phone Humber Trunk Config Dual
Extension Prefix Selection Set Mode
Lam {112 = Lam 1 1
Lan2 oPs - cag2 1 1
caa3 oPs - cag: 1 1
cagy oPs - cagy 1 1
Laas {112 = L aas 1 1
L8Bo6 {1129 = Laas 1 1
caa7 aPs - caay 1 1
(Page 2)
| J help [f5) cancel [esc) et [f7) previous [f8]
1
STATIONS WITH OFF-PBX TELEPHONE INTEGRATION
Station Appl Call Mapping Calls Bridged Location
Extension Hame Limit Hode Allowed calls
cam oPs 2 both all none
caa2 (1] 2 both all none
caa3 (1] 2 both all both
coay (1] e 2 both all both
Laas (1] 2 both all both
Laas (1] 2 both all both
caar oPs 2 both all both

Configuring the SIP Entities on Avaya Servers

Verify the connection between the Communications Manager and Session Manager servers on the
Session Manager server. Make sure the Communication Manager server Interface reflects the same IP

addresses as the Media Server Interface.

Configure a SIP Entity for the Communication Manager server and a SIP Entity for the Session Manager

server.

NOTE For more information on SIP Entities, refer to the Avaya document 03-603324. See the topic,

Administering Avaya Aura Session Manager.

To configure the SIP Entities:

1 Log in to the System Manager, and go to Elements > Routing > SIP Entities. The SIP Entities

page displays.
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4

5

Home *

Routing

m‘ Home f Elements / Routing f SIP Entities [+]
i Help #
=
- SIP Entities
Locations
Adaptarlons Hew
SIP Entities
Entity Links 3lltems Filter: Enable
Routing Policies [0 CxHACALLOL TCP cxhacall01.domain local SIP Trunk Call Server Cx
Dial Patterns [0 cxHacallol TLS cxhacall0l, domain. local SIP Trunk TLS/SRTF Route to Callxpress
Regular Expressions 0 cxHACALLOZ exhacalloz.domain local SIP Trunk Call Server C¥
Defaults [0 sessionManger 172,16.20.11 Session Manager
4 4
Select : all, None M Page of 3 DI

From the SIP Entities table, select Session Manager, or select the Session Manager checkbox and

then click Edit. The SIP Entity Details page displays.

On the SIP Entity Details page, go to the Port section, and then assign the Listen Port number,

select TCP or EDP as the Protocol, and select the Default Domain.

Listen Ports
TCP Failover port:
TLS Failover port:

3 Items o2 Filter: Enakle
O ‘ Listen Ports 4 |Protocol ‘ Default Domain Notes
[ [soeo [TcP | | v|
[ [sos0 [Tcp v| | v
O [so0e1 [Tcp v| | v
Select : all, Mone

IMPORTANT The port number and the protocol you enter here must match the SIP Server Port
and the Transport for Outgoing SIP Message of the Required Parameters fields on

the MiCollab AM Integration options dialog box.

The default protocol is TCP and the default port number is 5060. For more
information, refer to the In the Communication Profile section, add password as

required.

In the Communication Address section, click New. The options for adding a new communication

address display.

Communication Address =

=

Type Handle Domain
Mo Records found
Type: |Avaya SIP v
* Fully Qualified Address: o w

From the Type dropdown menu, select Avaya SIP.
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6 Fill in appropriate address in the Fully Qualified Address fields, and then click Add.
7 Repeat Steps 10 to 12 to add Avaya E.164.

8 In the Session Manager Profile section, select the arrow * to open the section.

SIP Registration
* Primary Session Manager

Secondary Session Manager

Folppemy el

Survivability Server
Max, Simultaneous Devices |1 v
Block Mew Registration When 0

Maximum Registrations
Active?

Application Sequences

Origination Sequence | (Mone) b

Termination Seguence | (Mane) !

Call Routing Settings

* Home Location | Select n

Conference Factory Set | (Mone) !
Call History Settings

Enable Centralized Call
Histary?

9 In the Session Manager Profile section, fill in the following options:

a Inthe Primary Session Manger field, enter or select Session Manager.

b Inthe Application Sequences section, for the Origination Sequence and Termination
Sequence options, select CM Features.

¢ In the Call Routing Settings section, for the Home Location option, select the appropriate
location.

10 Select the arrow * icon at the end of the CM Endpoint Profile option to open the section.
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11

* System

* profile Type
Use Existing Endpoints

* Extension

* Template

Set Type

Security Code

* Port

woice Mail Number

Preferred Handle
Calculate Route Pattern

Sip Trunk

Enhanced Callr-Info display for 1-line
phones

Select
Endpoint
O

Select/Reset

(Mone)

Delete Endpoint on Unassign of Endpoint

fram User or on Delete User,

Cverride Endpoint Mame and Localized
Name

Allow H.223 and SIP Endpoint Dual
Reqgistration

In the CM Endpoint Profile section, fill in the appropriate options for System, Profile Type,
Extension, Template, Security Code, Port, and Voice Mail Number.

Configuring MiCollab AM section.

Configuring the Session Manager Firewall

1

To configure the Firewall:

Verify that the MiCollab AM server's IP address is not blocked by the Session Manager firewall. If there is
more than one Call Server participating in the integration, ensure that the Session Manager server does
not block the IP Address of any Call Server.

Log in to the System Manager, and go to Elements > Session Manager > Network
Configuration > SIP Firewall. The SIP Firewall Configuration page displays.
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Home Session Manager ¥ _

= Session Manager 4« Home / Elements { Session Manager f Network Configuration / SIP Firewall [+
Help 2
Dashboard &

SIP Firewall Configuration

Create, configure and assign SIP Firewall Rule Sets to Session Managers

Rule Sets

@ MNew | & Dup

W< Eot gl view | Assign - ‘@ Delste | Import. ~ Status

Local Host Name
Resolution

¥ Device and Location
Configuration

2 On the SIP Firewall Configuration page, in the Rule Sets section, click New. The Rule Set page
displays.

Rule Set

Edit or view SIP Firewall Rule Set whitelist, blacklist, and rules.

*MName | |

Description | |

Rules | Blacklist  Whitelist
Enabled []

MNew Edit Wi Delete Up Down

| | Enabled | Name | Action Type Log Type Log Message

3 In the Name field, select or type Rule Set for SessionManager.

4 In the Rules tab, click New. The Rule page displays.
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5

6

Rule

General | IP Layer Match Options | SIP Layver Match Options | IP/SIP Laver Track | Threshold | Connection |

Expand &ll | Collapse all

General =
Enahled:
*Mame: Rule Default
*action Type: | Permit v

Log Type: |Mone
Log Message:

IP Layer Match Options =
Protocol: |Any v

Remate IP Address: | Any v
Remote Port: | Any v
Local Port: | Any hd

SIP Layer Match Options «

MNew

Key Type Yalue Type

IP/SIP Layer Track =
Track: |MNone he
Threshold =
Count (packets): |20
Period (secs): |20
Timeout (secs): 500
Connection =

Connection Type: | Any 4

*Required

¥alue

On the Rule page, configure the firewall appropriately to allow access to each Call Server in the

integration. When finished, click Done.
Click the Whitelist tab and click New.

Rule Set

Edit or wiew SIP Firewall Rule Set whitelist, blacklist, and rules.
*MName Rule Set for SessionManager

Description

RuleseuBlacklisty wWhitelist
Enabled []

[ |key Yalue
F Remote IP Address %

Select ; all, None

Mask

7 Define an IP address to ensure that an IP address is not being blocked by a firewall. Click Commit.
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Configuring the Routing Policies

Configure the routing policies and the dialing pattern for the MiCollab AM hunt group and the non-SIP
subscriber directory number range.

To configure the routing policies:

1

Log in to the System Manager, and go to Elements > Routing > Routing Policies. The Routing
Policies page displays.

On the Routing Policies page, click New to create a new Routing Policy. The Routing Policy
Details page displays.

Home Routing x

< Home f Elements / Routing / Routing Policies [+]
Help 2
Routing Policy Detalls
Adaptations
General
S1P Entities
* Name: Example
Entity Links
" Disabled: [
* inc:
Routing Policies Retries: |0
Dial Patterns MNotes:
Regular Expressions
SIP Entity as Destination
Defaults
Name ‘FQDN or IP Address Type Notes
Time of Day
‘ Remove | | View Gaps/Overlaps ‘
1Item & Filter: Enahle
[] |ranking . [Name |Mon |Tue wWed |Thu Fri Sat Sun Start Time End Time Notes

O o 24/7 00:00 23:59 Time Range 24/7
Salect : All, Mone

Dial Patterns

0 Items Filter: Enable

Pattern Min

Max ‘ Emergency Call SIP Domain Originating Location

Notes |

Regular Expressions

0 Items o Filter: Enable

Pattern Rank Order Deny Notes

In the General section, enter the name for the policy and number of retries.

In the SIP Entity as Destination and Dial Pattern sections, configure the options for the MiCollab
AM hunt group number and the non-SIP subscriber directory number range according to the
requirements of the site. This enables the non-SIP calls to route to the Communication Manager.

IMPORTANT When you add user definitions for the MiCollab AM ports, you must assign the same
password to all users and all ports. If you do not, the integration cannot function

correctly.

Click Commit to save the changes.

Programming MiCollab AM Ports 38



Adding the MiCollab AM Port User Definitions

Add a user definition for each MiCollab AM port in the integration.

To add a user definition:

1 Login to the System Manager, and go to Users > User Management > Manage Users. The User
Management page displays.

2 On the User Management page, click New. The New User Profile page displays in the Identity

tab.

i

Communication
Profile Password

Policy

Home | User Management %

System Presence
ACLs

New User Profile

.
‘ Home { Users f User Management / Manage Users

[+]
Help ?

Commit & Continue

Communication Profile

Membership

Contacts

User Provisioning Rule =

Identity =

User Provisioning Rule: |

3 In the Identity tab, fill in the appropriate fields.

4  Click the Communication Profile tab.

Communication

Profile Password

Policy

Home | User Management ¥

Shared Addresses

New User Profile

* Last Mame: I:l
Last Name (Latin Translation): I:'
* First Name: I:l
First Name (Latin Translation): I:l
Middle Name: I:l

~ User Management 4 Home f Users f/ User Management / Manage Users
Manage Users
Public Contacts

[+]
Help 7

Commit & Continue

System Presence
ACLs

Identity *

Communication Profile =

|

Membership

Contacts

Cornrmunication Profile Password: l:l
Confirm Password: l:l

|@New‘ | @0cleie || [=|oone |0Cance\‘

Tame
@ Primary
Select : Mone

Default:

* Marmne: ‘Primary

Communication Address =

[@new| e ©

Frave

Handle

Domain

Mo Records found

Image continues on next page.
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Image continued from previous page.
[Jsession Manager Profile *
O <M Endpoint Profile ®
[J<s 1000 Endpoint Profile *

[ callpilot Messaging Profile ¥

*Required Cammit & Continue

5 In the Communication Profile section, enter the same numeric password for MiCollab AM.

NOTE The password is required later to configure the MiCollab AM integration.

6 In the Communication Address section, click New. The options for adding a new communication
address display.

Communication Address =

Type Handle Domain

Mo Records found

Type: |Avaya 5IP s
* Fully Qualified Address: @ “

7 From the Type dropdown menu, select Avaya SIP.

8 In the Fully Qualified Address fields, enter the extension number assigned to the port and the
domain. And then click Add.

NOTE Assign each port the same extension number as you assigned it in the ASA configuration
screens.

9 In the Session Manager Profile section, select the arrow * to open the section.

[Isession Manager Profile

SIP Registration
* Primary Session Manager

Q,
Secondary Session Manager |Q,
Survivability Server |Q,
Max, Simultaneous Devices |1
Block Mew Registration When O

Maximum Registrations
Active?

Application Sequences
Origination Sequence | (None) v

Termination Sequence | (Mone) b

Call Routing Settings

* Home Location | Select S

Conference Factory Set | (None) v

Call History Settings

Enable Centralized Call
History?
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10 In the Session Manager Profile section:
a In the SIP Registration section, select the Primary Session Manager.

b In the Call Routing Settings section, select the Home Location.
11 No administration is required for the CM Endpoint Profile section.

12 Click Commit.

Creating a Hunt Group and Pilot Number

In order to create a hunt group and pilot number:

e Define a Hunt Group for MiCollab AM and assign a Pilot Number to it that is not associated with any
port or extension.

e Set the ISDN/SIP Caller Display to mbr-name to allow the stations in the group to display the ame of
the group member receiving the call.

e Add all MiCollab AM port extensions to the new hunt group.

The following examples show a typical hunt group configuration for this integration.

(Page 1)
| J | help (5] | cancel [em:]| enter [f3] |schedu|e [fEI]| et [FF) | previous [fE]|

1|2]3|a|s|6|7|8]9]|10]1n|12[13[14]15]16]17|18|19] 20| 21|22 23| 24| 25

HUNT GROUP

Group Humber: 56 ACD? [n]

Group Name: [Buffalo - SIP Trunk INTG |  Queue? [n

Group Extension: 5688 Uector? E
Group Type: [ucd-mia Coverage Path: 4

TH: : NHight Service Destination:
COR: [1 | MM Early Answer? o]
Security Code: [ | Local Agent Preference? |n|
ISDH/SIP Caller Display: ﬁrﬁ—name

(Page 2)

| J | help [f5] |c:anc:e| [esc]| enter [f3] |schedule[f9]| next [f7) |previous[f8]|

1 2|3|a|s|6|7]|8|9|10]1n|12]13]14]15]16]17|18] 19|20 21] 22| 23| 24| 25
HUNT GROUP

Message Center:

Upice Hail Number Uoice Mail Handle Routing Digits
(e.g., AAR/ARS Access Code)
G&00 | [C6o8 |
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(Page 3)
| J | help 5] | cancel [esc]| enter [f3] |schedu|e [f9]| st (7] | presvious [f8]|

1|2 3|a|s|6|7|8|9|10]11]12]13] 14|15 16]17|18]19] 20| 21| 22| 23| 24| 25

HUNHT GROUP
Group Humber: 56 Group Extension: 5608 Group Type: ucd-mia
Member Range Allowed: 1 - 1588 Administered Members {(min/max): @ fa

Total Administered Hembers: @
GROUP HEMBER ASSIGHHENTS

Ext Hame{19 characters) Ext Hame{19? characters)
1: 14:
2: 15:
3: 16:
4: 17:
5: 18:
6: 19:
¥: 28:
B: 21:
9: 22:
18: 23:
11: 2h:
12: 25:
13: 26:

At End of Hember List

Creating a Coverage Path

Define a Coverage Path to use on all MiCollab AM subscriber extensions, as shown in the following
example. In this Coverage Path (2), define the MiCollab AM hunt group (2) as the only Coverage Point.
Configure the Coverage Path so that the telephone system forwards calls to this Coverage Point when a
subscriber extension is busy, ring-no-answer (RNA), or set to do-not-disturb mode (DND).

| | | hep(fs) | cancel(esc] | enter(13) | scheduie f9) | | |

1]

COVERAGE PATH

Coverage Path Humber: 2
Cvg Enabled for UDH Route-To Party? E| Hunt after Coverage? |E|
Hext Path Humber: Linkage

COVERAGE CRITERIA

Station/Group Status Inside Call Outside Call
Active? n] [n]
Busy? ul u]
Don't Answer? ul M Humber of Rings:
All? n] [n]
DHD/SAC/Goto Cover? ul M
Holiday Coverage? [n] [n]

COVERAGE POINTS
Terminate to Coverage Pts. with Bridged Appearances? [n]

Point1: |h2 Rng: [ | Point2:
Point3: Pointh:
PointG: Pointé:

Programming MiCollab AM Ports 42



Creating a Route Pattern

Define a call routing pattern as shown in the following example. Associate this pattern with the trunk

group you defined earlier under Creating a SIP Trunk Group.

IMPORTANT You must deactivate Secure SIP in this route pattern.

[~

| help [f5] | zancel [esc]| enter [f3] |schedule [fEI]| rest (7] | previous [F3)

Modifying Digit Conversion Tables

1]z 3]
SCCAN? [n]
Grp FRL NPA
Ho
1: 1 [] [::
2: [0 ]
s: 10 ]
w10 ]
5: ][ [
6: 10 [
BCC UALUE
B12H4WY
1: [yl [ul [l [u] ] o
2: [yl [u] o] [u] o] o
3: [yl [u] ul [u] ] n
42yl fu] ] [u] ] o
51 [yl [ul ul [u] o] o
6: [yl [u] [ul [u] o] o

Pattern Humber:

Secure SIP? [

Pfz Hop Toll Ho.
Mrk Lmt List Del Digits

EIEIEIEEE]

L
L

TSC CA-TSC

Request

Dgts

Inserted

Pattern Hame:
Used for SIP stations?

L]

SIP |

n]
DCS/ IXC
0sIG
Intw
E user
E user
E user
E user
E user
E user

ITC BCIE Service/Feature PARH Sub Humbering LAR

Dgts Format
leu@-put| |none
none
none
none
none
none

N

Update the Automatic Alternate Routing (AAR) digit analysis table so that the hunt pilot number is a valid
dialed string that maps to the route pattern you have defined for the MiCollab AM hunt group, as shown
in the following example:

|Iist aar analysis

j zend [return] |

help (5] | cancel [esc] |

Dialed String

|Min| Max| Route Pat| Call Type| Hode Humherl

2

3

M
4200
4300
44AR
4500
4600
4B0A
49Q

t3aa
54808
5588
5600

FEEENEFEEFEREEEREEE SN

7

EErEEFENEEEREEEEE NN

9990
9990
9990
18
18
9
L5
Lb
48
99
999
53
5h
27
1

aar
aar
aar
levd
levd
aar
aar
aar
aar
aar
aar
aar
aar
aar
aar
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Update the AAR digit conversion table so that all ranges of extension numbers used for MiCollab AM
integration ports and subscriber extensions are defined as valid extension patterns, as shown in the
following example:

| J | help (5] | cancel [esc] | enter [f3] | schedule [f3) | nest 7] | presious (8] |
EY
AAR DIGIT CONMUVERSION TABLE
Location: all Percent Full: 8
Hatching Pattern Min Max Del Replacement String Het Conv ANHI Req

ars

|
==

o
=
=+ |

1]
-
-

o
»
-+

-1 =30 B (= Y =)

1]
E
-+

%11

[-1]
-
5]

L FEEFERE
L I=EEEEEE]

L EFEFEFEEE

OO OO = EISIETE]
=1 =1 EX|EX ENER EXE [ ER ENER EX ER EX EREX|

Defining the Telephone System Location

Update the location definition as shown in the following example, so that the definition specifies the route
pattern you defined earlier under the Creating a Route Pattern section.

|c|ispla_l,l locations ﬂ send [return] | help [f5] | cancel [esc) | | | | |

LOCATIONS

ARS Prefix 1 Required For 18-Digit HAHP Calls? y

Loc Hame Timezone DST City/s Proxy Sel
Ho Offset Area Rte Pat
1 Hain + fB:88 @A 425 57

Programming Subscriber Telephones

Subscriber telephone programming involves setting up initialization parameters for SIP-based telephones
and configuring the corresponding extensions in the telephone system.

NOTE There are several ways to setup initialization parameters for 9600 SIP phones.
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For more information, refer to Avaya one-X® Deskphone Edition for 9600 Series IP Telephones Installation
and Maintenance Guide available at: downloads.avaya.com/css/P8/documents/100169223.

The document contains detailed information about initializing switch parameters for 9600 SIP phones.

To create a station definition for subscriber telephones:

1 At the ASA terminal, create a station definition for each subscriber extension as shown in the
examples in Step 2.

2 Make the MWI LAMP Ext number the same as the station’s extension number, and set the
Coverage Path 1 to the one you created earlier.

3 Set the MWI Served User Type as, sip-adjunct, and then associate the station with the Trunk
Group you defined previously.

(Page 1)

| J | help (5] cancel [ezc) next [f7) previous [f8)

2[3]a]s]|s]

STATION
Extension: 4818 Lock Messages? n BCC: A
Type: 26285IP Security Code: = TH: 1
Port: Seat1e1 Coverage Path 1: 58 COR: 1
Name: 4818SIP, stn4@1@ Coverage Path 2: Cos: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19
Message Lamp Ext: 4818

Display Language: english

Survivable COR: internal
Survivable Trunk Dest? y IP SoftPhone? n

IP Uideo? n

(Page 2)
| J help [f5) cancel [esc) niext [f7) previous [f8)

3l als]s]

STATIOHN
FEATURE OPTIOHS
LWC Reception: spe

LWC Activation? y Coverage Msg Retrieval? y
Auto Answer: none
CDR Privacy? n Data Restriction? n
Idle Appearance Preference? n
Per Button Ring Control? n Bridged Idle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? n

Active Station Ringing: single

H.328 Conversion? n Per Station CPH - Send Calling Humber?
EC588 State: enabled

MWI Served User Type:

AUDIX Hame:
Coverage After Forwarding? s
Direct IP-IP Audio Connections? y
Emergency Location Ext: 4818 Always Use? n IP Audio Hairpinning? n
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4 Associate the station with the SIP trunk. This is required for MWI purposes.

(Page 6)
|

1]2]|3]4a]|s

| help [f5) |cancel [esc]l | | nest [f7) previous [f8)

STATION
SIP FEATURE DOPTIONS

Type of 3PCC Enabled: Hone
SIP Trunk: 1

5 Add the station to the off-pbx-telephone station-mapping. AAR is used for routing of 4011 and
4012. In the AAR form:

J | help [f5] | cancel [esc:]| | | nest [f7) | previous [f8]|
STATIONS WITH OFF-FBX TELEPHOME INTEGRATIOHN
Station Application Dial CC Phone Humber Trunk Config Dual
Extension Prefix Selection Set Hode
L a1 apPs - LYilip] 1 1
4818 (113 - 4818 1 1
1811 (113 - 4811 aar 1
4812 (113 - ne12 aar 1
4813 (113 - 4813 1 1
4814 (1] = 41y 1 1
4815 Ors = 4La15 1 1
47 Ors = La17 1 1
4819 Ors = La19 1 1
cae Ors = S8 1 1
can2 Ors = can2 1 1
Laa3 Ors = Loe3 1 1
Loay oPs = Loay 1 1
Laas ors = Loas 1 1
L 11 ors = Lof6 1 1
Laa7? ors = Loa7? 1 1

6 Add the extension number into the public-unknown-numbering form.

| J | help [f5) | cancel [esc:]| | | nest [f7] previous [f8)
2]
HUMBERIHNG - PUBLIC/UNKHOWH FORMAT
Total
Ext Ext Trk CPH CPH
Len Code Grp{s) Prefix Len
Total Administered: 7
4 4 Haximum Entries: 9999
5 4 27 4
4 5 1 4 Note: If an entry applies to
6 B 88 8 a SIP connection to Avaya
i 8 11 Lt 18 Aura{R) Session Hanager,
4  4h@a 11 425111 1A the resulting number must
4 5788 57 4 be a complete E.164 number.
Communication Manager
automatically inserts
a '+' digit in this case.
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7 To add new users, log in to the System Manager, and go to Users > User Management > Manage
Users. And the click New. The New User Profile page displays in the Identity tab.

‘ Home { Users f User Management / Manage Users [+]
New User Profile
System Presence Communication Profile Membership Contacts |
ACLs
oD User Provisioning Rule =
Profile Password User Provisioning Rule: | hd
fatlicy Identity =
* Last Name: I:l
Last Name (Latin Translation): I:l
* First Mame: I:l
First Name (Latin Translation): I:l
Middle Narme: I:l
Description: I:l
* Login Name: l:|
Authentication Type: |Bas|c
Password: I:l
Confirm Password: I:l
Localized Display Name: I:l
Endpaint Display Mame: I:l
e [ ]
Language Preference; | v|
Tirme Zane: | V|
Employee ID: I:'
Department: I:l
compary: [ ]
Address »
Localized Names »
“Required

8 In the Identity tab, add in the name and password as required.

9 Click the Communication Profile tab.

Home User Management l:_

~ User Management 4 Home f Users { User Management / Manage Users
Manage Users
Public Contacts New User Profile Commit & Cortinue

Shared Addresses
Identity * Membership Contacts

ystem P
Communication Communication Profile =

Profile Password Communication Profile Password: I:|
Policy confirm Password: ||

ACLs

@MNew | |@Lsles ) @ Cancel

eame
@ Primary
Select : Mone

* Marne: ‘Primary

Default:

Image continues on next page
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Image continued from previous page

Communication Address =

D MNew

Type Handle Domain
No Records found

[18ession Manager Profile *
[0 CM Endpoint Profile *
[0 Cs 1000 Endpoint Profile *

[ callPpilot Messaging Profile *

*Required Commit & Continue

10 In the Communication Profile section, add password as required.

11 In the Communication Address section, click New. The options for adding a new communication

address display.

Communication Address =

Type Handle Domain
Mo Records found

Type: |Avava SIP hd
* Fully Qualified Address: m v

12 From the Type dropdown menu, select Avaya SIP.

13 Fill in appropriate address in the Fully Qualified Address fields, and then click Add.
14 Repeat Steps 10 to 12 to add Avaya E.164.

15 In the Session Manager Profile section, select the arrow * to open the section.

SIP Registration

* Primary Session Manager

Secondary Session Manager

Feimpeigyel

Survivahility Server
Max, Simultaneous Devices |1«
Block Mew Registration When |

Maximurn Registrations
Active?

Application Sequences

Origination Sequence | (Mane) !

Termination Sequence  |(Mone) b

Call Routing Settings

* Home Location  |Select b

Conference Factory Set | (None) b
Call History Settings

Enable Centralized Call
History?

Programming MiCollab AM Ports

48



16 In the Session Manager Profile section, fill in the following options:

a Inthe Primary Session Manger field, enter or select Session Manager.

b Inthe Application Sequences section, for the Origination Sequence and Termination
Sequence options, select CM Features.

c In the Call Routing Settings section, for the Home Location option, select the appropriate

location.

17 Select the arrow * icon at the end of the CM Endpoint Profile option to open the section.

[J€M Endpoint Profile
*# System
* profile Type

Use Existing Endpoints

* Extension
* Template
Set Type

Security Code

Select

Endpoint

a

Select/Reset

* port [Q

Woice Mail Number

Preferred Handle
Calculate Route Pattern

Sip Trunk

Enhanced Callr-Info display for 1-line
phones

(Mone)

Delete Endpoint on Unassign of Endpoint

from User or on Delete User.

Owerride Endpoint Mame and Localized
MName

Allow H.223 and SIP Endpoint Dual
Registration

18 In the CM Endpoint Profile section, fill in the appropriate options for System, Profile Type,
Extension, Template, Security Code, Port, and Voice Mail Number.
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Configuring MiCollab AM

After you have programmed the telephone system, you must configure MiCollab AM for the integration.
Follow the steps in the subsequent section to complete the integration.

IMPORTANT During the integration process, you would be required to import certificate files to the
MiCollab AM system. Prior to configuring MiCollab AM, copy the certificate files
(Telephonyserversipcert.pem and Telephonyserversipkey.pem) to local MiCollab AM
server of designated certificate repository.

To configure MiCollab AM for the integration:

1 In the Installation Configuration dialog box, enter the name of your site in the Site Name box,
the mailbox length in digits in the Mailbox Length box, and the first extension number for the first
line in the First Extension box.

2 Select Avaya as the manufacturer, Communication Manager as the model, and then SIP Trunk as
the integration type.

Switch Integration Data Setup

£
II

Switch ”
ManuFackurer: | Awaya v |
Model: |Communication IManager Cancel
Integration |SIP Trunk, ¥ |

3 Click OK. The Switch Options dialog box displays.
Switch Options

Bvava QF
Communication Manager Apply

Help

Syskem Switch Settings

Switch Name: | Bwava Communication Manager|

Transfer Support: Extension ko Extension Trunk ko Extension
[JExtension ko Trunk [T Trunk ko Trunk

MWI Settings

Refresh Trigger: |N0ne ] | Refrash Type: | Set W

14400 Initialize Mode:
12:00 88 5 Set Preference:

Image continues on next page
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Image continued from previous page
M Setkings

Refresh Trigger: |N|3ne W | Refresh Type: | Set W

14400 Initialize Mode:
12:00 &M -5 Set Preference:

Inker-3witch Connectivity Group Assignments

Marne Type Member  ~
Inzaming 1 Inter-5witch Incoming Uniform Mumbering Plan| [
Incoming 2 Inter-5 witch Incoming Uniform Mumbering Plan| [
Outgaing 1 Inter-5witch Outgaing Uniform Mumbering Plan| [
Outgoing 2 Inter-Switch Outgaing Uniform Mumbering Plan| [~

Local Switch Settings

Wig |P.II Settings V| | Set Defaulks
t ame Walue ~
Dizconnect Loop Current Length [ms) 150
Flazh Hook Time [ms] A00
T1 Protocal Fx5
T1 Signaling Immediate hd

4 Make any changes to the default settings your site requires, and then click OK.

5 The Local Integration Options dialog box, Required Parameters view displays.

a

Integration Qptions -

Avaya Communication Manager
SIP Trunk Yty
- Creake Mew -

Mame: Avaya Communication Manager SIF Trunkl |

Read Me..,

Lacal Integration Settings

Wi Required Parameters v| | Set Defaulks

Mame alue ~

SIP Server Address

SIP Server Port 5060

SIP Domain Mame

Transport for outgoing SIP messages TCP

Usge DMS digcoverny procedures O

Local IP Address to bind on - Pleaze Select -

SIP Local Connection Port 5060

SIP parzer qualifier string A

Enter the information as shown in the following table.
Field Required Value
SIP Server Address Enter the IP address of the Session Manager server.
SIP Server Port Enter the port number on which the Session Manager listens for SIP

messages. This port must match the Session Manager port. The default
port number is 5060.
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SIP Domain Name

Enter the SIP domain name. This case-sensitive value must be the same
as the Far-End Domain Name in the signaling group.

NOTE This value is case-sensitive.

Transport for outgoing
SIP messages

Enter TCP or UDP (TCP is the default value.)

Local IP Address to

Enter the IP address of the network interface card (NIC) on the Call

bind on Server platform that supports the SIP integration. If there is only one
NIC on the MiCollab AM server platform, this field typically contains the
IP address of that NIC already.

SIP Location Enter the TCP port MiCollab AM listens for incoming SIP messages. The

Connection Port

default value is 5060.

SIP parser qualifier
string

In cases of a single SIP integration on the call server, enter the local IP
address to which the integration is bound. This field is used by MiCollab
AM to match SIP packets to the appropriate SIP integration.

In cases where there are multiple SIP integrations on the call server, use
a string that is unique to each SIP integration.

For example:

The Fully Qualified Domain Name (FQDN) of the switch, such as
pbx1.sipdomain.com.

NOTE This setting must match a string in the SIP header that is unique
to this particular integration.

PBX Password

Enter the password that you assigned to the user definitions for the
integrated ports earlier in this document.

Media packet size
(milliseconds)

MiCollab AM sends/receives packets containing the number of
milliseconds worth of audio data set here. The default value is 20.

On the Local Integration Settings View, select Media Settings.

a Select the checkbox in the Validate Remote Hosts for Media, if you want to use this feature.

IMPORTANT Enabling this parameter causes processing overhead and should only be
enabled when necessary. For information on this setting, see the note in the
Critical Application Considerations section.

From the Local Integration Settings View, select Connection Security Settings and follow the

steps below.

IMPORTANT Make sure that you have copied the certificate files to local MiCollab AM server of
designated certificate repository.
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10
11

12

9

h

Copy certificate files (Telephonyserversipcert.pem and Telephonyserversipkey.pem) to
local MiCollab AM server of designated certificate repository.

In the settings table, select the Enable TLS checkbox.

Below the settings table, click Add Trusted SIP Server Address. This will add a line SIP Server
Address to the settings table.

In the SIP Server Address field, enter the address of the server.

If the Show thumbprint properties checkbox is selected, deselect the checkbox. This will
show the Local Certificate FileName and Local Private Key FileName fields in the settings
table.

NOTE If you want retain the Show thumbprint properties checkbox as selected, you must
have your *cert.pem and *key.pem files in the store.

In the Local Certificate FileName field, click the ] (browse) icon to import the *cert.pem
connection security settings file.

In the Local Private Key FileName field, click the - (browse) icon to import the *.key.pem
connection security settings file.

Click Apply to save your changes.

From the Local Integration Settings View, select Software DTMF Detection Settings. The
Software DTMF Settings view displays.

Confirm the DTMF Detection Type parameter is set to Hardware, the default value.

Click OK. The Switch Section Options dialog box displays.

In the Switch Section Options dialog box, select an Incoming Hunt Mode. In the Hunt Group
Access Code box, type the hunt pilot number you defined earlier under the In the Identity tab, fill
in the appropriate fields.

Click the Communication Profile tab.
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Home

i

User Management ¥ _l
~ User Management 4 Home { Users / User Management f Manage Users [+]
Help 2
Manage Users P

Public Contacts New User Profile Commit & Continue
Shared addresses

System Presence Identity * Membership Contacts |
ACLs

Communication Communication Profile =

Profile Password Cormrunication Profile Password: I:l
policy Confrmpssswors: [

@Mew| [Eoone| |@cancsl

|Name

& Primary
Select : Mone

* Name: |Pr\mary

Default :

Communication Address =

@hew| | @

|Type Handle
Mo Records found

Domain

Image continues on next page.

Image continued from previous page.

[ 8ession Manager Profile *
O cM Endpoint Profile ®
s 1000 Endpoint Profile ®

O callpilot Messaging Profile ®

*Required

13 In the Communication Profile section, enter the same numeric password for MiCollab AM.
NOTE The password is required later to configure the MiCollab AM integration.

14 In the Communication Address section, click New. The options for adding a new communication
address display.

Communication Address =

| & INE gl &
|Type |Hand|e |Domain |
Mo Records found
Type: |Avaya SIP v|
* Fully Qualified Address: | | @ | v

15 From the Type dropdown menu, select Avaya SIP.

16 In the Fully Qualified Address fields, enter the extension number assigned to the port and the
domain. And then click Add.

NOTE Assign each port the same extension number as you assigned it in the ASA configuration
screens.
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17 In the Session Manager Profile section, select the arrow * to open the section.

SIP Registration
* Primary Session Manager

Secondary Session Manager

O oo

Survivability Server
Max, Simultaneous Devices |1

Block Mew Registration When O
Maximum Registrations

Active?
Application Sequences
Origination Sequence | (None) v
Termination Sequence | (Mone) b
Call Routing Settings
* Home Location | Select S
Conference Factory Set | (None) i

Call History Settings

Enable Centralized Call
History?

In the Session Manager Profile section:

In the SIP Registration section, Select the Primary Session Manager.
In the Call Routing Settings section, select the Home Location.

18 No administration is required for the CM Endpoint Profile section.
a Click Commit.
19 Creating a Hunt Group and Pilot Number section.
NOTE Select the hunt mode that matches the hunt mode type you created in IP PBX
programming.
20 Click OK.
21 In the AT_SysCfg information dialog box, click Yes to open the Board Options dialog box.

22 In the Board Options dialog box, select RADVISION as the Manufacturer, SIP STACK (RADVISION)
as the Modael, and then SIP IP RTP as the Protocol.

23 Click the Lines tab. Enter the extension number of each integrated line on the Call Server.

IMPORTANT You must enter the PBX extension numbers that the Call Server is configured to
answer or the integration will fail. The extension numbers are registered as SIP
stations with the IP PBX during system startup.

24 Click OK to save all changes.

The settings related to the telephone system on the Switches tab, and the other integration-specific
settings not mentioned in this section, are filled in correctly for a typical site when you select the correct
telephone system during setup.
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If you need to customize settings on the Switch Sections or Integrations tab to meet requirements
specific to your site, refer to the documentation accompanying the telephone system, the online help, and
System Installation Guide.

Completing the Integration

Now you are ready to finish installing MiCollab AM. See the guides System Installation Guide and System
Administration Guide, or refer to the MiCollab AM online help system, for instructions.

For general information on integrations, you may also wish to consult the chapter Integrating MiCollab AM
with the Telephone System in System Installation Guide, and the topic Integrate the System Server with the
telephone system in the online help system.

Configuring MiCollab AM for SIP Failover

MiCollab AM can be configured for automatic failover to the secondary SIP server in the event of the
primary/host SIP server failure. Use the instructions provided in this section to add or remove secondary
SIP server(s) for failover.

To add a SIP failover server:

1 From MiCollab AM Configuration, click the Integrations tab.

From the Integrations list, select your integration, and then click Edit.

In the Integration Options dialog box, go to the Local Integration Settings section.

From the View dropdown list, select Failover Server Settings.

i A~ W N

Click the Add Failover Server button. Two new rows are added to configure the secondary SIP
server.

6 In the Secondary SIP Server Address and Secondary SIP Server Port rows, enter the appropriate
value as follows:

Table 3. Secondary SIP Server Address and the Secondary SIP Server Port example

Field Value

Secondary SIP Server Address  Enter the TCP/IP address or an FQDN of the secondary node.

For example:

The IP address 123.45.6.789 as displayed on the
Review/Modify SIP Gateway screen.

NOTE This integration requires the machine name to be a fully
qualified domain name. Therefore, use the Machine
Name field as displayed on the Review/Modify SIP
Gateway screen during the integration process.
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IMPORTANT This value must match the configuration on the
Gateway of the secondary node.

Secondary SIP Server Port Enter the port number of the secondary node. The default value
is 5060.

7 From the View dropdown list, select Integration Specific Parameters. The Integration Specific
Parameters view displays.

8 In the Integration Specific Parameters list, enter the information as shown in the following table:

NOTE The parameters in the following table is listed in alphabetical order. The actual Integration
Specific Parameters on your system may not be listed in the same order presented in the
table below.

Table 4. Integration Specific Parameters

Field Value

Enable SIP server failover Select this check box to allow for failover and to enable the
failover server setting changes.

Delay (in ms) between Failover The delay in milliseconds before MiCollab AM attempts to
attempts register its port with the SIP server. The default is 1000 ms.
Incoming off hook delay 800

Outgoing off hook delay 0

On hook delay 300

Type of Call Progress to use for How this should be set depends on the gateway used for
External Calls the integration.

e [f the gateway supports call progress through to the
endpoint, set to Digital.

e If the gateway reports early that the call is connected,
such as before the phone rings or while the phone is
ringing, set to Media.

9 Click Apply to save the changes.
10 To add another failover server repeat Steps 4-9.

11 Click OK to close the Integration Options dialog box.
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To remove a SIP Failover Server:

1 From MiCollab AM Configuration, click the Integrations tab.

From the Integrations list, select your integration, and then click Edit.

In the Integration Options dialog box, go to the Local Integration Settings section.
From the View dropdown list, select Failover Server Settings.

In the Failover Server Settings view, click the Remove Failover Server button.

A v A W N

At the confirmation prompt, click Yes to confirm the deletion.
NOTE If multiple servers are listed, the last server address and port pair on the list is deleted first.

7 Click Apply to save the changes, and then click OK to close the Integration Options dialog box.
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Changing the Network Binding Order on
the MiCollab AM Platform

If your MiCollab AM server platform is a component of two or more local or wide area networks (LANs or
WANSs), you must make sure that this integration does not interfere with the normal network operation of
the server.

By default, MiCollab AM uses the primary (public) network interface card (NIC) in the platform, the first
NIC in the network binding order. If you want MiCollab AM to use a NIC other than the first one, you must
make several required configuration changes. It is much easier to configure the Integration to use another
NIC by simply setting the integration parameter “Local IP Address to bind on” to the address of the NIC
card connected to the PBX.

NOTE The operating system gives precedence to the first network connection in the list followed by the
remaining connections based on their position in the list.

The instructions in this section ensure that the binding order is correct when you set up the integration. If
you replace a NIC on the MiCollab AM server platform later, the platform's operating system registers the
new adapter at the bottom of its binding order. Restoring the original binding order should correct any
problems caused by the change.

IMPORTANT The following procedure shifts the binding order of the network interface cards. To
determine which NIC is associated with a specific network connection, right-click the
connection in the Network Connections window, and then select Properties.

Windows Server 2008 R2 with Service Pack 1

To change the binding order of multiple NICs:
1 From the taskbar, click Start > Control Panel.

In the Control Panel, click Network and Sharing Center.
On the left pane, select Change Adapter Settings.

Press Alt to display the menu bar.

On the menu bar, select Advanced, and then click Advanced Settings.

A U A W N

On the Adapters and Bindings tab of Advanced Settings, click the network connection that
serves MiCollab AM.

7 Click the up arrow button to the right of the Connections list as many times as needed to move
the connection to the top of the list.

8 Click OK, and then close the Network Connections window and the Control Panel.
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Windows Server 2012 R2

To change the binding order of multiple NICs:
1 From the taskbar, click Start > Control Panel.

In the Control Panel, click Network and Sharing Center.
On the left pane, select Change Adapter Settings.

Press Alt to display the menu bar.

On the menu bar, select Advanced, and then click Advanced Settings.

A U A W N

On the Adapters and Bindings tab of Advanced Settings, click the network connection that
serves MiCollab AM.

7 Click the up arrow button to the right of the Connections list as many times as needed to move
the connection to the top of the list.

8 Click OK, and then close the Network Connections window and the Control Panel.
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Configuring Quality of Service (QoS)

As of version 6.0, MiCollab AM has no internal support for QoS. QoS must now be implemented externally
via group policies as Policy-Based QoS. Refer to your operating system’s documentation for details.

Table 5. QoS Configuration

Field Setting

Application Name At_TelephonyServer.exe

Protocol Match the setting used for the integration UDP or TCP

Source Port MiCollab AM requires a range of ports for audio support. The MiCollab AM

audio ports start at the Local Media Base UDP Port configured in the Server
tab. Each MiCollab AM line reserves 10 ports. Hence, the port range starts
from the number configured there, and goes to the last port of the last line.
The formula for calculating the highest port number in the range is as follows:

BasePortNumber + (NumberOfCXPorts * 10) -1.

Hence, if the base port is 10000, and MiCollab AM has 8 lines, then the port
range to use would be:

10000:10079

DSCP Value 46
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