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Preface

This Integration Technical Note (ITN) is written for dealers who are experienced with MiCollab Advanced
Messaging (MiCollab AM) and who are familiar with its procedures and terminology. It also assumes that
you are familiar with the features and functionality of the Cisco Unified Communications Manager
(CallManager) and SIP.

This document describes how to integrate MiCollab AM with a Cisco Unified Communications Manager
system using SIP. Critical application considerations are documented, as well as installation and
programming procedures necessary to integrate MiCollab AM with Cisco Unified Communications
Manager, referred to throughout this document as Unified CM.

The Unified Communications Manager is the software-based call-processing component of the Cisco IP
telephony solution. SIP is a call control signaling protocol used by Unified CM to set up calls between the
Unified CM server and other devices, such as IP telephones and MiCollab AM. SIP is used for registration
of handsets and gateways with Unified CM, and for call processing functions such as call setup, teardown,
and supplementary services.

References

A catalog of technical documentation is included on the MiCollab AM Installation Media. If you are
installing any advanced applications, such as Networking and Fax Server applications, you should refer to
the appropriate technical documentation for application and installation information.

Documentation

The technical documentation is produced in the PDF format and requires the PDF reader to view it. The
MiCollab AM Documentation Library includes the following documents and resources:
e Administration Documentation. Available as a PDF only. Contains the following:

¢ Administration Guides. Available as a PDF only. Contains administrative guides for
administrators about how to manage and configure the messaging system.

¢ Quick Reference Cards (QRC). Contains shortcuts and quick instructions telling subscribers
how to access and use the messaging system.

e User Guides. Available as a PDF only. Contains user guides for subscribers about accessing the
messaging system and checking and sending messages.

e Server Documentation. Available as a PDF only. Contains the following:

o Developer Resources. Contains programming guides and API references for developers for
integrating the server clients and web applications with MiCollab AM.

¢ Installation and Configuration. Available as a PDF only. Contains installation and
configuration guides for server administrators about how to install and configure the
messaging system.
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¢ Integration Technical Notes (ITN). Contains a set of guides that describe the integration
methods and instructions for a variety of phone systems to work with MiCollab AM. The ITNs
are generally used by resellers or administrators who are experienced with MiCollab AM and
familiar with the integration procedures and terminology.

e Spare Parts Documentation. Contains a set of guides that describe the instructions for
installing and configuring hardware parts to work with MiCollab AM. These documents are
written for Mitel-certified MiCollab AM technicians who are experienced with MiCollab AM and
familiar with the procedures and terminology.

e Software Release Notice (SRN). This notice introduces the new features, capabilities, and
hardware/software requirements for the corresponding MiCollab AM version.

Documentation Updates

Documentation updates may be available from the following sources:

e Mitel-certified technicians can view or download documents and program files from our partner
web site: www.mitel.com

Help

The primary source of information about MiCollab AM is the online help available within any of its
administrative utilities. You can access Help by clicking the Help button in the dialog box or window in
which you are working.

Document Conventions

The following conventions are used in this document:

e Key Names. Names of keys on the keyboard are shown in a box.
I Example:

When two keys must be pressed simultaneously, they are joined by a + sign.

I Example: +

e Reference to Document Titles of other documents are shown in italics.

I Example: See the System Installation and Configuration Guide.

e User Interface (Ul) Element Names. Names of Ul elements such as dialog boxes, windows, screens,
menu items, tabs, buttons, and icons are shown in bold.

I Example: On the Startup screen, click the Start icon.

e User Input. Information required to be typed is shown in italics.

I Example: Type the password voicemail.
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e Warning, Caution, Important, and Notes. Text for the contents that require attention are shown as
follows:

WARNING A warning paragraph advises you of circumstances that can result in the loss of data,
harm to the MiCollab AM System Server platform, or personal harm.

CAUTION Failure to follow these recommendations can result in unauthorized access to the
system and consequent loss of data.

IMPORTANT An important paragraph gives decision-making information or informs you of the
order in which tasks need to be completed.

NOTE A note gives additional information, provides an explanation, or indicates an exception to
the information in the preceding text.

For more detailed documents, refer to the following list of references:

Table 1. References

Document Type Document Title

Administration Documentation  System Administration Guide

Server Documentation System Installation and Configuration Guide

Online help MiCollab AM online help system

For specific information about Unified CM and SIP, please refer to the appropriate Cisco documentation.

Features Supported by This Integration

The following tables list the features supported using the Cisco Unified Communications Manager SIP
integration.

Table 2. Call forward to personal greeting support for these common call types

Divert to MiCollab AM on Supported
No Answer Yes
Busy Yes
Forward All Yes
Do Not Disturb Yes
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Table 3. Integration features supported for Cisco Unified Communications Manager SIP

Feature Supported Notes
Automatic subscriber logon Yes

ANI/CLI Yes

Announce Busy greeting on forward busy calls Yes

Call screening Yes

Caller queuing Yes Note 1
DNIS No

End-to-end DTMF, attendant console Yes

End-to-end DTMF, proprietary telephones Yes

Fax Tone Detection Yes

Internal calling party ID for reply Yes

IPv6 Yes

Live record, integrated No

Live reply to sender Yes

Message notification callouts Yes Note 2
MWI, set/clear Yes

MWI, inband/outband Inband

Networking, analog Yes

Overflow from MiCollab AM to attendant Yes

Overflow to MiCollab AM from attendant Yes

PBX-provided disconnect signaling Yes

Revert to operator Yes

SRTP Yes

TLS Yes
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Feature Supported Notes
Transfers, blind Yes Note 3
Transfers, confirmed Yes
Transfers, fully supervised Yes
Transfers, monitored Yes
Trunk 1D for call routing No
Multiple Integrations Yes Note 4

NOTES

1. Caller Queuing is specific to each local Call Server. Call Servers within the system are unaware of
queued calls to the same subscriber on other Call Servers. For more information, refer to the note in

the next section, Critical Application Considerations.

2. Do not direct message notification callouts to a station that is forwarded to MiCollab AM.

3. See the note regarding blind transfers in the next section, Critical Application Considerations.

4. See Critical Application Considerations.
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Critical Application Considerations

Known limitations or conditions within the telephone system and MiCollab AM that affect the integration
performance are listed here. General recommendations are provided when ways to avoid these limitations

exist.

On a MiCollab AM server with two or more NICs, the NIC that supports this integration must not
occupy first place in the operating system’s binding order. The primary (public) network interface
card (NIC) must be the first network connection in the network binding order. MiCollab AM binds
and communicates to other servers and subscribers on this network connection. For more
information, refer to Changing the Network Binding Order on the MiCollab AM Platform.

MiCollab AM supports G.729a with support for annex b on the incoming audio stream only.
MiCollab AM does not transmit annex b packets.

When codec negotiation takes place between MiCollab AM and the PBX, MiCollab AM always offers
the G.729a audio format as an option. You may configure G.729a as the preferred codec in MiCollab
AM; however, the decision whether to use G.729a is always made by the PBX.

The Call Queuing feature does not transcend the Call Server. Calls may be queued on multiple Call
Servers for the same subscriber but Call Servers do not have knowledge of calls in the queue on
other Call Servers within the system. Callers may be prompted with specific information about their
place in the queue; however, the information pertains to the specific Call Server on which their call is
queued.

Before it initiates a blind transfer, Cisco Unified Communications Manager evaluates the destination
number against its dial plan. If the destination number satisfies the criteria in the dial plan, Unified
CM then initiates the transfer using the same method as it would if a subscriber pressed a transfer
key on one of the system'’s extension telephones. Because of this, a blind transfer to a destination
number that does not satisfy the dial plan criteria may fail. Note also that in such cases, Unified CM
may hold the line active until it finally drops the caller. If Unified CM has failed over to a Survivable
Remote Site Telephony (SRST) router, such transfers cause MiCollab AM line ports to become out of
service.

Do not use the MiCollab AM immediate message notification feature with any station programmed
to forward to voice mail. If MiCollab AM attempts an immediate message notification callout to a
station programmed to forward to MiCollab AM, and that station is busy or ring-no-answer (RNA),
the callout forwards to the subscriber’s mailbox.

Non-numeric DTMF tones cannot be used as any character in the station number. The maximum
length of a station number is ten digits.

Unified CM performs its own call progress detection, and MiCollab AM relies on that call progress
detection for all calls that it receives through Unified CM. This configuration may provide call
progress detection results that vary slightly from the results obtained through integration with a
circuit-switched telephone system. If subscribers encounter silence or ring tones that seem
confusing, contact the Cisco Technical Assistance Center (TAC), either by telephone or at
www.cisco.com, for information on how to adjust Unified CM call progress detection.
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Do not activate the operating system'’s Network Teaming driver to allow teamed network interface
cards (NICs). This feature can interfere with the integration.

Depending on the characteristics of the network, you may need to adjust the size of the memory
buffer that the system provides to protect against jitter distortion in the voice signals it processes.
Use the mgcp playout command to adjust this parameter on Cisco routers. In some cases, an initial
buffered play-out value of 200 ms and an upper limit of 250 ms (as set by the command mgcp
playout adaptive 200 4 250) works well; however, you may need to adjust these values for the
characteristics of your network.

If the telephone system is configured to fail over to a Cisco router with SRST capabilities, MWI
operations become inoperable until service is restored on the telephone system. In addition,
because the number of priority levels that can be assigned to lines in a hunt group is limited to ten
on the router, only ten lines can be active during failover.

On the Hunt Pilot Configuration page, be sure that the Connected Line ID Presentation field is
set to Default or Allowed. A setting of Restricted causes calls to the hunt pilot number to answer
non-integrated.

MiCollab AM 23.2 supports up to 10 integration types (i.e., licensed integrations) in total per system.
However, the following limitations apply to each Call Server:

e Limited to 3 integration types per Call Server
e The 3 integration types can be any mix of TDM and SIP (e.g., 1 TDM and 2 SIP)
e Limited to 1 Cisco UCM SCCP IP integration. Can be mixed with TDM, but not with SIP

e Connect up to 10 telephone systems total per Call Server (e.g., 2 Avaya Communication
Manager systems using SIP + 5 Avaya IP Office systems using SIP + 3 Siemens HiPath 4000
systems using Station Set Emulation)

o SIP timers for Aastra EETS integrations are incompatible with other SIP integrations. Thus, it is
not possible to have an EETS integration with any other SIP integration on the Call Server.

The MiCollab AM Integration Options parameter, Validate Remote Hosts for Media validates
each incoming audio packet and accepts it only if it is sent from a valid endpoint. The parameter is
disabled by default. Enabling this parameter causes MiCollab AM to reject RTP packets from invalid
endpoints, rejects MWI packets that timeout after a specified number of times, and overcomes port
lockups when callers hang up while MiCollab AM is performing a blind transfer.

IMPORTANT Enabling this parameter causes processing overhead and should only be enabled
when necessary.

It is recommended to use Windows Server 2016 or later for Integrations that use Session Initiation
Protocol (SIP) Transport Layer Security (TLS) when FIPS is enabled on MiCollab AM. Older versions of
Windows use algorithms that are not FIPS compliant to export the certificate information used for
TLS. Because of this, MiCollab AM will not be able to access certificate-related data.
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Installation Requirements

Review the following information before performing any of the procedures in this document. To install
this integration successfully, you must meet the installation requirements for both the telephone system
and MiCollab AM.

Telephone System Requirements

Please refer to the Cisco website, www.cisco.com, for a complete list of current part numbers for the
following products:

e Cisco Media Convergence Server (MCS) or other Cisco approved server
e Cisco Unified Communications Manager version 14.0 or prior supported versions

e Cisco SRST router with 10S software version 15.1 or prior supported versions

MiCollab AM Requirements

e MiCollab AM software version 23.2

e MiCollab AM software key diskette or feature file with Cisco Unified Communications Manager SIP
Integration enabled and one Virtual SIP and RTP license enabled for each Cisco port involved in the

integration

e One ortwo 10 MB, 100 MB, or 1000 MB (gigabit) network interface cards with cables
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Programming the Telephone System

To configure the Cisco Unified Communications Manager for Direct SIP integration, you must perform the
following steps in the following order:

e Configure the SIP trunk security profile

e Configure the SIP profile

e Configure the Common Device Configuration
e Configure the SIP trunk

e Configure the route group

e Configure the route list

e Configure the route pattern.

Configure the SIP Trunk Security Profile

To configure the SIP trunk security profile:

1 Navigate to System > Security > SIP Trunk Security Profile.

2 Click Add New on the screen that appears. The SIP Trunk Security Profile Configuration appears.
3 Enter a Name and Description for the SIP trunk security profile.
4

Select the Accept Presence Subscription, Accept Unsolicited Notification, and Accept Replaces
Header checkboxes.

alali,  Cisco Unified CHM Administration

CI5C0  Fyr Cisco Unified Communications Solutions

Sydem ~  Calfoating ~ Mok Resources ~  Advancod Featres =~  Device

SIP Trunk Security Profile Configuration EETCE N BT TG B ack To Find/List * m
[
— Status
Status: Ready

—SIP Trunk Security Profile Information

Name* |\l’n-|:e Mail SIP Trunk Securty Profila
D seription [$1P Trunk Security Profile for Voice Mail
Device Security Mode ||\|.-_m Secure

Incoming Transport Type® [TePeunr

(EAJEAYEN

Qutgoing Transport Type |T\C P

™ Enable Digest Authentication
Monce Validity Time (mins)® | T,

¥.509 Subject Nams |

Incoming Port® |505|3

™ Enable Application Level Authorization
F necept Presence Subseription

Image continued on next page
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Image continued from previous page

™ aecept Out-of-Dialog REFER™*
F accapt Unsolicitad Notification
F accept Replaces Header
™ Transmit Security Status

— [save|
5 Click Save.

Configure the SIP Profile

To configure the SIP profile:
1 Navigate to Device > Device Settings > SIP Profile.

2 Click Add New on the screen that appears. The SIP Profile Configuration screen appears.

alinln  Cisco Unified CM Administration IRUPRIR < s co Unified CM Administration ~]] Gol

CISCO  pop Cisco Unified Communications Solutions

System v CalRouting v Meds - ‘estures v Device v

SIP Profile Configuration
i e

|
— Status
Status: Ready

@ All SIP devicas using this profile must be restarted bafore any changes will take affect,

~SIP Profile Information

Name* ]v:nee Mail SIP Profile
Description [S1P Profile for Voice Mail
Default MTP Telephony Event Payload Type® [101

Resource Prionty Namespace List [< None >

Early Offer for G.Clear Calis® |Disabled

Ll Lef e

SOP Session-level Bandwidth Modifier for Early Offer and Re-invites* [TTaS and As
™ Redirect by Application

I Disable Early Media on 180

™ Outgoing T.38 INVITE include audio miine

™ Enable ANAT

I Require SDP Inactive Exchange for Mid-Call Media Change

3 Enter a Name and Description for the SIP Profile.

4  Scroll further down the screen and check the Enable VAD field.

il Cisco Unified CM Administration
CISCO

UPRTLENY Crsco Unifisd CM Administration = m
cemadministrator L Ak

Applcation = User Management = Help ~

SIP Profile Configuration G N Back To Find/fList = m
Q Save

For Cisco Unified Communications Solutions

Search Do

Abaut Lot

System » CallRouing » Meda Resources »  Advanced Feahres »  Device »

—Parameters used in Phone =
Timer Invite Expires (seconds)® |i80
Timer Register Dalta (seconds)® [5
Timer Ragister Expires {seconds)™ [z500

Image continued on next page
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Image continued from previous page

Tirmer T1 (msec)* [so0

Tirner T2 (meee)* anuu

Retry INVITE® [e

Retry Non-INVITE® o

Start Media Port® L6384

Stop Madia Port™ [sz7es

Call Pickup URT® |- cisen-sarvicewn-pickip

Call Pickup Group Other UR1" [ic-cisco-servicsuri-opickup

Call Pickup Group URI® [-cisen-sarvicauri-gpickup

Mest M Service URT™ [i-cisco-serviceuri-meetme

User Info* [Fone |
DTHMF OB Level® [reminal =
Call Hold Ring Back* [t |
Bnonymous Call Block® Ioﬂ =1
Caller 1D Blocking™ [os =1
Do Mot Disturb Control® Juser =l
Telnet Level for 7940 and 7960* [Cisabled =]
Timer Keep Alive Expires (seconds)* |12D

Timer Subscribe Expires (seconds)® [izo

Timer Subgcribe Delts (seconds)® I5

Maxiram Redirections * [re B
off Hook To First Digit Tuner (madliseconds)® [x5000

Call Forward UR1® Ix-ann-scw&::uri-l:hdall

Spesd Dial (Abbrevigted Dial) URT® [e-ciste-serviceun-atbrdial

¥ Conferencs Join Enabled

[ RFC 2543 Hold

F Semi attended Transfer

¥ Enabile vAD:

™ stutter Message Waiting

5 Scroll to the bottom of the screen and click Save.

Configure Common Device Configuration

To configure a common device:
1 Navigate to Device > Device Settings > Common Device Configuration.

2 Click Add New on the screen that appears. The Common Device Configuration screen appears.

alilin  Cisco Unified CM Administration

CISCO  Egr Cisco Unified Communications Solutions

System »  CallRouting ~  Media Resources +  Advanced Festures »  Device »  Application »  User Management ~  Bulk Acdministration = Help ~

Common Device Configuration

Q Save xDa\e«a Copy %l Reset % Apply Config I:Ei Addd Mew

Status
’7 Status: Ready ‘

rtummun Device Configuration Information |

Common Device Configuration:  MigratedCommonDeviceConfigl (942 members®*)

Common Device Configuration Information
®

Name [MigratedammonDeviceCanfigl

Softkey Template [standard user =l
User Hald MOH Audio Source [1-sampleAudiozource =l
Hetwark Hold MOH Audio Saurce [1-sampleAudiosource =l
User Locale [< None = =l

Image continued on next page
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3
4

Image continued from previous page

1P Addressing Mode™ [1Pva and 1Pve =l
1P Addressing Mode Preference for Signaling® [teve =
™ Use Trusted Relay Paint
Use Intercompany Media Services (IMS) for Outbound Calls* | Default
—1Pu6 for Phones
allow Auto-Configuration for Phones* [Dofaule =l
allow Duplicate Address Detection™® |Defau|t ;I
Accept Redirect Messages* [Default =
Reply Multicast Echo Request™® [Default =l
—MLPP and Confidential Access Level Information
MLPP Indication® | Default =l
MLPP Preemption® [Default =l
MLPP Dormain [= Hore = =]
Confidential Accsss Mods [ iane » =l i
Confidential Aceess Level [= Tione - =
Save | Delete | MI ﬁl Apply Config | Add New | =

Enter a Name for the Common Device Configuration.

In the IP Addressing Mode field, choose the version of IP address that the device (SIP trunk or
phone that runs SCCP) uses to connect to unified CM.

IPv4 Only - The device uses an IPv4 address to connect to unified CM for both media and
signaling events.

IPv6 Only — The device uses an IPv6 address to connect to unified CM for both media and
signaling events.

IPv4 and IPv6 — The dual-stack device uses either and IPv4 or an IPv6 to connect to the unified
CM for both media and signaling events. If only an IPv4 or IPv6 is available for a device (not
both types of IP addresses), the device uses the available IP address to negotiate the call.

If the device has both IP address types for both signaling and media events, Cisco Unified
Communications Manager uses the configuration for IP Addressing Mode Preference for
Signaling setting for signaling events and the IP Addressing Mode Preference for Media
enterprise parameter for media events.

In the IP Addressing Mode Preference for Signaling, choose the version of IP address that the
phone prefers to establish a connection to unified CM during a signaling event for dual-stack
devices.

IPv4 — The dual-stack device prefers to establish a connection via an IPv4 address during a
signaling event.

IPv6 - The dual-stack device prefers to establish a connection via an IPv6 address during a
signaling event.

Use System Default — The configuration for the enterprise parameter, IP Addressing Mode
Preference for Signaling, applies

NOTE To enable IPv6 for the Cisco Unified Communications Manager, you must first enable IPv6

on the cluster in Cisco Unified Communications Operating System follow by configuring
the unified CM at the application level for device (SIP trunk and phone) and intra-cluster
communications. Please refer to the Cisco website, www.cisco.com, for more details on
how to enable IPv6 for unified CM.
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Configure the SIP Trunk

NOTE In systems running more than one call server, a SIP Trunk must be created for each call server in
the system that will be running the Cisco Unified Communications Manager SIP Trunk integration.

If multiple call servers are to be managed with a SIP router, then a SIP trunk must be created for
the SIP router as well.

To configure the SIP Trunk:

1 Navigate to Device > Trunk.

il Cisco Unified CM Administration

CIS€0  kor tisco Unified Communications Solutions

System = CalRouting =  Meda Resorces = Advanced Features =

Cisco Unified CM Administration

System sion: 8.5.1.11900-21

Last Successtul Logon: Mar 30, 2012 9:01:21 &AM

Copyright & 1993 - 2011 Cisco Systems, Inc.
all rights reserved.

This product contains cryptographic features and is subject to United States and local country laws goveming import, export, transfer and use. Delivery of Cisco
cryptagraphic products doss not inply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are

responsible for compliance with U.5. and local country laws. By using this product you agree to cormply with applicable laws and regulations. If you are unable ta
cornply with LS, and local laws, return this product immediately,

& sumrary of U.S. laws governing Cisco oryptographec products may be found at our Export Complisnce Product Beport web site.

For mformation about Cisco Unified Commumcations Manager please visit our Undfied Commumscations System Documentation web site.
For Cisco Technical Support please visit our Technical Support web site.

2 Click Add New on the screen that appears.

wlwl,  Cisco Unified CM Administration FRUPIE .o Unified CM adrninistration =] Gol

Cisco

For Cisco Unified Communications Salutions T T Iatr et or

Syslem + ColFouling +  Medio Resowrces = Advenced Feotures =  Device = Applicalion = Llger Management »  Help

Trunk Configuration Related Links: PR RETIE R Yol m
B re

Status
|7 Status: Ready

Trunk Information
Trunk Type® [ Nat Selacted -~ =l

Device Protacal® |-~ Mot Selected --
H.225 Trunk {Gatekeeper Controllad)
Inter-Cluster Trunk (Gatekesper Contralled)

Inter-Cluster Trunk (Hon-Gatekeeper Contralled
— HMext

3 In the Trunk Type, select SIP Trunk and click Next.
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Navigation

Cisco Unified CH Administration = || 0]

alialy  Cisco Unified CHM Administration
CISCO  gor Cisco Unified Communications Solutions

System -

Cal Rouding »  Media Resources ~  Advanced Feshres ~  Devics «

Trunk Configuration

g

— Status
@Sutus: Ready

~— Trunk tiom
Trunk Type® [51P Trunk =l
Dievice Protocol® EQ =
Trunk Service Type™ [None(Default) =l

— Hext

On the screen appears, configure the following options:

alialis  Ciseo Unified CM Administration

cIsca For Cisco Unified Communications Solutions cemadminisirator

Sysiem » ColFRouling =  Media Resources =  Advanced Foatures =  Device »  Applcolion = Liger Marmgoment »  Help -

Trunk Configuration Related Links: To Find/List = m
Q Sove

-
= Status
@ Status: Ready
—Device Information
Product: SIP Trunk
Disvics Pratocol: sIP
Trunk Service Type None(Default)
Device Name™ [Vaice_mail_ste_Trunk
Drescription [51P Trunk for voice Mail
Davics Poal® [Cefautt =]
Comfman Devies Configuration [MegratedCommonDevicaConfigl =]
call Classification® [ontet =]
Media Resaurce Growp List [« none = =]
Location* [Hub_none =]
RAR Group |« None > =l
Tunnsled Protocel® [rone =]
Q51 Variant™® [Fo Changes =l
ASN.1 ROSE OID Encoding® [Me Changes = |
Facket Capture Mode™ [rone =]
Packet Capture Duration o
I Media Termination Point Requred
¥ Ratey video Call as Audio
IT path Replacsment Support
I™ Transmat UTF-8 for Calling Party Name
= Transmit UTF-& Names in QSIG APDU
™ unattended Port
¥ seTP allowed - When this flag is checked, Encrypted TLS neads to be configured in the network to provide end to end security. Failure to do so will expose
keys and other information.
Consider Traffic on This Trunk Secure™ I‘-hm using sRTP Only ;J
Route Class Signaling Enablad* [Default =]
Use Trustad Relay Poant™ [efaut =]
FF PSTH Access
I™ Run &0 Al Active Unified CM Nodes
Interc ¥ Media Engine (IME)
(E-IH Transforrnation Profile |.c None = 3 |
Multilewel Precedence and Preemption (MLPP) Information
’7MLPP Dormain [ Hane > = |
hd ||
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Enter a name in the Device Name field. This name must not contain spaces.
Enter a description in the Description field.

Select Default for Device Pool.

o n T 9

Select the Common Device Configuration name created previously in the Configure
Common Device Configuration section.

Select OnNet for Call Classification.

f Check the SRTP Allowed box if Consider Traffic on This Trunk Secure should be selected as
When using sRTP Only.

o

5 Scroll down to the Call Routing Information section, and configure the following options.

Cisco Unified CM Administration >

Nayigation

alil,  Cisco Unified CM Administration

cisco
For Cisco Unified Communications Solutions cembdminraraton

System w» ¢ 9 v Meda v A ontures v Device v v  User v Hep v

Trunk Configuration Related Links: EEERE/RES m

i swe
~ Call Routing Information =
™ Remote-Party-1d

W asserted-1dentity
Asserted-Type* [Fa]

e 1o

SIP Privacy* [None

—1Inb d Calls

Significant Digits * fan =l
c d Line 1D P ton* [Dafault =l
Connected Name Presentation® |Default =l
Calling Search Space | SiP_CSS 7]
AAR Calling Search Space [< None > =l
Prefix DN |

W Redirecting Diversion Header Delivery - Inbound

—Incoming Calling Party Settings

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter).,
Otherwise, the value configured is used as the prefix unless the field is empty in which case there is no prefix assigned.

Clear Prefix Settings | Default Prefix Settings |
NumberType Profix Strip Digits Calling Search Space Use Device Pool €55
Incoming Number  [Dafault [ [< None > =l ~

—Connected Party Settings
Connected Party Transformation CSS < None > |

¥ Use Device Pool Connected Party Transformation €SS

b d Calls

Called Party Transformation CSS [< None > =l
¥ Use Davice Pool Called Party Transformation CSS

Caling Party Transformation CSS | < Nene > =
¥ Use Device Pool Calling Party Transformation CSS

Calling Party Selaction* [originator |
Calling Line 1D Presentation* [Dafault =l
Calling Name Prasentation™® [Dafault I
Caller 1D DN l

Caller Name |

W Redirecting Diversion Header Defivery « Outbound

a Deselect the Remote-Party-Id box.
b Select PAI in the Asserted-Type field.
¢ Select None in the SIP Privacy field.
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d Check the box for the following two fields:
e Redirecting Diversion Header Delivery — Inbound

¢ Redirecting Diversion Header Delivery — Outbound

6 Scroll down to the Call Routing Information section, and configure the following options.

aliil,  Cisco Unified CM Administration

CISCO  r4r Cisco Unified Communications Solutions

Search Documentatior About

cemadministrator

System v CalRoutng v Meda R - Feotures v Device v v  User v Hepw

(g sove

NI TLERE Cisco Unified CM Administration =

Go

Logout

Trunk Configuration Related Links: (RN | B

2]

~—SIP Information

Destinati

™ Destination Address is an SRV

Dustination Address Destination Address IPvE Destination Port
1* 72164128 [ 5060 ==l
MTP Preferred Originating Codec"® [711uia I |
Prasence Group® | Standard Presence group =l
SIP Trunk Secunty Profile* [Voice Mail SIP Trunk Secunty Profile =l
Rerouting Calling Search Space [sie_css =l
Out-Of-Dislog Refer Calling Search Space [ None > =
SUBSCRIBE Calling Search Space |< None > EI
SIP Profile* [Voice Mail SIP Profile =l
DTMF Signaling Method* |No Preference =l
Normalization Script
Normalization Script [< None > =
™ Enable Trace
Parameter Name Paramater Valuo
| I i §e]

—Geolocation Configuration
Geolocation |< None >

L L

Geolocation F-Iter|< None >

™ Send Geolocation Information

= chc'-

® *. indicates required item.

@ **. Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration.

a In Destination Address, enter the IPv4/IPv6 IP address of the MiCollab AM Voice Mail call

server that is handling this SIP trunk.

NOTE If a SIP router is being deployed and this is the trunk designated for the SIP router,

then this should be the IP address of the server that will run the SIP router.

b In SIP Trunk Security Profile, select the security profile in the previous Configure the

Trunk Security Profile section. All trunks created for multiple call servers and the SIP router can

share the same SIP Trunk Security Profile.

SIP

¢ In SIP Profile, select the SIP profile created in the previous Configure the SIP Profile section.
All trunks created for the multiple call servers and SIP router can share the same SIP Profile.

7 Click Save.

8 To add more trunks, in Related Links located at the upper-right corner of the window, select Back

to Find/List and then click Go.
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Route Group Configuration

To Configure the Route Group:
1 Navigate to Call Routing > Route/Hunt > Route Group.

2 Click Add New on the screen that appears. The Route Group Configuration screen appears.

3 In the Route Group Configuration screen, configure the following options:

Cisco Unified CM Administration =

Havigatson

alialn  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions comadministrator

System » CalRouing ~ Mo Resorce: »  Advanced Festirss » Device v Agphcalion -« Lisor Mansgement = Hep -

related Links: EREN |

Route Group Configuration

| 5o

r— Status

@ Ttatus: Ready

— Route Group Information
Roube Group Name® p.-‘,i.—,, Mail 5IF Route Group

Distribution Algarithmn * [Circular =]

r— Route Group Member Inf 11

—Find Devices to Add to Route Group
Device Name mnins] Find

Availsble Devices™™  [S0/051-0850A00ICIBI0ZLS =
£0/DS1-08SDADD01CIBLO21S
£0/D51-08SDADD0ICIBLO214
£0/D51-08SDANI0ICIBLO217

Portis) [Hone dvailsble =l
Add to Route Group |

F=Current Route Group Members
Selected Devices (ordered by priority)* [Ugice_Mail_S1P_Trunk (All Forts)

*4

Reverse Order of Selected Devices

Removed Devices™ "

- Save |

a Enter a name in the Route Group Name field.

b Look through the Available Devices list, and select the Sip Trunk created in the previous
Configure the SIP Trunk section, and then click Add To Route Group.

NOTE If a SIP Router is being deployed, then the trunk selected should be the one
designated for the SIP router.

4 Click Save.
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Route List Configuration

To Configure the Route List:
1 Navigate to Call Routing > Hunt/Route > Route List.
2 Click Add New on the screen that appears.

3 In the Route Group Configuration screen, configure the following options:

vl Cisco Unified CM Administration RN TTETE Cisco Unifisd CM Administration = m

CIsco

For Cisco Unified Communications Solutions

Call Routing =

comadministrator

Apphcation = Lisér Managemend = Help =

Route List Configuration Related Links: Go]
‘3 Save

= Status

@ Status: Ready

— Route List Information

ﬂ Dhevice is trusted
Name*

Search Documentation About

Logout

System = Media Resources »  Advanced Feahres =  Dewice =

[aice mail s17

Deseription [voice mail 519

Cisco Unified Communications Manager Group® [Cefautt =l

— [Save]

a Inthe Name field, enter a name for the Route List.

b Enter a description in the Description field.

¢ Set the Cisco Unified Communications manager Group to Default.
4 Click Save.
5 Click Add Route Group.

6 Select the Route Group created earlier in the Route Group drop down.

alialie  Cisco Unified CM Administration [TIRETRN Cicco Unified CM Administration =] G0)

CIS€Q  Eur Cisco Unified Communications Solutions

cemadministrator Search Documentation About Logout

System = CallRoufing =  Media Resources = Advanced Feahwres = Denvice = Applcation = Llser Management =  Help «

Route List Detail Configuration Related Links: EETSRERIT- NN m
g Save

—Status
Status: Ready

~Roeute List Member Information
Route Groue * [Voice Madl SIP Route Group-[NON-QSIG) =

—Calling Party Transformations

Use Calling Party's External Phone Number Mask ™ IDcFault ;I
Calling Party Transform Mask I
Prefix Digits (Qutgeing Calls) [

Calling Party Number Typs*
Calling Party Humbering Plan™

Il:w:n- CallMansger

ENJ N

Il:vm:n CallManager

—Called Party Transformations
Discard Digits [« wone = =l
Called Party Transform Mask [

Prefix Digits {Outgoing Calls) |

Image continued on next page
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Image continued from previous page

Called Party Number Type*  [Cisco CallManager
Called Party Numbering Plan* [Cisco Calimanager

L e

— [save]

7 Click Save.

Verifying Route List Configuration

To Verify Route List Configuration:

1 In the Route Group Configuration screen, the Route Group should appear in the Selected Groups

list.
alialy,  Cisco Unified CM Administration LERERER Civco Unificd CM Administration =[] Go
c""n For Cisco UnHisd Commumcatinssaintiie cemadministrator Search Documentation Abaut Logout
System + CalRouting ~  Meda Resorces +  Advanced Feabres ~ Device « -  User t v Hep v
Route List Configuration CEFCT N R CHY Back To Find/List hd m
Qs‘“‘ x“""' 3 conr %IM 2 HoprContig R AsaNew
— Status

Status: Ready

= Route List Information

Registration Registered with Cisco Unified Communications Manager CCMZSUBL
1P Address 172.16.17.22

= Device is rusted

Hame™* |Woice Mail S1F

Deseription [voice mail s1P

Ciseo Unified Cammunications Manager Group® |De.f_,“|t |

¥ Enable this Route List (change effective on Save; no reset required)
I” Run OR &N Active Unified CM Nodes

— Route List Member Information
Selected Groups*®  [Usice Mall SIF Route Group

Remaved Groups

X __ Add Route Group

WA

= Route List Details
ﬁyg oo Mail SIP Route Group

— Save| [ Delete | Copy | Reset|  Apply Confia | | Add Mew |

2 If the Route Group does not appear on the list, perform the following steps to verify that it has
made it to the list:

a Inthe Related Links field located in the upper-right corner, select Back to Find/List and press
the Go button.
b On the next screen, press the Find button.
¢ Inthe result list, find and select the Route List that was created.
d The selected Route Group appears in the Selected Groups list.
3 Click Save.
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Configuring Route Pattern

To Configure the Route Pattern:

1 Navigate to Call Routing > Route/Hunt > Route Pattern.

2 Click Add New on the screen that appears.

3 In the Route Pattern Configuration screen, configure the following options:

wliale  Cisco Unified CM Administration PETELENE Cisco Unified ©M Administration =
€I5€9  Eor cisco Unified Communications Solutions Tl ety ey Se
System w CalRoding « MedaResources »  Advanced Feahues » Dénvice v Af w L = Hep v
Route Pattern Configuration CEAR T W B Back To FindjList =
|5 5o
=
= Status

@ Status: Ready

= Pattern Definition

Route Fattern® [E300
Rooutes Partition |= Hone = =1
Deseription [woice Mail 51P S500
Numbering Flan | Mot Sele ;l
Route Filter [« none =1 N
MLPP Precedence® [Defautt =]
Resource Priority Namespacs Netwark Domain [« None > =1
Route Class® [cafaut =1
Gateway/Route List® ['oice Mail s1P =] (Edit)
Route Option & poute this pattern

" Block this pattern [No Error =l

Call Classification® [anmet |
I allow Devics Override [ Provide Outside Disl Tone [ Allow Owerlap Sending C Urgent Priorty

r Require Forced Authorization Code
futhorization Lewel® o

I Require Clisnt Matter Cods

=

a In the Route Pattern field, enter the hunt group directory number for the MiCollab AM Voice
Mail system.
b In the Description field, enter a description.
¢ From the Gateway/Route list, select the Route List created earlier.
d Set Call Classification to OnNet.
e Deselect the Provide Outside Dial Tone checkbox.
4 Click Save.

Resetting SIP Trunk

Now that all configuration data has been entered, each trunk created needs to be reset.

To reset SIP trunk:

1 Navigate to Device > Trunk
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2  Press Find.
3 For each new SIP trunk that was just added and configured:
e Click on the trunk name to get to its corresponding configuration screen.
e Press the Reset button
e Press the Reset button on the pop-up screen
e Press the Close button
e Press the Go button in the upper-right corner next to the box that says Back to Find/List.

4 The trunks are now reset and should be able to service phone calls. The switch configuration is
complete.
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Configuring MiCollab AM

Once the telephone system is programmed, you must configure MiCollab AM for the integration. There
are two ways you can configure MiCollab AM: (1) Configuring MiCollab AM for the telephone system
integration when you are installing MiCollab AM for the first time, or (2) Configuring the existing MiCollab
AM with the new telephone system integration.

Click the appropriate steps that your system requires from below and follow the steps:

e Configuring MiCollab AM for the Integration During Initial Installation: Integrate the telephone
system while you install MiCollab AM for the first time.

e Configuring Existing MiCollab AM for the Integration: Integrate a new telephone system on your
exiting MiCollab AM system.

NOTE For general information on integrations, refer to the Integrating MiCollab AM with the
Telephone System chapter in the System Installation and Configuration Guide, and the topic,
Integrating the Telephony Server with the Telephone System, in the online help.

Configuring MiCollab AM for the Integration During
Initial Installation

To configure MiCollab AM for the integration during the initial installation:

1 In the Database Initialization Parameters dialog box, configure the following options:

a
b

In the Mailbox Length box, enter the mailbox length in digits.

In the First Extension box, enter first extension number for the first line. You can also leave
the First Extension box empty.

From the Manufacturer dropdown list, select Cisco.
From the Model dropdown list, select Unified Communications Manager.

From the Integration Type dropdown list, select SIP Trunk.

2 Click Next. The Board Options dialog box appears.
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Board Options -

Board .

Manufacturer: : ™ |

Model: |5|p STACK v| Apply
Cancel

Name: |\-"Irtua| SIP STACK |
Help

Protocaol: |S|P IP RTP v|

Number of Lines: |24 -5

Available Lines (Licenses):

3 In the Board Options dialog box, configure the following options:

a From the Manufacturer dropdown list, select Virtual.
From the Model dropdown list, select SIP STACK.

¢ Inthe Name field, the name for this board is automatically generated. Enter a new name if
necessary.

d From the Protocol dropdown list, select SIP IP RTP.

In the Number of Lines field, enter the number of lines this board uses. The total number of
lines is limited by the capacity of the board and the number of Available Line Licenses.

4 Click OK. The Switch Options dialog box appears.

5 If necessary, make any changes to the default settings your site requires in the Switch Options
dialog box.

NOTE The settings related to the telephone system in the Switch Options dialog box are filled in
automatically when you select the correct telephone system during setup.

If you need to customize settings on the Switch Options dialog box to meet requirements
specific to your site, refer to the documentation accompanying the telephone system, the
online help, and the System Installation and Configuration Guide.

6 Click OK. The Integration Options dialog box appears.

Integration Options -

Cisco Unified Communications Manager
Cisco Unified Communications Manager SIP Tr

Name: isco Unified Communications Manager SIP Trunk

Local Integration Settings

View: [Required Parameters v I l Set Defaults |

Name Value

SIP Server Address 172.16.100.100

SIP Server Port 5060

SIP Domain Name domain.local

Transport for outgoing SIP messages TCP

Use DNS discovery procedures O

Local IP Address to bind on 172.16.4182

SIP Local Connection Port 5060

SIP parser qualifier string 172.16.4.182 8%
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7

In the Integration Options dialog box, configure the following options:

a

In the Local Integration Settings section, select the Required Parameters view, and

configure the settings as follows:

Table 4. Required Parameters View — Integration Options

Field

Required Value

SIP Server Address

Enter the FQDN or the IPv4/IPv6 IP address of the Cisco UCM

SIP Server Port

Enter the listening port of the Cisco UCM

The default port number is 5060. When configured for TLS, the
port number is 5061.

SIP Domain Name

Enter your LAN or VLAN domain (the domain in which both the
Call Server and Cisco Unified Communication Manager reside).

Transport for outgoing SIP
messages

This is the transport medium that will be used to send outgoing
SIP messages.

Select between UDP, TCP or TLS. The default is TCP.

Use DNS Discovery
Procedures

Select this box if the SIP Server Address field is populated with
an SRV record of the PBX. The default value of this field is
disabled.

NOTE If the SIP Server Address field is populated with the IP
address or FQDN of the PBX, then enabling this field is
not required.

Local IP Address to bind on

Select the IPv4/IPv6 IP address of the NIC on the MiCollab AM
platform that should support the integration.

SIP Local Connection Port

Enter the port number where MiCollab AM listens for incoming
SIP messages. The default value is 5060.

NOTE This parameter is used for non-TLS connections only.
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10

11

12

Field Required Value

SIP parser qualifier string e Single SIP integration on the call server: Enter the local IP
address to which the integration is bound. This field is used
by MiCollab AM to match SIP packets to the appropriate SIP
integration.

e Multiple SIP integrations on the call server: Use a string
that is unique to each SIP integration.

For example:
a. The extension that will be used as the hunt number on the
PBX followed by the @ symbol and the IP of the call server,

such as 5000@172.16.4.202. The hunt number must be
unique across all IP integrations.

b. The Fully Qualified Domain Name (FQDN) of the switch,
such as pbx1.sipdomain.com.

NOTE This setting must match a string in the SIP header that
is unique to this particular integration.

b Inthe Local Integration Settings section, select the Integration Specific Parameters View
and configure the settings as follows:

e In the SIP Domain Name field, enter your LAN or VLAN domain (the domain in which
both the Call Server and Cisco Unified Communications Manager reside).

e Find Type of Call Progress to use for External Calls and set the value as how the
gateway is used for the integration.

NOTE How this should be set depends on the gateway used for the integration.

o Digital: Select if the gateway supports call progress through to the endpoint.

e Maedia: Select if the gateway reports early that the call is connected, such as before
the phone rings or while the phone is ringing.

Click OK. The Switch Section Options dialog box appears.
In the Switch Section Options dialog box, configure the following options:
a In the Local Integration Settings section, select the Required Parameters view.

b In the Hunt Group Access Code field, enter the group pilot number you configured
previously. This is the pilot number that users dial to reach MiCollab AM.

¢ Click OK.

Continue through and complete the configuration. At the end of the configuration, a confirmation
dialog box appears. Click OK.

If MiCollab AM Configuration does not open automatically after the configuration completes,
open MiCollab AM Configuration, and select the Lines tab.

In the table from the Lines tab, configure callouts for the application. For information on
configuring callout settings, see the topic Configuring Callout Settings, in the online help system.
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13 Click OK to save all changes.

Configuring Existing MiCollab AM for the Integration

To configure exiting MiCollab AM for the telephone integration:

1 Open MiCollab AM Configuration, and go to the Main tab.
2 In the Main tab, click Shutdown to stop the system. Wait until the Current Status shows Stopped.

NOTE If you have not configured the virtual board with your MiCollab AM system yet, complete
Step 3. If your MiCollab AM already has the virtual board configured, skip to Step 4.

3 [Optional] Select the Boards tab, and then click the Add button. The Board Options dialog box
appears.

Board Options

Board
Manufacturer: Mirtual P v |

Model: [sIP 5TACK vl

Name: |\-"|rtua| SIP STACK |

Protocol: [sIPIFRTR vl

Number of Lines: |24 o Available Lines (Licenses):

a From the Manufacturer dropdown list, select Virtual.
From the Model dropdown list, select SIP STACK.

In the Name field, the name for this board is automatically generated. Enter a new name if
necessary.

d From the Protocol dropdown list, select SIP IP RTP.

In the Number of Lines field, enter the number of lines this board uses. The total number of
lines is limited by the capacity of the board and the number of Available Line Licenses.

f Click OK.

4 Select the Switches tab and click the Add button. The Switch Integration Data Setup dialog box
appears.

a From the Manufacturer dropdown list, select Cisco.
b From the Model dropdown list, select Unified Communications Manager.
¢ From the Integration Type dropdown list, select SIP Trunk.

5 Click OK. The Switch Options dialog box appears.

6 If necessary, make any changes to the default settings your site requires in the Switch Options
dialog box.
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NOTE The settings related to the telephone system in the Switch Options dialog box are filled in
automatically when you select the correct telephone system during setup.

If you need to customize settings on the Switch Options dialog box to meet requirements
specific to your site, refer to the documentation accompanying the telephone system, the
online help, and the System Installation and Configuration Guide.

7 Click OK. The Integration Options dialog box appears.

Integration Options -
:
Name: isco Unified Communications Manager SIP Trunk
Local Integration Settings
View: Required Parameters v | l Set Defaults |
Name Value
SIP Server Address 172.16.100.100
SIP Server Port 5060
SIP Domain Name domain.local
Transport for outgoing SIP messages TCP
Use DNS discovery procedures O
Local IP Address to bind on 172.16.4182
SIP Local Connection Port 5060
SIP parser qualifier string 172.16.4.182

8 In the Integration Options dialog box, configure the following options:

a In the Local Integration Settings section, select the Required Parameters view, and
configure the settings as follows:

Table 5. Required Parameters View — Integration Options

Field Required Value
SIP Server Address Enter the FQDN or the IPv4/IPv6 IP address of the Cisco UCM
SIP Server Port Enter the listening port of the Cisco UCM

The default port number is 5060. When configured for TLS, the
port number is 5061.

SIP Domain Name Enter your LAN or VLAN domain (the domain in which both the
Call Server and Cisco Unified Communication Manager reside).

Transport for outgoing SIP This is the transport medium that will be used to send outgoing
messages SIP messages.

Select between UDP, TCP or TLS. The default is TCP.
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Field

Required Value

Use DNS Discovery
Procedures

Select this box if the SIP Server Address field is populated with an
SRV record of the PBX. The default value of this field is disabled.

NOTE If the SIP Server Address field is populated with the IP
address or FQDN of the PBX, then enabling this field is not
required.

Local IP Address to bind on

Select the IPv4/IPv6 IP address of the NIC on the MiCollab AM
platform that should support the integration.

SIP Local Connection Port

Enter the port number where MiCollab AM listens for incoming SIP
messages. The default value is 5060.

NOTE This parameter is used for non-TLS connections only.

SIP parser qualifier string

e Single SIP integration on the call server: Enter the local IP
address to which the integration is bound. This field is used by
MiCollab AM to match SIP packets to the appropriate SIP
integration.

e Multiple SIP integrations on the call server: Use a string that
is unique to each SIP integration.
For example:

a. The extension that will be used as the hunt number on the
PBX followed by the @ symbol and the IP of the call server,
such as 5000@172.16.4.202. The hunt number must be
unique across all IP integrations.

b. The Fully Qualified Domain Name (FQDN) of the switch, such
as pbx1.sipdomain.com.

NOTE This setting must match a string in the SIP header that is
unique to this particular integration.

b Inthe Local Integration Settings section, select the Integration Specific Parameters View
and configure the settings as follows:

e In the SIP Domain Name field, enter your LAN or VLAN domain (the domain in which
both the Call Server and Cisco Unified Communications Manager reside).

e Find Type of Call Progress to use for External Calls and set the value as how the
gateway is used for the integration.

NOTE How this should be set depends on the gateway used for the integration.

o Digital: Select if the gateway supports call progress through to the endpoint.

e Maedia: Select if the gateway reports early that the call is connected, such as before
the phone rings or while the phone is ringing.
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9 Click OK. The Switch Section Options dialog box appears.

10 In the Switch Section Options dialog box, configure the following options:
a In the Local Integration Settings section, select the Required Parameters view.

b In the Hunt Group Access Code field, enter the group pilot number you configured
previously. This is the pilot number that users dial to reach MiCollab AM.

¢ Click OK.

11 In MiCollab AM Configuration, verify that that the telephone system is properly added and
configured in the Switches, Switch Sections, and Integrations tabs.

12 Select the Lines tab.

13 In the table from the Lines tab, configure callouts for the application. For information on
configuring callout settings, see the topic Configuring Callout Settings, in the online help system.

14 Click OK to save all changes.

Configuring MiCollab AM for SIP Failover

MiCollab AM can be configured for automatic failover to the secondary SIP server in the event of the
primary/host SIP server failure. Use the instructions provided in this section to add or remove secondary
SIP server(s) for failover.

To add a SIP failover server:

1 From MiCollab AM Configuration, click the Integrations tab.
From the Integrations list, select your integration, and then click Edit.
In the Integration Options dialog box, go to the Local Integration Settings section.

From the View dropdown list, select Failover Server Settings.

i A~ W N

Click the Add Failover Server button. Two new rows are added to configure the secondary SIP
server.

6 In the Secondary SIP Server Address and Secondary SIP Server Port rows, enter the appropriate
value as follows:
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Table 6. Secondary SIP Server Address and the Secondary SIP Server Port example

Field Value

Secondary SIP Server Address  Enter the TCP/IP address or an FQDN of the secondary node.

For example:

The IP address 123.45.6.789 as displayed on the
Review/Modify SIP Gateway screen.

NOTE This integration requires the machine name to be a fully
qualified domain name. Therefore, use the Machine
Name field as displayed on the Review/Modify SIP
Gateway screen during the integration process.

IMPORTANT This value must match the configuration on the
Gateway of the secondary node.

Secondary SIP Server Port Enter the port number of the secondary node. The default value
is 5060.

From the View dropdown list, select Integration Specific Parameters. The Integration Specific
Parameters view appears.

In the Integration Specific Parameters list, enter the information as shown in the following table:

NOTE The parameters in the following table is listed in alphabetical order. The actual Integration
Specific Parameters on your system may not be listed in the same order presented in the
following table.

Table 7. Integration Specific Parameters

Field Value

Enable SIP server failover Select this check box to allow for failover and to enable the
failover server setting changes.

Delay (in ms) between Failover The delay in milliseconds before MiCollab AM attempts to
attempts register its port with the SIP server. The default is 1000 ms.
Incoming off hook delay 800

Outgoing off hook delay 0

On hook delay 300
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Field Value

Type of Call Progress to use for How this should be set depends on the gateway used for
External Calls the integration.

e [f the gateway supports call progress through to the
endpoint, set to Digital.

e If the gateway reports early that the call is connected,
such as before the phone rings or while the phone is
ringing, set to Media.

9 Click Apply to save the changes.
10 To add another failover server repeat Steps 4-9.

11 Click OK to close the Integration Options dialog box.

To remove a SIP Failover Server:

1 From MiCollab AM Configuration, click the Integrations tab.
From the Integrations list, select your integration, and then click Edit.

In the Integration Options dialog box, go to the Local Integration Settings section.

2

3

4 From the View dropdown list, select Failover Server Settings.

5 Inthe Failover Server Settings view, click the Remove Failover Server button.
6

At the confirmation prompt, click Yes to confirm the deletion.

NOTE If multiple servers are listed, the last server address and port pair on the list is deleted first.

~J

Click Apply to save the changes, and then click OK to close the Integration Options dialog box.

Configuring MiCollab AM for TLS and SRTP

MiCollab AM can be configured for Transport Layer Signaling (TLS) and Secure Real-Time Transport
Protocol (SRTP). Use the instructions provided in this section to add or remove TLS and SRTP.

IMPORTANT It is advised that you configure MiCollab AM to integrate with Cisco UCM using TCP
initially to ensure that the integration is working prior to configuring MiCollab AM for TLS
and SRTP communication.

This section assumes that you are familiar with preparing certificates for TLS
communication which is not discussed in this document.

To configure TLS and SRTP settings:

1 From MiCollab AM Configuration, click the Integrations tab.
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2
3

From the Integrations list, select your integration, and then click Edit.

In the Integration Options dialog box, configure the following options:

a

In the Local Integration Settings section, select the Required Parameters view, and

configure the following options:

Integration Options -

Cisco Unified Communications Manager
SIP Trunk
Cisco Unified Communications Manager SIP Tr

Mame: isco Unified Communications Manager SIP Trunk

Local Integration Settings

View: Required Parameters v | | Set Defaults |

Mame Walue ~

SIP Server Address 17216100100

SIP Server Port 50E1

SIP Domain Mame domain. local

Tranzport for outgoing SIP meszages TLS

Use DMS discovery procedures _ 1

Local IP Address to bind an 17216.4.53

S|P Local Connection Pork 5060

SIP parzer qualifier string 17216.4.53 ~

Table 8. Required Parameters View

Field

Value

SIP Server Address

Enter the FQDN or the IPv4/IPv6 IP address of the Cisco
UCM

SIP Server Port

Enter 5061 for TLS.

SIP Domain Name

Enter your LAN or VLAN domain (the domain in which
both the Call Server and Cisco Unified Communication
Manager reside).

Transport for outgoing SIP
messages

Select TLS as the transport.

Local IP Address to bind on

Select the IPv4/IPv6 IP address of the NIC on the
MiCollab AM platform that should support the
integration.

SIP Local Connection Port

Enter the port number where MiCollab AM listens for
incoming SIP messages. The default value is 5060.

NOTE This parameter is used for non-TLS connections
only.
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Field Value

SIP parser qualifier string

e Single SIP integration on the call server: Enter the

local IP address to which the integration is bound.
This field is used by MiCollab AM to match SIP
packets to the appropriate SIP integration.

e Multiple SIP integrations on the call server: Use a
string that is unique to each SIP integration.

a.

For example:

The extension that will be used as the hunt
number on the PBX followed by the @ symbol and
the IP of the call server, such as
5000@172.16.4.202. The hunt number must be
unique across all IP integrations.

b. The Fully Qualified Domain Name (FQDN) of the
switch, such as pbx1.sipdomain.com.

NOTE This setting must match a string in the SIP

header that is unique to this particular
integration.

b

and then configure the settings as follows:

In the Local Integration Settings section, select the Connection Security Parameters view,

Integration Options *
Cisco Unified Communications Manager
SIP Trunk Apply
Cancel
Cisco Unified Communications Manager SIF Tr ance
N N — Help
MName: isco Unified Communications Manager SIF Trunk
Local Integration Settings
View: Connection Security Settings w Set Defaults
Mame alue ~
Enable TLS E]]

SIP Server Address

PUE. domain.local

SIP Server Address

SUB.domain. local

SIP server TLS Port 50E1

SIP Local TLS Port 5061
SSLATLS praotocal wersion TLSW1.2
Overmde list of ciphers to use |
Prefered URL Scheme zip

Thumbprint call server certificate

EC42F4EFI5ED70227ERE2304FBAR. . | v

Add Trusted SIP Server Address

Add Local Issuer Certificate

Add Remote Trusted Certificate

Show thumbprint properties [allows selection of certificates from Windows certificate store]

Remove Trusted SIP Server Address

Remove Local Issuer Certificate

Remove Remote Trusted Certificate
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Table 9. Connection Security Settings

Field

Setting

Enable TLS

This parameter must be selected to enable TLS.

SIP Server Address

Enter the IP or FQDN of all of the Cisco UCM

NOTE You need to click Add Trusted SIP Server Address
button for the SIP Server Address entry to be
created.

SIP Server TLS Port

Enter the port number used by Cisco UCM for SIP TLS
connections.

SIP Local TLS Port

Enter the port number used by MiCollab AM for SIP TLS
connections.

SSL/TLS protocol version

Select the SSL/TLS protocol version to be used.

NOTE To create secure connections, use TLS 1.3
(recommended where available) or 1.2 for the
System Server and Call Servers.

Override list of ciphers to
use

Specify the ciphers or cipher suites to be used for your
integration in Open SSL format. For example, if SHAT+DES is
specified then all cipher suites containing the SHA1 and DES
algorithms will be used.

NOTE This parameter is empty by default which means all
ciphers will be used.

Thumbprint call server
certificate

Use the Browse (...) button to open the Windows select
certificate wizard that will present a list with all certificates
from the Personal folder of Windows certificates store for
the local computer. Select the MiCollab AM certificate you
imported into the Windows certificates store for TLS
communication and click OK.

Thumbprint remote root CA
certificate

Use the Browse (...) button to open the Windows select
certificate wizard that will present a list with all certificates
from the Trusted Root Certification Authorities folder of the
Windows certificates store for the local computer. Select the
certificate for the root CA in the certification path of the
Cisco UCM certificate and then click OK.

In the Local Integration Settings section, select Media Settings view, and then configure the

settings as follows:
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System Switch: [Cisco Unified Communications Manager v|

:

Integration Type! lSIP Trunk

Integration: ’Cisco Unified Communications Manager SIP Tr v

Name: I isco Unified Communications Manager SIP Trunk |

Local Integration Settings

View: |Media Settings v | | Set Defaults

[Name [Value. A
Input volume shift from the phone line 0

Media encryption preference SRTP only

Prefer RTP over SRTP O

Encryption and Authentication algorithm preference  |AES_CM_128_HMAC_SHA1_32
Transmit Master Key |dentifier

Default size of the Master Key |dentifier 4 D
Enable Key Derivation Rate ]

Key Derivation Rate 16 |
\Window Size Hint 0 |v

Table 10. Media Settings

Field Setting

Media encryption preference Select SRTP only

Encryption and Select AES_CM_128 HMAC_SHA1_32
Authentication algorithm

preference

Transmit Master Key This parameter must be cleared
Identifier

Window Size Hint This parameter must be set to 0
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Changing the Network Binding Order on
the MiCollab AM Platform

MiCollab AM uses the primary (public) network interface card (NIC) in the platform. It must be the first
network connection in the network binding order. If your MiCollab AM server platform is a component of
two or more local or wide area networks (LANs or WANs), you must make sure that this integration does
not interfere with the normal network operation of the server.

NOTE The operating system gives precedence to the first network connection in the list followed by the
remaining connections based on their position in the list.

The instructions in this document ensure that the binding order is correct when you set up the
integration. However, if you replace a NIC on the MiCollab AM server platform later, the platform's
operating system registers the new adapter at the bottom of its binding order. Restoring the original
binding order should correct any problems caused by the change.

IMPORTANT The following procedure shifts the binding order of the network interface cards. To
determine which NIC is associated with a specific network connection, right-click the
connection in the Network Connections window, and then select Properties.

Windows Server 2012 R2

To change the binding order of multiple NICs:

From the taskbar, click Start > Control Panel.

In the Control Panel, click Network and Internet > Network and Sharing Center.
On the left pane, select Change Adapter Settings.

Press to display the menu bar.

On the menu bar, select Advanced, and then click Advanced Settings.

A U1 A W N =

On the Adapters and Bindings tab of Advanced Settings, click the network connection that
serves MiCollab AM.

7 Click the up arrow button to the right of the Connections list as many times as needed to move
the connection to the top of the list.

8 Click OK, and then close the Network Connections window and the Control Panel.
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Windows Server 2016 / 2019

To change the binding order of multiple NICs:

1

g Hh W N

From the taskbar, select Start > Control Panel.

In the Control Panel, click Network and Internet > Network and Sharing Center.

On the left pane, select Change Adapter Settings.

Right-click the network connection that serves MiCollab AM and then select Properties.

On the Networking tab of the Local Area Connection Properties dialog box, select Internet
Protocol Version 4 (TCP/IPv4), and then click Properties.

On the General tab of the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click
the Advanced button.

On the IP Settings tab of the Advanced TCP/IP Settings dialog box, clear the Automatic metric
check box and then type in a low value in the Interface metric field. The lower the value, the
higher the priority.

NOTE For all Windows systems, the value 1 is reserved for the loopback adapter. It is
recommended to use a value of 2 or higher for the network connection that serves
MiCollab AM.

Click OK on all of the dialog boxes to save the settings, and then close the Local Area Connection
Properties dialog box.

Repeat steps 4 through 8 to assign an Interface metric value to all other network adapters.
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Configuring Quality of Service (QoS)

As of version 6.0, MiCollab AM has no internal support for QoS. QoS must now be implemented externally
via group policies as Policy-Based QoS. Refer to your operating system’s documentation for details.

Table 11. QoS Configuration

Field Setting

Application Name At_TelephonyServer.exe

Protocol Match the setting used for the integration UDP or TCP

Source Port MiCollab AM requires a range of ports for audio support. The MiCollab AM

audio ports start at the Local Media Base UDP Port configured in the Server
tab. Each MiCollab AM line reserves 10 ports. Hence, the port range starts
from the number configured there, and goes to the last port of the last line.
The formula for calculating the highest port number in the range is as follows:

BasePortNumber + (NumberOfCXPorts * 10) -1.

Hence, if the base port is 10000, and MiCollab AM has 8 lines, then the port
range to use would be:

10000:10079

DSCP Value 46
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