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PKI DLS Basic Configuration Guide

1 Configuration overview

1.1 PKI Basics

Public key infrastructure is the term used to describe the laws, policies, procedures,
standards, and software that regulate or control the operation of certificates and public and
private keys. More specifically, a PKI is a system of digital certificates, certification
authorities, and other registration authorities that verify and authenticate the validity of each
party involved in an electronic transaction.

A PKI consists of the following basic components:

Digital certificates . Electronic credentials, consisting of public keys, which are used to sign
and encrypt data. Digital certificates provide the foundation of a PKI.

One or more certification authorities (CAs) . Trusted entities or services that issue digital
certificates. When multiple CAs are used, they are typically arranged in a carefully prescribed
order and perform specialized tasks, such as issuing certificates to subordinate CAs or issuing
certificates to users.

Certificate policy and practice statements . The two documents that outline how the CA
and its certificates are to be used, the degree of trust that can be placed in these certificates,
legal liabilities if the trust is broken, and so on.

Certificate repositories . A directory service or other location where certificates are stored
and published. In a Windows Server 2003 domain environment, the Active Directory®
directory service is the most likely publication point for certificates issued by Windows Server
2003-based CAs.

Certificate revocation lists (CRL) . Lists of certificates that have been revoked

before reaching the scheduled expiration date.

Certificate trust lists . These are signed lists, which are located on the client, of trusted CA
certificates. Certificate trust means that a certificate is part of a certificate trust list (CTL) or
that the CTL contains a trusted certificate from another CA that is part of the certificate’s
certificate chain. Windows Server 2003 domain administrators can use Group Policy objects
(GPOs) to publish and maintain CTLs.

Key archival and recovery . A feature that makes it possible to archive and recover the
private key portion of a public-private key pair, in the event that a user loses his or her
private keys, or an administrator needs to assume the role of a user for data access or data
recovery. Private key recovery does not recover any data or messages; it merely enables the
recovery process.

Public key standards . Standards developed to describe the syntax for digital signing and
encrypting of messages and to ensure that a user has an appropriate private key. To
maximize interoperability with third-party applications that use public key technology, the
Windows Server 2003 PKI is based on the standards recommended by the Public-Key
Infrastructure (X.509) (PKIX) working group of the Internet Engineering Task Force (IETF).
Other standards that the IETF has recommended also have a significant impact on public key
infrastructure interoperability, including standards for Transport Layer Security (TLS), Secure/
Multipurpose Internet Mail Extensions (S/MIME), and Internet Protocol security (IPSec).

A PKI system makes it possible for an organization to do the following:

1.1.1 How a Public Key Infrastructure Works

The PKI administrator makes certificate templates available to
?bllh ctifica

ents (users, serwces applications, and computers) and enables additional CAs to
issue certificates.



LI Enroll clients. To participate in a PKI, users, services, or computers must request and
receive certificates from an issuing CA or a Registration Authority (RA). Typically,
enrollment is initiated when a requester provides unique information and a newly
generated public key. The CA administrator or enrollment agent uses the information
provided to authenticate the identity of the requester before issuing a certificate.

LI Use certificates. Clients use their certificates, which are validated or invalidated in a
timely manner if CAs and certificate revocation lists are available to verify or deny
their authenticity. If they are validated, a PKI provides an easy way for users to use
keys in conjunction with applications that perform public key cryptographic
operations, making it possible to provide security for e-mail, e-commerce, and
networks.

LI Renew or revoke certificates. A well-designed PKI makes it easy for you to renew
or revoke existing certificates, and to manage the trust level associated with
certificates used by different clients or for different applications.

The status of a public key certificate is determined by means of the chain building process.
Chain building is the process of building a trust chain, or certification path, from the end
certificate to a root CA that is trusted by the security principal. Figure 16.2 shows a
certification path in a two-level CA hierarchy.

Certification Path in a Two-Level CA Hierarchy

Issuing CA Certificate

Y

User Certificate

In this example, the issuing CA issued the User certificate, and the root CA issued the
certificate of the issuing CA. This is considered a trusted chain, because it terminates with a
root CA certificate that has been designed and implemented to meet the highest degree of
trust.

The chain building process validates the certification path by checking each certificate in the
certification path from the end certificate to the certificate of the root CA. If the CryptoAPI
discovers a problem with one of the certificates in the path, or if it cannot find a certificate,
the certification path is either considered invalid or is given less weight than a fully validated
certificate.

Root Ch Certificate

This guide is based on an example PKI system comprised of the following Windows 2008 R2
servers.

- DNS server

- MS Root Certification Authority — Enterprise CA

- MS Subordinate Certificate Authority - Enterprise CA

- DLS Server

DLS with a configured PKI connector (chapter 6) is integrated in this PKI system. The
previous chapters are included in the guide for reference purposes. In fact if the customers
PKI environment is already in operation only the integration of DLS to that environment is
required. In that case the reader can consult directly chapter 6. He can look at previous
chapters in case he needs clarifications or cross references to a standard PKI environment.



1.2 DNS server
All CAs (Certification Authorities) and DLS server must be in the same Active directory.

1.3 Microsoft Root Certification Authority

The DLS PKI Connector provides a ready to use plug-in for standard PKI environments based
on Windows Server 2003, Windows Server 2008 / 2008 R2 and Windows Server 2012.
Integration with Windows PKI will show following restrictions:

- The CAs used from DLS PKI Connector to request and enroll certificate may only be
Enterprise CAs (Standalone CA is not supported, although a Standalone CA may be the
trust anchor on customers infrastructures, Standalone CAs can't be used as issuing CAs for
DLS PKI Connector)

- All CAs are accessed by the same windows credentials, this means DLS must be configured
using a domain account with proper rights on all CAs (issuing and revoking certificates). I.e.
CAs in different windows domain forests are not supported.

1.4 Microsoft Subordinate Certification Authority

If a two-tier CA hierarchy is needed, then a subordinate CA can be installed. Root CA will
sign this subordinate CA.

1.5 DLS server

The main components of PKI DLS is the PKI connector and the PKI plugin.

The PKI Connector is a new integrated component of the DLS. The connector acts as an
abstraction layer to be able to communicate with individual standard and non-standard PKI
environments used by different customers.

The fiaure below shows the main components of the overall architecture:
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Figure 1 Overview: DLS PKI Connector Architecture

To be able to support standard and non-standard PKI infrastructures, pluggable connectors,
hiding the details of communication and the concrete adaption and configuration to interact
with an individual PKI, can be used and plugged into the DLS PKI Connector.



1.5.1 Supported Configuration Scenarios

The DLS can be used in a single tenant as well as in a multitenant environment This scenario
has also an impact on the DLS PKI Connector. The following scenarios are supported:

[ Customer uses
o ownPKI
o DLSinternal CA
o both, DLS internal CA and own PKI, depending on the certificate type and
use 1 Customer provides DLS services to other customers (multi-tenancy) using
o own centralized PKI
o DLSinternal CA
o both, DLS internal CA and centralized own PKI, depending on the certificate type
and use
o either DLS internal CA, centralized own PKI or an individual customer PKI
provided and maintained by its customer, depending on the certificate type and
use

These mixed scenarios can be configured and assigned to a customer or tenant via the DLS
Client GUI.

2 DNS Configuration

The active directory is implemented in A Windows 2008 R2 server which is installed and
configured as follows.

2.1 DNS Installation

Set the IP of your DNS as shown in Figure 1. If you have a primary DNS above PKI DNS then
enter its address in ‘Alternate DNS server’ field.
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Figure 2 DNS network settings

In command line execute the command ‘dcpromo’ to install active directory of
DNS as shown in Figure 2.
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Figure 3 dcpromo to install active directory

Select “Create a new domain in a new forest”, as shown in Figure 4.

@! Active Directory Domain Services Installation Wizard

I Choose a Deplopment Configuration
‘You can create a domain controller for an existing forest or for a new forest.

" Existing forest

¢ Add'a domain contrallerts st existing domain

€ Create & new domair man existing forest

This server il become the

* ‘Create a new domain in a new forest

More about possible deplovment configurations

< Back I Nest > I Cancel

Figure 4 domain controller type

Specify the domain names as shown in Figures 5 and 6.



ji_Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. Its name is also the name of
the forest.

Type the fully qualified domain name (FDDN) of the new forest root domain.

FODN of the forest root domain:

dis.athens.com

Example: corp.contoso.com

< Rack Next > Cancel

Figure 5 Specify Domain Name

Active Directory Domain Services Installation Wizard

Domain NetBIOS Name

This is the name that users of earlier versions of Windows will use to identify the
new domain.

The wizard generates a default NetBIOS name. This wizard page appears only if you
have selected advanced mode or the wizard has defected a conflict with the default
name.

Either accept the name that has been generated by the wizard or type a new name and then
click Next.

Domain NetBIOS name: IDLS-DO

| Cancel 1

Figure 6 Domain NetBios nhame

Follow default settings as shown in Figures 7, unless local configuration requests for
different settings.


http://dls.athens.com/
http://corp.contoso.com/

@ Active Directory Domain Services Installation Wizard Bi
Location for Database, Log Files, and SYSYOL =

Specify the folders that will contain the Active Directory domain controlier = =
database, log fies, and SYSVOL. i o

For better performance and recoverability, store the database and log files on separate

volumes.

Database folder:

IC:\Windows\NTDS! Browse. . |
Log files folder;

|- \Windows\NTDS Browse, . |
SYSVOL folder:

IC:\Winduws\SYSVDL Browse. . I

More about placing Active Directory Domain Services files

< Back Next> Cancel |

Figure7Z Db and log settings

Set a restore password for the Administrator account as shown in Figure 8.

Directory Services Restore Mode Admini P d

The Directory Seivices Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator sccount that will be used when this domain
controller i started n Directory Services Restore Mode. We recommend that you
choose a strong password,

Password. Iaooo..a.

Confitm password: lu-.u..|

More about Directory Services Restore Mode password

< Back I Next > I Cancsl l

Figure 8 Set Admin password

DNS installation continues with respective review options. Select "Next” in order to proceed
with the installation process. Active directory installation is finalized (figure 9).
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Figure 9 Finalize Active Directory installation

2.2 Create 'dls’ user in DNS
The system needs a ‘dlIs’ user to be created to facilitate the communication between its

Respectively to each customer’s infrastructure ‘dls’ user may be individually
granted with all permissions mentioned in this guide (on user level), or he may be
a part of a user group which will be granted with respective permissions.

This guide is based on user level permissions.

Through Server Manager, navigate to Active Directory Domain Services -> Active Directory
Users and Computers ->User and select to create new user
Right click in *Users’ folder to create a new user as shown in figure 10
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Figure 10 Create new user
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Create domain user “dIs” as shown in figure 11.
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Figure 11 Create 'dlIs’ user in the active directory

Assign a password to this user and select ‘Password never expires’ as shown in figure 12.

M New Object - User E3
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Figure 12 'dlIs' user properties

Add ‘dIs’ user to Remote Desktop users as shown in figure 13.



i dls Properties 2] x|
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Figure 13 Add 'dis' to Remote Desktop Users

Enable remote control to ‘dls’ user (figure 14). This is required by the DLS PKI operation.

General | Address | Account | Frafile I T elephones | Orgarization | Member DFl
Femote Dezktop Services Profile | Perzonal ‘it al Deskiop | COk+ |
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} dls Properties

Uz this tab to configure Femote Desktop Service: remote conbrol zettings.
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¥ Enable remate contral
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V¥ Requite user's permiszian

Lewel of control

Specify the level of contral you want to have over a uzer's session
C View the wser's sassion

& |nteract with the ssssion

Ok I Cancel I Apply | Help |

Figure 14 'dls’' user remote control properties

From now on login to the DNS domain (not to the local machine) as in figure 15.
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e

Figure 15 Login Administrator to the domain

3 Microsoft Root Certification Authority

Only Enterprise CAs are supported by DLS PKI. Enterprise CAs are integrated with Active
Directory. They publish certificates and CRLs to Active Directory. Enterprise CAs use
information stored in Active Directory, including user accounts and security groups, to
approve or deny certificate requests. Enterprise CAs use certificate templates. When a
certificate is issued, the enterprise CA uses information in the certificate template to generate
a certificate with the appropriate attributes for that certificate type.

A Root CA is the CA that is at the top of a certification hierarchy and must be trusted
unconditionally by clients in your organization. All certificate chains terminate at a root CA.
Whether you use enterprise or stand-alone CAs, you need to designate a root CA.

Because there is no higher certifying authority in the certification hierarchy, the subject of
the certificate issued by a root CA is also the issuer of the certificate. Likewise, because the
certificate chain terminates when it reaches a self-signed CA, all self-signed CAs are root CAs.
Windows Server 2003 only allows you to designate a self-signed CA as a root CA. The
decision to designate a CA as a trusted root CA can be made at either the enterprise level or
locally, by the individual IT administrator.

A root CA serves as the foundation upon which you base your certification authority trust
model. It guarantees that the subject public key belongs to the subject identity information
that is contained in the certificates it issues. Different CAs might also verify this relationship
by using different standards; therefore it is important to understand the policies and
procedures of the root certification authority before choosing to trust that authority to verify
public keys.

The root CA is the most important CA in your hierarchy. If your root CA is compromised,
every other CA and certificate in your hierarchy might have been compromised. You can
maximize the security of the root CA by keeping it disconnected from the network and using
subordinate CAs to issue certificates to other subordinate CAs or to end users.

3.1 CA Server settings

The network settings of the root CA will have as preferred DNS the previously installed DNS
server and as default gateway any other higher in the hierarchy DNS (figure 16). Give a
computer name to the CA and add it to the active directory as shown in figurel7 & figure 18.



You will see a welcome message as soon as the CA enters the domain (figure 19). Now you
can login root CA in the domain as shown in figure 20.

Internet Protocol Yersion 4 (TCP/IPv4) Properties 7| x|

General I

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
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Subnet mask: I 255 . 255 . 255 , 224
Defaul gateway: 0.6 .25, 1

€ Obtain DS server address automatically
(¥ Use the following DNS server addresses:
Preferred DNS server: 10 .6 .25 .30

Alternate DNS server: I ] 5 ]
[™ Validate settings upon exit T I

ok | caxel |

Figure 5 Root CA network settings
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Figure 17 Root6 CA joins the domain



Windows Securit

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the domain.

=

Domain: ]
OK Cancel

Figure 7 Account with permission to join the domain

[Eystem Properties :§ [=7

You can change the name and the membership of this
computer. Changes might affect access to network resources. . computer
More information

Computername:
DIsV6-PKI

Full computer name:
DIsV6-PKI

More... .

Member of

re. D1main:
dis.athens.com

r Ixinrk nr, v

Mo |
| B

10 Welcome to the dls.athens.com domain.

| |

Figure 8 Root CA joined the domain

DLS-D C\ administrator

Log on to: DLS-DC
How dol log on to another domain?

Sen o

Figure 20 Login CA to the domain
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http://dls.athens.com/

3.2 Install CA and other Application server services

A root CA MS server will need some extra windows components apart from the default. Install
extra Application server components as shown in figure 21.

Add Roles wWizard E3
‘(" 3
i{zj Select Server Roles
Before You Begn

Select one or more roles to nstall on this server,

Roles: Description;
Application Server | Apglication Server provides central
ppl L Active Directory Certificate Services sty LR
Role Services 0 Active Directory Domain Services performance detributsd business
Confirmation [ Active Directory Federation Services applications such as those buik with
|| Active Directary Lightweight Directory Services Enterprise Services and JNET
Progress || Active Directory Rights Management Services Framework3.5.1.
Results Apphcation Sarver
] DHCP Server
L _J DNS Server
[ ] Fax server
|| File Services
[] Hyperv

] Network Pokicy and Access Services
[ Print and Document Services
[ ] Remote Deskkcp Services
| web Server (I15)
| Windows Deployment Services
| Windows Server Lipdate Services

More sbout server roles

<Evevious| text > | j5tal ] Cancel |

Figure 9 Install needed windows components if missing

Select to install NET Framework 3.5.1 as in figure 22.

Add Roles Wizard E3
igL Select Role Services
‘.
Bfore You Begin Selact the role services to install for Applcation Server:
Server Roles Rols services: Deseription:
Application Server [V, .NET Framework 3.5.1 (NET Framawork 3.5, includes

[ web Server (115) Support
[ COM+ Network Access

‘Windows Communication Foundation
(WCF), Windows Workflow Faundation

rifirmath (WF) and Windows Presentation
Kb [ TCP Port Sharing Foundation (WPF). Thess framewarke
Progress = [ windows Process Activation Service Support provide a Dowelrf\l xnfvastrl;cture for
Rosults | | HTTP Activation crearing securely connecked services,

[ Message Queuing Activation
[ TCP Activation
|| Named Pipes Activation

= [ ] Distributed Transactions
r Incoming Remote Transactions
| Outgeing Remate Transactions
[ we-Aromic Trangactions

More about role services

workflow driven applications, and rich
user experlences.

<Eveviousl MNext > l Irstall | Cancel I

It is also necessary to install Certificate services as in figure 23 & 24. Select to install a
certification authority. Select CA type ‘Enterprise Root CA’ as in figure 25.




Figure 22 Install missing windows components
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Add Roles Wizard E3

.@. Select Server Roles
' o

Before You Begin

Select one or more roles to install on this server,

[ sevecroes

ADCS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
abdty Period
Certificate Database
Confirmation
Progress
Results

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
ADE stalled)

DHCP Server

DNS Server

Fax Server

File Services

LI Hyper-¥

Network Policy and Access Services

Print and Document Services

Remote Desktop Services

Web Server (11S)

Windows Deployment Services

Windows Server Update Services

More about server roles

« Previous " Next > I Iristal Cancel

Description:

Active Directory Certificate Services
(AD CS) is used to create certification
authorities and related role services
that allow you to issue and manage
certificates used In a variety of
apphcations

ir

Figure 10 Install WIN Certificate services

Add Roles Wizard B3 !
l Select Role Services
Before You Begin Select the role services to install For Active Directory Certificate Services:
Server Roles Role services: Description:
|| Certification Authority The Certificate Ervolment Polcy \Web
| Service enables users and computers
[»/E Certification Authority Web Enrollment to obtain certificate enrolment policy
['/! Online Responder information even when the computer
| ] Network Device Enrollment Service is not 3 munbev of a domain or if &
CA Type | ] Certificate Enrollment Web Service domain-joined computer is
20 Certificate Enroliment Policy S temporarily outside the security
Private Key boundary of the corporate network,
The Certificate Enroliment Policy Web
Cryptography Sarvice works with the Certificate
CA Name Envoliment Web Service to provide
_ policy-based automatic certificate i
Validiy Period enroliment for these users and
Certificate Database COTpLRRES:
Authentication Type
Server Authentication Certificate
Web Server (II5)
Role Services
Confirmation
Progress
Results
More about role services
< Prewvious " Next > I Insts Cancel

Figure 24 Install WIN Certificate services

Note: Network Device Enrollment Service and Certificate Envollment Web Service can not be instalied at the
same time Certification Authority is being installed. You should finished the installation as desaribed here and
Ifnecessary you should returm and add respective roles after the instalation of Certificate authority is

finished.
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Valdity Period
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Web Sen>er (115)



Figure 25 Select CA Type “Enterprise”
Select Root CA as in figure 26
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Figure 26 Select "Root CA”

Select whether you want to use a pre-existing private key or create new (figure 27) and
specify the cryptographic service provider, hash algorithm and key length as shown in figure
28.



Set Up Private Key

Before You Begin To generate and issue certificates to clients, a CA must have a private key. Specify whether you want to create a
new private key or use an existing one.

Server Roles
AD U

C= C Create a new private key

Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security. You will

— be asked to select a cryptographic service provider and specify a key length for the private key. To issue new

BT certificates, you must also select a hash algorithm.
GRAuze I’ Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Cryptography 1: Select d cei Liticdte and :use its associated private key
CAName Select this option if you have an existing certificate on this computer or if you want to import a

certificate and use its associated private key.
Validity Period
Y I select an existing private key on this computer

Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private key from

o an alternate source.
Authentication Type

Server Authentication Certificate
Web Server (IIS)

Role Services
Confirmation
Progress

Results
More about public and private keys

C Previous Next Install 1 Cancel

Figure 27 Create new private key

Add Roles Wizard |

Configure Cryptography for CA

Before You Begin To create a new private key, you must first select a_cryptographic service provider, hash algorithm, and

key length that are appropriate for the intended use of the certificates that you issue. Selecting a higher
Server Roles AD value for key length will result in stronger security, but increase the time needed to complete signing
cs operations.

Role Services
Setup Type Select a cryptographic service provider (CSP): Key character length:
RSA#Microsoft Software Key Storage Provider

CA Type

Private Key Select the hash algorithm for signing certificates issued by this CA:
SHA 256 -
SHA 384

CA Name SHA 512
=
o
B/atlidgyPeﬁod.Celﬁﬁmte I Allow administrator interaction when the private key is accessed by the CA.
atabase

* Authentication Type
Server Authentication Certificate \Web
Server (HS)
Role Services
Confirmation

Progress
More about cryptographic options for a CA

Previous Next Install Cancel

Figure 28 Cryptographic service provider, hash algorithm and key length
Give a CA common name (CN) and DN suffix (figure 29).



Add Roles Wizard

!&b Configure CA Name

Before You Begn Type in a common name to identify this CA. This name is added to all certificates issued by the CA,
Distinguished name suffix values are automatically generated but can be modified,

Server Roles
ADCS Common name for this CA:
Role Services Flis-ROOT-DC-DLS-ATH-CA
Setup T
PAvEe Distinguished name suffix:
CA Type DC=cis DC=athens DC=com
Private Key
Cryptography
Preview of distinguished name:
Yalidity Period CN=cis-ROOT-DC-DLS-ATH-CA DC=dis DC=athens DC=com
Certificate Database
Authentication Type
Server Authentication Certificate

Web Server (IIS)

Role Services
Confirmation
Progress

Results

< Previous ” Next > I Install l Cancel

Figure 29 Configure CA common name and DN suffix

Specify validity period for the certificate that will be generated for your Root CA as shown in
figure 30.

Add Roles Wizard [ X | I
ﬁ; Set Validity Period
Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with chents requesting
certificates, The validty period of a CA certificate can be based on a number of factors, inchuding the intended
Server Roles purpose of the CA and security measures that yvou have taken to secure the CA,
ADCS
Role Services Select valdity period for the certificate generated for this CaA:
S |y
Setup Type o hd
CA Type CA expiration Date:  11/15/2015 3:24 PM
Note that CA will Issue certificates vabd only until its expration date,
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Authentication Type
Server Authentication Certificate

Web Seryer (115)

Role Services
Confirmation
Progress
Results

More about setting the certificate vabdty period

< Previous | Next = I Install Cancel
Figure 30 CA certificate validity period

Finally, specify Certificate database and Certificate database log location (figure 31), the type
of authentication clients will use (figure 32) and a server authentication certificate suitable for
ssl encryption (figure 33).



Add Roles Wizard

Configure Certificate Database

Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired
certificates. The database log can be used to monitor management activity for a CA.
Server Roles
HDE Ce’rtiﬂoate database location:
Role Services U
lL » Mindows'isystem34CertLog Browse. ..
Setup Type —
n Use existing certificate database from previous installation at this location
CA Type
¥ Certificate database log location:
Private Key F
].C:Mindows system34CertLog
Cryptography —
CA Name
Validity Period

Authentication Type

Server Authentication Certificate
Web Server (HS)

Role Services
Confirmation
Progress

Results

C_Previous Next > I Install I Cancel

Figure 31 Certificate database and database log location

Add Roles Wizard

Select Authentication Type

Before You Begin Select the type of authentication clients will use when sending requests to the web service(s).
Server Roles
AD CS G Windows Integrated Authentication
Role Services Select this option if clients will only be able to access the web service while connected directly to your
internal network.
Setup Type
CA Type Client certificate authentication
) Select this option if you plan to provide users with digital X.509 certificates for client authentication. This option
Private Key will enable you to make the web service available on the Internet.
Cryptography
Username and password
CA Name
Select this option if you would like users to enter a username and password to authenticate to the web
Validity Period service. This option can be used when the web service is accessed on the internal network or over the

Internet.
Certificate Database

Server Authentication Certificate
Web Server (ITS)

Role Services
Confirmation
Progress

Results

Next > Cancel

Figure 32 Type of authentication
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Add Roles Wizard [ X] I

lj% Choose a Server Authentication Certificate for SSL Encryption

Befors You Begin When communicating with cierts, the web service(s) uses Secure Sackets Layer (S5L) protocol to encrypt
Server Roles network traffic,
Choose a server authentication certificate suitable for S5L encryption to add to the default website in 115,
ADCS
Rl Seiies (" Choose an existing certificate for SSL encryption (recommended)
This option is recommended for most production deployment scenarios, You should use a certificate
Setup Type issued by a certification authority that is trusted by chents connecting to this server. The subject name
CAType of the certificate must match the host name of this server.
P Tssued To [ 1ssuedBy | Expration Dat=_| Intended Purpose [ BT
Cryptography Trojpior
CA Name frest
et
\ahdity Period
CorliReate Databate (% Choose and assign a certificate for SSL |ater
This option is recommended # you plan to request a certificate from a CA and import it to the loca
Authentication Type computer personal cert¥icate stors on this server later, Once the certificate is imported, use the 115
orvar AltharHcaFlon Cartiizaba snap-in to assign the certificate to the default web site,
i . 1 For this role service to function, you must configure this server with a valid certficate,
Web Server (115)
Role Services
Confirmation
Progress
Resuts

<E,rmus| fext > I rote [

Figure 33 Certificate for SSL Encryption

Cance|

Finishing the installation, system will prompt you with installation wizard for Web Server (IIS)
Role services ( needed for Certication Authority Web Enrollment). Proceed with default values
as shown in figure 34.

! Add Roles Wizard B2
ig} Select Role Services
Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
ADCS =X Web Server provides support for
i) Web Server HTML Web sites and optional support
Role Services I Comon HETRFegtures for ASP.NET, ASP, and Web server
- [¢] Static Content extensions, You can use the Web
P lype |/ Defauk Document Server to host an internal or external
CAType [V] Directory Erowsing Web site or to provide an environment
7] HTTE Err for developers to create Web-based
s o ors ' :
Private Key = J applications.
/| HTTP Redrection
Cryptography [ webDAY Publishing
CA Name = & Application Development
; [ asp.neT
Walidty Period —
s [V .NET Extensibility
Certificate Database V] asp
Authentication Type L cal
v/ ISAPI Extensions
Server Authentication Certificate ISAPI Fikers
Web Server (1I5) Server Side Includes
EEEEITE | C o
‘ [/] HTTP Logging
Confirmation [v] Logging Tools
Progress ¥ Request Monitor _J
S v
Resukts V! Tradna
More shout role services
< Previous | Next = I Irsta | Cancel |

Figure 34 Installation wizard for Web Server (IIS) Role services

Proceed with “Install” and wait for the installation to finish. A success message will be
displayed with the end of the installation (figure 35)



e
Add Roles Wizard

% Installation Results

Before You Begn
The Following roles, role services, or features were installed successfully:
Server Roles G
43I
ADCS i 3informational messages below
Role Services (~ Active Directory Certificate Services “6 Installation succeeded £
Setup Type (f More information about advanced configuration options for Certificate Enroiment Palicy Web
Service
CAT ~
i (5 ) Before clients can use this web service, a server authentication certificate must be configured to
Private Key  encrypt communication betwesn chents and the service, Use the 115 snap-in to verify the server
authentication certificate. More about confiquring server certificates for certficate enroliment
Cryptography service
CA Name (i) Before clients can use the Certificate Enrolimert Policy Web service, Group Policy settings must
: "~ be applied to their computers to direct certificate enrolment requests to the web service. More
Vakdiy Period about corfiguring Group Policy to support the Certificate Enroliment Palicy Web service
Certificaze Database The following role servicss were instaled:
Alithentication Type Certification Authority
Certification Authority Web Enrollment
Server Authentication Certifizate Online Responder
iWeb Serves (IIS) Certificate Enroliment Policy Web Service
Role Services (~ Web Server (115) & Installation succeeded
Confirmation The following role servicas were instaled;
Progess Web Server |

Print, e-mad, or save the installation report

Figure 35 End of installation

3.3 Certificate templates configuration

PKI DLS will be using templates to request on demand certificates from the CA. Hence a
number of templates can be configured in the CA for different purposes. For the WBM
interface the Web Server template would be used. For the phone’s client authentication (e.g.
for secure communication with DLS) the User Template is needed and is actually a
mandatory configuration parameter for the plugin.

In order to configure the certificate templates open the CA management window (figure 36).

£¥ Active Directory Modubs fer Windows Powershel
#e Active Directory Sbes and Services

. Active Directory Uisers and Computers

_J ADSIEdt

Comporent Sarvices

- N A Computer Management:
B comerdprone: & = Data Sources (00BC)
-, | ¥= 2 ons
,.,v‘ RNotepad 3 Rv— éEvent'-‘m
?‘_‘L Local Socusky Policy Adeministrator 2 Group Policy Managamant
] Internet Informaticn Sarvices ([15) Manager
f 5 Cortification Authcrity Decaents ? Bl ["“_”'
- ) e 3 Local Security Poicy
~ 7 Active Diractory Users and &3] Orfine Responder Menagemenk
Compufers Dbt () Performance Menitor
) Securky Configuration Wizard
Favoritas b Server Manager
Servkes
Computer ‘1| Shars and Storage Mensgsment
NeRiwrK A;® Storage Explorsr
i3 System Configuration
comcpanel (1) Task Schadder
W Windows Frewdl with Advanced Security
Devices and Prinkers | Windows Memory Dizgnastic
L8 Windows PowerShall Maddes
T
Help and Suppert
Run...
b AlFrograms Windows Security

I Saarch programs and filss lg Logoff | »

oo B @ & 2 &

Figure 36 Open Certification Authority management window




There select your previously installed CA and right click to open its properties. Set a ‘template
type’ request handling as shown in figure 37.

dls-ROOT-DC-DLS-ATH-CA Properties [ 2] %]
Extersions | Storaga | Certificate M
EnolmentAgerts | Audiing | RecovaryAgents | Secury
| General Polcy Modula | Exit Modus

N esion o scim bk
Name: \Windows defauk
Description: Specifies how to handie of Properties
Vezion: ;T’p"” . Heguesch ke |
Cogpght @Microsoll Corporalion. A Tha Windavee default poicy moduie controlz how this G4 should handis

ceitificate requests by defaull.

Properties... I

Do the Icdlowing when a cesbicats request = recerved.
" Set the caibiicata rsquest stalus o pendng, The adminetiator must
exphcitly ssue the certificate.

(% Follow the sattings in the cestificata terplate, f appheable.
Othetvdze, automatcally issue the carbfcate.

Figure 37 CA properties

Open templates manager window by right clicking *Certificate Templates’ and selecting
‘Manage’ as in figure 38. A new window opens named certtmpl - [Certificate

Templates].

[ certsry - [Certification Authority (Local)\dis-ROOT-DC-DLS-ATH-CA\Certificate Templates]

Action vl_ew Heb
|20

sl Cestification Authority (Local)
= gl dk-ROOT-DC-DLS-ATH-CA
. Revoked Certificates

~ Pending Requests
| Faled Requests

New
Yiew

Refresh
ExportList, .,

Help

"]
| Tssued Certificates 3]

| Intended Purpose

% Key Recovery Agent - DLS

PSec (OFfline request)
CER Encryption

Exchange Ervoliment Agert (Offiine req.

Directory Email Replicabon

i Controller Authentication
3 S Recovery Agent

L EFS

» pain Concroller
Server

jouter

brdnate Certfication Athority

Key Recovery Agent

P secury IKE intermed ate

Certficate Request Agert

Certficate Request Agert

Directory Service Emad Replication

Client Authenbication, Server Authenticatio. ..
File Recovery

Ercrypting File System

Client Authenbication, Server Authentication
Server futhertication

Client X Server

Encrypting Fii= System, Secure Emad, Clien...
<hll>

Micrasoft Trust List Signing, Enarypting Fils...

[Starts Cartifizate Templates snapn

Figure 38 Open Certificate Templates manager

In Certificate Templates window we want to modify two templates, ‘User’ template and ‘Web
Server’ template. It is better instead of modifying the existing templates to copy them and
modify the new ones. Select ‘User’ template and right click to duplicate it as in figure 39.
Select Windows Server version for the new template as in figure 40



B Certificate Templates Console

Fic  Action  View  Help
¢ o 0= [

2 Centficate Templates (ROOT-DC0M | 1 Display Name_~ Mnmun Supported CAs

) Basic EF5 Windows 2000
3] caExcharge Windows Server 2003Ent. ..
3] cep Encrypiian Wirdows 2000 P AT
) Code Sring Wirdows 2000
3 computer Windows 2000
2 Copy of Subordinate Cartification Authonty  Windows Ssrver 2008 Ert.,
3 Cracs Certfication Autherity Windowss Sarver 2003ERR...
) prectory Emal Repicaticn Wirdows Sarver 2003EnL, .
T ocenain Contraler Wirdowss 2000
1 Domain Controler Authentication Wirdows Server 2003ERR .,
I ers recavery Agent Wirdows 2000
T Ervcliment Agent: Wirddows 2000
F Erveliment Agent (Computer) Windows 2000
2l Exchange Enrollment Agent (Offine request)  Windows 2000
3 Exchange Signature Cnly Wirdows 2000
3 Exchange User Windows 2000
3 woec Wirdows 2000
3] psec (Cffins raquast) Windows 2000
2 Kerbaros fughanticaton WArdows Sarver 2003 k..,
":]K&YR&G\WW Vindows Server 2003 Erk..,
T 0cs Response Signing Windows Server 2008 Erk...
FI RAS and 1AS Server Wirdows Server 2003Erk...
F root Certification Autherity Windows 2000
) rouker (Offlne request) Windows 2000
asnavX(adLogm Wirdoms 2000
2 smartcard Ussr Wirdows Z000
) subardnat Cartificatisn Autharky Windows 2000
Qhun List Sianng Wirdoms 2000

Tuser mw Wirdons 2000
Huserds  ayracke R Windows Server 2003ERR...
Hwebse Windows 2000

T webse  Properties Windows Server 2008Ert. .,
l Workste Wirdows Server 2003 Ert..

¢ re—

Figure 39 Duplicate User certificate template
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Figure 40 Select Windows Server version

In the “General” tab of the new template, insert desirable template name and validity period
(figure 41).



Figure 41 Copy the tehiplafé_with a new name

| Properties of New Template

| ssuance Requirements I Superseded Templates | Extensions | S ecurity I

General | Request Handling | Cryptography | Subject Mame | Server

Template display name:

ILlserdIs
Minimum Supported CAs: ‘windows Server 2008 E nterprise:

Template name:

|Userdl$

W alidity period: Renewal period:

I :" pears - I E Iweeks 'I

¥ Publish certificate in Active Directony

[ Danat automatically reenral if a duplicate certificate exists in Active
Directary

r For automatic renewal of smart card certificates, use the existing key
if a mew key cannot be created

oK I Cancel | Apply | Help

On “Subject Name” tab make sure “Supply in the request” is selected as in figure 42.
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Figure 42 Template Subject Name properties

Now ‘dls’ user should be added in the template users. Select tab ‘Security’ and press button
‘Add’ (figure 43). Enter ‘dIs’ object hame in the ‘Select users...” window and press button
‘Check Name'. The user is discovered in the domain. Select ‘OK” and ‘dIs’ user is added to the



‘Group or user names’ box. In order for “dIs” user to be able to request and enroll certificates
you need to set user permissions to allow “Read” and “Enroll” as shown in figure 44.

Note: 'dIs’ user may be added as an individual user or as a group of users created
for certificates requests. In any way user designated to request certificates
through DLS PKI connector should be (individually or as part of a user group)
granted with all permissions mentioned in this guide.
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Figure 43 Add ‘dls’ user in template users
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Figure 44 ‘dlIs’ user added and granted permissions




Make the same modification for a Web Server template. Duplicate the template as shown in
and set the ‘General’ and ‘Subject Name' as shown in figures 45 and 46 respectively. Then
add ‘dls’ user in the template users (figure 47). Give permissions to ‘dls’ user as in figure 48.
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T lzsuance Requirement: I Superseded Templates I E stenzions I Security
il

General | HequeslHandIingI Er_l,lptography' SubiectNameI Server E

Template dizplay name: o
Iiw'ebS erverDls

Minirnurn Supported Cas: Swindows Server 2008 Enterprize

Termplate name:
IWebS erverDls

Walidity periad: Renswal perod:

I 3 I_l,'ears 'l I 24 Iweeks vl

¥ Publizh cerificate in Active Directory

[~ Do not automatically reenrol if a duplicate certificate esists in fctive
Directary

- % m

r For automatic reneweal of smart card certificates, use the existing key
if & rew key cannat be craated

e

i Ok I Cancel | Apply I Help |

Figure 45 Template general properties
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Properties of New Template [ x| F

c
lssuance Requirements I Supsrseded Templates I Extensions I Security

" Gereral | Fequest Handling | Cryptography Sﬁect MNams | Server i

f* Supply i the request C

r Uze subject information from existing certificates for autoennoliment
rensvial regquests,

" Build fram this Active Directory infam ation

Select thiz option to enforce conzistency among subject names and to
simplify certificate admitistration,

Subject name farmat:
I Mone j

I Include e-mail name in subject narme

Include this infermation in alternate subject name:
I~ E-mail rame

I~ DNS name

I User prinicipal name [UEN]

[ Serviee principal name [5PH]

(1134 I Cancel I Apply | Help |

Figure 46 Template éilbject Name properties
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RProperties of New Template X ————
[ - - lore Actions >
’ Genesd | Request Handling ] Cryptography ] Subject Name I Server I

" lssuance Requiements | Superseded Templates | Extensions  Secuity _

Group or user names: are Actions >

2 Authenticated Users

H & Adminstrator

) 52 Domain Admins (DLS-DCAD omain Admins)

) 82 Domain Users [DLS-DC\Domain Usars)

‘ 52 Enterprise Adrrins [DLS-DCAE nterprise Admins)

Add... Rj Hemove I

Pemissions for Authenticated Users B

Select Users, Computers, Service Accounts, or Groups
Full Control

Read Select thes object type:
Wiite IUsm. Groups, o1 Builtin sacurity principals Dbject Types... I
Eredl Fiom this location:

Autcenrcl ldls.alhum.com Locations. . I

Enter the object names to select (examples)

For special permissions or advanced settings [l (dls@dls athens com| Check Names I
! Advanced.
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Figure 47 Add ‘dlIs’ user in template users

Ladim i nns SR ‘s —

General | Request Handing I Cryptography l Subject Name I Server
lssuance Flacu'lemarisl Supersedad Templates | Estensions ~ Security

Group or user names

52, Authenticated Users

2. Administrator

& dis (dis@dls. athens.com)

82, Doman Admins (DLS-DC\Domain Admins)

52, Domain Users (DLS-DC\Domain Users)

SR, Enterprise Admins (DLS-DCAEnterprise Adming)

Add.. l Remove |
Pemissions for dis Allow Deny
Full Control O O
Read %) O
Write O O
Envol %) O
Autoenrol O O

For special permissions or advanced settings. click Advancad |
Advanced,

; .

ok | conced [[ apow | Hep |

s o~ T

Figure 48 ‘dls’ user added and granted permissions

3.4 Issuing Certificate Templates

After completing steps described in section 3.3 you will have two configured certificate
templates in CA template pool. These templates though are neither issued nor enabled to
your CA. That means the templates exist in the pool but cannot be used. You have to issue
and enable the templates to respective issuing CA.

In *Certification Authority” window right click to ‘Certificate Templates’. Select ‘New’ and
‘Certificate Template to Issue’ as shown in figure 49.



’.!u:rlsrv - [Certification Authority {Local)\dls-ROOT-DC-DLS-ATH-CA\ Certificate Templates]

Fle Actlon Yiew Help
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1 Certification Authority (Local)
= @i ds-ROOT-DC-DLS-ATH-CA
_| Revoked Certificates
| Issued Certifizates
| Perding Requests
| Failed Requests

Manage

| intended Purpase

&l Key Recovery Agent. - DLS
S 1psec (Offine request)
5] CEP Encryption

Tl exchange Errorent Agent (OFfine req..

] Dirsctory Email Reglication
omain Controler Authentication

Key Recovery Agent

IP security IKE intermediate

Certficate Request Agen:
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Directory Service Emal Replication
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File Recovery

Encrypring File System

Cliert Authertication, Server Authentication
Server Authentication

Cliert Authertication, Server Authentication
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Microsoft Trust List Signing, Encrypting File. ..

Domain Controler

Web Server

Computer

Vser

Subordnate Certfication Authority

View

Refresh
Export List...

Hebp

Enable additional Certificate Templates an this Certifization Authority

Figure 49 Issue the two templates to your specific CA

In the ‘Enable Certificate Templates” window select the previously configured templates and
press ‘OK'". This is highlighted in figure 50.

EM Enable Certificate Templates m ]

Select one Certificate Template to enable on this Certification Authority.
Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.
&0 of the certificate templates in the organization may not be available to your Ca&,
LCertificate Template Concepts,

For more information, see Ceril
Name | Intended Purpose :]
S RAS and IAS Server Client Authentication, Server Authentication
T Router (Offline request) Client Authenfication

il Smartcard Logon Client Authentication, Smart Card Logon
@ Smartcard User Secure Email. Chent Authentication. Smart Card Logon
Trust List Signing Microsoft Trust List Signing

Secure Email, Clent Authentication

Client Authentication

< | »

o 1

o

Figure 50 Enable the templates on your CA

Now the two new templates are listed under ‘Certification Authority’ -> Certificate Templates’
(figure 51).
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| Certificate Templates

[l Exchange Envollment Agent (Offline req... Certificats Request Agent
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4l Domain Controller Authentication Chent Authentication, Server Authenticatio. ..
H ers Recovery Agent Fiée Recovery

& Basic EFS Encrypting File System

] Domain Cantroller Chent Authentication, Server Authentization

)l web Server Server Authentication

%) Computer Chent Authentication, Server Authentication

il user Encrypting File System, Secure Emead, Clien..,
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Figure 51 The two templates are now assigned to the CA

Then add ‘dls’ user to CA through Properties — Security tab and set user permissions to allow
“Issue and Manage Certificates” and “"Request Certificates” as shown in figure 52.

dis-ROOT-DC-DLS-ATH-CA Properties [ 21X I

Estensions ] Storage ] Certificate Managers I
General | Policy Module | ExitModue |
EnolmentAgents | Audiing |  Recover Agents Security

] Group or user names:

| 52 Authenticated Users
2 dis (dis@dls.athens.com)
52, Domain Admins (DLS-DCADomain Admins]
3{ Enterprise Adming (DLS-DC\Enterprise Adming)
SR, Administrators [DLS-DC\&dministrators)

Permissions for dls Allow Deny
Read O O
Issue and Manage Certificates fg} O
Manage C& O O
Request Certificates O

A

w
ok |[ Concel | spoy | nen |

Figure 52 Root CA properties - dls user permissions

3.5 How to modify Certificate Properties



Assume there is a need to modify the validity period of the issued certificates. An example
procedure is described below.

Go to the server where Certification Authority (CA) is configured.

Navigate to the Certificate Authority -> Certificate Templates and with right click select
‘Manage’ as in figure 53.

In the Certificate templates select the type of template according to the certificate you want
to modify. E. g. select ‘Web Server’ template for web server certificates. If you would like to
keep your current template settings too then make a copy of the template and change only
the copy, not the original one.

Right-click your original template and select ‘Duplicate Template’ as shown in figure 54.

E;lcerl:srv - [Certification Authority {Local)'dls-ROOT-DC-DLS-ATH-CA"\Certificate Templates]

iyl Certification Authority (Local) Name | intended Purpose
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5 el Exchange Enrollment Agent (Offline req...  Certificate Request Agent
2] Directory Email Rephcation Drectory Service Emad Rephcation
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- N 3 EFS Recovery Agent File Recovery
| Basic EFS Encrypting File System
Refresh +! Domain Controller Chent Authentication, Server Authentication
Export List... +| web Server Server Authentication
Help -f Computer Chent Authentication, Server Authentication
2| User Encrypting File System, Secure Email, Clien. ..
7 subordinate Certification Authority <All>
7' Administrator Microsoft Trust List Signing, Encrypting File. ..,
|Starts Certficate Templates snapin

Figure 53 Manage certificate templates
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Figure 54 Duplicate template

Go to the duplicate template and with right-click select ‘Properties’ as shown in figure 55.
Make any changes needed at the CA configuration. E.g. change the validity period of the
Web server certificate as shown in figure 56.

[ i S Eecaf?  WESTRET 7 Bl -
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) Smartcard User Windawes 2000 11
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1 Trust List Signing Windows 2000 3

Duser Windayrs 2000 3
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3 web Server

3 Workstation Authentication

Kl} | LA | K1

|Opers the proparties dialog box For the current selection. All Tasks

Duplicate Template
Reecrol All Certificate Holders
| Change Names

Delete
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Figure 55 Change the properties of the new template
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Cruptagrapky | Subject Mame | |zsuamce Requirements
Superzeded Templates | E stensions | Security | Server I
4 General | Fequest Harding

Template display name:
'wiebServerDls

Minimurn Supported CAs: ‘Windows Server 2008 Enterprize

Template manme:

nl /b arveiDly

Walidity period: Fenewal period:

) [ hlyears | [ 2-'-1|weeks |

¥ Publish certificate in &ctive Directory
[~ Do nat automatically reenroll if & duplicate certificate exists in Active
Directory
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if @ new key cannat be created

Ok | Cancel I Apply | Help

Figure 56 Change validity period (for
example) 4 Microsoft Subordinate Certification Authority

Subordinate CA is a certificate authority (CA) at a level beneath the root CA. A certificate that
one CA issues to another CA is referred to as a cross-certificate. A superior CA may issue a
cross-certificate to a subordinate CA as commonly found in hierarchical trust models.

CAs that are not root CAs are considered subordinate. The first subordinate CA in a hierarchy
obtains its CA certificate from the root CA. This first subordinate CA can, in turn, use this key
to issue certificates that verify the integrity of another subordinate CA. These higher
subordinate CAs are referred to as intermediate CAs. An intermediate CA is subordinate to a
root CA, but also serves as a higher certifying authority to one or more subordinate CAs. An
intermediate CA is often referred to as a policy CA because it is typically used to separate
classes of certificates that can be distinguished by policy. For example, policy separation
includes the level of assurance that a CA provides or the geographical location of the CA to
distinguish different end-entity populations. A policy CA can be online or offline.
Note

[ Most organizations use one root CA and two policy CAs — one to support internal

users, the second to support external users.

The next level in the CA hierarchy usually contains the issuing CA. The issuing CA issues
certificates to users and computers and is almost always online. In many CA hierarchies, the
lowest level of subordinate CAs is replaced by RAs, which can act as an intermediary for a CA
by authenticating the identity of a user who is applying for a certificate, initiating revocation
requests, and assisting in key recovery. Unlike a CA, however, an RA does not issue
certificates or CRLs; it merely processes transactions on behalf of the CA.

4.1 Subordinate CA Server Configuration

Put the server in the domain in the same way as described in chapter 3, figures 16 to 19. Log
the server in the domain. Ensure that the server has joined the domain by looking at the
system properties (figure 57).



System Properties m

Computer Name ] Hardware | Advanced | Remote |

1 & Windows ugses the following information to identify your computer
= onthe network,

Computer description: []

For example: '11S Production Server" or

"Accounting Server'.
Full computer name; CA-Sub.dis.athens com
Domair: dls.athens.com
1o rename thie computer or change its domain or “hange, I
Jorkoroun, chek Change

Naote: The identification of the computer cannet be changed because:
- The Certification Authority Service is installed on this computer.

[ o 1]

Figure 57 Ensure the server have joined the domain

Cancel I Apoly I

4.2 Install CA and other Application services
Install Application Server Windows components that may be missing (figure 58).

Add Roles Wizard 3
i' 3
@L Select Server Roles
W
Before You Begin Select one or more roles to install on this server,
Roles: Description:

lication Server [ 1 Active Di CertFi : Appheation Server provides central
i = A“T"a D!rectory _ertf!cata S§Mc5 management and hosting of high-

Role Sarvices L) Active Directory Domain Services performance distributed business
Confirati L_| Active Directory Federation Services appcations such as those bult with

Amanon || Active Directory Lightweight Directory Services Enterprise Services and .NET

Progress || Active Directory Rights Management Services Framework 3.5.1.
Resuks

L DHCP Server

|| DNS Server

|| Fax Server

| File Services

L] Hyper-v

| Network Policy and Access Services
] Print and Document Services

] Remote Desktop Services

] web Server (115)

] Windows Deployment Services
] windows Server Update Services

< Previous I Next > I Install l Cancel

Figure 58 Install Application Server if missing

Select to install NET Framework 3.5.1 as in figure 59. It is also necessary to install Certificate
Services package (figure 60). During that installation choose to install an ‘Enterprise’ and
‘Subordinate CA' as illustrated in figures 61 & 62.



Add Roles Wizard

e 11 Select Role Services 0

Before You Begin Select the role services to install for Application

Server Roles Server: Role services: Description:

Application Server .NET Framework 3.5.1 .NET Framework 3.5.1 includes Windows
0 Web Server (ES) Support Communication Foundation (WCF),

Windows Workflow Foundation (WF)

111 COM+ Network Access and Windows Presentation Foundation

Confirmation

111 TCP Port Sharing (WPF). These frameworks provide a
Progress 111 Windows Process Activation Service Support powerful infrastructure For creating
o 111 HTTP Activation ;e_curely copne_cted services, workflow
5 o riven applications, and rich user
111 Message Queuing Activation experiences.
111 TCP Activation
O  Named Pipes Activation
111 Distributed Transactions
111 Incoming Remote Transactions
O  Outgoing Remote Transactions
111 WS-Atomic Transactions
More about role services
C Previous Next > I Install 1 Cancel:

Figure 59 Install necessary WIN applications if missing

[ Add Roles Wizard

Select Role Services



Figure 60 Install Certificate services
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Role Services




I
Add Roles Wizard E3

‘i%r‘ Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Specify whether you want to set up an Enterprise or Standalone CA,
Server Roles
AD CS (* Enterpeise
Role Services Select this option if this CA s a member of a domain and can use Directory Service to Issue and manage
& certificates,
CA Type ol
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. &
standalone CA can be a member of a domain.
Cryptography
CA Name
Yahdty Period
Certificate Database
Authentication Type
Server Authentication Certificate
Web Server (115}
Role Services
Confirmation
Progress
Results
More about the differences between enterprise and standalone setu
< Previous I Next > I Inistall Cancel
Figure 61 Install enterprise subordinate CA
Add Roles Wizard [ X}
ﬁ% Specify CA Type
Before You Begin & combination of root and subordinate Cas can be configured to create a hierarchical public key infrastructure

(PKI). A root CA is a CA that issues its own self-signed certificate. & subordinate CA receives its certificate

Server Roles from another CA, Specify whether you want to set up a root or subordinate CA,

AD CS
Role Services " Root CA
Satiup Type Sedact this option If you are installing the First or only certification authority in a public key infrastructure.
CaTie + Subordinate CA
Private Key Select this option IF your CA will obtain s CA certificate from another CA higher in a public key
Cryptography infrastructure,
d CA Name
H Certificate Request

Certificate Database
‘Web Server (I15)

Role Services
Confirmation
Progress

Results

More sbout public key infrastructure (PKT}

< Previous I Next > I Install Cancel

Figure 62 Install enterprise subordinate CA

Select whether you want to use a pre-existing private key or create new (figure 63) and

specify the cryptographic service provider, hash algorithm and key length as shown in figure
64.



Add Roles Wizard

Set Up Private Key

Before You Begin To generate and issue certificates to clients, a CA must have a private key. Specify whether you want to create a
new private key or use an existing one.

Server Roles

AD Cs

C' Create a new private key

Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security. You will

be asked to select a cryptographic service provider and specify a key length For the private key. To issue new
Setup Type certificates, you must also select a hash algorithm.

CAType v Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Cryptography 1: Select a certificate and use its associated private key
CAName Select this option if you have an existing certificate on this computer or if you want to import a

certificate and use its associated private key.
Validity Period
Y r Select an existing private key on this computer

Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private key from

an alternate source.
Authentication Type

Server Authentication Certificate
Web Server (IIS)

Role Services
Confirmation
Progress

Results
More about public and private keys

C Previous Next > Install | Cancel

Figure 63 Create new private key

Add Roles Wizard

1i
I > Configure Cryptography for CA

Before You Begin To create a new private key, you must first select a_cryptographic service provider, hash algorithm. and

key length that are appropriate for the intended use of the certificates that you issue. Selecting a higher
value for key length will result in stronger security, but increase the time needed to complete signing
AD CS operations.

Server Roles

Role Services

Select a cryptographic service provider (CSP): Key character length:
Setup Type I
R5A#Microsof t Software Key Storage Provider
CAType
Private Key Select the hash algorithm for signing certificates issued by this CA:
CAName
.
Validity Period | +|I
—ll.

Certificate Database
Authentication Type v Allow administrator interaction when the private key is accessed by the CA.
Server Authentication Certificate
Web Server (II1S)
Role Services
Confirmation
Progress

Results
More about cryptographic options for a CA

< Previous Next > Cancel |

Figure 64 Cryptographic service provider, hash algorithm and key length
Give a CA common name (CN) and DN suffix (figure 65).



T |
" g
_ o Configure CA Name

Before You Begin Type in a common name to identify this CA. This name is added to all certificates issued by the Ca.
Distinguished name suffix values are automatically generated but can be modified.

Server Roles
ADCS Common name for this CA: —
Role Services dls-CA-SUB-CA
eaelype Distinguished name suffix:
CAType DC=cls DC=athens DC=com
Private Key
Cryptography
Preview of distinguished name:
Vabidty Period CN=clis-CA-SUB-CA DC=clis DC=athens DC=com
Certificate Database
fAuthentication Type
Server Authentication Certificate
Web Server (I15)
Role Services
Confemation
Progress
Results
More sbout configuring & CA name

< Previous I Mext > I Install l Cancel

Figure 65 Configure CA common name and DN suffix

Define Root CA that will be used to request Certificate for this subordinate CA. (figure 66)

Add Roles Wizard B3

ﬁ‘ Request Certificate from a Parent CA

Before You Begin You may request a Certificate for this subordinate CA directly from a parent CA In your network or save the
foles request to a file and send it later to a parent C&
SDEa (¢ Send a certificate request to a parent CA
Role Services Browseby: (% CAname " Computer name
Setup T
{2 parent CA;  [ROOT-DC-DL5-Ath.dis. athens.com|dis-ROOT-DC-DL-ATH-CA prowse...|
CA Type
frvaa ey (" Save a certificate request to file and manually send it later to a parent CA:

6-PKI.dls, sthens.com

Covplagrpiy File name: |i D

i You must manually get a certificate back from the parent CA to make this CA operational.

Certificate Database
Web Server (I15)

Role Services
Confirmation

Progress
Results

< Previous | Mext > I Inst2 Cancel
Figure 66 Define Root CA

Specify validity period for the certificate that will be generated for your Root CA as shown in
figure 67.
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ﬁ" Set Validity Period
v

Before You Begin A certficate will be issued to this CA to secure commurscations with other CAs and with cients requesting

certificates, The validicy period of & CA certificate can be based on a number of factors, induding the intended
Server Roles purposs of the CA and security measures that you have taken o secure the CA,
ADCS
Role Servicas Select yaidity period for the certiicate generated for this CA:
S |Years 24
Setup Type
CAType CA explration Date:  11§15/2015 3:24 PM
Mote that CA will issue certificates valid only until its expiration date.
Private Key
Cryptography
CAName

Certficate Database

Authentication Type

Server Authentication Cartficate
Wet Server (115)

Role Services
Confirmation
Progress

Results
Mora sbout setting the certificate validity period

< Previous ] fext > I | Cancel
Figure 67 CA certificate validity period

Finally, specify Certificate database and Certificate database log location (figure 68), the type
of authentication clients will use (figure 69) and a server authentication certificate suitable for

ssl encryption (figure 70).

M
&@\ Configure Certificate Database
L b

Before You Begn The certificate database records al certificate requests, issued certificates, and revoked or expired
certificates. The database log can be used to monitor managament activity for a CA,
Server Roles
ADCS Certificate database location:
e [ iWindawsisystem3Z|Certiog Browse..._|
Setup Type
etk I7 Use exsting cerlificate dotsbase from previous instellat fis Jacation
CAT
5 Certificate database log location:
Private Ke
i [criwindonstsystemaziCertica Browse..,
Cryptography
CA Name:

Validty Period

erti atabase

Authantication Typs
Servar Authentication Certificate

Web Server (115)
Rele Services

Confirmation

Progress

Results

<vaiws| Next > I Trestal | Carcel |

Figure 68 Certificate database and database log location
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Add Roles Wizard

hﬁ} Select Authentication Type

Before You Begin Select the type of authentication chents will use when sending requests to the web service(s),
Server Roles
ADCS & Windows Integrated Authentication
Role Services Select this option i chents wil only be able to access the web service while connected directly to your
internal network.
Setup Type
i " Client certificate authentication
¥pe
% Select this option ¥ you plan to provide users with digital X.509 certificates for chent authentication, This
Private Key option will enable you to make the web service available on the Internet.
Cryptography
s (" Username and password
ame
Select this option i you would ke users to enter a username and password to authenticate to the web
Yalidity Period service. This option can be used when the web service is accessed on the internal network or over the
Certificate Database Intettet,

Authentication Type

Server Authentication Certificate

Web Server (115)

Role Services

Confirmation
Progress
Results
< Previous | Hext > I install I Cancel I
Figure 69 Type of authentication
frcaroles wiarg R R R

_%3 Choose a Server Authentication Certificate for SSL Encryption

Before You Begin When communicating with clients, the web service(s) uses Secure Sockets Layer (55L) protocol to encrypt
Server Roles netwark traffic,
Choose a server authentication certificate suitable for SSL encryption to add to the default website in II5.
ADCS
Role Services (" Choose an existing certficate for SSL encryption (recommended)
This option is recommended for most production deployment scenarios, You should use a certificate
Setup Type issued by a certification authority that is trusted by dients connecting to this server, The subject name
CA Type of the certificate must match the host name of this server.
Private Key Issued To ' Issued By I Experation Date l Intended Purpose l
Cryptography Importi,
CA Name vast
Valdity Period
Certiicate Databice % Choose and assign a certificate For S5L later
This opbion is recommended ¥ you plan to request a certificate from a CA and import it to the local

Authentication Type

Web Server (1IS)
Role Services

Confirmation

Progress

Results

computer personal certificate store on this server later, Once the certificate is mported, use the 115
snap-in to assign the certificate to the defaul web site,

4 For this role service to Function, you must configure this server with a valid certificate,

<gvevlous| Next > I Install Cancel

Figure 70 Certificate for SSL Encryption

Finishing the installation, system will prompt you with installation wizard for Web Server (IIS)

Role services ( needed for Certication Authority Web Enrollment). Proceed with default values
as shown in figure 71.



I
Add Roles Wizard E3 I

l% Select Role Services
Before You Begin Select the role services to nstall for Web Server (1IS):
Server Roles Role services: Description:
ADCS = bl Web Server provides support for
8 B vensoss =1 HTML Web sites and opticnal support
Role Services £ [E@ Common HTTP Features for ASP.NET, ASP, and Web server
Setup T L] Static Content extensions, You can use the Web
plyPe IV Defaul Document Server to host an internal or external
CA Type [/ Directory Browsing Web sike or to provide an environment
it [7 HTTP Errors for developers to create Web-based
rivate Key - applcations,
¥/ HTTP Redrection P
Cryptography [] webDAY Publishing
CA Name = [@ application Development
[] ASP.NET
Vahdity Period r
W/ NET Extensibility
Certificate Database [V asp
Authentication Type L] car
W/ ISAPI Extensions
Server Authentication Certificate [ 15AP1 Fiters
Web Server (115) [ Server Side Includes
ITETTI | ¢ o
— [¥] HTTP Logging
Confirmation [V Logging Tools
Progress [¥] Request Monitor
W Tracina L]
Results
Hore about role services
< Previous I Next > l I Cancel I

Figure 71 Installation wizard for Web Server (IIS) Role services

Proceed with “Install” and wait for the installation to finish. A success message will be
displayed with the end of the installation (figure 72)

P
Add Roles Wizard —I

Installation Results

Before You Begin . : s
The following roles, role services, or features were installed successfully:
Server Roles -
i) 3 nformational messages below
ADCS ot
Role Services ~ ! Active Directory Certificate Services (‘ Installation succeeded =
Setup Type (i) More information about advanced configuration options for Certificate Enrallment Policy Web
AT "~ Service
@
TR (i) Before chents can use this web service, a server authentication certificate must be configured to
Private Key encrypt communication between clients and the service, Use the IIS snap-in to verify the server
\ authentication certificate, More about configuring server certificates for certificate enrollment
Cryptography service
CA Name i) Before chents can use the Certficate Enrollment Policy Web service, Group Policy settings must
3 £ "~ be apphed to their computers to direct certificate enrollment requests ko the web service, More
Yalidity Period about configuring Group Policy to support the Certificate Enroliment Policy Web service
Certificate Database The following role services were installed:
Authentication Type Certification Authority
Certification Authority Web Enrollment
Server iuthentication Certificate Online Responder
Web Server (115) Certificate Enrollment Policy Web Service
Role Services ~ Web Server (11S) & 1nstallation succeeded
Confirmation The following role services were installed:
Progress Web Server :J

Print, e-mail, or save the installabion report

Figure 72 End of installation



4.3 Sub CA certificate templates configuration

Open subordinate CA management window as in figure 73. Right click your sub CA and edit
its properties. In ‘Policy Module’ tab set a template-wise request handling as shown in figure

o

Recydle Bin

Zu Active Directory Domaing and Trusts

L4 Active Directory Mardule for Windows PoverShed

i Active Dirsctory Skes and Services

| Active Dirsctory Users and Compubers
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-
3

-~ ~ . Componznt Services
L y A Computer Management
naianc RN N WX {5 Dats Sources (ODEC)
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‘| Notepad » A 2
*n P {4 Even: Viswer
X = Pelicy M. nk:
ﬁ Local Securky Pobey hE L ";‘ SOproN ooenn
S & Internet Information Services (II5) Manager
3 Documents i
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s Z Local Security Polcy
— gctwe Dvectory Users and ¥ Oriine Respandsr Management
oo Py (%) parformance Monitce
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Comgater 2 Share and Storage Management
NetwDrk Ly* Storage Explorer
) System Configuration
ool Pl (D) Task Scheduler
& Windows Firewal with Advarced Security
Devices and Printars {38 Windows Memaory Diagnostic
5 windows PowerShel Modules
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Help and Suppart
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Figure 73 Open CA management window

ils-ROOT-DE-DLS5-ATH-CA Properties 21X
Extenisions I Storage I Centificate Manag =

_ EmolmentAgents | Mudting | Recoveagents | Secuiy |

General Policy Module | Exit Modue |

Description of active policy module
Name: Windoves default
Description: Epacﬁsz ho:dhg hande ot
nterprice a tand-alorx
Version: 61 Rlequest Handing |
Copyiight: @ Miciosolt Corporation. & The \yindows defauit polcy modude contiols how this CA shoud handle
ceri¥icate requests by default

FProperbes... |

Do the lollowing when a cediicate request is receved:
[ Sel lhe cettificate request status to pending. The admanistiator must
explicily issue the certficats.

% Folow the seltngs in the certicats templats, if apphcable.
Otheswise. automatically issue the ceitficets.

Figure 74 CA properties



Two templates must be configured for client and server certificate request handling. PKI DLS
will send to CA his requests based on these templates. A user and a Web Server template are
needed. Firstly duplicate the existing ‘User’ template as in figure 75. Set the general
properties as in figure 76.

Bl certificate Templates Console
Fils  Attion View Heb
b e Ao B FEVRY 7 ficwl

| Cortficate Tempzss (ROOT-DC-DH | Template Nams_+ [ nnun soported cas |

3 B EFS Widows 2000
3l ca Exchang Windows Server 2003 Ent...
] CeP Encryption Widows 2000
& Cede Signing Windows 2000
3 computer Windows 2000
3 Copy of Subcrdnate Cerbhiotion Aoty Windows Server 2008 Ent.,,
T Cross CortFication Authority Windows Server 2003 Ent,..
2 Drectory Emal Repkcaton Wirdows Sarves 2003 Ent.,,
3] Demain Controdar Widows 2000
] Demain Contradler Authentication Windows Server Z003Ent...
) EF5 Recovary Agent Windows 2000
3 Ervalluert Agent Windows 2000
T Ervallmert Agent (Camputer) Wirdows 2000
T Exchange Envclmert Agerk (CFflne reques)  Widows 2000
I Exchangs Signature Criy Widows 2000
3 Exchange User Windows 2000
3 psac Windows 2000
3] 1P5ac (OMfine request) Windows 2000
I Kerbaros Mherticaticn Widows Seevec ZOD3ENt.,
3] Kery Recovary Agert Wirdows Server Z003 Ent. ..
T 0CSP Response Sigring Windows Server 2008 Ent...
] RAS and 1AS Server Windows Sarver 2003 Ent...
= Roor Certification Autharity Windows 2000
S Router (Offine raquest) Widows 2000
3 smeetcand Logen Windows 2000
] mertcard User Windows 2000
] subordinake Cantification Authority Windowis 2000
3] Trust Lisk Saring Windaws 2000

Wirdows 2000
Windows Server 2008 Ent...
Windomss 2000
Windowss Server Z00B Ent. .,
Windows Seever 2003 EnL...

4 | i | |

Lsng this terspinke a5 a bose, crestes o terpicke that supparts Windows Server 2003 Erbarmrse Cle

Figure 75 Duplicate user template
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i Properties of New Template [ X]

Issuance Requirements I Superseded Templates I Entensions I Security |
General I Request Handing I Cipptography | SubjectName | Server

f Template display name:
U Userdls

Minimum Supported CAs: Windows Server 2008 Enterprise

; Template name:
i |Userdls

Validity period: Renewal period:

l—gf I years d I I 6 I weeks ¥ l

[V Publish certificate in Active Directory
I Do not automaticaly reenroll if a duplicate certificate exists in Active
Diectory

For automatic renewal of smart card certificates, use the exsting key
if @ new key cannot be created

[ ok ] concel | geob | Hep |

Figure 76 User template 'éeneral propertiés (default)

Set the Subject Name properties of the new template as in figure 77. In the security tab add
‘dls’ user (figure 78).



Userdls Properties FE3

c W0

4
General | Request Handiing I
il Supeiseded Templates | Extensions I Security I Server I
Cryptoaraphy Subject Name I Issuance Fequirements I ;
L 0
¢ @ Supply in the request
E r Use subject infermation from existing certificates for autoenreliment
1 renewal e quc;t'%
b
¥ " Buid from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration.
| Subiect name format
: INone L]
|
I~ include e:mai niame i sut jectnare
A Include this information in akemate subject name:
g I~ | E-mat iname
! I~ DNS name
i = User prinicipal name (UPH)
if r Service prineipal name [SEN
f
|
I
4
§
3
0K |[ Cancel | v | Hee |
P

L
Figure 77 User template Subject Name properties (default)

| Mirimumn Suppcrted CAs

| e « ] | Actions

nan
vt General | Request Handing ore Actions
ani Ciyptography | SubjectName | Issuance Requitements
er Superseded Templates | Extensions Secuty | Server
LR lore Actions
o Group of user names:
ert =
P 52 Authenticated Users
v E S8
Co A Administrator
co S{ Domain &dmins [DLS-DC\Domain Admans)
oy | % Domain Users (DLS-DC\Domain Users)
nt 53, Enterprise Admins (DLS-DCA\E nterprise Admns]
=nt
qel
ge’
gel Add... | Remove I
1 Pemissions for Doman Users Allow Deny
A Full Control O Select Users, Computers, Service Accounts, or Groups
oV, Halad 5] Select this ohject type:
est Write = e =
due Enol 2 IUseus. Groups, of Bultin security principals Object Types...
orti Autoenroll [ From this kecation;
(Of Idl&alhens.com Locatians... I
ard
wd  For special permissions cr advanced seltings, click Entes the object names to select (examples):
nat  Advanced. dis (dis@ds. gthens.com| Check Names
st €

Leamn about access control and permissions
na

0k | cace | spp Advenced.. | Ok | concel

TVE VA
verDis Windaws Server 2008 Ent... 10 ||

Figure 78 Enter ‘dls’ in template users

Give permissions to ‘dls’ user (figure 79). Then duplicate ‘Web Server’ template and set its
properties as in figures 80 and 81.



Userdls Properties FI ES

General I Request Handling
1Cryptography 1 Subject Name 1 Issuance Requirements I
Superseded Templates I Extensions Security I Server 1

GFOUD Or user names:

iit
dis Authenticateds:. gUsers
afLrrcco Nl

1 Administrator

il Domain Admins (DLS-DaDomain Admins)

24 Domain Users (DLS-DD.Domain Users)

g& Enterprise Admins (DLS -DDE nterprise Admins)

Add... Remove
Permissions for dis Allow Deny
Full Control 0 0
Read CI 0
Write 0 0
Enroll 0 0
Autoenroll 0 0
For special permissions or advanced settings, click
1 Advahced: © 2 Advanced

Learn about access control and permissions

‘ OK | Cancel I Apply Help

Figure 79'dIs’ user permissions

Issuance Requirements I Superseded Templates I Extensions I Security
I General I Request Handling I Cryptography I Subject Name I Server I

Template display name:
iebServerDls

Minimum Supported CAs: Windows Server 2008 Enterprise

Template name:
-

J.WebServerDIs
Validity R1e'|_ewal period:
period: 71 weeksr

1 Y2 7 publish certificate in Active Directory

n Do not automatically reenroll if a duplicate certificate exists in Active
Directory

r For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created

OK 1 Cancel Apply Help

Figure 80 Web user template general properties



Properties of New Template

Issuance Requirements I Superseded Templates I Extensions I Security I

General I Request Handling I Cryptography Stect Name I Server I
CZ Supply in the request

r Use subject information from existing certificates for autoenrollment
renewal requests.

" Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

INone

v Include e-mail name in subject name

Include this information in alternate subject name:
v' E-mail name

v DNS name

v* User prinicipal name (UPN)

v Service principal name (SPN)

OK l Cancel I lAppIy 1 Help
I

Figure 81 Web Server template

Next to that add ‘dIs' user to the template users (figure 82). Then set ‘DIs' user
permissions as in figure 83.

i Properties of New Template &

General I Request Handling I Cryptography I Subject Name 1 Server I

Issuance Requirements I Superseded Templates I Extensions Security
Group or user names: ore Actions

Authenticated Users
41 Administrator
§ g& Domain Admins (DLS-DCIDomain Admins)
i itt Domain Users (DLS-DCIDomain Users)
1 g& Enterprise Admins (DLS-DCIEnterprise Admins) |

Bdd... % Remove |

Permissions for Authenticated Users = . e
Select Users, Computers, Service Accounts, or Groups

Full
' leontrol Select this object type:

Read Write "Users, Groups, or Built-in security principals ! Object Types..
i Froll From this location:

Autoenroll

Idls.athens.oorn

_Enter the object names to select fexamples)

For special permissions or advanced settings: Is fdls@dls.athens.comif Check Names 1
Advanced.

LLearn about access control and permissions

z Advancej.1 011 Cancel j‘
0K I Cancel P

nnn

Figure 82 Add IdIsiuser to Web Server template
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Properties of New Template | X|

" General I Request Handing | Cryptography | Subject Name | Server |
| Requirements | S ded Templates | Extensi Security

Giroup of user names:

52 Authenticated Users

& Administrator

2 ds (ds@dis.athens.com)

S{ Domain Admins [DLS-DCADomain Admins)

£2, Domain Users (DLS-DC\Domain Usess)

82 Enterprisa Admins (DLS-DC\Enterprise Adming)

sdd.. | Remove |
Pemmissions far dis Allow Deny
Full Control O [m}
Read )
Wiite m] m]
Envoll O
Autoensol a O

For special permissions or advanced settings, cliick anced l
Advanced o

: iz

oK l Cancel I | Apply I Help |

Lo e === T

Figure 83 ‘dlIs’ user permissions

Note: Forinfrastructures that a Root CA (Enterprise (A only) is conffigured and certificate templates
designated to use with DLS are already configured as desaribed in section 3.3 on Root (4, then configuration
of certificate termplates on Sub (A Is not required. (Templates are already areated and configured with
respective values and user permissions on Root CA)

4.4 Issuing Certificate Templates

Issue the two templates in your specific sub CA in the same way as that was done for root CA
(section 3.4). The templates are issued and enabled for the specific subordinate CA as
highlighted in figures 84 and 85.

El certsry - [Certification Authority {Local)\dls-ROOT-DC-DLS-ATH-CA'\ Certificate Templates]

Fie Action View Help
& | s|c=|H
L Certification Authoriy (Local) | Intended Purposa
= @i dis-ROOT-DC-DLS-ATH-CA 2l Key Recovery Agert - DLS Key Recovery Agent
" Revoked Certificates 3 1psec (Offiine request) IP security IKE intermediats
| Tssued Certificates ] CEP Encrypbion Certficate Requast Agent
Pending Requests 3] Exchange Enrolment Agent (OFfine req... Certificate Request Agent
8 Faled Requests 3 Directory Emad Replication Directory Service Emad Replication
"~ Pomain Controller Authentization Client Authentication, Server Authenticatio. ..
FS Racavens Aosnt File Recovery
55 Encrypting Fie System
Domain Controfler Client Authentication, Server Authentication
eb Server Server Authentication
Refresh [Computer Client Authentication, Server Authentication
Expoet List...  |jger Encrypting File System, Secure Emad, Clien...
Help Bubordnate Certification Authority <Al>
ciministratcr Microsoft Trust List Signing, Encrypting File...

IEhabla addtional Certificate Templates cn this Certification Authority

Figure 84 Issue the two templates to your specific subCA



| [N Enable Certificate Templates [ |

. Select one Certificate Template ta enable on this Certification Awthority.

" Note: If a certificate template that was recently created does not appear on this list, vou may need to wait untl
information about this template has been replicated to all domain controllers.
All of the certificate templates in the organization may not be available to your CA
For more mfoimation, see Certificate Template Concents.

Name ] Intended Purpose :_I
| RAS and 145 Server Client Authentication, Server Authentication
& Router [Dffline request) Client Authentication
% Smartcard Logon Client Authentication, Smart Card Logon
%] Smartcard User Secuwe Email, Client Authentication, Smart Card Logon
T Trust List Signing Microsoft Trust List Signing
& User Signature Only Secure Email, Client Authentication
E Secure Email, Chent Authentication
E ‘WebServerDls < Authen on
# Workstation Authentication Chient Authentication
b, &
J 1 »
S I Cancel |

Figure 85 Enable the two templates on your subCA

Then add dls users to Sub CA authenticated users and set user permissions to allow “Issue
and Manage Certificates” and “Request Certificates” as shown in figure below.

dls-RODT-DC-DLS-ATH-CA Properties EHE [
Extensions I Storage I Certificate Managers |
General | Polcy Module | Exit Module |

EnrolimentAgents |  Audting |  Recovery Agents Security

Group Or user names:

| 82 Authenticated Users
1 dls (dls@dls. athens.com)
82, Domain Admins (DLS-DCADomain Admins)
52 Enterprise Admins (DLS-DC\Enterprise Admins)
82, Administiators [DLS-DC\&dministrators)

Add.. | Remove I

Pemissions for dis Allow Deny
Read D O
|ssue and Manage Certificates E1 O
Manage CA O O
Request Certificates ™ O

X

Learn about access control and permissions

0k |[ Cancel | appy | Hen |

Figure 86 Root CA and dls user properties

5 CA backup and restore

In case a CA server experiences outages or failures due to hardware failures it is
recommended to backup the CA certificate in order to avoid overheads and delays. As soon
as the repaired or new CA server is operative its CA certificate can be restored. In that way
the certificates already issued to the devices will be still valid. In the Certificate Authority
window right click and open All Tasks menu as shown in figure 82. Select ‘backup CA'.



83 certsry - [Certification Authority (Local)]
File Action VYiew Help

e=s|lcH EE
) Certification Authority (Local)
= gi d-ROOT-DC-DLS-ATH-CA
~ Revoksd Certificates A e Earice
. Issued Certificates T StopServie
_ Pending Requests
Faded Requests ronorias Submit new request...

S e EETE—
I e

Renew CA Certficate...

Save CA certificates and configuration '

Figure 87 Right click to backup CA

A backup wizard starts (figure 88). Browse for an empty backup folder (figure 89).

Certification Authority Backup Wizard k [ |

| .

. Welcome to the Certification c
Authority Backup Wizard L

Qy leis wnzard helps you bat;k up important data such as
= private keys and certification authority [CA) certificates,
configuration information, issued certificate log, and pending
ceitificate requests queues.

To continue, click Next.

¢ Back I Next > I Cancel J Help I

Figure 88 Backup wizard starts




Certilication Authority Backup Wizard x|

Itz to Back Up Jr A
-~ g

Browse for Folder %]

Select the #ems you vazh to hack up:
™ Piivate key and CA ceitficats

I Cetlicale database and cettiicale database log B Oockiop
I~ Perlonm inoiemerdal beckug i

¥ S Network

3 3 Libraries

# A Administrator

Back up to this Incation: % (™ Computer

Bon

Mote: The backup diectory must be emply

Bak | MNet> | Cancal | Hep |

Figure 89 Select backup directory

Set password needed for access to the private key and the CA certificate file (figure 90)

Certification Authority Backup Wizard

i il
b Select a Password J(' I3
[ -./ .

This password is required to gain access to the private key and the C4 certificate fle.

Password

Canfirm password:

|m<x><x><1

To maintain private key security, do not share yous password.

< Back Next > Cancel l Help l

Figure 90 Passv;ord for access to the private key and the CA certificate file

Backup wizard is completed (figure 91).To restore the CA select the ‘Restore’ option in the
menu shown in figure 92. The procedure is similar to the backup procedure.

Certification Authority Backup Wizard B3

Completing the Certification -
Authority Backup Wizard -

|
,/".A' |
¢ L You have successfully completed the Certification Authority
y Backup wizard,

You have selected the following settings:
Private Key and Ca Certificate

K I i

To close this wizard and begin backup, chck Finish

<Back [ Frish |  Cancel | Hep |
Figure 91 Backup completed




& certsry - [Certification Authority {Local)] [_1O] x|
Fi=  Action Yew Hep

|l = |
7 Q«tﬂcaﬁm Authority (Local)
= g ds-ROOT-DC-DLS-ATH-CA

| Revoked Certificates

| Issued Certificates Refresh Stop Service

| Pending Requests _ Submit new regquest...
| Fadlad Requests Properties

| Certificate Templates Backup CA...

Help
Renew CA Cerligcate. .

|Load previous CA certificates and configuration

Figure 92 Restore CA

6 DLS server with PKI plugin and connector configured

6.1 Server settings

Set as preferred DNS the PKI DNS server. Set as alternate DNS any other DNS that is higher
in the hierarchy as shown in figure 93.

Internet Protocol Yersion 4 {(TCP/IPv4) Properties Ed E3

General l

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
—(* Use the following IP address:

1P address: 10, & ,25 .22
Subnet mask: l 255 , 255 , 255 , 224
Default gateway: 0.6 .25 .1
€ Obtain DNS server address automatically

—(+ Use the following DNS server addresses:
Preferred DNS server: 10 6+ 2530

Alternate DNS server: i i 5

[~ validate settings upon exit Advanced... I
oK I Cancel I

Figure 93 DLS server network settings

Give a computer name to the server and put it in the domain as done for the previously
installed servers (for example see section 3.1). Add ‘dIs’ user in the local Administrators group
as shown in figure 94. Log off from the server and log on using ‘dIs’ user, in the domain as
shown in figure 95.
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Enter the objact names lo select (examples):

cls [ds@dlz gthens com]

Add. | fe | Advanced. |

ok | cancel | poi | Hep

Figure 94 Add ‘dls’ to local Administrators group

| DLS-DC\dls i
I S
>

Log on to: DLS-DC

Figure 95 Log server to the domain

Configure ‘dls" user account to log on to the DLS service:

Through start up menu Navigate to Administrative Tools -> Services

[ 2] ]

Object Types... I




Remota Desklop Services
. Component Services

;!- Computer Management
_____ . 5 Data Sources (ODBC)

o A A
B comneneprore: s {dl Event viewsr

| ;j ‘ &, 5051 Inkiator
ﬂ Notepad = Local Seariy Palicy

,-e e dis () Performance Monitor
{ freomet £ 3 Secutky Configuration Wizard
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Computer ‘5 Share and Storage !anagemam

3% Storage Explorer
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Figure 96 Open Services

Right click on “DeploymentService”and select “Stop” to stop the service. After the service is
successfully stopped, right click again on “DeploymentService” and select Properties. Navigate
to “Log On" tab and browse for “dIs” domain user,_e.g.:dls@dIs.athens.com. Select dls user
and set respective password, as shown in figure 97

O, Seryices

DeploymentService

L Applicaton Expetie... Local System

200 the service i Applcation Host He. . Providesa..  Stated  Automatic Local System
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£ Appication Informa... Faclkates ... Panual Local System
Description: S application Layer G... Providas s... Manusl Lecal Servica
fg‘;ﬁfﬁm;fgﬁf? S ppcaton Mo . Processsi.. Pranual Local System
administering workpoinks & Background Intellg...  Transfersf... Manud Local System
kBasc FiteringEngine TheBase F..,  Storted A omatic Local Service
LhCertificate Propaga... Copbes use.., Stated  Manud Local System
ChCNGRey Iolsion  TheCNGh., Steted  Manual Local Syatem
5 COM4 Everkt System  Supports ... Local Service
LACOME Systen Appl... Local Sysem

L Computer Erawser s {Local Computer)
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Figure 97 Store Logon account credentials for DLS service
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Right click on “DeploymentService” again and start the service. Now dls service will be
running under ‘dIs’ user in order to facilitate the communication between DLS server and

PKI entities

Note: There is a restriction regarding user selected to log on Deployment Service. This user should be the
user that performed the installation, or a user with local administration rights and respective rights in SQL

serverused by DLS.

6.2 PKI Plug-in Configuration
PKI plug-In and Connector must be configured as the minimum PKI configuration in the DLS

Server.

6.2.1 PKI Internal Plug-In configuration

This connector plug-in to an internal CA can be used in configurations, where an external PKI
is not provided, not available or not accessible from the DLS. In such environm ents it is still
possible to manually import certificates and to generate certificates or even CA certificates
internally by the DLS. For a better and modularized architecture, this Internal CA
Implementation Module is accessed in the same way as external PKI infrastructures using an

internal connector plug-in providing the same required

specification.

interfaces according to the

Figure 98 illustrates the mask of a plug-In to an internal CA. Table 1 provides an explanation
of the general tab fields.

® N
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[

A 2

Avallable Key Sizes [REAs512,1024,2048,

CAs | Plug-in Properes |

[RoA

1151 ol w o | die | New | ovess | ownonce | Retesn |

"W _cew | [ | o

AL Local ntranet | Protected Mode: Off Vo [ R00% -

Figure 98 Internal plug-in general features

Field

Info

PKI Connector Plug-In

Unique name of this plug-in configuration

Description

Some additional description

Plug-In Type

The plug-in module used for this configuration. The list contains all
installed (and accessible) modules

Enable Plug-In

Enable this plug-in configuration. A PKI connector license may be
required to be able to use external PKI

Revocation Supported

Flag to state if this plug-in and configuration supports revocation
requests. There are several standards available to support




revocation (e.g. CMC, CMS, SCEP ...) and even PKI individual
solutions. The technical details are plug-in dependent.

Available Key | The key algorithms supported by this plug-in. As the PKI connector
Algorithms itself offers access to Crypto Libraries, the plug-in may choose to use
its own implementation or even external hardware to create public
private key pairs.

Available Key Sizes The available key sizes

Table 1 Fields in General Features tab sheet

Each Plug-In configuration must be able to provide a list of supported issuing CAs. There may
be plug-ins capable of requesting this information from the external CA. It is also assumed
that this information can be configured using plug-in dependent properties.

This information is required due to the fact that an external registration authority (RA) may
serve more than one CA. In this case the requestor (DLS) may choose the signer (issuer) for
the requested certificate.

This information is necessary to be able to view details of the individual issuing CAs,
especially the validity period of the signing CA. This enables the DLS to issue alarms when the
validity period is running out.

Figure 99 shows the issuing CA for an internal plug-in.
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Figure 99 Issuing CAs of internal plug-in

Each plug-in must provide a set of key value pairs used for its configuration. These
parameters are vendor specific but can be configured using a generic key value table. Values
must be configured with care, as the user interface cannot provide validity checks. A message
may be displayed after setting wrong values or keys. These messages are vendor dependent
and more information must be obtained from the vendors’ plug-in hand book.

There will be a special handling for security relevant properties like passwords. The plug-in
must provide information on which properties (key name) should be handled as password.
The value of those properties will not be displayed as plain text and must be entered in a
generic way using a password dialog. Figure 100 shows the properties of an internal plug-in.
Regarding property ‘internal.x509name.template’ it specifies the basic items of the template
that will be used to request x509 certificates. Its value contains two items:




- the common name (CN), this is the part that must match the host being authenticated.

The CN part is not

configurable i.e. DLS expects a string having CN=? - C stands for

CA country
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Figure 100 Internal plug-in properties

To create a new plug-in press ‘New’, enter plug-in name, description and type (e.g.internal).

Do not check ‘enable plug-

in’ yet.

Before enabling the Plug-In Configuration there must be executed a synchronization with the
PKI. This will be done by pressing the Synchronize Button. During synchronization the data
from tab sheets “General Features” and “Issuing CAs"” will be read out from the PKI and will
be written into DLS DB. The result of the synchronization will be displayed in the status bar.

The possible actions for the plug-in window are listed and described in table 2.

Actions Info

Discard Changes on the table will be discarded and the previous values will
be loaded.

New Create a new Plug-In Configuration.

Save Table changes will be saved. The connector will be informed about
the new changes and may respond with an error message which will
be displayed in the status message field. On success: the values will
also be saved in the DLS database.

Refresh Reload actual values from the DLS database

Synchronize This Button must be used to synchronize the configuration and the
PKI Plug-In. The General Features data and the Issuing CAs
belonging to this Plug-In Configuration will be read out and will be
written into DLS DB.

In case of errors a status message will be displayed and some controls|
within this window will show success / failure status.

Table 2 Actions for Plug-In window

After the synchronization was successful enable internal plug-in by selecting the respective

checkbox as in figure 101.



S Flug-In Coniguration

Object View Action Help
Views: C Search < Object C Table

PK Connector Plug-in: | Internal (defaull) |

Description: [ generated internal default plugm configuration

> JOLS Internal Plug-in |

General Fontures | igsuing CAs | Phgin Properties |

I Revocation supported

Avallable Key Aigorshmn: [ RBA

Avallable Key Sizas | R8A512,1024,2048,

| | new | oeiete | Smenvonze | metesn |

| | 2 = = |
-E Clear | 3 ﬂ ‘
Done I 7\‘;uamm|wmon Fa-[%w - ;

Figure 101 Enable pIng-in
6.2.2 PKI Root CA Plug-In configuration

Each connector plug-in may support different configuration options as individually defined by its
provider. Therefore the plug-in must only provide a minimal set of common information (feature
set, supported key algorithms ...) which will be displayed to the user but also used in other

windows for configuration.

For common configuration scenarios, each plug-in must provide and maintain a list of key value

pairs which can be configured using a generic DLS user interface.

As the supported list of plug-ins is a deployment and installation issue, the list of available plug-
ins is fixed during runtime and cannot be configured by the user interface. There can be more
than one configuration per plug-in. This is required to be able to use the same Plug-In module
in different configurations and to access more than one external CA instance:
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Windows Server 2008
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PKI-Connector
DLS

Figure 102 Individual Plug-In configurations

The DLS PKI Connector provides a ready to use plug-in for standard PKI environments based on
Windows Server 2003, Windows Server 2008 and Windows Server 2008 R2. The aim is to support
common customer infrastructures with a ready to use and tested plug-in to minimize time to
market for common customer project scenarios. Integration with Windows PKI will show
following restrictions:

- Enterprise CA only (Standalone CA is not supported)

- All CAs are accessed by the same windows credentials, this means DLS must be configured
using a domain account with proper rights on all CAs (issuing and revoking certificates).
I.e. CAs in different windows domain forests are not supported.

The general features tab presents some common information of services and features each
plug-in provides. This information cannot be edited. The general properties of an external plug-
in (to an MS root CA) are shown in figure 103. Table 1 describes the fields of this mask.

For infrastructures that uses Subordinate CAs to request and enroll certificates, the only
mandatory Plug In Configuration is the one for Subordinate CA (Root CA plug in is not
required)
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Figure 102 PKI connector External plug-in general properties

The role of issuing CAs was described in section 6.2.1. Figure 103 shows that a root and a
subordinate CA are the issuing CAs for that plug-in.

Note: Issuing CAs are retrieved from PKI during synchronization. During that
process server request and retrieves all issuing CAs as those are configured in Active
Directory. In case a CA server has not joined the domain, i.e. not configured in Active
Directory, then this CA w ill not be retrieved and displayed as a issuing CA in below
mask. This could be the case of a Root CA that hasn't joined the domain (Standalone

Root CA)
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Figure 103 Issuing CAs tab
Figure 104 shows the properties of the root CA. A short explanation follows.

- msca.ldap.trustedCertificate Path to the file where the trusted (as it regards to the
connection with LDAP) certificate is stored. LDAP server certificate shall be verified
according to msca.ldap.trustedCertificate. This file should be located in the common

data of the environment.

- msca.user There the ‘dls’ user can be entered
- msca.server The domain name of the MS subordinate CA server



- msca.clientcert.template.name This is the name of the client certificate template

configured in the subordinate CA (‘Userdls’ in this example)
- msca.ldap.certificateVerification can be set to:
0 'None',
0 'Trusted’,
C C'Full

- msca.ldap.server The domain name of DNS server (which acts as LDAP)

- msca.signature.algorithm Encryption algorithm of CA
- msca.ldap.port default is 389

- msca/x509name.template This is information that will be incorporated in
certificate request to the CA. Section 6.2.2.1 provides a description of of x509
certificate request fields.

- msca.servercert.template.name This is the name of the server certificate
template configured in the subordinate CA (‘WebServerDIs’ in this example)

- msca.ldap.security Boolean type where:

[ True: use TLS protocol to connect to LDAP. Secure LDAP port should be set
as msca.ldap.port.
1 False: not use TLS
When is set to true, DLS should try to connect to LDAP using TLS.

- msca.password The password for user ‘Administrator’ in subordinate CA

- msca.revocation.enabled To state if this plug-in and configuration supports
revocation requests

- mscaldap.clientCertificate Path to the .p12 file where the DLS client certificate is
stored. This file should be located in the common data of the environment.

- mscap.ldap.clientCertificatePassword the password for the .p12 file.
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Figure 104 External plug-in properties

To create a new External plug-in press ‘New” in the ‘Plug-in Configuration’ mask, give name
and description, select as Plug-in Type, ‘MSCA Connector Plug-in 1.0’ and save. Then go to
Plug-in Properties tab and enter the properties according to your deployment.

6.2.2.1 Fields of x509 certificate request

This is an example of x509 certificate request fields to facilitate DLS PKI plugin configuration
Country Name (2 letter code) [AU]: TW
State or Province Name (full name) [Some-State]: 7aiwan




Locality Name (eg, city) [1: 7aipei Gity

Organization Name (eg, company) [Internet Widgits Pty Ltd]: 7avern
IMACAT s Organizational Unit Name (eg, section) []: Owner
Common Name (eg, YOUR name) []: 7avern IMACAT's

1. You have to fill everything in English (ASCII characters). Only ASCII English characters
are allowed in X.509 certificates.

2. Country Name is the two-letter upper-cased country code. The country code of Taiwan is
TW. Refer to the ISO-3166 two-letter country code list if you are not in Taiwan.

3. State Name is the full name of your country. You cannot fill in the country code above
here. Fill in Taiwan here if you are in Taiwan.

4. Locality Name is your place name. Fill in your city or your county here.

5. Organization Name is the name of your organization. Fill in the name of your company
name, your school or your institution here.

6. Organizational Unit Name is the name of your department. Fill in the name of your
department or your unit here.

7. Organizational Unit Name is the name of this certificate. If this is a root CA, fill in the
previous organization name here. You may append a RSA/2048 after the name to identify
this CA in the future. If this is a server certificate, fill in the full qualified domain name of
the server (www.abc.com) here. If this is an e-mail certificate, fill in your e-mail here.

6.2.3 PKI Plug-In to Subordinate CA

If a two-tier hierarchy system is installed a subordinate CA is needed. Figure 105 shows the
properties tab of a subordinate CA.
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Figure 105 Subordinate CA Plug-in properties

The following properties are contained in the table. After saving a new plug-in, some of them
need manual configuration by the user.

- msca.ldap.trustedCertificate Path to the file where the trusted (as it regards to the
connection with LDAP) certificate is stored. LDAP server certificate shall be verified
according to msca.ldap.trustedCertificate. This file should be located in the common
data of the environment.

- msca.user There the ‘dIs’ user can be entered

- msca.server The domain name of the MS subordinate CA server


http://www.abc.com/

- msca.clientcert.template.name This is the name of the client certificate template
configured in the subordinate CA (‘Userdls’ in this example)
- msca.ldap.certificateVerification can be set to:
M 'None',
0 '"Trusted’,
O 'Full
- msca.ldap.server The domain name of DNS server (which acts as LDAP)
- msca.signature.algorithm Encryption algorithm of CA
- msca.ldap.port default is 389
- msca/x509name.template This is information that will be incorporated in
certificate request to the CA. Section 6.2.2.1 provides a description of of x509
certificate request fields.
- msca.servercert.template.name This is the name of the server certificate
template configured in the subordinate CA (‘WebServerDIs’ in this example)
- msca.ldap.security Boolean type where:
[0 True: use TLS protocol to connect to LDAP. Secure LDAP port should be set
as msca.ldap.port.
M False: not use TLS
When is set to true, DLS should try to connect to LDAP using TLS.
- msca.password The password for user ‘Administrator’ in subordinate CA
- msca.revocation.enabled To state if this plug-in and configuration supports
revocation requests
- mscaldap.clientCertificate Path to the .p12 file where the DLS client certificate is
stored. This file should be located in the common data of the environment.
- mscap.ldap.clientCertificatePassword the password for the .p12 file.

Figure 106 shows the default general features of the plug-in. There is the option to support
certificate revocation or not depending on the customers needs.
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Figure 106 Subordinate plug-in General features (default)

To create a new plug-in to subordinate CA press ‘New” in the ‘Plug-in Configuration” mask,
give name and description, select as Plug-in Type, ‘MSCA Connector Plug-in 1.0" and save.
Then go to Plug-in Properties tab and enter the properties according to your deployment. The
main difference from the properties of a root CA plug-in is that for the subordinate CA in
msca.server the subordinate domain name is entered.



For infrastructures that uses Subordinate CAs to request and enroll certificates, the only
mandatory Plug In Configuration is the one for Subordinate CA (Root CA plug in is not
required)

6.3 PKI Connector Configuration

Once installed and plugged into the DLS, different connectors can be used and configured
using the DLS Client. As the variety of configuration parameters is immense (e.g. used for
certificate protocols, authentication, additional and optional parameters when requesting
certificates ...), only common high level attributes are available for configuration via the DLS
Client GUI. Very specific or individual parameters are to be configured using common or
individual configuration files.

A connector configuration is used to
I define the plug-in configuration used to access the external PKI
[ choose an issuing CA used to request certificates from and to be able to verify
relationship with the configured trust anchor
[ define some high level parameters used in the certificate request sent to the CA
[ define and import the trust anchor to be deployed to devices when using this
configuration
[ A connector configuration can be dedicated to a certificate type (e.g. SPE, 802.1x,
WBM) or can be used as a global configuration for all / some types of certificates to
be deployed.

6.3.1 PKI Internal Connector Configuration

The following figure illustrates the request parameters of an internal connector. Table 4 gives
a description of the parameters. Once the parameters are saved a trust anchor can be
imported as figure 107 illustrates. Once trust anchor certificate is imported (figure 108) the
corresponding mask shows the certificate parameters (figure 109). Then the connector can
be tested by pressing the ‘Test’ button (figure 110).

Following connector configuration, the connector can be enabled by checking the respective
checkbox.
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Figure 107 Import trust anchor to internal connector
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Figure 108 Trust anchor of the internal connector
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Figure 109 Request parameters of the default internal connector

Field Info Value

Configuration Name The unique name for this configuration (global) Required

Description Some additional description (global) Optional

Plug-In Configuration The plug-in configuration to be used (global) Required

Issuing CA Name The issuing CA name to be used for signing when | Required
requesting new certificates. This is required if an RA is
serving more than one CA. This field is also required for
integrity checks: the issuing CA and the trust anchor
must be related (part of the certificate chain). (global)

Enable Connector Enable this Connector Configuration (global) Required

Common Name The Subject Name selection provides either Required
C MAC Address




. DNS Name
e IP Address

To comply with standards DNS Name should be used! In
case of certificate requests for gateways this

selection will not be used (it will always be DNS
Name, if available, or IP Address)

Subject Alternative
Name

The Subject Alternative Name extension allows either

None

DNS Name
IP Address
MAC Address

The DLS provides no information of DNS names;
therefore a DNS reverse lookup is required. If the DNS
reverse lookup fails, the IP Address will be used instead.

Please Note:The CA may ignore this field
(depending on its policy).

In case of gateways this selection is not used

(will always be DNS Name or IP Address)

Optional

Key Algorithm

The algorithm to be used for generating public private
key pairs. The available list of algorithms depends on the
plug-in

Required

Key Size

The list of available key sizes; plug-in dependent

Required

Validity Offset

The offset in days to be used for the validity period.
Negative values are accepted, too. (see also validity
period)

Optional

Validity Period

Defines how long (in days) shall new certificates be valid
(counted from the time of the request on).

Please Note:
In most cases the validity values are ignored /

overruled by the CA. Thus: these settings are PKI
(policy) dependent.

Optional

Table 3 Fields in Request Parameter tab sheet
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Figure 110 Test connector to internal plugin

6.3.2 PKI Connector to Root CA

A connector to the root CA is also configured. To configure the new connector press ‘New' in
the *Connector Configuration” mask. Then select the needed parameters in the required
fields. The fields are described in table 3. The request parameter tab of the example
connector is shown in figure 111.

For infrastructures that uses Subordinate CAs to request and enroll certificates, the only
mandatory Connector Configuration is this for Subordinate CA (Root CA connector is

not required)
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Figure 111 Request parameters of the Root Connector

Import trust anchor respective to selected plug in configuration. The CA selected on “Import
Certificate for PKI Connector Configuration” page will be the trust anchor for this Connector
Configuration.In most scenarios this will be the Root-CA itself, but can be a subordinate CA, as
well. If a trust anchor is not available, the configuration cannot be saved!



The DLS Connector will verify the relationship to the issuing CA. It is absolutely necessary that
the issuing CA is part of the certificate chain with the trust anchor as the overall trusted parent

node.
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Figure 113 shows the certificate parameters of the imported trust anchor.
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Figure 113 Trust anchor of the Root Connector

Following the Connector Configuration you may send a test certificate request by pressing
‘Test'. If the request was successful a message is displayed as in figure 114.
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Figure 114 Test connector to External Root CA

Finally enable the connector by selecting the respective checkbox.
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Figure 1 15 Enable Root connector

6.3.3 PKI Connector to Subordinate CA

For a subordinate CA a different connector can be configured. The procedure is the same
as the one described in the previous two sections except that the used plug-in and CA are

that of the subordinate.

For infrastructures that uses Subordinate CAs to request and enroll certificates and Root CA
is an offline server, the only mandatory Connector Configuration is this for Subordinate CA

(Root CA connector is not required)

Figure 116 shows the request parameters.
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Figure 116 Subordinate Connector request parameters

In The fields ‘Plug-in Configuration” and ‘Issuing CA Name’ use the respective items of the

subordinate CA.

Next step is to import trust anchor respectively to selected plug in configuration. The CA

selected on “Import Certificate for PKI Connector Configuration” page will be the trust anchor
for this Connector Configuration.In most scenarios this will be the Root-CA itself, but can be a
subordinate CA, as well. If a trust anchor is not available, the configuration cannot be saved!

The DLS Connector will verify the relationship to the issuing CA. It is absolutely necessary that
the issuing CA is part of the certificate chain with the trust anchor as the overall trusted parent

node.

Note: In case the trust anchor isnt displayed in the list of CAs (e.g. trust anchor is an offfine Root CA not
configured in Active Directory) then user is able to select a manual import of trust anchor certificate through

file.
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Figure 117 Trust anchor Sub CA



Figure 118 shows the parameters of the imported trust anchor.

| ® oo SCom:wcwmm |7 _J . l

OoploymentSenice Oblect 1l View Acion Help
b AdIministaton
ALLOUN Managomont Views: © Sesch & Object © Table
L
v Plugin Contauration Coniguration Name:  [5ub cA |
v b
nlene! C Deoseription [ Yhis 18 the connactor 10 Extamal SUB CA
Blugin Contiguration; | 8D CA |
losuing CAName. | DCocom,DCs Mhans, DC=dis,CNadis-CA BUB CA H||
v AMm Configuration I™ enable Connector
v Backup I Restore
v File Server
v Workpoind Intertace Configuration m“nm'l Certiicate Ronewsl YN“M‘M'I I
v Aistomabic SPE Configuraton SedatNumber.  [ITEIZACCTCI1DI24CADO0ZATEOM 5060
v Automatic Certificate Deploymaent
v Aomatic Archiving Ownor | DCacom,DCs athnE,O0xals,Chwdls-ROOT-DC-DLE-ATH.CA
¥ Atomatic Upload Oragnosis- and Secur || oo [GGa om0 athons, 00l CHés dis-ROOT-DC DLOATH-CA
v Trace Condgueation - =
v BerverLicenses Valid from [201 20221 143219
L
o Vs Validto [201702:21 14z 12
Oatewars Agarithen RaA
# ) Sofwate Deployment o I
¥ 4 Element Manager Key Bun | 2040
Profile Management
it Fingerprind (BHA1). [ADETEOF 260000007 0EE 3577EF 6260002038 08
Job Cooedination Expires i [days) ||1)g
v Help
v Logo# admin
--|t? 5 5] i | | Now | owwte | imponconseats | Rotosh |
¢ — 2

m c"_"l A |cnoul Trust Anchor suscassfully importad into DLS database j ﬁl

1T T N ol ntranet | Prokocted Mode! Off [Va = [%i00% =

Figure 118 Trust Anchor parameters

Then test that the connector can request a certificate from the subordinate CA (figure 119).
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Figure 119 Test request for the subordinate connector

6.3.4 Internal CA Configuration
In case a customer does not provide and maintain an own PKI, an internal CA can be configured

and used instead. This internal CA does not offer services like a real PKI (e.g. revocation,
revocation lists, CRL, OCSP ...) and is therefore not recommended if security is a critical issue.

To support certificate creation and signing either a self-signed CA certificate (root CA) is created
using internal crypto libraries, or an external CA certificate with its private key can be imported.
An internal CA is shown in figure 120. The following tables explain the related fields and items.



Fields Description Value

CA Name A unigue name identifying this internal CA certificate Required

Description A more detailed description of this certificate Optional

Table Fields in Internal CA window (object view)

Actions Description

Create CA Open the create dialog to create a self-signed root CA used for
issuing certificates

Import CA Open the import dialog to import a .p12, .pfx file containing a CA
certificate and its associated private key. The imported CA
certificate must contain all necessary extensions required to
present itself as a valid issuing CA

Save Save the new imported file and its name and description

Delete Delete this internal CA certificate if no connector

configuration is assigned.
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Figure 1 20 Internal CA

6.3.5 PKI Licenses

PKI is implemented in DLS V6 where a base license for the DLS application is needed.
Internal plugin does not need licenses to be used. Licenses are only required for MS
Plugin. DLS license includes a number of PKI User licenses. In case a CLA is connected to
multiple DLS the PKI User licenses can be distributed to the different DLS servers as

shown in figure 121.
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Figure 121 PKI user licenses distribution

In case of a Multi Tenant environment licenses should be distributed to selected locations
accordingly. In order for PKI to properly function and dis to be able to request certificates for
devices of a specific location then “PKI Connector enabled” should be checked on location
level (figure 122)
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Figure 122 PKI Connector enabled on

6.3.6 Import a WBM certificate to a Phone

This is a basic task often used as the first test to verify that the freshly configured system
works. Navigate to IP Devices -> IP Phone Configuration -> Security Settings
Select the tab ‘WBM Server certificate’ as shown in figure 123.
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Figure 123 WBM Server certificate tab

Press ‘Import Certificate’ button and configure the import mask (figure 124). You can choose
to request the certificate from the root or the subordinate CA configuration or you could have
a specific connector configured to serve only WBM certificate requests.
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Figure 124 Import WBM certificate - select a connector

The certificate is imported to the phone via PKI and its parameters are shown in the
‘Imported Certificate” column (on the right) in the figure 125.

As indicated in respective message that is displayed to message box “If the certificate had
not been activated on the device automatically (1-step), check "Activate certificate" and then

"Save" record”
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Figure 125 Imported WBM certificate

In case the “Import certificate to DLS and activate to device (1-step)” was selected on first
step (during certificate import), then proceed with “Refresh” or "“Read” and the certificate will
be displayed in the ‘Active Certificate’ column (on the left) as well. Now the ‘Status Active/
Import’ box indicates that the imported and the activated certificates are ‘equal’ (figure 126).
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Figure 126 Activated WBM certificate

You can further verify that the WBM certificate is imported and activated by trying to access
the WBM of the phone. As shown in figure 127, by clicking on the ‘Certificate Error’ box of
the internet Explorer you can inspect the WBM certificate information (issued to the phone,
issued by PKI CA, validity period as set in PKI CA).
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Figure 127 Phones WBM certificate information

6.3.7 Required Permissions on the Microsoft CA Server

When using the MSCA connector, the service account used by DLS requires specific permissions on the Microsoft CA
server to successfully request and enroll certificates. These permissions fall into the following categories:

1. Certificate Templates

e The DLS service account must have at least Read and Enroll permissions on the certificate
templates used (e.g., Web Server, Client Authentication).

Without these permissions, DLS cannot submit enroliment requests based on the configured
templates.

2. DCOM Permissions

e The DLS service account must have Local Launch and Local Activation rights on the Microsoft
CA server.

e These can be configured using dcomcnfg or by adding the account to the Windows group
Certificate Service DCOM Access.

Without these rights, DLS cannot request certificates successfully, even if certificate templates are
accessible and a manual certreq operation succeeds.

3. CA Security Tab (certsrv.msc — Properties — Security)
e The DLS service account must have the Request Certificates permission.
e In most deployments, Enroll permission is also required.
e Autoenroll is not mandatory for DLS but may be enabled if the customer’s CA policies or Group
Policy settings require it.
These settings are configured in the CA Management Console under Properties — Security.

Note: All of the above configurations must be performed on the Microsoft CA server, not on the DLS
server.
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