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Configuring OSV for Integration with RedSky
Introduction

1 Configuring OSV for Integration with RedSky

1.1 Introduction

RedSky Anywhere Service acts as a SIP Service Provider for emergency calls
and distributes the E911 call to the Local PSAP. SIP connectivity is done via an

SBC. This document describes how to install RedSky Anywhere in OpenScape
solutions.

NOTICE:

Red Sky 6.4.5 (20150430-1732 rev 18941)is released with OSV
V8 onwards.

NOTICE:

TLS cannot be used with Red Sky until further
notice.

1.2 Endpoints for RedSky E911 Manager

The RedSky E911 Manager server can be a cluster or a simplex. In case it's a
cluster it behaves in active/standby mode. Both active and standby nodes need
to be configured as SIP endpoints on OSV.

Create Endpoint Profile for RedSky E911 Mgr

Go to Configuration ->Openscape Voice->Global Translation and Routing-
>Endpoint Management->Endpoint Profiles and press the Add button:

/72 [redskyize] - Endpoint Profiles - Winduws Intemnet Explorer

@_‘;h\- i hetpsiinn.e. 1100 I —— i1 =] cortfeatebre | 41 s |
Ba E yew Fpeoes  Jook  pHeb

8 ]| e o e

I'm M bt Er e ey Mar eernut
OpenScape Voks OpenScape Branch RGEFOO Unified Communications cHP
= [redskeptze =l [redskyDc] - Endpoint Profiles
(A J O -
Globad Translation and Routing - =
3 A Searchfor | n [t crena =] | search | | Showad | Advanced.. |
B Tramskiscen

b Destinations and Aoutes —

¥ Endpoist Hanagemsent o o 'j_:II 5

‘: Endpoints r Marmsr lasa of Servior Reuking Area Caling Locabion
= tndpaint Profiles T 8 MHedar ok

B Display Humber Modification T

Give a name, and click Save.
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Configuring OSV for Integration with RedSky

& [redskyn2c] - Edit Endpoint Profile - RedSky_EP_PR
@) Enter the profile data. Maximum number of aliowed blocked number is 10.
|| General | Endpoints | Services |

Erpaint Profile

@) Flease enter a unique name to identify this profile.

Name: RedSky_EP_PR |

Remark:

Numbering Plan: E164MNANP ,| =L
Management Information

@) Please enter the data for the following fields in the corresponding screens.

Class of Service: =)
Routing Area: =)
S =
— oox =
SIP Privacy Support: [Basic S |
Falled Calls Intercept Treatment: |Disabied =l
[ save |
Done T TS @t EX

Verify that the endpoint profile has been created:

edslyliZe] - Endpoint Profiles - Windews Internet Explarer

G5 - [ Poomiiom. 1. 5marssgsmertipertalAppicatnnsCperston 75V adngiecond bttt =] coca brer |
Be LR gew faots Lok b

g ]| e e | Bredesozet- e, x

Common Management Portal

Conflguration |  Haintenance e
OpenScapeVoice.  OpenSchpe Branch Uoiied Communications CHP
il mans =] [redskyo2e] - Endpoint Profiles
m E ﬂ | E,. i) L=t of Endpont Profies

Global Transdation and Routing
¥ Derectoey Numbers

¥ Translation

*  Destinastions and Routes

¥ Endpoint Masagement

Sewchfor | n [hocrners =] | search | | ShowAl | | Advanced |

Sl:f) | [mmra Bags I]u vl | a2

h Endgants r Mame & Clssz of Service Roating Area Calling L
P2 Endpoint Profles B Metare s

»  Display Bember Modification I~ B Redio P AR

rEWM
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Configuring OSV for Integration with RedSky

Create Endpoints for the two RedSky E911 Manager nodes

Go to OpenScape Voice->Global Translation and Routing->Endpoint
management->Endpoint and press the Add button:

22 [redskyD2c] - Erddpoints - Windows Intemet Explorers

O - [ e ——— g OOE

W -] @ e | Bressyon)-enpons  x

Common ;lanagument Portal

cmﬁm_ Ml or e Wisp M ATl
OpenScapa Voloe OpenScapas Branch RGATO0 Unified Communications cup

oo [redsloptize =l iy [redsiytac] - Endpoints
m ﬂ ﬂ E.- 4l Encponis represent Hetwork o Metwork Inter face conneciions.
-
Seachfor | n [feGica =] [ Search | | Swowall | [ Advesced.. |
F  Danectory Bumben
LT ] (Al | [da—

¥ Destinations and Routes

e Setd | PeraFage: 10 =] para

'h.m r Mame & Registraton Type Registration State Dperations] State
B Endpoint Profiles C iy Hedabm ot Stabe Fiot Risgatened tuzemal

F  Dusplay Rumber Hodification M #g Redsior MGA_M2 Statc Regsiered hiormal

kB ENUH r Wy Redsy My N Stabe Grgteres Parrral

In the General tab, give the name and select the Profile that was created in the
previous steps:
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Configuring OSV for Integration with RedSky

/ [redskyD2c] - Edit Endpoint: RedSky Mgr N - Windows Internet Explorer |Q| 3
£ | https:ff10.6.1, 1mmmmwmwmmowmowmmmwﬁam_ﬂ—g thﬂ:at&Efror

4 [redsky02c] - Edit Endpoint : RedSky_Mgr_N 2
| General | SIP | Attributes = Aliases | Routes = Accounting |
Endpaint

w Define the connection data of an endpoint, .g. you may use this to add a gateway to a switch.

Mame: RedSky_Mgr_N

Remark:

Registered: r

Profile: RedsSky_EP_PR s

Associated Endpoint: e

Default Home DN -

Location Domain

Endpaint Template: )

Endpoint Type:

Max number of users:

Last Update: 2011-12-2105:10:02

save | | cancel

[Done T T [3 e mtemet (R 100% -

In the SIP tab, check the SIP Trunking radio button, select Static Type, enter
the Endpoint Address, Port and Transport protocol (TCP or TLS):

, 07/2024
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Configuring OSV for Integration with RedSky

/= [redsky02c] - Edit Endpoint: RedSky_Mgr_N - Windows Internet Explorer =, |Q|ﬂ:_-5_[
e | Mms:mu.s.mwmmmmﬂmﬁmmwrowmwmmmmv] @ Certificate Errar
 # [redsky02c] - Edit Endpoint : RedSky_Mgr_N -
. General |[sIP || Attributes | Mliases | Routes | Accounting |
-

Endpoint Type

SIP Private Networking: C

SIP Trunking: ol

SIP-Q Signaling: (@
1P Signaling

For the static Endpoints the address of the SIP signaling interface can be spedfied in IP or FQDN format.
@) Note that the address of the signaling interface cannot be modified unless the entry in the security section

has first been removed.

Type: Static b

Signaling Address Type: |17 Address or FQDN =

Endpoint Address: 10.6.191.186 I

Port: 5060

Transport protocol: TCP -

Best Effort SRTP support: MIKEY,SDES =

ANAT Support:

Use Proxy/SBC Best-Effort SRTP settings for calls to subscribers: r

=
[sove | [ caneel |

[Dane [T T T T T3/ mtemet [R100% -

Go to Aliases tab and Add Name: 10.6.191.186:5060

, 07/2024
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Configuring OSV for Integration with RedSky

/2 [redsky0D2c] - Add Alias - Windows Internel -f% -Of x|
[ hetps:4110.6.1.150/managementjportaljapplications v | %4 Certificate Error 1
[redsky02c] - Add Alias ?

@) The Alias name can be 1 to 49 characters long.
Name: 10.6.191. 186:5060
oK | | Cancel |
o [ [ [ [ [y mtemet ES RS

Go back to the General tab and check the Registered box and then press
Save button:

, 07/2024
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Configuring OSV for Integration with RedSky
Creating Destination/Routes, Endpoints for the RedSky ANS

/2 [redsky02c] - Edit Endpoint: RedSky_Mgr_N - Windows Internet Explorer i O] x|
[ tttps:}710.6.1.150jmanagementportaljApplcations/Operation/05V/GlobalNumberingPlan Endpointtlan: ¥ | 't Certificate Error |
# [redsky02c] - Edit Endpoint : RedSky_Mgr_N ?
| General | SIP | Attributes | Aliases | Routes = Accounting

Endpoint

@) Define the connection data of an endpoint, e.g. you may use this to add a gateway to a switch.

Name: RedSky_Mar_N

Remark:

Registered: v

Profile: Redsky_EP_PR =
Associated Endpoint: =]
Default Home DN =]

Location Domain

Endpoint Template: —
Endpoint Type:

Max number of users:

Last Update: 2011-12-2105:10:02
“Save | | Cancel
bore [T T T 3 @ temet [%100% ~

Follow the same instructions to create the RedSky E911 Manager node2
(RedSky_Mgr_N2).

1.3 Creating Destination/Routes, Endpoints for the RedSky ANS

10

RedSky Anywhere Service acts as a SIP Service Provider for emergency calls
and distributes the E911 call to the Local PSAP. SIP connectivity is done via an
SBC.

Create Endpoint Profile for Redsky ANS.

Go to Openscape Voice->Business Group->Profiles->Endpoint

Create endpoint profile.

, 07/2024
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Configuring OSV for Integration with RedSky

1o | redsbonae

=1 Iredskyozc) - [061] - indpoint Profles
L3 k3 &

A List of Endpont Profies

* Quick Tasks b ]

n [heCritens =] | Seasch | | showan | | ad

S =

e i Sei) | nmmage: [ 10 ] | A2

v Profies r Rame Rumbereg Plan Class of Service Ruowting Ares
EE endpoint r B epesy (-1

=7 Feature B e i

B Teams

* Statinbics

& [Fain office =]
*  Members

41 Private Nusnbering Plis List

4 | 1 [Detault) =l

Give a Name, set SIP Privacy Support to Full and click Save.
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Configuring OSV for Integration with RedSky

f;' [_rl:r.hl:'p_'l.!;'-.‘l::J - i_ltEl ! - Edit tndJ:!ninl. Profile: RedSkyProfile - Windows Internet Explorer o _ﬂ_u
i bitps: ]10.6.1.150/management portalfApphcations Operation|05¥ [BusinessGroup|Profes{PogUps/modéyEndPontProfe psminameEp=h ~ | ¥ Certificate £

% [redsky02c] - [B61] - Edit Endpoint Profile : RedSkyProfile

q,- Enter the profie data. Masdmum mumber of allowed bindeed number is 10.
| General | Endpoints Services
Fndpoint Profie

4} Pleass entar a unigue name to identify this profile,

Name: RedSkyProfie

Remark:

Humbering Plan: T e
Management Infoomation

€} Please enter the data for the following fields n the comesponding screens.

Classg of Serace: T

Calling Location: fia ]

Time Tone: LOCAL ’_...

ISLPPmacv Support: |Fa =l |

Faded Cals Intercept Treatment: | Disabled =]

E Save ! Can

Done [T g [ ttemet [ % 100%

Create Route in Central SBC

In this example we used central SBC connection (VOIP connection).
Alternatively, we can use PSTN/ISDN connection. We first create a map table in
SBC with the IP of the remote device, remote port and also the IP of the core
device and the core port.

, 07/2024
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Configuring OSV for Integration with RedSky

2 Remote Erdpoint« - Maroolt Inbemmet Cuplorer
| e B Yew Figeorkes ol b
Q5= - Q- ) (3] W Jsen vt @ (3505 B

| Ackiees L] hewpnd10.6. 1513 PjremoteEndpoints pho

Remnole Erslpoinls
L Feonghe Dnciosnis prowssonng.
Service Provider Profiles
Riwy Pisrer Dof s hioemss DN wmﬂ Fpgely tion nberesl
3
[T
Bemots Endesints conliguration
Pl Faame: Trpe Frofie Fernecke 1P add e Rusvabe port Pt by gt Come B address Come TCP port o TLS post
] A0 Gk ey Gk eevey THIITE 1L S160 LLF 106 151.07% 000 SO0
| =T
Media Server Profles
R Faes Tows Loy v Maniagm confersnoe time Maivar snnounoessnt tive
@ioore o

Create endpoints for SBC connection.

To create an endpoint go to OpenScape Voice->Business Group->Members-

>Endpoints:

, 07/2024
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Configuring OSV for Integration with RedSky

R e IR ol -

-8

i WA
1} Endponis represent Mebwork to Nebwork Interface conrecions.

Fusimess Groug

Searchfor | P Cr— =] | sesrch | | showah | | Advanced. |

* Quick Tasks
.‘;.]::l_ﬂmm | A | [ Eda | | Bulcedan | | clone | | De
b el = T R |

b Profiles o Hame Nursalse g Plas Rame Begitration Tyee Reghtration State Dperatinsl Sate
* Teams I He 08 R L Samse hist Regatened Encoeaalie

b Snativtics [T Wy Reisy Rescie [ e Fegatrred [

*  Display Rumber Hodification [ e i [ et Fgiaed Faorrmal
Bl Branch Oice List
| [ citfice =l

¥ Members

E subscribers

a Endpoists

J4 Hedia Servers
& Private Bumbssing Plan List
o |1 {Default) =
® Trasilabion

b Desiinatsons and Routes

Select the endpoint profile created before in the general tab of the endpoint

Select SIP Trunking, UDP and specify the Port. Also add the IP alias in the
Aliases tab and check the Registered box in the General tab.

, 07/2024
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Configuring OSV for Integration with RedSky

/= [redskyD2c] - [BG1] - [Main Office] - Edit Endpoint: RedSky SBC - Windows Internet

£ | https:/f10.6.1.150fmanagement portalfapplications/Operation/05Y/BusinessGroup/Members/PopUps/m "] @ thﬂl

 General || SIP | Attributes | Aliases | Routes = Accounting |

Endpaint Type
SIP Private Networking: O
SIP Trunking: '
SIP-Q Signaling: f'“
SIP Signaling

For the static Endpoints the address of the SIP signaling interface can be spedified in IP or FQDN format.
€)) Note that the address of the signaling interface cannot be modified unless the entry in the security section

has first been removed.

Type: Static b

Signaling Address Type: |1P Address or FQDN =]

Endpoint Address: 10.6.191.175

Port: 5160

Transport protocol: Im

Best Effort SRTP support: MIKEY,SDES =

AMNAT Support:

Use Proxy/SBC Best-Effort SRTP settings for calls to subscribers: I

[[save ] |

Dane [T T [T I3 ntemet K

Second endpoint should be configured as follows

, 07/2024
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Configuring OSV for Integration with RedSky

/= [redsky02c] - [BG1] - [Main Dffice] - Edit Endpoint: RedSky_Remote - mlﬂ F ..-_L;
. ios3i10:5,1,150menogemertoor o Akt ions/Opor atonjOS¥/Businese o Menber P _i|‘t;i' Certicate Er
=, [redskyD2c] - [BG1] - [Main Office] - Edit Endpoint : RedSky_Remote 1

 General | SIP | Attributes  Aliases = Routes  Accounting
Endpoint Type

SIP Private Networking: C

SIP Trunking: o+

SIP-Q Signaling: O
EIP Signaling

For the static Endpoints the address of the SIP signaling interface can be specified in IP or FQDN format.
) Note that the address of the signaling interface cannot be modified unless the entry in the security section

has first been removed.
Type: Static w
Signaling Address Type: |1P Address or FQDN =]
Endpoint Address: 10.6.191.175
Port: 50000
Transport protocol: TCP -
Best Effort SRTP support: [MiEY,spES =]
AMAT Support:
Use Proxy/SBC Best-Effort SRTP settings for calls to subscribers: I
_save | [ cance
Done [T T T [ 3@ intemet | %,100%

Select the endpoint profile that was created in the previous steps in the General
tab of the endpoint.

Select Sip Trunking, TCP and specify the Port. Add IP alias in the Aliases tab
and check Registered box in the General tab.

Create Destination/Routes.

Go to OpenScape Voice->Business Group->Destinations and Routes-
>Destinations->Add:

, 07/2024
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Configuring OSV for Integration with RedSky

= [redsioenzc ] - (D61 ] - [W91] - Destinations - Windosws inbemet Daplores

o !_-31 -j F T Marage

e

Common Management Portal

| OpensScape Voie | OpenScapeSranch  RGS700

i1 redutevtac =l - (redskynic] - [861] - [WP1] - Destinations
mﬂ E Uk Destrasons ane wsed i route s £l 9 a0 endoans necresentng & GINEmaY.

Search for n [hocrrena = | Search Show Al

e seit | tewmage: [10 %] | a2

* Profiles r Mame 4 Medua Server Mumbser of Roule:
* Teams I 4 PN Faise

*  Stabistics I =3 RedSodnywhee Falser i

Go to General tab and specify Name for the destination:

{2 [redskyii2c] - [BG1] - [MP1] - Edit Destination: RedSkyAnywhere - Wmdms]ntnn‘uel&phrﬂ

g,rmmn.m 150/management portallApphcations Operation/O

-:lﬁ:mhiwﬁcl [B61] - [WP1] - mem
) Destinations are used for routing a call to an endpoint.
|[General || Routes | Routelists | Destination Codes |
Mame: | RedSkyanywhere
]
._f;“lz
Done [T T T [ 3 @ rremet E

Go to Routes tab and add the endpoint created for the RedSky ANS SBC:

, 07/2024
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18

» Change the modification type to number manipulation.
* Number of digits to delete: 6

« Digits to insert: 911

* Nature of address: Unknown

/2 [redsky02c] - [BG1] - [NP1] - Edit Route: R_E22655_108 - Windows Internet Explore

[g_J hetps:{10.6.1. 1mmwmﬂmmwwmmupmmJ| d Certificate Err

“& [redsky02c] - [B61] - [NP1] - Edit Route: R_E22655_108

@) Aroute connects the destination with an endpoint representing a gateway.
iis]

) The Route ID indicates the priority level.

ID: 1
| stP Endpoint =l
SIP Endpaint: RedSky_Remote
Originator Attributes

Destination Directory Number

o MNumber of digits to delete: Leading digits are cut off from the Directory Number.
=~ Digits to insert: the digit string is added to the beginning of the remaining digits.

) Restricts the traffic according to spedified settings. Routes with the same restrictions can be prioritized,

Modification Type: [ Number Manipulation ¥ |
Mumber of digits to delete: 5
Digits to insert: 911
Mature of Address: Unknown _‘_ﬂ
J Save i I Cance
= I B Y oo

Verify that the route added successfully.

, 07/2024
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Configuring OSV for Integration with RedSky

/7 [redsky02c] - [BG1] - [NP1] - Edit Destination: RedSkyAnywhere - Windows Internet Explorer
gm#ms.uww ¥[8 jondnd? -

‘:I {ruﬂqﬁk:] [H:l] [Dl] Edit Destination: Ihdsbrﬂuq'lrlmn
) Destinations ane used for routing a call to an endpoint.
General ||[Routes || Reutelists | Destination Codes
Foutes
) Multiple routes can be used for prionitizing the routes to the gateways.
Add. | [ Edit
S0 | Items Page: I'IEI "I | &%:1
] ID & Endpoint Route Type Delete Insert Mature of Address
r < 1 Redsky_Remote SIP-Endpont [ 11 Undefined
Sawve
| [T T T T3 mkemet [4

Go to OpenScape Voice->Business Group->Translation->Prefix Access
Codes->Add:

, 07/2024
OpenScape Voice with RedSky E911, 19



Configuring OSV for Integration with RedSky

20

I redukytire ] - [a1] - [91] - Prefiec Acoris Codes - Windews Inbermet Esplorer

e i TR E T e

B8 e

» General P K Iﬁ|u:m|_f
* Prefles " Code & [ Han Length Prefix Type Harbere O Address Drestisakion Type Destmaton
L r |4 = ijm ermenl Serve [T Senae Lol AItviie
*  Statisties r -4 ™ ik} ertial e e Lrmren Servee Caliuack Desctvate
I Doicpluy Mty Pl n Il S ] el Sarvn ringoen Serviw D Achvals
1.:.»:.:“" | r 4 == (rE ] Vartial Sarvce Uningun Servce O Deacente
r 4 ™~ \® Hertical Service rknguen Sevice 30 Devery
F Hembers
4 Provste Mwmibering Flan List rog - T Vertoal Sarvce nimgien Service CI0 Suppresson
. [me1 {Drtanit) =l r < onmws LAgL} Offanet Aeress Iromremonsd tane
¥ Trassisbion - | a4 Exvterason Diaing L= Hen
| Ta Prefoc Acoews Codes < om0 w10 Ol Rioesd Hatena' terr
. Setinatin e r o4 nnes gl Gt Acorss Vmratord e
-.I! o roa  max i Offnt dexens Ui taone
4 Locatios Codes
B EBceasiens < masss00 0w Off-net dovess Maonsl Fione
* . Destinations sad Routes r 4 m 113 Off-reet horess Lnengen tare
- LTE] it deress Lrariomn |
F 4 s &f8 Yt Spdd [T eww
|r‘ T &8 [T Epre— [Ir— tore |

Create PAC’s for 911, 911999
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s [mgmttest15s] - [AD_CSTA] - [NP_AD_CSTA] - Edit Prefix Access Code: 911

Identification

) If the dialed digits match this code, the specified modification to these dialed digits is exeouted.

Prefix Access Code:

Remark:

Minimum Length:
Maximum Length:
Digit Position: 0

Digits to insert:

Settings

) Spedfy additional parameters to determine how the call will be routed.

Prefix Type: |Off-net Access ﬂ

Nature of Address: Unknown ||

Destination Type: INnne ﬂ
Destination: :]

OpenScape Voice with RedSky E911, 21
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s [mgmttest15s] - [AD_CSTA] - [N°_AD_CSTA] - Edit Prefix A ccess Code: 911999
Identification

) If the dialed digits metch this code, the specified modification to these dialed digits is exeauted.

Prefix Access Code:

Remark:

Minimum Length:
Maximum Length:
Digit Posttion: 0

Digits to insert:
Settings

) Spedfy additional parameters to determine how the call will be routed.

Prefix Type: IOff-net Access ﬂ

Nature of Address: Unknown ||

Destination Type: |N0ne ﬂ
Destination: |:J

Go to OpenScape Voice->Business Group->Translation->Destination
Codes->Add...

, 07/2024
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£ [redsboetizc] - [0ia1] - (M1 ] - Bestination Codes - Windows Internet Explores
I O T e e e — =] ot emer
Bl Bt Yew Favories Jods el
W ] -] e e | Btrosinez)- sy -pe... x
Common Management Portal
-['_nﬁl'lguaucm Malntoenan: 3 1
1 [ redskeynze ] [redskynac] - [B61] - [WP1] - Destination Codes
. == sewchier | o [re s =l | sesrch | | showan | | Advasced.. |
= (puick :
I.‘:'|nﬁl = =l |_ndd Range_
. DemmEage[30 =] | 58
*  Profbes 5 sl Mature Of Address Class OF Service Rt Ares Traffic Type Dt bhen
* Teams L | PR Extermon NDHE Home Exteras:
* Statistas r =3 1900000001 tstionsl Erengeny Senvice
¥ Diplay Msimber Hodifics bon <4 xuen Intermationsl HDHE Home DM
J::*mm = - .f 307106303 um NOHE Destnanon
= i -1 3135551003 aatonal Emergancy Service
& Private Numbering Plan List C % =&m Unisnomen WOHE Diestraton
L;Jm{m: =F m <f s Urriomn Bmergency Service
¥ Translation T «f 7159 Uinknomn Emengency Desanagon
N Prefic Access Codes
@ Code Indexes
w Location Codes
q Extensions
*  Destinations and Reutes

Create Destination Code for 911, 911999 that leads to RedSkyAns
Destination:

Destination code for 911999
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0 This destination code wil be used for a call if the dialed or modffied (in PAC) digits and the Mature of
A4

Address are metdhing.

Destination Code: 011999 | -
~
Remark:
v
Mature Of Address: Unknowin v
Originator Attributes

0 Optionally, an additional match is required if the originator of the call belongs to the specified Class of

“ Service and Routing Area.

Class Of Service: —
Routing Area: |_
Traffic Type

) Spedfy the traffic type for this destination code.

Mone

Use Lol Toll Table

Select Traffic Type

Emergency =
Destination

) Spedfy additional parameters to determine how the call will be routed.

Destination Type: IDestination ﬂ
Destination: RedSkyAnywhere _—
DN Office Code: | e

Destination code for 911

| Save | | Cancel |

, 07/2024
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Enable RedSky Service

o This destination code wil be used for a call if the dialed or modified (in PAC) digits and the Nature of
' Address are matching.

Destination Code: 911 =
~
Remark:
v
Nature Of Address: Unknown v~
Originator Attributes

o Optionally, an additional match is required if the originator of the call belongs to the specified Class of
*  Service and Routing Area.

Class Of Service: e
Routing Area: | e
Traffic Type

) Spedfy the traffic type for this destination code.
None
Use Loaal Toll Table

Select Traffic Type (@ | Emergency b=
Destination

) Spedfy additional parameters to determine how the call will be routed.

Destination Type: Service ﬂ

Service: =

| Save | | Cancel |

1.4 Enable RedSky Service

Go to OpenScape Voice-> Administration->Feature Settings ->System-
wide->Emergency Calling and

» Select Enable RedSky E911.
» Enter 999 Digits to Append.

, 07/2024
OpenScape Voice with RedSky E911, 25



Configuring OSV for Integration with RedSky
Configure RedSky ELINs to Route to E911 Callback Service

= [mgmttest15s] - System-wide Settings - Internet Explorer

[mgmttest15s] - System-wide Settings
Call Forwarding Restrictions | Emergency Calling Account Codes Intercom Authorization Codes

Emergency Ringing

Emergency Ringing: |:|
E911 RedSky Settings

o When the feature is disabled on OSV, you musgt also remove the 0SV from the RedSky E911 Manager configuration (navigate to Devices-> Call Serve
=" it). Moreover by disabling the service the default values of the fields wil be populated

Enable Redky E911

Digits to Append 999 b'e
Registrations per 50

publish

Periodic Publish Timer 60

1.5 Configure RedSky ELINs to Route to E911 Callback Service

For each of the RedSky ELINs a Prefix Access Code and a Destination Code
need to be created that will route to the E911 Callback Service:

NOTICE:

If no ELIN or an empty ELIN is returned from RedSky E911
Manager for a published registration, OSV shall republish the
registration when the re-registration occurs

Go to OpenScape Voice->Business Group->Translation->Prefix Access
Codes->Add...

, 07/2024
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2 [red: h] - [BGE] - [NPE] - Prefis Aocess Codes - Windows Tntemet Explorer
G - [ Weniiins 1 1saimansgemertisctafigpbcaons o s EVerde e it ] i ottt |
0 g | e vensen | Bresssnz - pas)-pe.. x
il redsiora2c =] - [na - Prefis Access Codes
m ﬂ o O Thon Brafi Access Codde (PA) i e ode mvitered v the rumberess alan, A £al 200 orly bt roted i the daleed Sty aea matchng 8 PAC.
Business (Group NS [E— = —
e Sewchier | n [l e =l | Search | | ShowaN | | Advameed. |
5 Business Grosp List
B =
BE i e Fage: ;\m‘hu 15 | o
* Profies r Code L i M Lengihs Prefo Type Hatuwe OF Address Dextions bion Ty pe
* Temms E 4 = 1/m Verncal Service Lirknewn Servece
* Statibics C 5 " LFE- ] Vil Servios Lirknewn Servich
*  Disglay Nembsr Modification (- A ] il Vool Service: Lirkgeen fervoe
Branch Office Lint
5% 12 Werfical Service: Uinkmown Service
Ellmm =] ro4 Ji
C “ = /% Wernesl Serane [ Lanace
*  Hembers
& Private bumbering Plen List r 4 - = Verseal Service: L Sarvn
l_]|-lm = o  ooimans 11 Ot coeps nerrationsl tore
¥ Teamslabion m <34 414 Extereon Dusing PP Extermon tiore
& Prefi Access Codes o+ 000000001 30/ 30 Crvmet Acoess Fazonal e
j: Destination Codes. r o s 212 Crenet Aooess Irieratooal Horm
Code Indexes -
@ LocabionCodes <4 e 2/ Offret dcoess Urknomn Hone
[T — - 45 Jzmssuor 30 /10 Off net Arcess Patonsl Fiore
*  Destimstions and Roubes. r -E . 33 O et Agreds sk [
r g 33 Ciffret Aczest Lrknemn Bierm
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r -4 ne &j6 Offret Aoess Liminasan L0 ]

Create PAC for ELIN (e.g. 1000000001):
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Identification

Prefix Access Code: 1000000001
Remark:

Minimum Length: 10
Maximum Length: 10

Digit Position: 0

Digits to insert:
Settings

) Spedfy additional parameters to determine how the call will be routed.

Prefix Type: IDn-net Acoess ﬂ
Nature of Address: National v
Destination Type: |N0ne ﬂ

s [mgmttest15s] - [AD_CSTA] - [N°_AD_CSTA] - Add Prefix Access Code

) If the dialed digits metch this code, the specified modification to these dialed digits is exeauted.

| Save

Go to OpenScape Voice->Business Group->Translation->Destination

Codes->Add:

, 07/2024
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e b e 1 cotcanene |

* Quick Tasks Seifr | n [P criza ] [ search | | showail | | Advanced.. |
R 3 | Add Range.. | |
= i ::_—\'W.\»:u!.lﬁ|$il:|.é‘=lL
* Profiles e Code Mature OF Address Clyss OF Service Rt Area Traffic Type Destination Type
* Teams o P Entergion HONE riome Exctenson
*  Stabistics. - 1000 Haboral Emergercy Tervice
* Display Numiser Modification ™ =i s Intermatonsl - rigme DN
:‘II:::::'W = o« mamsas Unirgem MOHE Destration
oy M osf 251001 Hatosd Erargancy Sarvice
& Frwvate Humberiog Plan List r o« = Urkrwn HONE Cestraton
| 1 [W1 (Detauity = r 4 su Undrcen ok ke
¥ Transiation M« ssw Linkrgwn Emengency Destrabon
i Preftx Aooess Codes
5 Code Indewes
4 Location Codes
Il Extensoes
*  Destinabions and Roubes
Create Destination Code 1000000001
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Do Not Publish to E911DM Setting for Subscribers

0 This destination code wil be used for a call if the dialed or modffied (in PAC) digits and the Mature of
' Address are metching.

Destination Code: 1000000001 =
~
Remark:
v
Mature Of Address: National v
Originator Attributes

0 Optionally, an additional match is required if the originator of the call belongs to the specified Class of
“ Service and Routing Area.

Class Of Service: —
Routing Area: |_
Traffic Type

) Spedfy the traffic type for this destination code.

Mone

Use Lol Toll Table

Select Traffic Type (@ | Emergency
Destination

) Spedfy additional parameters to determine how the call will be routed.

Destination Type: Service ﬂ

Service: Emergency Calback —

Save | | Cancel |

1.6 Do Not Publish to E911DM Setting for Subscribers

30

In cases where it is not desired to have OSV forward a subscriber’s
registrations to E911DM, the "Do Not Publish Registration to E911 Data
Manager" attribute may be selected for the specific Subscriber.

, 07/2024
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Configure E911 SNMP Traps to Send to RedSky

Go to OpenScape Voice->Business Group->Members-
>Subscribers>Routing

|
o Favorites | 52 ) Boca LABUC-Facade Setw.. ¢} How to develop for Open...  (} Openscape Evolution We... 33 My Reviews gitsndl.dev C... ) ESY Boca Production ) OSCV Insures Guide
22 = () BocaRaton Metwor... (7] 1BM Rational Clear.. ) https//esyprod.dev... 4@ FRDB D VIDOOLALLOT Pat.. | N FRMSOT3 - DevPriva.. 8 [vmi60] - [BG2L. k
% Find: | xdm mi60} - [EG2.INTLIPSL] - [Main
uniFy HEl [vmi60] - [BG2_INTL_IPSL] - [Main Office] - Add Subscriber
— ) subscribes Desarption
Configuration M .
— General Displays || Routing | Connection Security Keyset Groups Features | Applications
|_OpenScape Voice |  OpenScal iy LRI | 0 o
= vmls0 - ber Attrbutes
AloiEN - _, | .
A ransfer Hand OfF:
b Quick Thaks Support Media Redrecton: r
i Business Group List
s BG2_DML_IPSL k-2 Orverride Irm Codec Restrictons: ki
»  General
»  Profiles Alow Sending Insecure Referred by Header: L
» Teams
> Statistics VIP Moritoring:
»  Display Humber Medification
E1 Branch Office List MRNG At
Ef Main Office -
Send Pubbc Identity in From Header:
¥ Members
5 subscribers Send Internatonal Numbers in Global Number Format (GNF):
Ha Endpoints

o) Private Bumbering Plan List
& PHPZ_INTL_IPSL (Default) -

»  Translation Resrve 5
» Destinations and Routes
Disable Lang Call Audit: %
Reserve 6 Ll
Trusted Subscriber: =
Alow Subscriber Provided Caling Identity: L
i
|

,-lnm G Local int

1.7 Configure E911 SNMP Traps to Send to RedSky

The configuration explained in this section is only required if the RedSky’s
Emergency On-Site Notification feature is being used in your deployment.

1.7.1 Enabling the E911 Emergency SNMP Event 250

The RTP parameter Srx/Service/[E911/EmergencySNMPEvent by default is
set to a value of RtpFalse. If and SNMP trap for event 250 is needed to be sent
from the OpenScape Voice server to RedSky each time a subscriber initiates a
E911 call this parameter must be change to a value of RtpTrue.

+ OpenScape Voice->Administration->General Settings->RTP->

» Select the check box for the RTP parameter name Srx/Service/E911/
EmergencySNMPEvent and select the “View / Edit” button to modify.
+ Select the True option for the “Value:” field and select the Save button.

, 07/2024
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F Lalntorance P T —————

> 5] - RTF Managesent.
1 Onihes page you (o marage RTF Parameiers
Seawch for T T Saarch Shaw Al
grs | 200 A1 | A EAT
LIl SspAmascLurasonimer W s
O 0 sofebummtomscioripdiss o3 igh
[0 2 S=ieobussComeooriai s pon
:. . - O 1w
o Qo o _p
(2 AuFase RapFake
B @ RpFse R pne
o Edit RTP ?
" [gwsa] - parameter
FLTP Parameter Data
Name: Sru/Service [E9 11/ EmergencySHNMPE vent
Type: Booksan
Lirwt:
Range: { true, false )
Process restart is Fals
Fse
required:
Vahse: True ¥
False
Suppested Value: M
Destrptan: FRNS0ES Emergency Call SNMP Trap Vahee: RipFalee - Donot
rase SHMP Alarm event for emengency call attempts REpTrue -
Raice SN Alarm event for emergency cal attempts i

For more details on the E911 SNMP trap event 250, refer to section 6 of the
“OpenScape Voice V8, Design and Planning Manual, SIP Network Planning,

Planning Guide”

1.7.2 Configure the E911 Emergency SNMP Event 250 RedSky
Destinations

For each RedSky E911 Manager Node endpoint that is created an SNMP Event
Filter must be created specifically for event 250 only with a severity level of
Warning. This is done via CLI.

, 07/2024
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startcli2-—=-1.->-14.for-greatesnmpEventFiltery

rrerert Spaddr: - <IP-address - on- one - of - the - Redsky - nodes
st iaventsers[0] - <end: - <Returnz>:-250%
sresretLaventoers[l] .<end: - <Return=:: . <press.-enter:"
sreeret i severities[0] -<EVT_SEV_CRITICAL:-1,Y
oooooooooooooooo_EW—SEV—MAJOR:_2,..
sesesscscsssses s EUT SEY MINOR:-3,"
oooooooooooooooo.EW_SEV_NARNING:_d_,I.
Teesesssesesse st EVI_SEV_TINFORMATION:.5,Y
oooooooooooooooo_EW—SEV—CLEAR:_ﬁ,l.
oooooooooooooooo.m:.{Return}}:_d_l'
seeceeciseverities[1] . <EVT_SEV_CRITICAL:.1,Y
e+oo+ee+o++e+oo+_EW—SEV—MAJOR:_2,..
sesesscscsscsess EUT SEy MINOR:-3,"
sesesssscsssecss EUT SEy WARNING: -4 ,%
TEemmsmmeseene st EVI_SEV_TNFORMATION:.5,Y
oooooooooooooooo_EW—SEV—CLEAR:_ﬁ,l.
rresresseeseesntand: . <ReTUrn::: - <press-anter:”
Peecee L snmpVersion- <EVT_SNMP_TRAP_V1:.1,Y
e+oo+ee+o++e+oo+_EW—SNMP—TRAP—VEC:_2,..
oooooooooooooooo_EW—SNMP—TRAP—vg:_3}:.2[

seerert orrapbestPort-<(1..32767)>- (default:.-1):162"

NOTICE:

Do not define the RedSky E911 Manager node IP addresses in
the OpenScape Voice server node.cfg’'s SNMP Servers section
as this would result in all alarms traps being sent to RedSky and
not just event 250 which is specific for E911 calls.

Example of a RedSky SNMP Event Filter:

, 07/2024
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Making Emergency Calls in OSV

startCliza—>-1-->.17° to-gersmmpEyventEilterst

LR

an s

LR

R

an s

L

1.8 Making Emergency Calls in OSV

When an emergency call is originated by an OSV subscriber, the emergency
call service shall follow the logic below:

Check if integration with RedSky is enabled.

« If not, then search in the E911 BG Subnet entries in order to find the subnet

If no subnet is found, route the call to the default emergency destination
If a subnet is found, route the call to the provisioned destination

If the RTP parameter Srx/Service/E911/EmergencySNMPEvent is set
to RtpTrue an SNMP trap for event 250 will be sent to each configured
SNMP Event Filter

If the RTP parameter Srx/Service/E911/EmergencySNMPEvent is set to
RtpFalse no SNMP trap will be sent

» If yes, then check for the ELIN in the new table

34

If an ELIN is found, insert the ELIN in the CPN and PAI headers and
route the call to the provisioned route for the RedSky Anywhere service
If an ELIN is not found, search in the E911 BG Subnet entries in order to
find the subnet

If the RTP parameter Srx/Service/E911/EmergencySNMPEvent is set

to RtpTrue an SNMP trap for event 250 will be sent to each configured
SNMP Event Filter

If the RTP parameter Srx/Service/E911/EmergencySNMPEvent is set to
RtpFalse no SNMP trap will be sent

, 07/2024
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ES11 call from
QSV subscriber

& Red Sk
Yes tamll:lll)d:.I 1
No

| |

Chack for ELIN in
Check for Subnat
the Reg. Pub. Mo I
Table in BG E911 Table
Route the call io
Is ELIN | Is Subnet Mo N Default i destinali
found fenund? Emerngency reachable?
Destination
' No . - I '
Yes s
v - Yes
Get ELIN and Get LIN and digits |
degits to append to append and |
and route o route o
RedSky ANS it —
desination chiemod S8
default emergen
cestinaton
4
& destinationt.
Reachable?
Yes Yes
+ s
Call raaches Call reaches
Red5ky ANS dastination

If OSV does not find ELIN then it should route the call to E911 BG Subnet
entries. To create E911 BG Subnet you have to enable E911 emergency calling
firstin OSV. To do this,

Go to Configuration->OpenScape Voice->Business group->Business
Group list.

, 07/2024
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36

2 [redukynize ] - List Boniness Groups - Windows [nkemet Euplorer
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Select BG and go to Services tab, Activate E911 service, select a Number for
default emergency destination and select E911 Announcement.

/2 [redskyD2c] - Edit Business Group: BG1 - Windows Internet Explorer

) Modifies the selected Busness Group.

| General |{[Services ]| Feature Profiles || Options || Access ControlList

Call Pidup Group: =3

LIN Adminetration for Emergency Calis
@) LIN Administration pravides location capability for Business Group phones.

Number: 302106191002 =
Announcement: E911_UselandPH [ —
Large Conference

Lange Conference enables more than three parties to share 8 call at the same tme. Ths tab enables you to configure the ports that are to be used for 8
@ Large Conference. Additicnally, the proportional number of system conference ports is displayed. This faature is the proposed number of MS drouits that ca
be used for large conferences, based on the system-wide settings.

Activate r
Maximum Number of Conference Ports:
Maximum Mumber of Conferences:

Masimum Mumber of Conference Members per Conference:

Conference Recal Discornnect Timer:
Dinns Ervivid FEwit Tama fae mfar s Rridns =
[Save ) [com
e T R0
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To create E911 BG Subnet entries go to Openscape Voice->Business Group-
>General->Emergency Calling Subnets.

Select Add...

77 [redskyn@c] - [BG61] - Ensengency Callig - Windoss Internet Enplorer

Be O Yen Faets Lok b
i 8 -] Besairense 8 [l ) - [B51] - Em.c.

Common Hanagemant?or_ml

T [rodsky02c] - [961] - Emergency Caling

Al Entries of the Cpendape Ve eserpency ool selution,

sahtr [ 0 [eoewez] [Seech| [Showal| [Advesced |

Sy | D e [ 10 ] 02

r Subnet/TP 4 Mask Lieta Ui Domsain
C f w0sxNiw FE5.T55.0550
r % ®wsl batleat R ]

Give a value to the parameter IPV4 Address/Subnet in CIDR format, enable
send LIN instead of CPN and give the Digits to append.

, 07/2024
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= [mgmttest15s] - [AD_CSTA] - Add Emergency Calling - Internet Explorer E

) Entries of the OpenSaape Vbice emergency call solution.

| General | LIN

Identification

L1 )
Department:

Location Domgin:

IPV4 Address/Subnet: 192.168.1.0/24
IPV6 Address/Subnet:

Description:

Branch Office:

Configuration

Send LIN instead of CPN:

Digits to append 99| *®

@) Here you can set all values for the general configuration.

1y [mgmttest15s] - [AD_CSTA] - Add Emergency Calling

Use a valid "Department”, and/or "IPV4 Address/Subnet" combination, and/or "IPV6 Address/Subnet" and/or a valid "L
The "IPV4 Address/Subnet" and "IPV6 Address/Subnet” must be entered in CIDR format.

=J

Go to LIN tab and select Add.

Give the Location Identification Number (LIN). Fill in Callback Number and
Default Callback Destination. Select OK and then Save.

, 07/2024
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[redskyD2c] - [BG1] - Edit Emergency Calling Entry: 10.10.201.200 - Windows Inbernet ERpRS

Configuration

9) Haevmansetd;ﬁ;s-fwm+ﬁﬁdmtbn Id;ﬁﬁcaﬁon mmgﬁmmm
attributes. Please assign Callback Number a vacant DN, and Default Callback Destination a subscriber aco

Location Identification Number: 3125551003

Callback Number: | 3125551003
Default Calback Destination: | 302106191015
Use Default Callback Destination: ]

T (@ ineermet

, 07/2024
OpenScape Voice with RedSky E911, 39



DCMP and RedSky
DCMP Implementation

2 DCMP and RedSky

2.1 DCMP Implementation

40

NOTICE:

It is necessary to implement DCMP (DLS Contact Me Proxy) in
order to have full functionality.

There are some cases where RedSky E911 Manager will attempt to perform
network discovery not triggered by the device's registration. Such cases

may include network discovery performed by RedSky E911 Manager on pre-
configured periods (e.g. daily or weekly) for synchronization purposes or
when RedSky E911 Manager is restarted. In such cases, the devices may be
inactive for a long time when the network discovery is performed and the L2
mac-address-table may have flushed the MAC address of the device due to
inactivity.

If the MAC address of a device has been flushed from the L2 switch mac-
address-table then the network discovery will fail. In order to overcome this
problem there have been proposed a workaround that will prevent the mac-
addres-tables from flushing the MAC addresses of the idle devices:

Phone's MAC address
e Mkeks-Labla :
Part 20 KUK RN 5y s updated before
expiring in the L2 mac-
address-table

L2 Switch /

@ Phone polis the DCMP
Phone with MAGC: server every 3 minutes

B EEVEL SR ¢ I €

OpenScape

‘\oice
: b
RedSky
E911
Manager
, 07/2024
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Phones - DCMP - DLS Configuration

2.2 Phones - DCMP - DLS Configuration

OpenStage firmware V2R2.47.2 and above is required.
Openstage phones should be configured to have the IP of the DLS.

7 Ciprevslage 7 Phone fdimin - Windows It erned Laslones

@n_..—aiﬁ i ttpe10.6., 290, e cmuspraaden = & e x| [=
Bl EX Yow Faeedes Todk el
o :.5|-| FE1 Harager |.ﬁwmm-wnma¢- uI ] i

Phone nu
OpenStage 40 Phone IPvd add
DHNS

Admin Login
Metwork

ot

e e (DLS DLS address  10.10.170.10

Podt configuration [ DLS port]isu3
al;!;az;MED operation Contact gap|300
File transfer Security mode L i
Local functions Sabit | Fesat |
Drate and lime
Speech
General information
Authentication
Ringer setting
Mability
Ciagnostics
Maintenance

T e e

DCMP should be installed in the same server with DLS or should act on a
different server.

In this example DCMP acts in a different server with DLS.
After the installation of DCMP, login:
http://localhost:18080/dcmp/

In the configuration menu add the IP of DLS.

, 07/2024
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In the Cluster setup menu add the IP of DCMP.
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DCMP and RedSky

G [remiiccstoon: 1 midomciosomidiatar s = 4z e
& o] | e ) pen ... |Foor x| | £t - |
. pecwp |
Configuration
:f::t::‘"  OusterSetop |
P {Use cluster mode | |
Pcaﬂ-ut {[ro-30z02.50 [Fen3a |
oSk 1 :| [34034
Hest 2 [ I|}msq
|Hose 3 I ETTED
E‘l‘bﬁl‘ . i ]3‘031
_Sava | Raset |
o e e e e "

In the Deployment Service go to Administration ----> Workpoint Interface
Configuration

Activate DCMP and fill in the IP of the DCMP server in port 18080 for the DLS-
DCMP host and Device -DCMP host.

Give the IP range of the phones that DCMP will act and set the Poll Interval
less than 5 minutes.
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Configuring RedSky for Integration with OSV
Add Call Server

3 Configuring RedSky for Integration with OSV

3.1 Add Call Server

To configure OSV switch in RedSky manager, login to the active RedSky server
as followed:

https://xxx.xxx.xxx.xxx/€911Anywhere/

You are required to enter username and password.

"""" s ) et - e * Crmrons ©

MANAGER

To add OSV switch:

Go to Devices->Call server and press add call server

, 07/2024
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Configuring RedSky for Integration with OSV
Create Locations and ELINS

+ Type: Siemens OSV

NOTICE:

RedSky may rename it to Unify OSV to agree with the
rebranded name of the company.

 Name: Give a name

* Check the boxes “enabled” “Device Detection/Update Enabled” “911 call
monitoring enabled”

* In the IP address field add sipsm IP of the OSV primary node.
» Transport protocol should be either TCP or TLS

» Alternate IP should be sipsm of the secondary node of OSV (in case of
cluster).

* In the Inventory Schedule you should set the time that RedSky will send
SUBSCRIBE in the OSV.

The format should be similar to the following:

Format: Second Minute Hour Day Month Weekday
Some format examples:

12:30 am every day: 0300 * * ?

First of the monthat1 amand 1 pm: 00 1,131 *?
Tuesday and Thursday at midnight: 00 0 ? * TUE, THU

Press Add.

3.2 Create Locations and ELINS

3.2.1 Add ELIN Pool and Create ELINS

To create ELIN pools go to Locations->ELIN pool

, 07/2024
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2 pann Manager - Windows, Internet Dxplorer
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MANAGER

LOCATIONS DEVKES ADMINISTRATION

Add ELIN Pool

In the next step ELINS are created for every location.

NOTICE: This setting can be done only from RedSky
engineer.
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NOTICE:

The static changes in RedSky E911 Manager are published
asynchronously to OSV. If for example the ELIN of a discovered
registration is changed in RedSky E911 Manager's GUI, RedSky
E911 Manager will publish the new ELIN to OSV.

3.2.2 Create Building Location

To add locations go to Locations->Buildings->Add Building
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Enter information based on building location.

3.2.3 Create Room/Floor Locations

To create Room/Floor locations go to Locations->Rooms/Floors
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Network Discovery/IP Ranges
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Specify Location Name, Building, Room, Floor and ELIN

3.3 Network Discovery/IP Ranges

3.3.1 Network Discovery

To add network switch
Go to Locations ->Network Switches-> Add Network Switch
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MANAGER

LOCATIGNS i

Add Meterork Switeh

Depending on the network configuration you will require to add L2 switch.
(Optionally you can add L3 switch of the network).

RedSky manager has to know the switch that the phones are plugged into, in
order to do the network discovery. In this example we are using L2 switch for
network discovery.

« IP address: the IP address of the switch

» MIB: choose one switch between extreme, juniper, Cisco or bridge if you
want to add bridge switch.

* Community string: add community string name of the switch

*  VLAN numbers: add vlan id of your network switch

» Switch is gateway: check if the network switch is a gateway switch. Add the
appropriate subnet

» Building: Select the appropriate building from the drop-down menu

* Location: Select the location.

3.3.2 IP Ranges

To add IP Ranges go to Locations->IP Ranges->Add Range
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Discovered Devices
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Edit I[P Range

s v

Give a name in IP Range Name. In Lower IP add the lowest IP of the range
and the Upper IP of the range respectively. Also specify the building and
location of the IP range. You can create multiple IP ranges based on the
network.

3.4 Discovered Devices

To verify that OSV phone devices is discovered from RedSky go to Devices-
>Endpoints
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NOTICE:

Users registered behind an SBC (in isolated network (i.e.
RedSky Manager does NOT have access to L2 switch)) should
use IP ranges in order to discover the IP of the SBC.
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4 Restrictions

Restrictions
Redundancy Limitations

4.1 Redundancy Limitations

In Redsky Manager (version 6.4) redundancy is limited and in some cases the
servers are unable to come back into service after restarting or shutting them
down.

The aforementioned cases are described below.

Primary/Secondary state:

— Secondary node restarts and the sync-connectivity gets established. Both

nodes are accessible (http and functionality).

— Primary node restarts but there is no sync-connectivity (http and

functionality). Secondary node becomes primary and is accessible (http
and functionality). The state becomes Primary/Down.

Primary/Down state:

— No Secondary node is available and Primary node restarts. This results

in both nodes to be inaccessible (http and functionality). In order to
establish connectivity on both nodes and return to Primary/Secondary
state the steps in Recovery Procedures need to be followed.

Both Redsky nodes restart or switch on simultaneously:

— This results in both nodes to be inaccessible (http and functionality). In

order to establish connectivity on both nodes and return to Primary/
Secondary state the steps in Recovery Procedures need to be followed.

4.2 Recovery Procedures

This Section details procedures for bringing a cluster node back into service
after it has recovered from having been in a failed state.

4.2.1 Recovery from a Complete Power Failure of all nodes

If all nodes have had a power reset, follow these steps to recover the cluster:

1)
2)

3)
4)

5)

6)

7)

, 07/2024

Power-on all nodes.
Login to the pgpool admin interface on any node:

http://<host>:8081/pgpoolAdmin
Under Node Info. the status for all nodes should be “Down”.

SSH into your nodes and examine the file /etc/pgpool-ll/
config_for_script. Look for the line starting with “MASTER_HOST=". This
line indicates which node is considered the “Master” node.

SSH into the master node and start Postgres:

sudo service postgresgl-9.3 start

Login to the pgpool admin interface on the master node. Under Node
Info. master node’s status should be “Down, Running as primary server,
postgres: up”.

Click the Return button for the master node.
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8) The status for the master node should change to “Up. Connected. Running
as primary server. postgres: up”.

9) At this point the master node database is fully recovered. SSH into this
node and restart all Redsky services:

* sudo service sailfin restart
* sudo service premise services restart
* sudo service eon _email alerter restart

All Redsky services should now be available on the master node.

10) Click Recovery for the secondary node in the pgpool admin interface.

11) After a few seconds, the pgpool node status for the secondary node should
change to “Up. Connected. Running as standby server. postgres: up”.

12) SSH into your secondary node and ensure postgres is running:

sudo service postgresql-9.3 start
13) Restart all Redsky services on the secondary node following the same
procedure as in step 9.

The secondary node is now fully recovered.

4.2.2 Restart of a Secondary Node

If a secondary node have had a power reset, follow these steps to return the
node to service:

1) Login to the pgpool admin interface of your primary node. Under Node Info.
secondary node’s part of the status should be “postgres: down”.

2) Click Recovery for the secondary node.

3) After a few seconds, the pgpool node status for the secondary node should
change to “Up. Connected. Running as standby server. postgres: up”.

4) SSH into the secondary node and ensure postgres is running:

sudo service postgresgl-9.3 start
5) SSH into the secondary node and restart all Redsky services:

* sudo service sailfin restart
* sudo service premise services restart

* sudo service eon _email alerter restart

All Redsky services should now be available on the secondary node.

4.2.3 Primary Node Failover

56

If the primary node have had a power reset, the secondary node will take its
place and become the new primary node. Follow the steps below to bring the
former primary node back into the cluster as a secondary node:

1) Login to the pgpool admin interface of the new primary node:

http://<host>:8081/pgpoolAdmin
2) Under Node Info. the status of the former primary node should be “Down”.

, 07/2024
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3) Click the Recovery button for the secondary node.

» If the recovery is successful, the status should change to “Up. Connected.
Running as standby server. postgres: Up”. Proceed to step 5.

+ If you receive the error “pcp_recovery_node command error occurred”
then you must manually recover the node. Proceed to step 4.

4) Manual Recovery:

a) SSH as root into the node and edit the file at /etc/pgpool-II/
config_for_script.

b) Change the line starting with “MASTER_HOST=" so that it now
designates the current primary node as the master host.

c) Switch to the postgres user by executing:

su postgres
d) Go to the /var/lib/pgsql directory:

cd /var/lib/pgsql
e) Execute the following command (replacing ##.#.## ### with your
secondary host):

bash -x 9.3/data/basebackup-stream.sh /var/lib/
pgsgl/9.3/data ##.#.##.### /var/lib/pgsgl/9.3/data
f) The node should now show “Up. Connected. Running as standby server.
postgres: Up” under state field in the pgpool admin interface.
5) Your cluster should now be fully recovered following a failover.
6) Restart all Redsky services on your new secondary/standby node:

* sudo service sailfin restart
* sudo service premise services restart
* sudo service eon _email alerter restart

All Redsky services should now be available on the master node.
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