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Introduction

1 Access Management-Overview

1.1 Introduction

This section covers the following topics:
Introduction

Access Management Security Levels and User Accounts

See Also

Error Messages displayed in case of Incorrect NSL Logon and Locked NSL
Accounts

Access Management is the access control component for OpenScape 4000
servers. It controls which users are allowed to access a specific server, and
which applications and access rights these users may use. Possible users are
customer administrators and service technicians that manage OpenScape
systems.

For those users, Access Management creates user accounts, manages their
passwords, password attributes and other account-related data, and controls
their access via a web browser.

Further features of Access Management are:
*+ Web Session Management

— Control of users that are currently logged on.
— Web sessions time out after a configurable amount of time the user is
inactive.
— Web sessions can also be terminated explicitly by using the Logoff
button, or the Web Session Manager.
* Network Single Logon (NSL)

— Users can log on only once to a OpenScape 4000 network server, being
able to access connected OpenScape 4000 systems without further
authentication.

— Security and access control is managed via the NSL password
configuration and appropriate access right configuration on the
OpenScape 4000 systems.

* Integration of Windows(TM) Client and Server programs

— Windows(TM) programs are also integrated into the OpenScape 4000
authentication and session concept.

Two ways are offered:

— Integration into the Start Page of OpenScape 4000 Assistant/Manager:
execution of the Windows(TM) client after web-based authentication via
the Start Page of OpenScape 4000 Assistant/Manager.

— Using an authentication library provided by Access Management that
avoids the need to use a browser for log on.
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Access Management Security Levels and User Accounts

+ Emergency Password Reset (EPR)

— Emergency Password Reset (EPR) provides a means to reset the
administrator (user "engr") password in case the password was lost or the
system was corrupted.

+ Password History Configuration

— Password History Configuration provides a means to set additional
password rules.
+ Control of system accounts

— For technical reasons, OpenScape 4000 servers generate a predefined
set of Linux accounts used internally by different applications, e.g. for
accessing the Database with specific permissions, or to allow attached
systems to connect.

— Access to these system accounts can also be controlled via Access
Management. For a detailed list of system accounts please refer to
Access Management Security Levels and User Accounts.

» Managing Web Server certificates (starting with Version 2.0)

— Creating Certificate Signing Requests (CSRs) for SSL Security
Certificates.

— Generating, Activating and Importing SSL Security Certificates for the
current server.

— Generating, Activating and Importing SSL Security Certificates for
network management.

1.2 Access Management Security Levels and User Accounts

Topics covered in this section:
Security Levels and Predefined User Accounts

System Accounts and Accounts for Network Single Logon (NSL)

See Also

Error Messages displayed in case of Incorrect NSL Logon and Locked NSL
Accounts

1.2.1 Security Levels and Predefined User Accounts

Access Management provides five different Security Levels.

Every user that logs on to a OpenScape 4000 server belongs to exactly one of
these levels.

For four of them, predefined user accounts with initial passwords are created to
grant immediate access to the OpenScape 4000 server.

For security reasons, the initial password must be changed when the user logs
on for the first time.

The table below provides a detailed overview of the Access Management
security levels and predefined user accounts.

A31003-H34B0-M121-05-76A9, 09/2025
OpenScape 4000 Assistant/Manager, Access Management, Administrator Documentation 7



Access Management-Overview

Security Levels

Security [ Predefined User | Initial Linux Owner Remarks
Level Account Password Shell
Access
engr engr(1) 4K-admin yes Service Engineer (full system
administration privileges).
ﬂ' To be used in emergency cases
only.
Includes all other security levels
Assistant only: access to Linux
Shell is with superuser rights (uid
0).
rsta rsta 4K-admin yes Service Remote Service Technical
» Assistance (restricted system
L administration privileges).
To be used by upper level
service technicians. Includes
security level rsca.
rsca rsca 4K-admin yes Service Remote Service Customer
- Assistance (restricted system
et administration privileges).
To be used by lower level service
technicians.
cusa cusa c.u.s.a no Customer | CUstomer Security Adminstrator
- (restricted system administration
L privileges).
To be used by the customer's
"master" administrator(s).
Includes security level cust.
cust -- -- no Customer [ CUSTomer level (standard user).

Individual accounts can be
created at runtime to fit into the
customer-specific environment.

(1) Assistant only: by default, logon to root is locked and can be unlocked only

via engr.

Related Topics

System Accounts and Accounts for Network Single Logon (NSL)

System Accounts

Accounts for Network Single Logon (NSL)

Error Messages displayed in case of Incorrect NSL Logon and Locked NSL

Accounts

A31003-H34B0-M121-05-76A9, 09/2025
OpenScape 4000 Assistant/Manager, Access Management, Administrator Documentation




Access Management-Overview

1.2.2 System Accounts and Accounts for Network Single Logon (NSL)

In addition, Access Management manages two other types of accounts that are
not used for interactive logon:

+ System Accounts
and
» Accounts for Network Single Logon (NSL)

These account types are shown and explained in the tables below.

System Accounts

Account /Category Icon Description
System accounts
syst = Linux accounts created for different purposes to assure proper operation
b of OpenScape 4000 features and communication to their partner systems.
These accounts are not used for interactive logon.
Accounts for Network Single Logon (NSL)
Account /Category Icon Description
Network single Setting the password of these accounts avoids illegal access to this server
logon (NSL) via Network Single Logon (NSL). Communicate the passwords only to
accounts administrators of master systems (e.g. OpenScape 4000 Manager or RSP
(Remote Service Platform) for remote service access), where access via NSL
is accepted from.
nsl-syst (== System level - used for internal server-server communication of OpenScape
: 4000 components like System Management, Expert Access/MPCID, Logging
Management.
nsl-engr ﬁ Network single logon for remote access of service technicians at expert level
for emergency cases (engr).
nsl-rsta s Network single logon for remote access of service technicians at upper
' service level (rsta).
nsl-rsca - Network single logon for remote access of service technician at lower service
: level (rsca).
nsl-cusa s Network single logon for remote access of customer security administrator
! (cusa).
nsl-cust Network single logon for remote access of standard (cust-level) users.

B

Related Topics
System Accounts

Accounts for Network Single Logon (NSL)
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Error Messages displayed in case of Incorrect NSL Logon and Locked NSL
Accounts
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Server and Application Access Control

2 Functionality

The following topics are covered in this section:

Server and Application Access Control page 14

Access Management User Interface page 16

Web Session Manager page 27

Change Password page 33

Password Distribution (OpenScape 4000 Manager only) page 35
Emergency Password Reset (EPR) page 40

Account and Password Policy page 40

User Account Administration page 52

System Account Administration page 66

Access Right Configuration page 77

Access Right Group Configuration page 96

Export User Reports page 119

Manage Web Server Certificates page 124

Security Mode Configuration page 158

Configuration of PKI Authentication page 166

Single Sign On page 173

Access Management tab sheet in System Management page 183

Access Management tab sheet in System Management page 183

2.1 Server and Application Access Control

Access Management ensures that every user has to authenticate against a
OpenScape 4000 server with a valid account name and password. In case of
successful logon, a session is created. Within this session, the user is allowed
to access OpenScape 4000 applications according to his/her user profile only.
The Access Management application itself is also included in this access
control. For example, User Account Administration tasks are granted to users
belonging to the security levels rsca, cusa or higher.

Session Management area
The Session Management area comprises the following features:
* Change Password

By default, every user can change his/her password using Change
Password. This privilege can be withdrawn by a higher-level user to keep
passwords for certain accounts unchanged.

» Password Distribution (OpenScape 4000 Manager only)

The new Manager-only version of the Change Password dialog facilitates
administration and distribution of passwords for individual users. Using this
feature, you can not only change the password for the current user on the
Manager application but also on all selected Assistants.
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*  Web Session Manager

The Web Session Manager is used to view and kill running sessions on the
server. Depending on the security level of the logged-on user, sessions of
other, lower-level users may also be listed. The main purpose of the Web
Session Manager is to kill orphaned sessions that have not yet timed out. A
session is orphaned if for example a user closes all browser windows without
logging off explicitly.

» Emergency Password Reset (EPR)

Emergency Password Reset (EPR) provides a means to reset the
administrator (user "engr") password in case the password was lost or the
system was corrupted.

The Account and Password Policy dialog is used to activate and configure
advanced password rules.
Account Management area

The Account Management area is only accessible for users belonging to rsca,
cusa or higher security levels. This section includes:

¢ User Account Administration

Create or delete individual user accounts, and manage their password
properties.
» System Account Administration

Change the password properties of OpenScape 4000 server system
accounts, predefined administrator accounts, and Network Security Levels
(NSLs).

* Access Right Configuration

Assign or withdraw access right groups to/from these users, creating
individual profiles.

» Access Right Group Configuration

Create and manage access right groups by sorting application access rights
into them.

» Export User Reports

Display the current user and access right configration data from the server
in an HTML file. Export the data into a text file. Import the data into a spread
sheet program for further editing or evaluation.

Manage Web Server Certificates area

» Generate Certificate Sign Requestes (CSRs) for SSL security certificates.
» Generate, activate and import SSL security certificates for the current server.

» Generate, activate and import SSL security certificates for network
management.

For a summary of Access Management features please refer to Access
Management-Overview on page 6.

Related Topics

Access Management User Interface page 16

Introduction page 7

Access Management Security Levels and User Accounts page 9
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Access Management User Interface

Access Management tab sheet in System Management page 183

See Also

Error Messages displayed in case of Incorrect NSL Logon and Locked NSL
Accounts

2.2 Access Management User Interface

After logging on to the Web server, the main functional areas of Access
Management are displayed in the form of an application tree in on the
OpenScape 4000 Assistant/Manager Start Page (referred to as Start

Page in this publication). Clicking on one of the Access Management links
displayed in the application tree launches the corresponding functional dialog
in Acess Management. The Start Pages of OpenScape 4000 Assistant and
OpenScape 4000 Manager have slightly different contents in their application
trees, but their functionality is the same. On the Start Page you will see only
those applications that you are entitled to use based on the license you
acquired and based on the rights of the logged-on user.

OpenScape 4000 Assistant Start Page

E1-£5) Software Management

8 Appliance Management User Info License Management
+f Backup & Restore User name engr (engr) System number 13198800491
Flex and TDM licenses. 279124000
i ClientIP 10.255.100.15
%’; SoRpareAdivaion SLES update protection 21100
‘2 Sofuare Manager Last successful logon 2022-03-25 10:44 Undate protection validity il
# TSDM from 10.255.100.15 Advanced Locking ID (SYS5-VNR) T5WO9SCHPEE3TYF4'RVFNNV
23 Access Management Last unsuccessful logon
£ Uilities from License validity 2681 days
5] Base Administration Support contract 281 days
£ Expert Mode Number of failed attempts 0
] System Management
£ Configuration Management
% lcj‘“a“;:‘u‘g?ci‘]e"‘ Status Board Configuration Management
- System Time 2022-03-25 1:32 EET Upload Status UPLOAD_REQUIRED
TimeZone and Synchronization Status I\ Warning ‘Stations SYNCHRONOUS
Platform Deployment/H Simplex | ECOSERVER2 LCR UPLOAD_REQUIRED
Last Data Backup @ ok System Data SYNCHRONOUS
Last Logical Backup Dok HIM Data SYNCHRONOUS
APE Mode © Not configured in RMX HIM SWU SYNCHRONOUS
'APE Sync Status @ ot configured in RMX HIM ADP SYNCHRONOUS
Component System Start dateltime Version Access
Assistant 2022-03-15 17:19 VIOR1.28.0 8 (ssH] = (SFTPI %2 [File Transier]
CSTA 2022-03-15 1719 VI0R1.28.0 ® (ssH] s [SFTP]
Platiorm 20220315 1749 VIOR1.282 " (ssh) s [sFTP]
RMX 2022-03-15 17:28 VIOR1280 "% [ComWin] @ [File Transfer]
RMX Loadware VIOR1.28.0%
25 All folders open (%] Preferences.. Important Hints €3 @
Al folders close(3E) Broadcast
@ Logoft

User Interface Description

Please find the descriptions of icons, controls and other elements of the Access
Management user interface under the following links:

Content of the Start Page of OpenScape 4000 Assistant/Manager
Toolbar

Menu Bar

Context Menu

Web Session Manager

Change Password

Password Distribution (OpenScape 4000 Manager only)
Emergency Password Reset (EPR)

Account and Password Policy

User Account Administration dialog - User Interface Description
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Toolbar Icons - User Account Administration dialog

System Account Administration dialog - User Interface Description
Toolbar Icons - System Account Administration dialog

Access Right Configuration dialog - User Interface Description
Toolbar Icons - Access Right Configuration dialog

Access Right Group Configuration dialog - User Interface Description

Toolbar Icons - Access Right Group Configuration dialog

Related Topics

User Account Administration

System Account Administration

Access Right Configuration

Access Right Group Configuration

Export User Reports

Manage Web Server Certificates Area

Access Management tab sheet in System Management
Introduction

Access Management Security Levels and User Accounts
Server and Application Access Control

Error Messages displayed in case of Incorrect NSL Logon and Locked NSL
Accounts

2.2.1 Content of the Start Page of OpenScape 4000 Assistant/Manager

The application tree on the Start Page contains all licensed applications

(user purchased applications) which the current user is authorized to use.

To enforce license check, a license ID is stored with every application (which
must be registered before the user can use it). For some applications like the
applications in the Direct Access component (in OpenScape 4000 Manager)
or in the Expert Mode component (in OpenScape 4000 Assistant), respectively,
no registration is required.

The Start Page gets all registered applications from License Management, and
all applications the user is authorized for from Access Management. Using this
information, only applications which are licensed and the user is authorized for
are visible in the application tree. If an application requires a network object, at
least one instance of the required network object type must be present in the
system.

The following functional areas are displayed in the Access Management
application tree on the OpenScape 4000 Assistant/Manager Start Page:

Account Management area
Session Management area
License Management

Manage Web Server Certificates Area
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2.2.1.1 License Management

License Management is a separate software component which has its own
online help.

Related Topics

Content of the Start Page of OpenScape 4000 Assistant/Manager

Toolbar

Menu Bar

Access Management User Interface

2.2.1.2 Session Management area

Session Management covers the following functional components:

Change Password

Password Distribution (OpenScape 4000 Manager only)
Web Session Manager

Emergency Password Reset (EPR)

Account and Password Policy

2.2.1.3 Account Management area

The Account Management area is divided into the following functional
components:

User Account Administration
System Account Administration
Access Right Configuration
Access Right Group Configuration
Export User Reports

2.2.1.4 Manage Web Server Certificates Area

The Manage Web Server Certificates area comprises the following features:

Certificates for this Web Server

— Activate - HG35xx Board NOT Installed

— Activate - HG35xx Board IS INSTALLED - On OpenScape 4000 Assistant
Only

— Generate

— Import

— Generate via CSR
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2.2.2 Toolbar

2.2.3 Menu Bar

16

» Certificate Network Management

— Root Certificate
— Sign CSR

The icons in the Toolbar have the same functions as the corresponding menu
entries. For descriptions of the individual toolbar icons please refer to the
individual components, as follows:

Toolbar Icons - User Account Administration dialog,
Toolbar Icons - System Account Administration dialog,
Toolbar Icons - Access Right Configuration dialog,

Toolbar Icons - Access Right Group Configuration dialog.

The Menu Bar is displayed with all components of the Account Management
section, except for the Export User Reports feature, which has no menu bar.

User Account Administration

The content of the Menu Bar may vary. Depending on the component and
functionality selected, different menus will be displayed.

The Edit, View, Action and Help menus are displayed with all main
components of the Account Management area, except for Export User
Reports, which has no menu bar.

The components of the Session Management area do not have a menu bar.

User menu

The User menu menu is only displayed in the User Account Administration
dialog.

&5 User Account Administration

User Edit View Action Help

L Add. jame Security Profile | Certificate name Description
& elele cust

Edit menu

The options in the Edit menu may vary, depending on the software component
selected. For further details, please refer to the descriptions of the individual
components:

Edit menu - User Account Administration
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Edit menu - System Account Administration
Edit menu - Access Right Configuration

Edit menu - Access Right Group Configuration

View menu

The options displayed in the View menu may vary, depending on the software
component selected. In the User Account Administration and System Account
Administration components, the View menu only contains the Start option
which brings you back to the OpenScape 4000 Assistant/Manager Homepage.
In the Access Right Configuration and Access Right Group Configuration
components the View menu contains component-specific options. For details,
please refer to the corresponding sections. As an example, the View menu of
the Access Right Group Configuration is shown below.

&5 User Account Administration
User Edit View Action Help

™ Start | Security Profile | Certificate name
& test cust

Action menu

The Action menu contains the Logoff menu option, which has the same
function as the Logoff icon in the toolbar in the upper right corner of the screen.
See also Toolbar Icons - User Account Administration dialog.

45 User Account Administration
User Ed