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Installation Guide

1 Mobile Client Requirements

Phone Manager Mobile is available for both iOS and Android platforms.

We target making the App work on iPhone, Samsung Galaxy and Google Pixel devices.

As the Mobile client is released on a different schedule to Application Suite refer to the on-line Mobile Help for current
Mobile version requirements on the following link

https://edocs.mitelcommunicationservice.com/pmmlatest/#Requirements_Mobile.html
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2 Phone Manager Softphone

Phone Manager Desktop and Phone Manager Mobile both have Softphone capabilities that allow them to become an
extension off the telephone system. They connect to the telephone system as a SIP extension. Both products use OAI
features to add additional capabilities on top of the SIP features.

Requirements

The following requirements apply to any use of the Phone Manager Softphone:

e MiVoice Office 250 6.1 or higher (Release 6.3 SP1 or higher is recommended for automatic
configuration of authentication details)

e Cat F licenses for each SIP extension on the telephone system Phone Manager will be connecting to
e Phone Manager Softphone Licenses for each Phone Manager Softphone that will be used

Phone Manager Desktop with Softphone

When Phone Manager Desktop connects as a softphone, the SIP traffic goes directly between the Phone
Manager Client and the node on which the SIP extension is configured.

: Mormal MCS/PM Communication

Mitel Communication Service

SIP Traffic

oriInn. g

Phone Manager Desktop

m Softphl:lne

Mivoice Office 250

For information on connecting Phone Manager Desktop from outside the LAN, refer to the appropriate guide:

e Connecting Phone Manager Desktop using a MiVoice Border Gateway
e Connecting Phone Manager using a Router

Connecting from a Different Subnet

If the Phone Manager Desktop client is located on a different subnet to that of the MiVO 250 it is registering it
with, the Auto NAT detection of Phone Manager Desktop can get confused and will use the client PC's public
address to connect, not the local address. In this scenario, the softphone will get one way audio.

To work around this issue, Auto NAT Detection needs to be disabled on Phone Manager Desktop.
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Phone Manager Mobile with Softphone

When using the Softphone features of Phone Manager Mobile the Mitel Communication Service acts as a
proxy. The MCS SIP Proxy service manages all SIP extension registration and traffic on the behalf of the
Phone Manager Mobile Softphone so that all SIP traffic is kept on the internal network and does not have to be
exposed externally.

/i, If the MCS SIP Proxy is restarted all the Phone Manager Mobile clients with a softphone need to reconnect
the app to receive call notifications as they will no longer be registered. The easiest way to do this is by
restarting the app on the mobile.

All audio connections for the Phone Manager Mobile Softphone are to the MCS SIP Proxy:

&MCS traffic & Audin—‘

Phone Manager Mobile
External Connection Firewall / Router / MEG
L
IPTFEFE—FE
MCS traffic & Audio——
Phone Manager Mobile Mitel Communication Service Mivoice Office 250

Internal Connection

The MCS SIP Proxy requires G.711 to be configured against the SIP Endpoint on the telephone system as the
audio encoding for making calls.

For information on connecting Phone Manager Mobile from outside the LAN, refer to the appropriate guide:

e Connecting Phone Manager Mobile using a MiVoice Border Gateway
e Connecting Phone Manager using a Router

/i, The SIP Proxy service must be on the same network as the PBX with no NAT in between the two.

The Softphone support within Phone Manager and the SIP connectivity of 6900 phones require some
configuration to be performed within the PBX and with MiVoice Office Application Suite.

The configuration below applies to 6900 phones, SIP Hot Desk Devices, Phone Manager Desktop
Softphone AND Phone Manager Mobile Softphone unless explicitly stated otherwise.

When using release 6.3 SP1 or higher of the MiVoice Office 250, MCS has the ability to query all SIP
Authorization Credentials from the telephone system to use with Phone Manager Softphones and 6900 phones.
This integration simplifies the process of installing Softphones/6900 phones and minimizes the risk of mis-
configuration.

To support this feature, a new configuration section within MiVO 250 Database Programming has been
created:
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[~ Mivioice Office 250 Mame Valwe

Maintenance Accounts %
[&) Encryption Password
Scftware License

W System
App Suite Server Configuration
CleudLink Gateway
Controller
Conference-Relpted Information
Devices and Feature Codes
Echo Profiles
E-mail Gatewey
File-Based MOH
Flags
Hunt-Group Related Information
P Related Indormation
P Settinas

Encryption Password

On each node in the MiVO 250 network, an Encryption Password needs to be configured which will allow MCS
to query and decrypt the SIP authorization credentials.

If the password is not configured, MCS will not be able to query the credentials from the PBX and they will have
to be configured manually. See the Device Configuration section for more information.

Once the encryption password as been configured on the telephone system(s), it must also be configured in
the Nodes section of the MCS configuration website.

I%I In addition to using requiring 6.3 SP1 or higher, CT Gateway release 5.0.64 or higher is also required for
the SIP authorization credential query to work.

The MCS server needs to provide each 6900 phone and Phone Manager Softphone with the IP address of a
SIP server to register with (the MiVoice Office 250). The IP address required will depend on which MiVoice
Office 250 node the SIP extension is configured on and whether the phone is local or a teleworker.

For each node on the MiVoice Office 250 network that MCS is connected to, it is important to configure the IP
address/port number to be used for SIP registrations.

For information on configuring the IP address(es)/Ports for each node, please refer to the Node Configuration
section.

69xx SIP Phone

From release MiVO 250 6.3 onwards, a new SIP phone type called '69xx SIP Phone' is available for creating
SIP extensions on the telephone system for use with Phone Manager softphones & 6900 phones.

Create 52wx/33ux...

Create 86xx...

Create IP Single Line Adapter...
Create 8602 Softphone...
Create SIP Phane...

Create 69 SIP Phone...
Create MiCollab Client ...

Create IP Phones from File...

When SIP extensions are created using this type, the SIP Phone Groups created will automatically be
configured with the required settings and will have a default inbound authentication applied with a randomly
assigned password.

&4 For release prior to 6.3, the normal SIP Phone type should be used for Phone Manager Softphones.
Please review the Phone Group settings below to check the required configuration.

| /i If a user is using a 6900 handset and a softphone (on either or both of Phone Manager Desktop & Phone
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~ Manager Mobile) it is important to set them up with separate SIP Endpoints on the phone system.

If 6.3 SP1 is not installed on the MiVoice Office 250 or for some reason the configuration of a SIP device needs
to be performed manually, the details of all the settings required for a 69xx or Phone Manager Softphone are
shown below.

SIP Phone Group

For each SIP Phone Group for SIP phones that are to be used as either Phone Manager Softphones, 6900
phones or SIP Hot Desk phones, the following configuration needs to be performed:

e Maximum Number of Calls = 4

e Enable in-bound authentication = Yes

e Configure in-bound authentication username = Extension number

e DTMF Payload = 101

e Camp-Ons Allowed = Yes

e Supports Ad Hoc Conferencing = Yes

o Use Registered Username (only required when connecting through an MBG)
e NAT Address Type = Native (even when connecting through an MBG)

Remember to repeat this process for each SIP extension.
Manual Authentication Configuration

If a version prior to 6.3 SP1 is being used, the Inbound Authentication Credentials will need to be configured on
both the telephone system and the MCS server.

] If release 6.3 SP1 or higher is being used, check the App Suite Server Configuration section below.

When using a SIP Softphone it is critical that authentication is used to help prevent unauthorized access to the
PBX. To configure authentication a username and password need to be set on the PBX for the relevant
extension and on device configuration of the Communication Service.

To configure the authentication on the PBX follow Mitel's recommendations by enabling In-bound
Authentication and setting a complex username and password combination on the associated Sip Phone Group
for the extension.

_¥ SIP Peers = Mame Walue
_EH SIP EEDD;; Groups ‘% Enable In-bound Authentication Yes
_& Confi " E"In-haund Authentication Username 1371
_ nlgra n = In-hu:uund Authentication Password AT
S S S uthentication =
- # o
'VP WA [ Out-bound Username

Out-bound Password
xDl:u not use Out-bound Username in REGISTER Mo

m

~tere MAT Settings
L Registrations

az Phornes

T e

This same username and password combination would then need to be set on the device configuration on the
Communication Service for this extension.
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Device Settings SIP Authorisation Call Statistics

Authorisation Name 1000

Authorisation
Password

E Use remote authorisation credentials

Remote Authorisation

Name 345er3dtrd] x

Remote Authorisation

Password kit

For information on configuring Teleworker phones, please refer to the Remote Connections engineering
guidelines.

I%I It is recommended that a complex password is used when configuring the authentication, such as
Mitel*Server1!. If using the MBG for external connections, a complex password is a requirement and the
authorization name must be the extension number.

/&, Authorization username and passwords are stored encrypted in the MCS database.

I%I Any changes made to the Authorization configuration of an extension within MCS or to the Node IP
Addressing will be sent immediately to any 6900 handsets currently connected.

Call Configuration
In addition, the following changes need to be made to the SIP extension's Call Configuration:

o Audio Frame/IP Packet = 2
e DTMF Encoding = RFC 2833 DTMF

e Speech Encoding G.711* or G.729** (G.729 for Phone Manager Desktop Softphone or 6900 only, not
Phone Manager Mobile Softphone)

* On some sites, a delay in answering calls has been noticed when using a-law. If you are experiencing this,
switch to use mu-law.

** Using G.729 can affect the performance of the telephone system.

/v, Itis important to connect only one softphone to each extension number on the telephone systems.
Registering more that one SIP extension with the same credentials at the same time is not supported by
the telephone system and will cause problems.

If using the desktop and mobile versions of Phone Manager Softphone for a single user then ensure that
each application uses different extension numbers.

I%I Remember to configure the IP Address for each node on the system so Phone Manager knows where to
send SIP traffic to.
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3 Mobile Client Installation

Phone Manager Mobile is a software application provided for Android and iOS mobile devices. Phone Manager
Mobile must be installed by end users via the relevant application store (Apple App Store or Google Play Store). The
application is free at the point of installation but will require a license on the MCS to connect and operate.

Server Side Configuration
MCS & PBX Configuration

Before users start installing Phone Manager Mobile, ensure the following configuration has been completed on
the server:

o Users have been given permission to use Phone Manager Mobile on their Client Profile
e Users have been configured to use Presence Profiles on their Client Profile
e Users have a Dynamic Extension Express (DEE) account on the MiVoice Office 250

e Users have their DEE main extension programmed as the Primary Extension on their MCS user
account

For more information about why these configuration steps are needed please review the Phone Manager
Mobile section.

[rEI If using Phone Manager Mobile Office Link features then an OfficeLink Assistant Extension needs creating
on the telephone system. Also, any user wanting to make use of the feature needs to have at least one
external number in their DEE configuration.

Network Configuration

Phone Manager Mobile clients must be able to connect to the MCS server from inside and outside the local
area network so that users have seamless operation and do not need to keep changing their connection
details. Phone Manager Mobile will automatically switch between Local and Remote location details. To allow
Phone Manager to connect remotely one of the documented methods needs to be implemented on the
customer's network. Once configured, the Remote Location and Node information needs to be updated with
the external DNS or IP Addresses.

MCS Certificate Configuration

By default the MCS server uses a Self-Signed certificate for Phone Manager Desktop connections. These can
be used for Phone Manager Mobile connections as well. In the case of iOS installations the end-user will need
to manually install the certificate.

It is possible to purchase and install a certificate from a trusted certificate authority. For more information on
this please refer to the engineering guidelines at the end of this document.

Mobile Client Installation

To install the Phone Manager Mobile client application please follow one of the platform specific guides:

e {OS Installation
e Android Installation
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3.1 Mobile iOS Installation

i0S Installation

This section outlines the steps involved in getting Phone Manager Mobile installed on one of the supported iOS
devices.

Installation Requirements

End-users will need the following information in their possession before they start the mobile client installation:

e Their username and password for accessing MCS. This may be their Domain user account (in format
DOMAIN\username) or an MCS username and password.

e Avalid network on their iOS device, Ideally they will be on the same network as the MCS Server.

e The IP address / Hostname of the MCS server. If connected to the corporate LAN then they will need
the external IP Address / DNS name that has been configured for the remote Phone Manager Mobile
connections.

Installation Steps

The following steps need to be followed to successfully complete a Phone Manager Mobile installation on an
iOS device:

e |ocate and install the Mitel Phone Manager Mobile application from the App Store on the iOS device.
The application is free at the point of installation to the end-user. The application logo is shown below:

e Launch the application
e The end-user license agreement will be displayed, this must be accepted before continuing.

e The user will then be presented with the 'Get Started' screen. The server connection details (IP address
/ hostname) and the user's username and password need to be entered at this point. If using a self-
signed certificate on the MCS server the user will need to install the certificate at this time.

¢ Installing the certificate:

o If the user is on the same network as the MCS server then they can click the 'download SSL
Certificate' link from the 'Get Started' screen.

o |f the user is remote then they will need to be emailed the certificate as an attachment. This can
be done from the Mobile Clients Page on the MCS server. Clicking on the attachment will bring
up the same certificate installation page as clicking on the download link.
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10:44 7 3 96% )

Get started

To get up and running, please enter your server and
account details.

Server
Username

Password

Downhload SSL certificate
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ee0e00 02-UK = 11:07 < R 95%

Cancel Install Profile Install

pm3.mitel.com

Signed by pm3.mitel.com
Verified v

Contains Certificate

More Details

o Pressing 'Install' in the top corner will store the certificate on the local device.
e Press the 'Connect' button to complete the configuration

If the configuration is successful the application will load and the user will be presented with main Phone

Manager Ul.

Troubleshooting

If the user has problems connecting:

e They have not installed the self-signed certificate
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e They have entered their domain username in the format 'username@domain’ or have entered their
email address instead of 'DOMAIN\Username'

e The user does not have a Primary Extension programmed against their User Account on MCS
e The user's client profile does not give them permission to use Phone Manager Mobile
e The user's client profile is not configured to use Presence Profiles

e The user has entered an incorrect server address or username/password (if they are remote they will
need to enter the remote server connection details on the 'Get Started' page).

iOS 10.3 Onwards

From iOS 10.3, Apple have increased the security on self-signed certificates. If you are having problems on
iOS 10.3, please follow these steps:

On the iPhone, Navigate to 'Settings -> General -> about'. At the bottom of this list is an entry labeled
'Certificate Trust Settings'. In this section there are toggle controls for the installed certificates. Locate the
certificate for the MCS server and enable it.
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3.2 Mobile Android Installation

Android Installation

This section outlines the steps involved in getting Phone Manager Mobile installed on one of the supported Android
devices.

Installation Requirements

End-users will need to have the following information in their possession before they start the mobile client
installation:

e Their username and password for accessing MCS. This may be their Domain user account (in format
DOMAIN\username) or an MCS username and password.

e Avalid network on their device, Ideally they will be on the same network as the MCS Server.

e The IP address / Hostname of the MCS server. If the user is installing this remotely i.e. not connected to
the corporate LAN then they will need the external IP Address / DNS name that has been configured for
the remote Phone Manager Mobile connections.

Installation Steps

The following steps need to be followed to successfully complete a Phone Manager Mobile installation on an
Android device:

e Locate and install the Mitel Phone Manager Mobile application from the Play Store on the Android
device. The application is free at the point of installation to the end-user. The application logo is shown
below:

e Launch the application.
e The end-user license agreement will be displayed, this must be accepted before continuing.

e The user will then be presented with the 'Get Started' screen. The server connection details (IP address
/ hostname) and the user's username and password need to be entered at this point.

e Press the 'Connect' button to complete the configuration.

e The first time you connect to the server you will receive a 'Certificate Error' popup (similar to that shown
below) - this will allow you to confirm the Subject and Issuer is your server and then press 'Trust' to trust
the certificate. Once trusted it will not re-appear unless the MCS server certificate has changed.
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3 4 F a4l TRl 1340

Settings *

Certificate Error

Trust Cancel

< O O

If the configuration is successful the application will load and the user will be presented with main Phone
Manager Ul.

Troubleshooting

If the user has problems connecting:

e They have entered their domain username in the format 'username@domain’ or have entered their
email address instead of 'DOMAIN\Username'

e The user does not have a Primary Extension programmed against their User Account on MCS
e The user's client profile does not give them permission to use Phone Manager Mobile
e The user's client profile is not configured to use Presence Profiles

e The user has entered an incorrect server address or username/password (if they are remote they will
need to enter the remote server connection details on the 'Get Started' page.
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4 Remote/Teleworker Connections

Most installations will have some requirement to run Phone Manager (Desktop or Mobile) or 69xx phones from
outside the LAN. Operating remotely will require that IP traffic is routed from outside of the network to inside the
network in a secure manner.

There are three different ways to route external traffic to the Mitel Communication Service / MiVoice Office 250:

e VPN (Recommended for Phone Manager Desktop remote connections)
e Port Forwarding (not recommend for remote 69xx phones)
e Proxy through a MiVoice Border Gateway

Once one of the chosen methods has been implemented, the Remote Location and Remote Node IP addresses /
hostnames need to be updated so that Phone Manager/69xx phones know how to connect back to the system.

VPN

Using a virtual private network (VPN) is the simplest way of connecting Phone Manager to the MCS /
telephone system from outside the local area network. Once a VPN tunnel is in place between the host client
(Mobile phone or desktop PC) and the network then Phone Manager will be able to connect as normal with no
configuration changes required by the end-user.

VPN is the best way of connecting Phone Manager Desktop from an external computer, especially when using
Phone Manager Softphone.
Port Forwarding

Another method of connecting Phone Manager from outside the network is to use port forwarding. Port
forwarding involves configuring the customer's existing firewall to forward traffic on the necessary ports through
to the MCS / telephone system.

For more information on Port Forwarding please click here.
MiVoice Border Gateway

Mitel provide a dedicated proxy solution for connecting software and devices from outside the local area
network. This is the supported method for remote 69xx phones.

For more information on the MiVoice Border Gateway please click here.
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4.1 Connecting Through Firewalls

Port Forwarding

One method to connect Phone Manager from outside the local network is to use Port Forwarding. This involves
reconfiguring the customer's firewall or router to forward traffic on specified ports through to the either the Mitel
Communication Service or the MiVoice Office 250 telephone system.

/i, WARNING - Port Forwarding is a security risk when opening up SIP ports on the telephone system to the outside
world. Mitel does not recommend using Port Forwarding for external Softphone connections.

Port Forwarding for Remote Phone Manager Desktop Connections

Configure the ports shown below to be forwarded to the IP address of the MCS server:

Port

TCP 8187
& 8186
TCP 8188

TCP 2001
TCP 8204
UDP 5060*

Target Direction Description

MCS Server Inbound Used to communicate to the MCS server to provide

configuration, user data, chat etc.

MCS Server Inbound Integration Services, only required if client access to the

server-side APl is required

MCS Server Inbound Used to provide telephony status and real-time data.
MCS Server Inbound Used to provide Personal Wallboard real-time data.
MiVoice Inbound/Outbound ' SIP connectivity to the telephone system, used by the
Office 250 Phone Manager Desktop Softphone.

* Only required when the Softphone is running

Port Forwarding for Remote Phone Manager Mobile Connections

Configure the ports shown below to be forwarded to the IP address of the MCS server:

Port Target Direction

TCP MCS Inbound
8185 Server

TCP MCS Inbound
8190 Server

Description

Used to communicate to the MCS server to provide configuration, user
data, chat etc.

Softphone Audio
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4.2 MiVoice Border Gateway with Phone Manager Mobile

Phone Manager Mobile Port Forwarding on MBG

Phone Manager Mobile uses the following TCP/UDP ports to operate:

Port Target Direction | Description

TCP MCS Inbound  Used to communicate to the MCS server to provide configuration, user
8185 Server data, chat etc.

TCP MCS Inbound  Softphone Audio

8190* Server

[rEI * Only required when the Softphone is running. Phone Manager Mobile does note require Teleworker
licenses or configuration on the MBG.

Configuring Port Forwarding for Phone Manager Mobile
Complete the following configuration on the MBG:

e On the 'MBG Security -> Port Forwarding' page, create the port forwarding rules for TCP 8185 with the
Destination Host IP Address pointing to the IP address of the MCS host.

If using a Softphone then configure the following port forwarding:

e On the 'MBG Security -> Port Forwarding' page, create the port forwarding rules for TCP 8190 with the
Destination Host IP Address pointing to the IP address of the MCS host.

frEI For more information on configuring Remote Softphone connections, see here.

Phone Manager Mobile Configuration

No specific configuration is needed on the Phone Manager Mobile client software. Ensure local and remote
addresses for the mobile client to connect to have been configured on the server in the Client Locations
section.

A trusted certificate is also recommended for Phone Manager Mobile connections.
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5 SSL Certificate

The SSL certificate configuration section provides access to control the certificate used by Client Applications (Phone
Manager Desktop/Mobile, Call Recorder Client) and the web site for HTTPS if required. By default, a self-signed
certificate is created by the MCS when it is installed. This is used by clients to communicate back to the MCS. This
means the data sent between Phone Manager and MCS is encrypted. Alternatively a certificate may be purchased
from a trusted certificate authority and installed on the MCS. When doing this, the DNS name used for the
server/certificate must be accessible both internally and externally by the Phone Manager clients.

Optionally, when adding a certificate from a trusted authority, it can also be applied to the website and real-time
services so that access to the configuration, Real-Time Dashboard/Wallboard and Call Recorder are all over HTTPS.

Certificate Properties

The properties of the certificate currently in use by the system are displayed on the page.

e Status -> Self-Signed or Trusted

e Certificate Expiry -> The date the certificate will expire

e Hostnames -> The hostnames the certificate is currently supporting

e Usage -> Indicates whether the certificate is just being used for client applications or the website as well

] The hostnames used for the certificate need to match those configured in the Client Locations section. If
using a self-signed certificate, the certificate will be regenerated automatically anytime these addresses
get updated.

Requesting/Using a Trusted Certificate

To improve security and simplify Phone Manager Mobile client installations, a trusted certificate can be
purchased and applied to the server.

Pressing the 'Start Certificate Request' button will start the process of creating a certificate request file. This
must be populated with the following information:
The fully-qualified external domain name of the MCS server.

Common name This should be the Client Location Remote 'NAT IP Address/Hostname'
address configured on your MCS server

If you are requesting a Wildcard certificate, add an asterisk (*) to the left of
the common name where you want the wildcard, for example *.
<mydomain>.com.

Enter any alternative hostnames or IP addresses that may be used to
Alternative names connect to the server, for example the internal DNS name.

This must include the Client Location Local 'IlP Address/Hostname'
address configured on your MCS server

The legally-registered name for your business. If you are enrolling as an
Organization individual, enter the certificate requestor's name.

If applicable, enter the DBA (doing business as) name.

Organization unit

Name of the state or province where your organization is located. Do not
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State / region abbreviate.

Name of the city where your organization is registered/located. Do not

City / locality abbreviate.

The country where your organization is legally registered.

Country

The 'Common Name' and 'Alternative Names' fields should match those that the clients are using to connect to
the server. They will be pre-populated with the information from the Client Locations section.

Once the fields have been correctly populated, press the 'Download CSR file' button to generate the certificate
request. You will be prompted for a location to store the file.

This CSR should be submitted to a certificate authority to request a certificate. Once the certificate has been
obtained, it can be uploaded to the system using the '‘Complete Certificate Request' button.

Any certificate uploaded will be used for client application connections. Optionally it can also be used for
website connections by checking the relevant box.

For more information on enabling HTTPS on the website, please refer to the Enabling HTTPS section.

| /& Arestart of the system is required for certificate changes to take effect.

@' If using a trusted certificate, it must be updated any time the local or remote addresses in the Client
Locations section are updated.
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